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1 JABOPATOPHA POBOTA Nel
3acTocyBaHHSI KOMaH/ NPH TecTyBaHHI Mepexi

MeTta po60OTH - O3HAWOMHUTHCS 3 MEPSKHHMH KOMaHIaMH Ta
HABYUTUCS BUKOPUCTOBYBATH iX IMPH TECTYBAaHHI KOMIT IOTCPHUX MEpPEK

PI3HOTO PU3HAUCHHS Ta apPXITEKTypH.

1.1 3araanHi noHATTA

[Tpu BuKOHaHHI JIAOOpaTOPHOI POOOTH HEOOXiIHO, CKOPHUCTABIIUCH
JTOBIIKOBOIO ITiICUCTEMOIO, MTEPETIISIHYTH Ta 3aKOHCIIEKTYBATH yci (yHKIIIT
1 OCHOBHI TapaMeTPH KOHCOJIIEHUX KOMaH/I.

s mporo moTpiOHO OKpeMO B KOMaHIHOMY PAIKY HaOpaTu KOXKHY
3 3aIPONIOHOBAHUX KOMaHJ, IPOYUTATH Ta 3aKOHCIIEKTYBATH TEKCT, SIKHI
3'SIBUBUTHCS Ha ekpadi. Jlami BUKIMKAaTH MJOBIIKY 10 KOXHOMY 3

mapaMeTpiB 1 3aIMUCaTH Y 3BIT.

YMOBHI TMO3HAYCHHS JUII CHHTAKCUCY YCIX KOMaH]| HaBEICHO B

Tabymmi 1.1.

Tabmuus 1.1 - YMoBHI mo3HaueHHs (CHHTAKCHC)

®opmar 3HaYeHHHA

Kypcus BizoMocTi, 1110 BBOISITHCS
KOpHCTyBaueM

HamniB:xxupuuii EneMenTu, 1o BBOASTECS 03 3MIH

Tpwu kpank (...)

[TapameTrp Moxxe OyTH BBEICHUH B
KOMaHJHOMY PAIKY ACKibKa
pasiB

V kBagparnux ayxkax ([])

Heo0oB'13k0B1 efteMeHT!

V dirypuux ayxkax ({}); Bapianti,
PO3IiIeHI BEpTUKAIBHOKO JTiHi€H0 (|)
IMpuknan: {evenjodd}

Habip BapiaHTiB, 3 AKHX
HE0OXiIHO 00paTH OJUH

pudr Courier

BuxinHi 1aHi nporpamu




1.2 BuxkoHaHHs padoTH

IpumiTtka. MeTomuuHi BKa3iBKH IJIs ITi€i POOOTH CKIIameHI 3
Opi€eHTaIli€l0 Ha BUKOHAHHA po0OTH Ha KoMm'totepax i3 cepemosuia OC
Windows 7.

Buxonaiite HacTymHi il

— 3aBantaxre Microsoft Windows 7 (im's kopuctyBaya — admin,
naposb — 1234567);

— 3amycTiTh KOMaHAHUN pSAOK Ha KOMIT'IOTEpi, M IHOTO
BukoHaiite: Ilyck, y mosni Iouck Hadepite cMd i HatucHiTH OK;

— Jaji BUKOHYHTE 3aBIaHHS i3 KOMaHIHOTO Ps/IKa.

1.2.1 Komanaa ping

Ping — ocnoBua TCP/IP komaHza, sSiKy BUKOPHUCTOBYIOTH 3 METOIO
YCYHEHHS HEMOJAI0K B 3'€THAHHI Ta JUIA MEPEBIPKHA MOXKITUBOCTI TOCTYILY.
IMporokon ICMP (Internet Control Message Protocol - TIporokon
VYnpasninns [loBimomnennsmu [HTepHeT) € HeBia'emHOI0 4YacTwHOW IP-
Moy, Bin 3a0e3nedye 3BOPOTHIN 3B'SI30K Y BUIJISAI A1arHOCTUYHUX
noBiiomieHb. L[i TOBIAOMIIEHHS TOCWIIAIOTHCSA BiNMPABHHUKY IPH
HEMOXKITMBOCTI JOCTaBKHM HOTO JAeTarpaMu Ta B JISSKUX 1HIIUX BUITAKaX.

ICMP, BiampaBisioud TOBIJIOMIICHHS €XO-3alUTy, IEpeBipse
3'eqHaHHS Ha PiBHI MpOTOKOINY IP 3 iHIMUM KOMI'TOTEpOM, KU MIATPUMYE
TCP/IP. TTicast KOKHOI TIepeaadi BUBOAUTHCS BiIMOBIIHE MOBIOMIICHHS 3
€XO0-BIIIIOBIIJIIO.

Komannma ping (0e3 mapamerpiB) BHBOAWTH MAOBIIKY IpO CBiil
CHHTaKCHC Ta MapaMeTpH:

— CHHTAaKCHC!

ping [-t] [-a] [-n <cuerunmk>] [-| <pazmep>] [-f] [-1 <TTL>] [-v
<tum>] [-r <cuerumk>] [-s <cueruux>]| [ [ -j <cmucok_y3zaor>] | [-K

<cnucok_y3iaoB>] | [-w <uutepBam>| [-R] [-S <aapec mcrounmka>|
[-4] [-6] ums_koHeuHOTrO_Yy3.1a;
— IapaMeTpH:

-t - 3ajmae BiANpaBIICHHS MOBIAOMIICHb 3 €XO0-3alIUTOM JIO TOYKHU
TMpU3HAuYeHHS IIOKKM KoMaHia He Oyne mepepBana. [l mnepepuBaHHS
KoMmaHau 1 BuBeAeHHS cratucthku HatucHiTh CTRL+BREAK. ns
Buxojy 3 Hel HatucHiTh CTRL+C;



-| <po3mip> - 3amae moBxkuHy (OalTH) MO JAHUX Y BiAMpPABICHUX
MOBIMOMJICHHSX 3 €XO0-3amuToM. Po3Mip 3a 3aMoBUeHHsAM - 32 Oaiita,
MaKCUMaJIbHUH — 65527

-4 - 3aJa€e MOXIMBICTH OTpuMaHHs imeHi 3a IP-agpecoro
MpU3HAYeHHSA. Y pasi BOAJIOro BUKOHAHHS BHBOAMTHCS IM'SL BiIITOBITHOTO
BYy3IIa;

-N <JIIYUJIHUK> - 33]Ia€ YUCIIO MOBIJIOMIICHb, SIKi BiIIIPABISIOTHCS 3
€X0-3allUTOM. 3a 3aMOBUYEHHIM — 4,

-f - 3amae BigmpaBieHHS IOBIIOMIIEHD 3 €XO0-3alIUTOM i3 MPAIIOPOM
«Don'tFragmenty» B IP-3aromnoBky, BcraHoBieHomy B 1 (Timbku B IPV4).
[ToBimoMIIeHHST 3 €X0-3alUTOM He (ParMEeHTYIOThCS MapIIpyTH3aTOpaMu
Ha NUIAXY OO0 Micls mpu3HaueHHs. Lleil mapameTp BUKOPHUCTOBYETHCS IS
YCYHEHHS Mpo0JieM, sKi BHHUKAIOTh 3 OJIOKOM JaHUX MaKCHUMAaJIbHOTO
po3mipy (MaximumTransmissionUnit);

-i<TTL> - 3amae 3uadenus mnonss TTL B IP-3aromoBky s
MOBIIOMJICHb, SIKI BIATPABIAIOTHCS 3 €XO-3aMUTOM. 3a 3aMOBUEHHSIM
BUKOPHCTOBYEThCS 3HAuUeHHS T 1L, sike 3ajaHe Uil By3na. MakcUMalibHE
sgayeHdsa 1 1L — 255;

-V <THI> - 3a7a€ 3HadeHHa mons tumy cayxou (TOS) B IP-
3aroJIOBKY TS TIOBIZOMIIEHB, SIKi BiZIMPABIIAIOTECS 3 €X0-3aIMUTOM (TiTBKH B
IPv4). 3a 3amoBueHHs M Ii¢ 3HaueHHs nopiBHoe 0. Tunm - necsTkoBe
3HauyeHHs Bijg 0 1o 255;

-I <IIYMIBHUK> - 33/1a€ mapameTp 3anuty mapuipyty (RecordRoute)
B IP-3aronoBky asis 3amucy UnisiXy, 3a SIKUM MPOXOAWUTH MOBiJTOMIICHHS 3
€X0-3alUTOM 1 BiJIIIOBiIHE HOMY MOBIOMJICHHS 3 €XO-BiIIMOBI IO (TLTBKH
B IPv4). KoxeH mepexi BHKOPHUCTOBYE IapaMeTp 3alKMCy MapLipyTy.
SIKI10 MOXKIIMBO, 3HAYCHHS JIUMIbHUKA 33J1a€ThCS PIBHUM ab0 OUIBIINM 3a
KUTBKICTh MEPEXO/IiB MK BiJIIPaBHUKOM 1 MiclieM npu3HadeHHs. [lapamerp
JIIYMIIBHAKA Ma€ 3HaYeHHs Bijg 1 10 9;

-S <MYMIBHUK> - BKa3ye KUIBKICTh TiepexoliB B [HTepHeTi
(InternetTimestamp). BuKOpPHCTOBYETbCS Uil 3alKCy Yacy OPUOYTTS
TIOBIJIOMJICHHS 3 €X0-3aITUTOM 1 BiJIIIOBiTHOTO HOMY TOBiJIOMIIEHHS 3 €XO-
BIZMOBIAIIO ISl KOXKHOTO nepexonay. [lapamerp nmiunmibHUKa Mae 3HAYSHHS
Bix 1 10 4. Lle HEOOXIAHO /IS MUILOBUX AAPEC 3 JIOKAIbHUM TIOCHUIIAHHSM;

-] <cmucok By3IiB> - BKa3ye, IIO IMOBIJOMIICHHS 3 €XO-3allUTOM
BUKOPHUCTOBYIOTh IapaMmeTp BibHOT MapuipyTtuszauii B IP-3aromoBky 3
Ha0OpOM TPOMDKHHMX TOYOK MPH3HAYEHHS, 3a3HAYCHUM y CITUCKY BY3IiB
(tinbku B IPV4). Tlpu BisibHIN MapmipyTH3ailii MOCIITOBHI MPOMIXKHI TOYKH



MpU3HAuYeHHS MOXyTh OyTH po3faiieHi omHuM abo  JeKiTbkoma
MapmpyTu3aTopamu. MakcuManbHEe YHCIIO aapec abo IMEeH y CIHCKY
By31iB — 9. Crmcok By3iiB — 1ie HaOip IP-agpec (B TOUKOBO-IECATKOBIM
HOTAIli1 ), pO3aiNieHHX mpobinamu;

-k <cmucok By3miB> - BKasye, II0 MOBIJIOMJICHHS 3 €XO-3alTUTOM
BUKOPHCTOBYIOTH MapaMeTp CyBopoi MapmpyTusaiii B |P-3aromoBky 3
HaOOpOM TNPOMIKHUX TOYOK MPHU3HAYEHHS, 3a3HAYCHUM Yy CIHCKY BY3JiB
(timeku B IPv4). Ipu cyBopiii MapiipyTH3allii HaCTyITHa MPOMDKHA TOYKA
NpU3HAYCHHsT Ma€e OyTH JOCTYIHOI Oe3rocepeqHbo (BOHA MOBHHHA OyTH
cycinmHiil B iHTepdeiici MapipyTu3aropa). MakcuMaibHe YUCIO aapec abo

iMeH y croucky By3miB — 9. Cromcok By3imiB — 1e Habip IP-aapec (B
TOYKOBO-JICCATKOBIH HOTAIIT ), PO3/IIEHIX MPOOiIaMH;
-W <iHTepBaJ>> - BH3HA4Ya€ B MUTICEKyHIaX 4Yac OYiKyBaHHS

OTpUMaHHsI  TOBIJOMJICHHS 3  €XO-BIANOBIIAIO, SKE  BiJIOBIIAE
MOBIJOMJICHHIO 3 €X0-3alUTOM. SIKIIO MOBiIOMJICHHS 3 €X0-BiANOBIAAIO HE
OTPHUMAaHO B MeXax 3a/JaHOTO 1HTEpBaly, TO BUNAETHCS ITOBITOMICHHS IIPO
nomuiky "Requesttimedout”. InTepBai 3a 3amMoBuyBaHHM nopiBHIOE 4000
(4 cexynman);

-R - 3amae BigcTekeHHS NUUIIXY mpuitomy-tieperadi (RoundTrip)
(tizeku B IPV6);

-S anpeca_jkepesia - BKasye ajpecy jkepena (tiibku B IPvO), sika
BUKOPHCTOPYETHCS,

-4 - 3agae BukopucTaHHS npotokony IPv4, mus mepeBipku 3B'S3KYy.
Le#t napameTp He moTpiOeH s ineHTH]IKAIT KIHIIEBOTO By3Ja 3 aApecoro
IPv4. Bin moTpiben mumie A inenTrdikanii KiHIeBoro By3ia 3a iM'siM;

-6 - 3amae BHKOpHCTaHHS MpoTokony |PV6, st mepeBipku 3B'S3KYy.
Le#t napameTp He oTpiOeH s ineHTH(IKAIT KIHIIEBOTO By3Ja 3 aApecoro
IPv6. Bin noTpibeH suiire Ay ieHTrudikanii KiHIeBOro By3ia 3a iM'siMm;

- iM'a_KiHIEBOro_BYy3Ja - BCTAaHOBIIIOE Ha3By By3na abo IP-ampecy
NpU3HAYCHHS,

- [? - BimoOpaxkae JOBIIKY B KOMaHTHOMY PSIIIKY.

IMpumitka. Komanaa ping nossonsie nepeBiputu iM's Ta IP-anpec
komm'torepa. Skmo nepesipka |IP-anpecu Baana, a nepeBipka iMeHi - Hi, TO
BUHUKaE mpo0jiemMa Po3B's3aHHs iMEH. Y I[bOMY BHIIaJKy 3a JOIIOMOIOI0
samutie  DNS (DomainNameSystem), abo 3a J0MOMOroH METOLy
posB'azanHs imeH NetBIOS nepesipte, mo6 iM'ss KoMI'IoTepa 103BOJICHO B
JioKaibHOMY (haititi HOSts.



Ils komaHzma JOCTymHA B TOMY BHIAJAKY, SKIIO y Tapamerpax
MepexxHoro amanrepa B 00'ekTi «CeTeBble MOAKIIOYEHHS», B SIKOCTI
KOMITOHEeHTa, BCTaHOBIICHO mpoTokoi [nTepuety (TCP/IP).

IHpukiaaau.

HacrtymHuii mpuKiia JEeMOHCTPYE pe3ysIbTaT poOOTH KOMaHau Ping:

C:\>ping kernel.org

Pinging kernel.org [149.20.4.69] with 32 bytes of data:

Reply from (Otset ot) 149.20.4.69: bytes=32 time=199ms TTL=55

Reply from 149.20.4.69.132: bytes=32 time=199ms TTL=55

Reply from 149.20.4.69.132: bytes=32 time=199ms TTL=55

SIKIIO TpHM 3aCTOCYBaHHI KOMaHAW PiNg 10 eKpaHy BHIAETHCS
nosigomienns Packetfiltered, e o3Hauae, 1o ckopiiie 3a Bce 3a0;10K0BaHO
MIiJKITFOYEHHS 10 [HTepHEeTY 3a HecIuiaTy/criaM/pe3epByBaHHs KaHaIy.

BuxonaiiTe HACTYNHi 3aBJaHHS:

— Q7S BigmpaBKHM ToBimomuteHHs Touri mpu3HadeHHs 10.0.9.100 3i
CIiBBiJHOIICHHSM 3 i By3/10BUM iM'siM BBeiTh: Ping -a 10.0.9.100;

— nmns BimmpaBku  Tourli mpu3HadeHHs  10.0.9.100 nmecsatm
MOBIJIOMJIEHD 3 €X0-3alIMTOM, KOXKHE 3 sKuUX Mae nose manux 1000 Oaiit,
BBeAiThH: ping -n 10 -1 1000 10.0.9.100;

— nns BignpaBku moBigomieHHs touri mpusHadeHHs 10.0.9.100 i
3alrcy MapIpyTy st 4 mepexoziB BBeaiTh: ping -r 4 10.0.9.100;

— 7S BIANIPaBKH TMOBiAOMIIEHHs Toulli npusHadeHHs 194.8.51.253
Ta 3aBJaHHs BUIbHOI MapmipyTtu3saiii as touok mpusHaueHHs 10.0.9.51-
10.0.9.100-10.0.2.1 (y Bac, siamomiaHo, IP-ampeca mgiama3ony Barioi
Mepesxi) BBeaiTh: ping -j 10.0.9.51 10.0.9.100 10.0.2.1 194.8.51.253.

Bci pesyabTaTu 3 BHKOHAHHSI KoMaHau pPing 3adikcyBatu y
3BiTI.

1.2.2 Komanpaa ipconfig

Komanna ipconfig BuUKOpHUCTOBYeThCS sl BiZOOpakKeHHS BCiX
notounux napamerpiB mepexi TCP/IP ta onosienust napamerpis DHCP i
DNS. Ilpu Bukiuky komanau ipconfig 6e3 mapamerpiB BUBOAUTHCS JIUIIE
IP-ampeca, macka miMepexi i OCHOBHUH ILTIO3 JUIsl KOKHOTO MEPEXKHOTO
ajarnrepac:

— CHHTAaKCHC!


http://stream-tst.ru/images/stories/po/cmd/ping.htm
http://stream-tst.ru/images/stories/po/cmd/ping.htm

ipconfig [/all] [/renew[amanTep]] [/release [amanTep]] [/flushdns]
[/displaydns][/registerdns][/showclassid_amanrep][/setclassid_agamrep
[kon_kaacca dhep]];

— mapameTpH:

- /all - BuBenenns moBHOI KoHirypauii TCP/IP ms Bcix aganTepis.
be3 mporo mapamerpa komanma ipconfig suBoauth Timbku IP-ampecy,
MacKy MiJMepeki Ta OCHOBHHI NITIO3 /IS KOXKHOTO ajgantepa. Amantepu

MOXYTh OyTH (i3WYHUMH iHTepdeiicaMi - BCTaHOBIEHI MEpexHi
amanTep, ab0 JIOTIYHHMH iHTepdelicaMu - IMAKIIOYCHHS BiIIaaeHOTo
JIOCTYIIY;

- [renew [aoanmep] - onoBienus koHdirypanii DHCP mis Beix
ajanTepiB (KO amanTep He 3aaaHuii) abo A 3aaaHoro adanmepa. e
napaMeTp JOCTYHNHUII TUIBKM Ha KOMI'IOTEpaXx 3  aJamnTepamH,
HaJIAIITOBAaHUMH JUIs aBTOMAaTu4yHoro orpuMmanHs |P-anpec. 11106 Bkazatu
ajianrtep, BBeiTh O3 mapaMeTpiB iM's, BBeieHe KoMaH 1010 ipconfig;

- Irelease [aoanmep] - Bimnpaska mosimomuennss DHCPRELEASE
ceppepy DHCP 1ns 3BimpHeHHs morouHoi koHpirypamii DHCP i
BupaneHHs: kKoHpirypauii IP-agpec mns Bcix amantepiB (SKIIo aganTep He
3anmanuii) abo ans 3amaHoro adanmepa. llei amanTep BigKITIO9a€e MPOTOKOI
TCP/IP mist agantepiB, HATAIITOBAHUX 11 aBTOMATUYHOTO OTpUMaHHs |P-
aapec. Jlns toro, mo0 BKazaTH ajanTep BBEAITH 0e3 mapaMmeTpiB iM's, sKe
BUBE/ICHE KoMaH 100 ipconfig;

- [flushdns - ckumaHHs Ta OYHMIIEHHS BMICTY Kellla MOPiBHSHHS IMEH
DNS. ITix uac ycyHenns nerapaszais DNS 1o mporneypy BUKOPHCTOBYIOTb
JUTSl BUIQJICHHS 3 KEIIy 3allMCiB HEBAAJIUX CIPOO MOPIBHSHHS Ta IHIIHX
JMHAMIYHO JOJAHUX 3aIlHCiB;

- /displaydns - BigoOpaxxeHHst BMicTy Kemia mopiBHsHHS iMeH DNS,
BKIJIIOYAE 3aITMCH, MTOTICPESIHBO 3aBaHTAXEHI 3 JIOKaIbHOTO (hariny HOSts, a
TaKOX OCTaHHI OTPHUMAaHi 3alMCH PECypCiB IS 3alWTiB Ha TOPIBHIHHS
imeH. Lsg indopmariss BHKOPUCTOBYeThCs ciy:kOor0 DNS xmienra mms
HIBHJIKOTO MOPIBHSIHHS 1MEH, SIKi 4acTO 3yCTpidaroThesi, Oe3 3BepTaHHs J0
BKa3aHuX B KoHOirypaiii DNS-cepepawm;

- [registerdns - nunamiyHa peectpauis BpyuHy imeH DNS Ta IP-
aZipec, HaJalITOBaHMX Ha Komm'torepi. Lleid mapamerp KOpuCHHH mpu
ycyHeHHi mpoOiiem 3 DNS abo mnpu 3'acyBaHHI TpUYMH 1epeOoiB
JMUHAMIYHOTO OHOBJEHHA Mk kimieHToM 1 DNS-cepepom  06e3
nepeBaHTaXeHHs kiieHta. IMeHa, 3apeectpoBani B DNS, BusHauaroTbcs
mapamerpamu DNS y nomatkosux BiactuBoctsix creky TCP/IP;
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- /showclassid aoanmep - BimobOpaxenus komy kiaacy DHCP mis
3a3HavyeHoro axnamtepa. 1106 mepernsaytn kon knmacy DHCP mis Beix
ajanTepiB, 3aMiCTh Mapamerpa adanmep BKaxiTh 3ipouky (*). Llei
napamMeTp JOCTYIHHMH TiINbKM Ha KOMI'IOTEpax 3 ajanTepami,
HAJIAIITOBAHUMH JIJIsl aBTOMATHYHOTO oTpuManHs IP-anpec;

- /setclassid aoanmep [koo_knacy] - npucBoenns koay kiacy DHCP
Juisi 3a3HaueHoro anantepa. [1lo6 3amatu kox kmacy DHCP nmns Beix
ajJlanTepiB, 3aMICTh IIapaMeTpa aoanmep BKaxiTh 3ipouka (*). Ilei
mapaMeTp JOCTYHHHWI TUTBKM Ha KOMITIOTepax 3  ajalTepaMd,
HaJIAIITOBaHUMH Ha aBToMaTuuHe oTpuMaHHs IP-agpec. fxmo koz kiacy
DHCP ne 3anano, MOTOYHMIA KO KJTaCy 3HHUIILY€EThCS;

- [? - BifoOpaXeHHsI JIOBiIKH B KOMaHIHOMY PSIIKY.

BuxonaiiTe HACTYNHI 3aBJaHHS:

— sl oTpuMaHHsA ocHOBHOI kKoHGirypauii TCP/IP Bcix amanTepis,
BBeniTh: G:\>ipconfig

Hacrpoiika mpotokoa IP st Windows

Local Area Connection — Ethernet amanrep:

DNS-cyddukc 3T0ro noaximroueHus.

IP-ampec ............:10.0.9.51 (y Bac BiamoBigna IP agpeca)
Macka momceTr . . .. ... ...:255.255.255.0

OCHOBHOM IUTFO3 . . . .......:10.0.9.100

G:\>

— naus orpuMmanHs moBHOI koH(irypamii TCP/IP Bcix amamtepis,
BBeiTe. G:\>ipconfig /all

Local Area Connection - Ethernet aganrep:

DNS-cyddukc 3T0ro noaKmroueHus . . -

Omnucanue ..............:Realtek RTL8139 Family PCI Fast
Ethrnet NIC
®dusnueckuii amgpec. . . . ... . .o 00-11-2F-71-D4-BA
Dhcp BrmroueH. ... ..., ... : HET
ABTOHacTpoiiKa BKJIIOYEHA ... ! na
IP-ampec .......... .. ..: 10.0.9.51
Macka HoJceT . . .. ......: 255.255.255.0
OCHOBHOM LIJTIO3 . . . . ... ..: 10.0.9.100
DHCP-cepsep . .. ........: HET
DNS-cepBepbl . .. .. ... ... 10.0.2.1

10.0.56.90
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Ocuouoit WINS-cepeep .. ....: HET
Homnonuurtensubiii WINS-cepsep. . . . : HET
Ipconfig/displaydns
ns4.rambler.ru

Wms 3amuc. . . . . : hsd.rambler.ru (DNS cepsep sxwuii BumaB HaM ip
azapecy caity rambler.ru)

Twun 3anwmcwn. . . . . : 1

Cpoxk xu3nu (TTL). .. : 1504

JlnvHa naHHBIX. ....: 4

Pazmen. ......: OtBer

A-zamuch (y3ma) . . . : 81.19.67.89 (ip aapeca DNS cepsep sxuit

BUJIAB HaM ip azxpecy caiity rambler.ru.)

Y Bac, BimmoBigHo, Oynae iHma iHdopmalis, OTpUMaHa Bij
Baworo DNS cepgepa;

— nns oHOBIEHHs KoHiryparii IP-anpecn, sika pusHaueHa DHCP-
cepBepoM, TUTbKU i ananrtepa [loakiiloueHne Mo JIOKAJBLHOH CeTH,
BBeAiTH: ipconfig /renew "Tloak/rouenue mo JIOKaJIbLHO# ceTn";

— 17 TOTO, 00 cKuHYTH Ketn opiBHAHHS iMeH DNS 3a HasBHOCTI
HecnpaBHOCTEH y opiBHsAHHI iMeH, BBeaiTh: ipconfig /flushdns;

— 17 Toro, mo6 BuBectu kox kiacy DHCP mis Beix amanrepis, siki
MOYMHAIOTECH 31 cioBa [lookmouenue, BBenith. ipconfig /showclassid
IMoaxnouenne®;

— g rtoro, moO 3amath kox kiacy DHCP  TEST s
amantepa Iogka0ueHHe MO JJOKAJLHOM CeTH, BBEIITh.

ipconfig /setclassid "Tloakouenue mo jokajabHoii ceru' TEST

Bcei pesyabTaTn 3 BUKOHaHHA komanau ipconfig 3adikcysaru y
3BiTI.

1.2.3 Komanpa tracert

Komanpa tracert BusHauae muisiX JO0 TOUKM Mpu3HaydeHHA. Jld
OBOr0 BOHA BIANpPaBIsie B TOYKY INPU3HAYCHHS €XO-MOBIIOMIICHHS
nportokoxry Control Message Protocol (ICMP) 3 mocriitHuM 301IbIICHHSM
3HaueHb TepMiHy kutTs (Time to Live, TTL).

BuBenieHn# 1UISIX - I CIIMCOK HAHOMIKYMX MapIIpyTH3aTOPiB, SKi
3HAaXOAATHCS HAa HUISXY MUK BY3JIOM JDPKepesa Ta IMyHKTOM NpU3HAYeHHS.
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Haitommxuanii  intepdeiic - me iHTepdelic MapmpyTu3aTopa, SIKHH €
HaNOIHKIUM 10 By3JIa BiAIpaBHUKA Ha MUIAXY. 3amylieHa 6e3 mapameTpis,
komaHza tracert BuBose 10BiAKY:

— CHHTaKCHUC:

tracert[-d][-h makcumanbHoe 4unciao_nepexonos][-j
CNUCOK_y3J0B] [-W TaiiMayT] [MMsI_KOHEYHOro KoMIbHTEpa];

— TapaMeTpu:

-d - 3anobirae crpobi komanM tracert go3Boity IP-ampec mpoMi>KHHX
MapIIpyTH3aToOpiB B iMeHa. 30UIbIIYe MIBUAKICTh BUBEJCHHS PE3YJIbTATIB
KOMaHH tracert;

-h makcumanvrnoe _uucno _nepexooos - 3anae MaKCUMaIbHY KiJIbKICTh
Mepexo/liB Ha M[UIAXY NpW BUKOHAaHHI TMOIIYKY KiHIEBOTO 00 €KTa.
3HaueHHS 3a 3aMOBYYBaHHAM jopiBHIOE 30;

-] cnucok y306 — BKazye TOBIIOMIICHHSM 3 €XO-3alIHTOM
BUKOPHUCTaHHS MapaMeTpa BiIbHOT MapuIpyTh3alii 3arojioBky IP 3 Habopom
MPOMIKHHUX MiCllb IPU3HAYCHHS, 3a3HaYCHUX B cnucke_y3108. [Ipu BinbHil
MapIIpyTH3aIii Micis MpU3HAYEHHS MOXYTh OYTH pO3MilIeHI OqHUM abo
JIEKITbKOMa MapIIpyTu3aTopaMy. MakcuMallbHe YUCIo aapec abo iMeH y
criucky 9. Cnucox_adpecos cxianaerbest 3 Habopy IP-ampec (B ToukoBO-
JIECATKOBIH HOTAIIIi), pO3aUIEHUX poOiTamu;

-W ummepean - BH3HA4Ya€ B MUIICEKyHIaX 4dYac OYiKyBaHHS
oTpuMaHHs exo-BinoBinei nmportokony ICMP abo mpo 3akiHueHHs 4dacy
st ICMP-nioBiioMJieHb, BIAMOBIAHUX JIaHOMY €XO0-3amuTy. SIKIIO BH HE
OTPUMAJIH TIOBIJIOMJIEHHS TPOTITOM 3aJaHOr0 4acy, 3’SBISETHCS 31poUKa
(*). TaiimayT 3a 3amoBuyBanusm 4000 (4 cexyHu);

-UMs_KOHeYH020_KOoMnbiomepa - 33ja€ TOUKy TpusHaveHHs IP-
ajzpecoro abo iM’sIM By3Ta;

-? - BimoOpaskeHHS TOBIKU B KOMaHIHOMY PSJIKY.

Mpumitka. JliarHocTUuHWE  3aci0 BH3HAYa€ MapuipyT 3a
JIOTIOMOT'OF0 BiJNPABJICHHS B TOYKY IPH3HAYEHHS €XO0-3aIHTIB IPOTOKOIY
Internet Control Message Protocol (ICMP) 3 pisHuMyu 3HaYEHHSIMHU TEPMiHY
xutts (TTL, Time-To-Live). KoxkeH wmapuipytusatop, dYepes sSKui
NPOXOJIUTH TOBIJIOMIICHHS, TIOBUHEH, TIepe/l MOJAIBIIAM BiANPaBICHHIM
[MaKera, 3MEHINWTH 3HadeHHs Woro mois 1 1L mjoHalimenme Ha 1.
®aktnyno, TTL - miyuneHuk By3niB. Komu mapamerp TTL mopisHioe 0,
MapHIpyTU3aTop TMocuiae cucremi-mkepeny nosinomieHHs ICMP mpo
3akiHueHHA uacy. KomaHpma tracert Bu3Hauae MapHIpyT, HNOCHUIIAIOUYH
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nepmuii exo-3amut 3 monmeM 1L, piBHuM 1, 1 30impmryroun 3HAYEHHS
[BOTO TIOJNIST HA ONWHUINO JUIA KOXKHOTO HACTYITHOTO —€XO-3aIluTy, SKUil
BIZIIPaBIIIETHCSA, O TUX Mip, MOKM KiHLUEBHH BY30J HE BiIMOBICTh, 200
MOKM He Oyne JOCATHYTO MaKCHMajbHe 3HadeHHs mons T 1L.
MakcuMaibHa KUTBKICTh MEpPexXOJiB 3a 3aMOBUyBaHHSIM JopiBHIOE 30 Ta
Moxe OyTu 3MiHeHa 3a mornomororo mapamerpa -h. 1Insx BU3HAYa€eThCS 3
aHamizy mnoBigomsienb ICMP mpo 3akiHYeHHs dYacy, OTpPUMaHUX BiX
MPOMIKHIX MAapIIpyTH3aTOPiB 1 €XO-BIAMOBIAEH MyHKTY MpH3HAYEHHS.
OpHak [eski MapmIpyTH3aTOpH HE TOCHIAIOTh TOBIOMIIEHH TIPO
3aKiHYEGHHS 4Yacy /I TaKeTiB 3 HYyJhOBUMH 3HaueHHsMU TI1L Ta
HEBUAMMUX Uil KoMmaHau tracert. Y upoMy BHUMNAAKy sl TEPEXOIY
BijoOpaxkaeTbest 3ipouxa (*). [ BHUKOHAHHS TPacyBaHHS MapLIpyTY,
BUBE/ICHHSI 3HAUYEHHS 3aTPUMKH IOMIMPEHHS IO MEPEXi 1 BTpaT MaKeTiB Ha
KO’KHOMY MapLIpyTH3aTOpi 1 By31i, BAKOPUCTOBY#Te KoMaHay pathping.
Ils xomaHma IOCTyNHA, SKIIO y IMapamMeTpax MEpeXHOro ajanrepa B
00’exti «Cemesbie noOKkmoueHus» B SKOCTI KOMIIOHEHTa BCTAHOBJIEHO
nportokoJ Unrepuera (TCP/IP).

BukonaiiTe HacTynHi 3aBIaHHA:

— Q7S TIPOBENIEHHS TPAaCyBaHHS MapIIpyTy JO By3na Ya.ru, BBEIiTh
komanny: G:\>tracertya.ru

TpaccupoBka mapiipyTa K ya.ru [87.250.250.203]

C MaKCHUMAaJIbHBIM YHUCIIOM MPBIKKOB 30:

1 <Imc <lmc <Iwmc 172.30.29.1

2 <lmc <lwmc <Iwmc 172.16.0.190

3 Ims 1ms 1ms 172.16.0.229

4 2ms 1ms 1ms 172.16.0.230

5 2ms 3ms 1ms mamon-1-ge0-1-21.msk.stream-internet.net
[195.34.30.252]

6 2ms 2ms * ss-cr01-gel-21.msk.stream-internet.net
[195.34.53.169]

7 3ms 3ms 3ms m9-cr01-po3.msk.stream-internet.net
[195.34.53.85]

8 * * * IlpeBbllIeH HHTEPBAT OKUAAHUS IS 3aIpoca.

9 * * * IlpeBbllIeH HHTEPBAT OKUAAHUS IS 3aIpoca.

10 * * * IlpeBbllleH HHTEPBAT OXKUIAHUS JUTS 3a1Ipoca.

11> * * IlpeBbllieH HHTEPBAJ OXKHUIAHHSA AJIS 3a1Ipoca.

12 3ms 3ms  3ms m9-cr02-pol.msk.stream-internet.net
[195.34.59.54]
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13 3ms 2ms 3ms Yandex-m9.msk.stream-internet.net
[195.34.36.30]

14 5ms 3ms 3ms ya.ru [87.250.250.203]

TpaccupoBka 3aBepleHa.

Y Bac, BignosigHO, Oyme IHIMUI MapmIpyT, CHIBBIZHOCHUH 3
nmapameTpamu Bamroi mepexi.

BAKJIMBO!!! [lannii psaaok «8 * * * IIpeBbimIen
HHTEpPBaJ OKMIAHUA IJ8 3aMpocay O3HA4Ya€, M0 BY30J, depe3 SKHi
IIPOXOMUTh Tpaca, He BiAmoBiB Ha 3amuT (i He 3000B’sI3aHUIT) 1 HIIK He
O3Hayae, 110 Ha KaHali y Bac MIPHUCYTHI BTpaTH,

— U1 BHUKOHAHHIA  TpacyBaHHA  MapuipyTy OO  By3ia
corp7.microsoft.com Ta 3amoGiranHsi 103BoNy KokHOI IP-ampecu B iM’s,
BBediTh. tracert -d corp7.microsoft.com;

— U1 BHUKOHAHHIA  TpacyBaHHA  MapuipyTy OO  By3ia
corp7.microsoft.com suxopuctoByiite By3nmu 10.0.9.100-10.0.56.100 mis
BIJIbHOT MapupyTH3allii, BBEJITh HACTYITHY KOMaHAY:

tracert -j 10.0.9.100 10.0.56.100 corp7.microsoft.com

Bci pe3ysbTaTtH 3 BUKOHAHHS KoMaHau tracert 3adikcyBatn y
3BITI.

1.2.4 KomaHnpa arp

Komanza arp BUKOPUCTOBYETBCS Il BUBOJY i 3MIHM 3alUCiB Kellia
npotokony ARP, skuit MicTuTh OJHY a00 JeKijgbka TaOJHIb, SKi
BUKOPHUCTOBYIOThCS st 30epiranus IP-aipec Ta BigHOBIAHUX TM (i3UUHUX
anpec Ethernet abo Token Ring. JIms KOXXHOTO MEpEKHOTO amamnrepa
BUKOPHUCTOBYETHCSL OKpema Tabnuils. 3amylieHa 0e3 mapaMeTpiB, KOMaH/Ia
arp BUBOJUTH JOBIJKY:

— CHHTAaKCHC:

arp -a [inet_addr] [-N if_addr] [-V]

arp -d inet_addr [if_addr]

arp —s inet_addr eth_ addr [if_addr]

— TapamMmeTpu:

-a [unem_aopec] [-Nugh_aopec] - BuBeneHHs TaOIHIB MMOTOYHOTO
npotokoiay ARP mis Beix intepdeiicie. 11lo6 Buectu 3amucu ARP mist
okpemoi IP-aapecu, ckopucraiiTech KOMaHAOIO arp —a 3 mapaMeTpoM
unem_aodpec, ae unem_aodpec — ue |P-agpeca. 11lo6 BuBecTn mapamerpu
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tabmuii kema ARP mis meBHoro iHTepdeiicy, BKaXiTh mapameTp
-N ugh_aopec, ne u¢p_aopec — ue IP-anpeca, sixa nmpuzHadeHa inrepdeiicy.
[Mapametp -N BBOIUTHCS 3 ypaxyBaHHSM PETiCTPY;

-g [unem_aopec] [-Nugh_adpec] - 36iraetbes 3 —4;

-d unem_aopec [ugp_aodpec] - Bumanenus szamucy 3 mneBHow IP-
aapecoro, ae uxem_adpec - e IP-agpeca. 1106 BumanuTu 3amuc Tabwmi
JUTsL TICBHOTO 1HTEpQeiicy, BKaxiTh mapaMeTp u¢g aopec, ne ug aopec —
ne IP-agpeca, sika mpusnadyena intepdeiicy. o6 Bumanmtu Bei 3ammcw,
BBEJIITh 3ipouKy (*) 3aMicTh mapamerpa urem_aopec;,

-S umnem_aodpec e_aodpec[ugh aopec] - nomaBaHHS CTATHYHOTO
3anucy, skuii criBcraBisie |P-anpecy uwmem adpec 3 (Gi3u4HOI0O anpecoro
e_aodpec, B x3mi ARP. Jlns nomaBanHs cratmyHoro 3ammcy keury ARP B
TaOJIMII0 JJIs TEBHOrO iHTepdelicy, BKaxiTh NapaMmeTp ug aopec, ne
ug_aopec — ne IP-anmpeca, sika npusHaueHa inTepdeiicy;

[? - BimoOpaXkeHHsI OBIIKA B KOMaHIHOMY PSJIKY.

Hpumitka. IP-agpecn mist mapameTpiB uxmem _aodpec 3aMUCYIOTHCSA B
TOYKOBO-JICCATKOBIM Horarii. di3ndyHa agpeca Iuisl mapameTpa e aopec
CKIIQIa€ThCS 3 MIECTH OaiT, 3almMcaHUX B IIICTHAMISATKOBOMY ¢opmaTi i
posainenux aedicamu (Hanpukiaa 00-AA-00-4F-2A-9C). 3amucu, noaaHi
3 MapaMeTpoM -S, € CTaTHYHUMHU i He BUIASIOThCH 3 kema ARP micis
3aKiHYEHHS TMEPioAy 4Yacy. 3aluCU BHIAISIOTHCS, SKIIO 3YNHHCHHUU 1
sanymieHuii mpotokoa TCP/IP. 11lo6 cTBOpUTH MOCTiiHI CTaTHYHI 3allHCH
kema ARP, BBemiTh BiANOBIJHI KOMaHAM arp Ta CKOPHUCTAWTECh
«IJIAHUPOBIIMKOM 3aJaHHUii» JIUI BUKOHAHHS 1[LOT0 (hailily IpH 3amycKy.
I xoMaH/1a TOCTYIHA, TIMBKH SKIIO Y BIACTHBOCTIX MEPEIKHOTO alanTepa
B 00’exti "CereBble MOIKIIOYEHUA" B SIKOCTI KOMIIOHEHTA BCTAaHOBIIEHO
npotokoa Uutepuera (TCP/IP).

BuxonaiiTe HACTYNHi 3aBJaHHS:

— nns BuBeneHHs TaOmmmi kema ARP mus ycix iHTepdeicis,
BBEJIITH: arp —a;

— nas Toro, mo0 BuBecTH Tabiumio kema ARP s iHTepdeiicy,
skoMy npusHadena IP-aapeca 10.0.9.51, eemite: arp -a -N 10.0.9.51;

— Jojaiite cratnuHuid 3anmuc kemy ARP, sikuit mopisHioe IP-anpecy
10.0.0.80 3 dizuunoro aapecoro 00-AA-00-4F-2A-9C, BBeniTh:

arp - 10.0.0.80 00-AA-00-4F-2A-9C.

VY Bac iHmuii MapmpyT, 3riJHO 3 MapaMeTpamMH Ballol Mepexi.

Bci pe3yabTaT 3 BHKOHAHHSI KOMaHAu arp 3adgikcyBaTH y 3BiTi.
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1.2.5 Komanaa netstat

Komanma netstat BHKOPHCTOBY€eTHCS U BimOOpakeHHS aKTHBHUX
migkmodens  TCP:  mopTiB, sKi NPOCIYyXOBYIOTbCSA  KOMII IOTEPOM,
cratuctuku Ethernet, Tabmuui maprupyrusanii IP, craructuku IPv4 (s
nporokoais IP, ICMP, TCP ta UDP) i IPv6 (mms mpotokomis IPV6,
ICMPV6, TCP xpi3b IPV6 i UDP xpi3b IPV6).

3anymena ©Oe3 mapamerpiB, komanzma nbtstat BigoOpaxae
miakmouenus 1TCP:

— CHHTaKCHUC:

netstat [-a] [-b] [-e] [-f] [-n] [-o] [-p mporokox] [-r] [-s] [-]
[unTepBad];

— mapameTpH:

-a - BimoOpakeHHs BCiX akTHBHUX TiakmodeHs T CP Ta mepeBipeHux
koM rorepom moptiB TCP i UDP;

-b - BimoOpaxkeHHs Qaily, 0 BUKOHYEThCS, SKUH Oepe y4acTb y
CTBOPEHHI KOYKHOTO IMiJKITFOUCHHS a00 MopTy, 110 OYiKYE;

-e - BimoOpaxeHHs cratucTuku Ethernet, mampukmax KiTbKOCTI
BiANpaBleHNX 1 NpuAHATHX OadTiB 1 makeriB. lleit mapamerp moxe
KOMOIHYBaTHCS 3 KIFOUEM —S;

-f - BimoOpakenns moBHoro iMeri qomeny (FQDN) st 30BHImIHIX
azpec;

-N - BiZOOpa)KeHHS aKTMBHUX MiAKIO4YeHb | CP 3 BijoOpakeHHSM
azpec 1 HOMEpiB TOPTIB y 4HciaoBoMy (opmari 0e3 crpod BU3HAUCHHS
1IMEH;

-0 - BiIOOpaKE€HHSI aKTUBHUX MiIKI0O4YeHb | CP 1 BKIIIOUEHHS KOAY
nporiecy (PID) mis xoxxuoro miakmrouenss. Ko mporecy 103Boisi€ 3HalTH
nomatok Ha Biiaami Ilpomecenl mgucrierdepa 3aBaanb Windows. Ileid
napaMeTp Moke KOMOIHyBaTHCS 3 KITIOYaMH -a, -N Ta —;

-p npomoxon - BIAOOPaXKEHHS MIIKIOYECHb JUI1 MPOTOKOIY,
BU3HAUYEHOTO MapamMeTpoM #npomokoi. Y 1bOMY BHIAAKY IapaMerp
npomokon MoXe npuiiMatu 3HaueHHs tcp, udp, tcpv6 ta udpve. Skmio
JaHUW TIapamMeTp BHKOPUCTOBYETbCS 3 KIIOUEM —S Il BUBEJCHHS
CTaTUCTHKH 3a MPOTOKOJIOM, TapaMeTp MpOmoKoa MOXE MaTH 3HAYCHHS
tcp, udp, icmp, ip, tcpve, udpve, icmpve ado ipve;

-S - BIJIOOpaXEHHsI CTAaTUCTHKH 32 MPOTOKOJIOM. 3a 3aMOBYYBaHHSIM
BUBOAMTHCS CTaTUCTHKa Juis mpotokomie TCP, TCPv6, UDP, UDPVG,
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ICMP, ICMPvV6, IP, IPv6. Skimo BcTaHOBiIeHO mpoTOKoa IPv6 mist
Windows XP, BimoOpaxaerscst craTucTHKa it mpotokoiis TCP uepes
IPv6, UDP uepe3 IPv6, ICMPv6 Ta IPV6. [lapamerp —p m03BOJIsIE BKa3aTH
MiIMHOXHUHY JTAaHHUX, SIKi BUBOATHCS,

-r - BigoOpaxeHHa BMicTy Tabmumi mapmpytusamii IP. g komanma
eKBiBaJIeHTHa KOMaHi routeprint;

-t - BimoOpa)keHHsI MOTOYHOTO MiAKIIOUeHHS B mookeHHi «0ffloady;

UHmepean - OHOBIICHHS OOpaHMX JAHWX 3 IHTEPBAJIOM, BU3HAUCHUM
napameTpoM unmepsanr (cexynau). Hartuckamus kiaBimm CTRL+C
3yIIUHSIE OHOBJIEHHSA. SKINO Lied nmapaMmeTp mpomyiieHo, netstat BuBoguTs
BUOpaHi JaHi TiIIBKU OJMH pa3;

- [?- BimoOpaXKeHHSI OBIIKH B KOMaHIHOMY PSJIKY.

IMpumirka. [lepen napamerpamu, siki BAKOPUCTOBYIOTBCS 3 JTAHOIO
KOMaHI010 Mae croatu maedic (-), a He koca pucka (/). Komanma netstat
BioOpakae CTATUCTUKY ISl 00 €KTiB: MPOTOKOJI. iM st mpoTokona (TCP
wiu UDP); nokanbHi aapecu: IP-agpeca komm’totepa i Homep nopty (Im’st
KOMIT' FOTepa, BianoBinHa IP-aapeca Ta iM’s MOpTy, BUBOJAUTHCSA TUIBKUA B
TOMY BHMAJIKY, SKIIO HE BKa3aHO mapaMeTp -N. SIKIIo mopT He MPU3HAUCHO,
3aMiCTh HOMEpa MOPTy BUBeACThCS 3ipouka (*)); 3oBHimHi agpecu: IP-
azpeca Ta HOMEp TMOPTY BiAJAIEHOTO KOMIT'IOTEpa, MiJKIIOYEHOTO [0
nmanoro conery (Imena, IP-agpecw Ta mopTt, BUBOJUTHCS TiNBKH B TOMY
BUMIAJIKY, SKIIO HE BKa3aHO mapamMeTp -N. SKIo mopT He MpHU3HAYCHU,
3aMicTh HOMepa mopTy Oy/ie BuBejieHa 3ipouka (*)); cTaH.

Cokeru TCP:

— s cokeriB TCP mpurmmycTrMi HACTYITHI 3HAYEHHS CTaHY,

— CLOSED 3akpuTto. CokeT He BUKOPHCTOBY€ETHCS;

— LISTEN OuikyBaHHS BXiJHUX 3’€THAHb;

— SYN_SENT AKTHBHO HaMara€ThCs BCTAHOBUTH 3’ €THAHHS,

— SYN_RECEIVED e mouyaTkosa CUHXPOHI3aIlis 3’ €THaHHS;

— ESTABLISHED 3’eqHanHs BCTaHOBJICHO;

— CLOSE_WAIT BignaneHa cTopoHa BiJKITIOYWIIACS, OYiKyBaHHS
3aKPUTTS COKETY;

— FIN_WAIT_1 Coxer 3akputuii, BiIKIIOYEHHS 3’ € THAHHS;

— CLOSING Coxker 3akpuTuii, IMOTIM BiJjiajJeHa CTOpOHa
BIJIKJIFOYMJIACH, OUiKYBaHHS IiATBEPIKEHHS;



18

— LAST_ACK Bignmanena cropoHa BIIKIHOYMIACH, IIOTIM COKET
3aKPUTHH, OYIKyBaHHS MIATBEPIKEHHS;

— FIN_WAIT_2 Coker 3akpuTuii, OYIKYBaHHS BIJKITFOYCHHS
BIIJTAJICHOI CTOPOHW;

— TIME_WAIT OuikyBaHHS Ticlisi 3aKpUTTsI MOBTOPHOI mepeaayi;
BIIKITIOYCHHS  BiJJajieHol cropoHu. JlIs oTpuMaHHS JOJAaTKOBHX
BigoMocTeit mpo cranu miakmoueHHs TCP mokyment RFC 793.

s xoMaHaa NOCTYIHA, SKIIO Y BIACTHBOCTIX MEPEKHOTO ajanrepa
B 00’ekTi «CeTeBble MOIKIIOUEHUS», B IKOCTI KOMIIOHEHTAa BCTAaHOBJIEHO
npotokoa Uurepuera (TCP/IP).

BukoHnaiiTe HACTYNHI 3aBIaHHA:

— Juig BimoOpaxkeHHs ctatuctuku Ethernet ta cratuctuku mo BCix
MPOTOKOJIaX BBENITh HACTYIHY KOMaHIy: netstat -e —s;

— s BiIOOpaKCHHs CTaTHCTUKHW JMIIEe 3a mporokosamu 1CP i
UDP BBeniTs HacTymHi KoMaHu: netstat -s —p tcp, abo netstat -s —p udp;

— nmns BimoOpakeHHs akTUBHUX migkmodeHs [TCP ta koxis
MIPOIIECIB KOXKHI 5 CEKYH]I BBEJIITh HACTYITHY KOMaHAy: netstat -0 5;

— nns  BiIOOpaKeHHs aKTUBHUX miAkmoueHs TCP  Ta  koxi
NpOIIeCiB 3 BHKOPHUCTAHHSIM 4YHCJIOBOTO (OpMary BBEAITH HACTYITHY
KomaHpy: hetstat -n -o.

JiarsHocTrka rmpo0iieM 3 HU3bKOIO IIBH/IKICTIO 3aKauyBaHHS:

G:\>netstat -a

AKTHUBHEBIE INOAKJIFOYCHUA

Nwmsa Jlokanbublii anpec Buemnuit anpec CocrosiHue
TCP12135PC:netbios-ssn12135PC.MTU-INTEL.RU:OLISTENING
TCP12135PC:1083tiger.mtu-intel.ru:microsoft-dsESTABLISHED
TCP12135PC:2091fg-in-f83.google.com:httpESTABLISHED
TCP12135PC:224564.12.30.80:5190ESTABLISHED
TCP12135PC:2288172.30.22.10:httpCLOSE_WAIT
TCP12135PC:2289172.30.22.10:httpCLOSE_WAIT
TCP12135PC:2291umail.mtu.ru:httpESTABLISHED
TCP12135PC:2292umail.mtu.ru:httpESTABLISHED
TCP12135PC:2293umail.mtu.ru:httpESTABLISHED
TCP12135PC:2297fg-in-f17.google.com:httpTIME_WAIT
TCP12135PC:2298fg-in-f17.google.com:httpESTABLISHED
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TCP12135PC:2833172.30.0.10:2020ESTABLISHED

Slkmio BM 3aKkpwiM BCi JOJATKH, sIKi TIOB’si3aHi 3 [HTepHETOM, a mpu
ILOMY 3aJIUINAOThCs mpouecH 3i cranom ESTABLISHED, to came 3 um
MOXYTh OyTH TOB’s3aHI MPOOJIEMH HU3BKOI MIBUAKICTI (mi mporecu 6e3
BiJIOMa KOPHUCTYBa4a 3aBaHTKYIOTh YaCTHHY KaHAITY).

[ToGauuTH siKi 1Ie MPOLIECH MOKHA 3a JOMOMOTOI0 KJTro4a -0.

G:\>netstat -0

AKTHUBHBIE IOAKIKYCHHUA

Wwms Jlokaneuseiii anpec Bremnwuit angpec Cocrosaue PID
TCP12135PC:1083tiger.mtu-intel.ru:microsoft-dsESTABLISHED 4
TCP12135PC:2378fg-in-f18.google.com:httpESTABLISHED3060
TCP12135PC:2500fg-in-f17.google.com:httpESTABLISHED3060
TCP12135PC:2833172.30.0.10:2020ESTABLISHED424
TCP12135PC:2836172.30.0.10:5045ESTABLISHED424
TCP12135PC:2852172.30.29.22:netbios-ssnESTABLISHED4
TCP12135PC:2860raven.mtu-intel.ru:1025ESTABLISHED3792
TCP12135PC:2943guantanamo.mtu.ru:22ESTABLISHED3584
TCP12135PC:4208russia.mtu-intel.ru:l1dapCLOSE_WAIT896

[lobaunTn, Ky KUTBKiCTh 1H(POpMAIIii BiIIPaBIEHO Ta OTPUMAHO 3a
MEBHUHM TIepiojl Yyacy MOXKHA, 3allyCTHBIIN KOMaHAy 3 KIIIOUeM -e, JIBiui 3
IHTEpBAJIOM 5 CEKYH/I 1 IOPIBHATH PE3yIbTATH.

G:\>netstat -e

CrarucTtika naTepdeiica

[Homyueno OTnpaBieHo
baiiT546552689103454455
OmuoanpecHsie makeTs 719682591095
Mpmuoroanpecusie nmaketsr 1216261076
OTt6pomeno00

Omm6xn00

HewssectHsrii mpoTokon19259
G:\>netstat -e

Cratuctika naTepdeiica

[Homyueno OTnpaBieHo
baiiT546568629103463464
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OmuoanpecHsie makeTs719745591149
MHoroanpecHble TakeTbi 1216591076
Ot16pormreno00

Ommbxku00

Hewssectusiit mpotokonl9260

Pe3ynbTaTn 3 BUKOHAHHSA KOMaHIM Netstat 3adikcyBaTu y 3BiTi.
1.3 3micT nuCcHMOBOTO 3BITY

— TMOBHHMH CHUCOK (PYHKIIH 1 mapamMeTpiB OCHOBHHUX KOHCOJBHHX
KOMaH]I 3 MOSICHEHHAMH, SIKi BiZIOOpaKar0OThCs JIOBIIKOBOKO CHCTEMOIO;

— pe3ympTaTH  3amycKy —mporpamMd  PiNg.exe B Mepexi
(moBigOMIICHHST KOMaHAM TIPH ii poOOTI SIK 3 OKPEMHUMH NTapaMeTpaMu, TakK i
3 yciMa MOXKJIMBUMH KOMOiHAIIIMH TTapaMeTpiB);

— pe3ynbTaTH 3amycKy mporpamu arp, tracert.exe B wmepexi
(moBiOMITCHHST KOMAHIM TIPH ii poOOTI SIK 3 OKPEMHUMH TapaMeTpaMu, TakK i
3 yciMa MOXKJIMBUMH KOMOiHAIIIMH TTapaMeTpiB);

— pe3yJabTaTH 3amycKy mporpamu ipconfig.exe B mepexi;

— pe3yJbTaTH 3amycKy mporpamu netstat B mepexi (moBigomiieHHS
KOMaHI1 Tmpu il poOOTi SK 3 OKPEeMUMH IapaMeTpamu, Tak i 3 yciMma
MOYKJTMBUMH KOMOIHAIIISIMH TTApaMeTpiB);

— BHUCHOBOK 32 pe3yJbTaTaMu poOOTH.

1.4 KoHTpoJbHi NUTaHHS

1. Skwif mpoTOKON HEOOXiMHUH Hans PoOOTH 3 yTHUIiTOW ping?
3HalTH ONMC TA XapaKTEPUCTUKN IPOTOKOIY.

2. UYn MOXHa YTWIIITOIO tracert 3aJaTH MaKCHMAallbHY KiJIbKiCTh
peTpaHcIsmii?

3. Slkwmii pe3ynbTaT BUAACTH YTHIIITA netstat 3 mapamMeTpamu —a, —s Ta
—1? [loACHITH OTPUMaHUI1 pe3yybTaT.
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2 JABOPATOPHAS PABOTA Ne2
AAMiHiCTPYBaHHA KOHTPOJIEPa I0OMEHY

MeTta poGoTHm - O3HAWOMJICHHS 13 3araJbHAMU IIpaBHIIAMH
CTBOPEHHSI Ta aAMIHICTpyBaHHA OOJIKOBHUX 3alUCiB KOPHCTYBadiB Ta
OOIKOBUX 3amucCiB TPyI; O3HAWOMJICHHS i3 3acobamMu KOHQIrypyBaHHS
crcTeMu OE3MeKH Ta eJIEMEHTAMU Ay THUTY.

2.1 Buxiani nami

IpumiTtka. Meronuuni BKa3iBKH Ui 1€l poOOTH CKIaAeHi 3
Opi€HTAII€}I0 HAa BHKOHAaHHSA pOOOTH HAa KOMHO'TOTepax 3 (i3HYHUMH
imenamu RMFO1 i RMFO2.

st IuX KOMIT'TOTEPiB, MAEMO:

— TIpH 3aBaHTaXeHHI Ha HUX KiIieHTchkoi OC MS Windows 7:

IP-ampecn: 10.0.9.51 i 10.0.9.52 BignosimHoO,
MepexHi imeHa: RMF51 i RMF52  BiamosingHo;
— Tpu 3aBaHTaXeHHI Ha HUX cepBepHoi OC Windows Server 2008:
IP-ampecu: 10.0.9.151 i 10.0.9.152 BignosigHo,
mepexHi imeHa: RMF151 i RMF152 signosigHo,
MOBHI iMeHa: RMF151.domain01.local i
RMF152.domain02.local BigmnosigHo.

Ockinbku OUTBINICTH 3 Bac Mpalioe€ 3a KOMI'IOTEPaMU 3 1HIIUMH
¢i3MYHUME  iMEHaM¥, TO TPH BHUKOHAaHHI pOOOTH BaM JOBEIETHCS
BUKOPUCTOBYBATH BiqNoBigHO iHmI (“cBoi”) |P—aapecu, KOpOTKi i MOBHI
MepexHi iMeHna. Hampukman mis komm’'rotepa 3 im’sim RMF23 - mepesxHi
imena: RMF73 1 RMF173 BignoBigHo 10 kmienrcekoi (OC MS
Windows 7) ta cepseproi (OC Windows Server 2008) onepariiinux
CHUCTEM.

2.2 CTBOpEHHS JIOKAJIBLHOI TPYNH T10MEHY

Veiitaite y cucremy Microsoft Windows Server 2008 3 npaBamu
anMiHicTpaTopa (KOpUcTyBad - AIMHHHCTpaTOp, napois — 102w3edr&)
(st &-shift+7) — mapoan 3aBKIU B pOCIChKil pO3KIAII KIaBiaTypH.

3amycTiTh:
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Ilyck => AxMuHUCTPUpPOBaHME =>
Active Directory-mo/ib30BaTein 1 KOMIbIOTEPHI

VY Bikni Active Directory — moab3oBaTeii H KOMIBIOTEPbI
BCTaHOBITH Kypcop Ha domain01.local => Builtin (1a Bamomy xomm'totepi
DNS-im's nomeny Oyne, BIJITIOBIHO, 1HIIINAM).

OsHaifomTecs i3 mMpaBaMy 4€HIB OCHOBHHUX TPy, TOOTO THX TpyI,
mo (OPMYIOTECS CEPBEPHOI0 CHUCTEMOIO IICIS YCTAaHOBKHM KOHTpOJIEpa
momeny (rpymu: AamuHucTtpatopsl, ['octn, OmnepaTopbl apxuBa,
Omneparopsl meyatn, OmnepaTopel cepBepa, OmnepaTopsl Yyuera,
Monas3oBarenn, [lpen-Windows 2000 xoctyn, Penuinkartop u T.1.).

Ilepetinite B manky Users. ¥V mento [leiictBue Bubepits Co3narts
=> ['pynna.

V BikHi HoBblii 00bekT - I'pynna:

— y moni ms rpynnel BouimiTh im's rpymu gr_login, me login -
imM'st KoprcTyBaua (Harpukiam, gr_petrov);

— y poszmimi O6uacTb JeiicTBUS Tpynmbl BUOEPITH OMIiIO
JlokajibHas B TOMEHeE;

— y posaini Tun rpynnsl BuGepits omtito 'pynna 6e3onacHocTy;

— xnanHite OK (IIpu bOMY B CIIHCKY OCHOBHHX BOYZOBaHHX TPYI
3'IBUTHCS CTBOPEHA BAMHU TPYIIA).

2.3 lomeHHnuii 00J1iKOBHI 3aMKC KOpUCTyBaya

s cTBOpEeHHSI JOMEHHOTo O0JIiKOBOTO 3amucy y meHio [leiicTBue
Bu6epith Cozgats => Ilo/1b30BaTelIb.

V BikHi HoBblii 00bexT-Ilos1b30BaTelIb!

— y noni Ams BOmIniTh iM'st KOpUcTyBada (Hanpukiaz, petrov);

— y mom Wmsi BXoaa moJib30BaTesIsl BIHIIITH iM'sl KOpUCTyBada
(Hanpukiazn, petrov);

— kianHiTh Jlanee;

— y moxi Ilapoaws BBemiTh maposib KopucTyBaua (102w3edr5t&)

(st &-shift+7);

— y mnoni IloaTBep:kaeHuWe BBEAITh IMMIATBEPIPKEHHS apOJIsL
kopuctyBaua (102w3e4r5t&) (ms &-shift+7);

— ycraHOBiTh npanopens Cpok aefcTBUS MAPOJsi He OTPAHUYEH;

— KiIanHiTh Jagee;
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— xyjanHiTh ['0TOBO (TIpM 1IFOMY B CNIHCKY OCHOBHUX BOYJOBAaHHX
rpyn 3'IBUTBCS 1 CTBOpPEHMH BaMW JOMEHHHH OOJIKOBWH 3amuc
KOPUCTYBaua).

Hani nonaiite cTBOpeHUI 001IKOBUH 3amKc KOPUCTyBaya B JOKAIbHY
rpy1ny JOMEHY, Ul 4OTo:

— KIAIHITh TPaBO0 KHONKOIO MU Ha gr _petrov i B
KOHTEKCTHOMY MEHIO, 1110 3’ siBUIIOCA, BHOepiTh CBOICTBA,

— y BikHi CBoiicTBa:gr_petrov mepeifiTh Ha BKIAAKy YJIeHBI
rpynimsbl;

— KIanHiTh [00aBHTH;

— y BikHi Bwioop: IMoas3oBatenu, Konrakrsl, Komnborepst
wiu I'pynnsl xianHiTe JlomonHutenbHo => [louck Ta BCTaHOBITH Kypcop
Ha pSIOK

petrov domainO1l.local

— 1 xianaite OK;

— xnamHith OK (npym mpomy B crnucky YjeHsl rpynmsbl BikHA
CaoiicTBa: gr_petrov 3'SBUTHCS 3aITUC

petrov domainO1.local/Users);

— xuanHiTe Ipumennts i OK.

Honaiite cTBOpeHUil OONIKOBHI 3alHMC KOPHCTyBada B JIOKAIbHY
rpyny aomeny Omepatopbl apxuBa. lle notpiOHO [uis TOrO, MO0 KOJIK
3HaZOOUTHCS, KOPUCTYBAU MIr YBITH JIOKAIBHO Ha KOMIT'IOTED.

3akpuiite BikHO Active Directory — mnoab3oBaTead M
KOMNbIOTEPHI.

2.4 Kondirypauis cucremu 0e3neku. Ayaut

3amycTiTh: IIyck => AAMMHHMCTPHPOBaHUE => YIIpaBJIcHUE
TPYNIIOBOI NOJUTUHKOIA.

VY BikHI YnpaBjeHue rpynnoBoi NoJUTHKOI:

— poskpuiite: Jlec:  domainOl.local,

— nmomensnl => domainO1l.local => Default Domain Policy (mpaBoit
KHOTIKOM MBIIH) => M3MeHUTD;

— vy BikHi PegakTop ynpaBiaeHus rpynnoBbIMH MOJTUTHKAMM:

a) JuIs TOoro, moO Oyna MOXKIHMBICTh BHKIIIOYHTH KOMIT'OTep Oe3
BXOoQy B cucteMy poskpuiite. Kondurypanmsa kommnbloTepa =>
IHommtuxkn => Kondurypanma Windows => Ilapamertpsl
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O0ezonacHoctu  => JlokaabHble mnoautuku => [lapamMerpsl
0€30MacHOCTH,

— BuOepiTh (MOABIHHMM HATHCKaHHAM MO PAAKY) 3aBeplueHue
padoThI: pa3pelIuTh 3aBeplleHHe PAdOTHI CUCTEMbI 0€3 BbINOJHEHUS
BX0/[a B CHCTeMY;

— BCTaHOBITH M Ha «Omnpenequrs clelywlIuii napamerp
NOJIUTHKNY BUOpaTn «Brimioueny,

— Hpumennts (OK);

— 3akputd yci BikHa, HatucHytH Ctrl+Alt+Del ta mobauntn y
IIPaBOMY HI)KHBOMY KyTi KHOIKY BIIKJIFOYEHHS.

0) ms TOro, 1100 TPH 3aBEPIICHHI POOOTH 3’ IBUJIOCH BIKHO JIiaIory
«3aBepuienune padoTbI» PO3KpUNTE

Kondurypauus KOMIIbIOTEpa => Monutuku =>
AIMMHHCTPAaTHBHBbIe Ma010HbI => CHcTeMa

— BHOEpITh (MOJABIHHMM HATUCKAHHAM N0 PAAKy) OTodpaxkaThb
AUAJIOT CJIesKeHus 3a 3aBepLIeHHeM padoThl;

— BuOpaTH «OTKII0YEH)

— ITpumenntsn, OK;

— Temep MpHU 3aBepIIeHHI pPOOOTH 3’SBUTHCA 3BHYANHE BIKHO
nianory «3aBepiieHue padoThIy.

B) pO3KpHIiTE

Kondurypauus komnsiorepa => Iosutuku => Kondurypauus
Windows => Ilapamerpbl Oe3omacHocTH => TIOJHTHKH YYeTHBIX
3anuceii => IlosuTuka napoJiei

Ha mipagiii naneni 3'aBISTbCS TapaMeTpy HONITHKH MTapOoITiB:

— MAaKC. CpOK JeiicTBUsI mnapoJjsi. Bu3Hauae MakcuUMalbHUN
TepMiH Aii mapons. 3HaueHHs 3a 3aMOBUYyBaHHAM — 42 gHs (MiHiMym — 1
JIeHb, MAaKCUMYM — 999 1HiB);

— MHUH. JIHHA napoas. BusHavae MiHiManbpHy TOBXUHY napois (y
CHUMBOJIaX). 3Ha4YeHHS 3a 3aMoBuyBaHHSM — (0 cuMBONiB (mapomb He
noTpiOHMIA); MIHIMyM — Te 3K, II0 32 3aMOBYYBaHHSIM, MakcHMyMm — 14
CHMBOIJIIB,

— MHH. CPOK JelicTBMsI nmapojs. Busnayae miHiManbHUM TepMiH
Ji1 mapoist (CKiIbKHM JHIB TIOBUHEH 30epiraTucs Mapolib, Mepil HiX HOro
MoxkHa OyJnie 3MiHWTH). 3HauYeHHs 3a 3aMoBuyBaHHsSM — O JHIB (maposb
MOJKHa 3MIiHIOBAaTH BiJIpa3y K); MIHIMYyM — T€ K, IO 32 3aMOBUYBaHHSIM;
MakcuMyM — 999 nHiB;
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— Ilapoam nD0/LKHBI OTBe4yaTh TpedoBaHUAM CJ... J(03BOMsE
BCTAaHOBUTH (UIBTp AJig mapoJiiB (mapoJii MOBHMHHI BIANOBIAATH
BUMOTaM  CKJIQJHOCTi). 3HAueHHs 32  3aMOBYYBAaHHIM  —
BIJIKIIIOYEHUH; MiHIMYM — T€ K, III0 32 3aMOBYYBAHHIM; MAKCUMYM —
BKJIIOUCHHH,

— TpebGoBaTh HemoBTOpPsieMOCTH MapoJeii. BiacninkoBye mapoui.
3HavyeHHs 3a 3aMOBUYYBaHHSM — 3amaM'siTOByeThCsl 0 maposiB; MiHIMyM —
T€ K, 110 33 3AMOBUYBAHHIM; MaKCHUMyM — 3aIIaM'SITOBYIOTHCSI 24 TTapoIIs;

— XpaHUTh @[APOJIH BceX MOJb30BaTeNieil B [10.. YKa3zye
HaBUIIMK piBeHb WWHQpyBaHHS (00OPOTHE) I 30€peKECHHX MapolliB
KOPUCTYBauiB AOMEHy. 3HA4YeHHS 3a 3aMOBUYBaHHAM — BiJIKIIFOUCHHIL;
MiHIMYM — T€ X, 1[0 32 3aMOBUYYBaHHSIM; MAKCUMYM — BKIIFOUECHHUH.

YCcTaHOBITH MiHIMaIBHY JOBXHHY MapoJisi 6 CHMBOJIIB;

T') pO3KpHUiTE

Kondurypauus komnsrorepa => Iosutukn => Kondurypauus
Windows => Ilapamerpbl Oe3omacHocTd => IloJUTHKH Y4YeTHBIX
3anuceil => [ouTHKa 0JJOKHPOBKM YUeTHOI 3anucH

Ha mpaBiii maHenmi 3'ABIATHCS HACTYIHI TONITHKK OJIOKYBaHHS
00JIIKOBOTO 3aITUCY:

— IIpoao/KuTeILHOCTH OJIOKMPOBKH Y4€THOW 3aNUCH

VYka3ye TpUBaNiCTh OJIOKYBaHHS IIC/S TEPEBUIICHHS T'PAHUYHOTO
3Ha4YeHHS. 3HaueHHs 3a 3amoBuyBaHHAM — 0, ane sikmo Iloporosoe
3HAYeHHe OJIOKHPOBKH BKjItOuYeHE, TO 30 xB. MiHIMyM — Te X, 10 3a
3aMOBYYBaHHIM; MakCUMyM — 99999 xB. PexomeHayeThCs — 5 XB.

— IloporoBoe 3Ha4yeHue 0JJOKMPOBKH

VYka3zye rpaHuyHe 3HA4YeHHS OJIOKYBaHHA (UMCIIO HEBIpHHX CHpoO,
JO3BOJIGHUX JI0 OJIOKyBaHHA OOJIKOBOTO 3amucy). 3HaueHHA 3a
3amoBuyBaHHsM — 0 (BigKiIro4eHa, OONIKOBHU 3amuc OJIOKYBAaTHCS HE
Oyzne). MiHiMyM — Te K, IO 3a 3aMOBYYBaHHIM; MakCUMyM — 999 crpo0.
Pexomenmyerscst — 5 cripod.

— Bpems 10 cOpoca cueTunka 0JJOKUPOBKHU

VYka3ye, yepe3 CKUIbKM XBWIMH JIYMJIBHUK OJIOKyBaHHA Oyze
CKUHYTHH 1 IepecTaHe 3amamM'iTOBYBaTH HEBJIalli CIIPOOH BXOJy B CHCTEMY.
3naueHHs 3a 3amoBuyBaHHAM — 0, anme sakmo IloporoBoe 3HaueHue
0JIOKMPOBKH BKJIIOUEHE, TO 5 XB. MiHIMyM — Te K, 110 32 3aMOBUYBaHHSIM;
MakcuMyM — 99999 xB. Pexomennyerbcst — 5 XB.

1) pO3KpHiiTe
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Kondurypauus xkomnsrorepa => Iosntuku => Konpurypauus
Windows => IlapameTpsl 6e3onacHocTH => JloKajbHbIE MOJTUTHKH =>
Ha3nauyenue npas nmoJib30BaTest

Ha npagiif manerni 3'SBUTHCS TIEpETiK PpaB KOPUCTyBada.

ApxuBanus paijioB U KATAJIOIOB.

BioxknpoBka cTpaHul B NIaMSATH.

BoccranoBienue ¢aiijioB 1 KaTaj0roB.

Bxon B kauecTBe NAKETHOIO 3aJaHUS.

Bxoxa B kayecTBe CJIyKOBI.

Beinosnenne 3aga4 mo 00¢1y>KMBAHUIO TOMOB.

JoGaBJjieHue padounx CTAHUMI K JOMEHY.

JocTyn Kk 1ucneTyepy YYeTHBIX JaHHBIX OT HMEHHU 10BEPEeHHOI0
BBI3BIBAIONIETO.

JocTyn K KOMIIBIOTEPY U3 CETH.

3aBepuieHue padoThl CUCTEMBbI.

3arpy3ka u BbITPY3Ka ApaiiBepoB yCTPOICTB.

3aMeHna mapkepa ypoBHs npolecca.

3anperuth BXOJ B CHCTEMY 4epe3 CJI1y:k0y TEpMHUHAJIOB.

3anpeTuTh JIOKAIBHBINA BXO.

HN3meHeHne MeTKH 00beKTA.

H3meHenune napaMeTpoB cpeibl H3rOTOBUTEJIS.

H3MeHeHHe cHCTEMHOT0 BpeMeHH.

H3meHeHue yacoBoro nosca.

HmuTtanus KJIMEeHTa Nocjie NPOBePKU NOJJTUHHOCTH.

JlokaabHbIH BX0J B CHCTEMY.

Hacrpoiika KBOT naMsITH JJIs Ipolecca.

00xo0a nepeKpecTHOI MPOBEPKH.

Otka3aTh B 10CTYyle K 3TOMY KOMIIbIOTEPY M3 CETH.

OTka3aTh BO BX0/le B KayecTBe MAKeTHOr0 3a1aHMs.

OTka3aTh BO BX0/le B Ka4ecTBe CIYKOBbI.

OTKJII0YeHHe KOMIIBIOTEPA OT CTHIKOBOYHOI'O y3J1a.

OTtaaaka nporpamm.

IIpunyanrejbHOe yaajeHHoOe 3aBeplieHne padoThl.

IIpoduaupoBanue 0oqHOrO npouecca.

IIpoduaupoBanue npou3BOAUTETbHOCTH CUCTEMBI.

Paborta B pe:xnMe onepanuoOHHON CHCTEMBbI.

Pa3zpemiath BXoJ B cMcTeMY Yepe3 cIy:K0y TePMHHAJIOB.
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Pa3pemienne foBepusi K y4eTHbIM 3alMCSIM KOMIIbIOTEpPOB H
NoJ1b30BaTeIeil Py Je1erMpOBAHMM.

CHHXPOHU3AIMSA JAHHBIX CJIYKObI KATAJIOI0B.

CMmena BiagebueB (paijioB 1 Ipyrux 00beKToOB.

Co3nanne ayIuToB 0€30MACHOCTH.

Co3nanue r;io6ajbHbIX 00bEKTOB.

Co3nanne MapKkepHOro 00beKTa.

Co3nanne NOCTOSTHHBIX 001X 00 bEKTOB.

Co3aaHne CMMBOJIMYECKHX CCHLIOK.

Co3nanmne ¢aiina moAKa4YKH.

YBenuueHue NpUOPUTETA BbINOJIHEHHS.

YBenuuenue pado4yero MHOKeCTBa Mpouecca..

YnpasiieHue ayIiuToOM U KyPHAJI0M 0€30MaCHOCTH

Jaui 3po0iTh HacTyIHE:
— BuUOepiTh (MOABIMHUM HATHUCKaHHIM MO0 pAnKy) JlokaabHbIii
BXO/l B CHCTEMY,
— y Bikai [Ilapamerp mNOJMTHKU 0€30MaCHOCTH KIAIHITh
JlobaBuTH;
— y BikHi /lo0aBJjieHMe MoOJib30BAaTeIs]l WJIM TPYNIbl B TIOJI
Hmena monbn3oBaTesieid U rPynn BOUIITE (49U BUOepiTh yepe3 O630p)
AaminicTpaTopu;
DOMAINO1\gr_petrov;
— xiandite OK;
— xnanaite OK; OK; Ilpumennts, OK.
e) poskpuiire: Konpurypauusi komnbiorepa => Iloautuxkun =>
Kondurypamuss Windows => Ilapamerpsl 0e3omacHocTn =>
Jlokanbnbie noautuku => [lonnTuka ayaura.

Ha mipagiii naneni 3'SBUTHCSI HACTYITHUH MEPEiK MOJIITHK ayanuTa.

AyIUT BX0J1a B CHCTEMY.

CrexxuTh 3a BXOJIOM Y CHCTEMY, BHXOJIOM i3 cucTeMH 1 3a
MEPEKHUMHU 3'€THAHHIMH.

AyauT 1ocTyna K o0beKTam.

Kontposroe goctyn 10 00'ekTiB: (aiiniB, manok i IpUHTEPIB.

AyAuUT 10CTYyNA K CIyxK0e KaTaJ0ros.

CTexXuTh 3a 3BepTaHHIMH 10 CITYKOU KaTajoris.

AyauT U3MeHeHUs MOJIUTUKH.
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CTexuTh 32 3MIHOIO TIOJIITHKH ayANTA.

AyAUT UCNOJIb30BAHUS NPUBUJICTHIA.

CrexxuTh 3a 3MIHOIO TPUBLIEIB (XTO MOXE 1 XTO HE MOXe
NEepersiiaTH YM BU3HAYATH PE3yNIbTaTU ayAnuTa).

AyIUT OTC/I€:KMBAHUSI IPOLIECCOB.

BigcnigkoBye Taki momii, sSIK aKTHBI3aIis MPOTpaMH, 3BEpTaHHS [0
o0'exTa ¥ BHXIiJ 13 IpoIIECy.

AyIHUT CUCTEMHBIX COOBITHIA.

BixcnigkoBye cructeMHI TOAil, HANPUKIA, 3YMUHKY W Iepe3amyck
KOMITIOTEpa, a TaKoX MOAil, MoB's3aHi 3 XypHamoMm Security y Event
Viewer.

Ayaut co0bITHIl BX0/1a B CUCTEMY.

Kontpointoe mozii Bxoly B CHCTEMY, HalpUKIad, BUKOHAHHS
CIICHAPI0 BXOJy UM 3BEPTaHH 10 MPOMIIIO, IO MEePEMIlI[y€EThC.

AyauT ynpasJ/ieHUs] YYeTHBIMM 3aIIHCSIMH.

CTexuTh 3a CTBOPEHHSM, BHIAJICHHAM OOJIKOBMX 3amucCiB 1 3a
poOOTOIO 3 HUMH.

i1 BUKOHAaHHSI HAaCTPOIOBAaHb BXOAY A0 CHUCTEMH BUOEPITH AyIMT
BX0/[1a B CHCTEMY;

V Bikui [lapamMeTp NOJNTHKH 0€30MACHOCTH:

— yCTaHOBIiTh mpamnopelb OnpeaequThb cjlaeIyolue napaMeTpbl
NOJUTHKH,

— y posgimi Bectm ayauT cieaywmnmMxX MNONBITOK [0CTyna
BCTAHOBITH IPAIoPIli ycmeX i 0TKa3 (ToOTO HEOOXiTHO BiJIC/IIKOBYBATH SIK
yCHilHI cripoOu BXOy B CUCTEMY, TaK 1 HEB/IAi);

— kunandite [lpumenuts (OK).

3akpwuiiTe BikHO YTIpaBJjieHUE TPYNIOBOIi MOJUTHKOM.

3amycTiTh

Iyck => AnmunuctpupoBanue => [IpocMoTp coObITHII

BubepiTsb

Kypuansl Windows => be3onacHocTb

BupanuTu y XypHasi Bci 3apeecTpoBaHi Mmojii (SKIIO BOHU TaM €),
IUIA 4OTO: KIalHiTh mo ¢pa3i be3omacHoCTs NMpaBo0 KHOMNKOK MHILI,
BUOEPITh 13 KOHTEKCTHOI'O MEHIO, IO 3 SBHJIOCSA, KOMaHay QYHMCTHTH
sKypHaJ, y BikHi IIpocMoTp co0bITHIi KITalHITE OYHCTHTD.

3akpuiite BikHO [IpocMoTp coObITHIA.
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Buiinite i3 cuctemu HatucHyBimm  Ctrl+Alt+Del  «Cmena
MoJib30BaTeJish» 1 3HOBY BBiliiTh y cuctemy Microsoft Windows Server
2008 mix noMeHHUM 00JTiKOBUM 3amucoM petrov (1g2w3edr&) (s &-
shift+7), subuparoun «J{pyroii moJjn30BaTeby.

Bwuiinite i3 cuctemMu 1 3HOBY BBIWIITH MiJl OONIKOBHM 3aIlCOM
Aamunuctparop (mapois - 102w3edr5t&) (s &-shift+7).

3amycTiTh

Ilyck => AqpmunucTpupoBanue => [IpocMoTp coObITHIT

Bubepitsb

Kypunansl Windows => be3onacHocTb

[lepernsupre 3amucu B KypHaui. TaM BH TOBWHHI 3HaWTH, IO
SIKUICh Yac Ha3a] KOpUCTyBad Petrov 3poous

Ycnemnblid ceTeBOM BX0J B CHCTEMY Ta

Bobixoa mosib30BaTesist H3 CHCTEMBI.

3akpuiite BikHO [IpocMOTp COOBITHIA.

2.5 HactporoBanHs Mepe:xi

CTBOpPUMO JIOKIBHY MEpexy IJisi OOHOro KiieHTta. [na wnporo
BUKOHA€MO HACTYITHI HalIAIITyBaHHS.

Ha cepgepi:

Hacrtpoiite iHTepdeiic MepekHOro ajanTepa Ha KOMITIOTEpi 3
¢iznunanM iM'sm RMFOL:

— IIyck => Ilanean Ymnpasienuss => IleHTp ynpasiaeHus
ceTIMH M O0IIMM  JOCTYmOM => YmpaBijieHHe CeTeBbIMH
noakIoYeHusiMn => lloakrouenue mo JokaabHoi ceTn => CBolicTBa
=> [Iporokoa Unrepuera Bepcuun TCP/IPv4 => CpoiicTBa 3anaiite:

IP-anpec: 10.0.9.151 (y Bac, BiONOBIigHO,
inmia IP-agpeca: Tak, sikmo ¢izuune iM’st Bamoro komn ' torepa RMFO5, To
—10.0.9.155)

Macka moaceTu: 255.255.255.0

OCHOBHOM 1ILJTIO3: 10.0.9.100

Ipennountaemblii DNS-cepBep: - (3aJHIINTH YHCTHM)

1 kiranHiTh OK;

3 BiAKpUTTAM BikHa [lojaKiIioueHue MO JIOKaJIbHONW CEeTH — CBOMCTBA
kinanHiTe OK;

3aKpuiiTe BiKHO.
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Ha po0ouiii cTanmii:

3aBaHTa)XTe Ha CYCiAHbOMY KOMITTOTEpi (HampuKiIaj, Ha KOMITIOTEpi
3 ¢izuyanm im'sm RMFO02) OC Microsoft Windows 7 (kopuctyBau -
admin, mapoms - 1234567).

Hacrpoiite inTepdetic MepesKHOTO afanTepa Tak:

— 3anaiite Illyck => Ilanens ynpasienus => Cerb u UHTEpHET
=> [leHTp ynpaBjeHHusi ceTsIMM M O0IIUM goctynmom => H3meHeHue
napaMeTpoB ajanrepa

— y BikHI CeTeBble MOAKIIOYEHH 3aMYCTITh

Iloaxk/0ueHue 1O JTOKAJIBHON CeTH

— vy BikHi Cocrosinne Iloak/a4YeHHe IO JOKAIbHOH CETH
knanuite CBoicTBA.

— ycraHoBiTh Kypcop Ha IIporoxon HutepHera (TCP/IPV4) i
knanuite CBoiCTBA.

— BuOepiTh ommiro Hcmoan3oBath ciaenywuuii IP-aapec i
BBEIITH:

IP-agpec: 10.0.9.52 (y BAac,
BinoBiHO, iHma [P-aapeca: Tak, skuio QizudHe iM’s BaIoro KoM rorepa
RMF06, To — 10.0.9.56)

Macka nojaceru: 255.255.255.0

OCHOBHOM 1ILTIO3: 10.0.9.100

IIpennmounTtaemeriit DNS-cepBep: 10.0.9.151 (y Bac,
BignoBimHO, iHma IP-ampeca, ame me nmoBmHHa OyTH [P-ampeca Bamoro
cepsepal)

1 knanHiTe OK,

— 3 BimkpurTsaM BikHa Ilogkia0uYeHHe TNO JOKAJILHOW ceTH —
cBoiicTBa kianHiTe OK,

— 3aKpuiiTe BiKHO.

Hinkawo4ite koMn'wTep 3 MepexxkHuM iM'sMm RMF 52 o nomeny
domainOl.local, To6T0 10 AOMEHY Je KOHTPOJEPOM € KOMITIOTEp 3
¢iznuanm iM'sm RMFOL:

— Moii komnbloTep (NPaBo KHOMKOK Mmuini) => CBoiicTBa =>
Nms komnboTepa => U3MeHNTB;
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— y BikHi HW3meHeHMe uAeHTH(UKANUU BUOEPITH  OMIIIO
SIBasiercst YWieHOM J0MeHa, y TekcroBomy moui BruiniTe domain0l.local
(y Bac, BiATIOBIAHO, iHINE iM'S JOMeHa), KiIarHiTh OK;

— vy BikHi UMA M napoap mnoJib30BaTedsi B JAOMeHe Y IIOJi
Moab3oBarens BBeAiTh AamMuHucTparop, a y mnom [Hapoas —
192w3edr& (s &-shift+7); knaunite OK;

— 4epe3 JesKUH Yac BIIKPHETHCS BIKHO 3 3alPOLICHHAM 10 AOMEHY
domainO1l.local; xknanuite OK;

— ToroABTECS 3 TPOTO3UINEID IEePe3aBaHTAKUTH KOMITIOTED,
knannyBmn OK (mpum upomy Bu moBepraeTech y BikHO CBoiicTBa
cucrembl); kinainHiTeh OK, motim — /la;

— IMiCNA Nepe3aBaHTAXECHHS KOMIT'IOTepa BUKOHANWTE BXif B CUCTEMY
3a TpbOMa HapaMeTpaMu:

Kopuctysau — petrov,

IMaposs — (192w3e4r5t&) (st &-shift+7),

Bxin B8 — DOMAINO1 (y Bac, BigmoBimHo, Oyae “cBo€” iM's
JIOMEHY).

CTBopiTh cHijibHUN MepexHU pecype Ha Komm'totepi RMF151
(Ha cepBepi):

— Mmoii komm’wtep => F => ctBopiTh manky TEMP (mpm ii
BiJICYTHOCTI);

— ckomitoiite B manky F\TEMP Oynap-skuii daitn HeBelIuKoro
po3mipy;

— KJIAIHIT MpaBol0 KiaBimero wmunn Ha manmi FA\TEMP i
BHOepiTh be3onacHoCTh;

— vy BikHi CoiictBa: TEMP Hagalite kopucTyBauy petrov moctyn
Ha U3meHeHue (BuKOpHCTOBYtOuUW omniii Jo6aButh => J|omOJIHUTETBHO
=> [louck => petrov) i knaHiTe OK;

— KIAIHITG TpaBoK KiaBimero wmumi Ha mammi FATEMP i
BubOepiTh JocTym;

— vy BikHi CBoiictBa:TEMP Bubepite onuito J0onoaHUTE bHbIIH
AOCTYN K ITOH mamke, 3agaiite im’ss Nnew_temp, knannite Pazpemenus
nojaite xKopucTyBada Petrov (3a BHIe HaABEIEHOKO CXEMOI0), HajalTe
oMy noctyn Ha U3menenue i knarHite OK;

— 3 xomm'torepa RMF52, nix o6nikoBuM 3anucom Petrov yBiaiTh
B Manky NeW_temp Ha cepBepi Ta BUKOHAMTE KOMiIOBaHHS 3 CEpBEPYy Ta Ha
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cepBep HeBenmukoro (aimy, mis Ha wnporo BukoHaWTe: Ilyek =>
Boinoanutb, y BikHi 3amyck mporpamMmbl y moili OTKPBITh BIHIIITh
\\10.0.9.151\ new_temp i knaunite OK.

2.6 BizHoBJIeHHSI KOMIT'I0TEPIiB Y MOYATKOBHIi CTaH

(maHmii po3ain mignarae 000B'A3KOBOMY BUKOHAHHIO!)

[licna o3HalioMIEeHHS BHKJIazadya 3 pe3yibTaTaMH BUKOHAHHS
poboTH cHCTeMy HEOOXiTHO MPUBECTH B MOYATKOBHUU CTaH (CTaH, 3 SKOTO
IHIIWIA CTYJICHT 3MIr O MOBTOPUTH BUKOHAHHS 1€l poOOTH).

Jliist iiporo:

— BUAANiTh 13 oKypHamy Oe3nmekn Bci 3ammcu  (Ilyek =>
AnmuHucTpupoBanmne => [IpocmoTp codbiThii; KypHaasl Windows =>
Be3onacHocTh; KIAIHITH MPaBOI0 KHOMKOKW Mull Ha be3omacHocTs
BUOepiTh KoMaHAy OuHMCTHTH KypHaa, y Bikai IIpocMoTp coObITHIi
KJIaIHiTh OYUCTUTD. 3aKpuiiTe BikHO [IpocMOTp COObITHIA);

— BIJKJIFOYITH ayJUT paHillle 3a3HaueHOl MOJIil, JJIs YOro: 3aImyCTiTh
IIyck => AaMuHuCTpUpOBaHMe => YmnpaBjieHHe TIPYNIOBOM
TOJIMTUKOM.

VY BikHi YnpaBieHue rpynnoBoi NOJUTHKOI:

pO3KpuiiTe

Jlec: domainO1.local

Jomenbl => domain01.local => Default Domain Policy (mpasoit
KHOIIKOW MbIH) => U3MEeHUTh

y BikHi PeaKkTop J10KaJBHON IPYNNOBOI MOJUTHKHU:

— poskpuiite Kondurypauuss komnbotepa => Iloautukm =>
Kondurypauma Windows => Ilapamerpnl 0e3omacHocTH =>
JlokanbHble moJuTUKH => [losimTHKA aynuTa;

— 3amycTiTh (mpaBopyd) AYAMT BX0Aa B CHCTEMY i y BiKHI
MMapamerp mouTHKHM §6€30MACHOCTH 3HIMITH MPANopIli ycmex i 0TKa3 i
kiarHiTe [IppMenuTs, OK,

— 3aKpUiTE BIKHO YHNpaBJjieHHe IPyNnnoBoii MOJUTHKOIA.

Bupenite po0ouy CTaHIIiIO 3 JOMEHY, MOBEPHYBIIM il y pobouy
rpyny WORKGROUP Tta BupanusiM il 3amuc Ha cepBepi y BKIAI
Anmunuctpuposanue. [lonb3oBaTtenn u komnsioTepsl => Computers.

Y BikHax [loakiwo4yeHHe MO JIOKAJbHOH ceTH Ha 000X
KOMIT I0Tepax MOBEPHITh ¥ MOYaTKOBUHN CTaH MEPEXKHI HACTPOHKH.

Bupanute nanky temp, ctBopeHi rpymy Ta KOpUcTyBaya.
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IlepeBipre BUXia 3 000X KOMIT IOTEPiB A0 Mepexki [HTepHeT.
2.7 3micT NMCHMOBOTO 3BIiTY

1. KopoTkwuii ommmc MmMoCIiTOBHOCTI JTiH:

— TpH CTBOPCHHI JIOKALHOT TPYIH JOMEHY;

— TIpU CTBOPEHHI JJOMEHHOTO OOJIIKOBOTO 3alKCy KOPHCTyBada Ta
BKITFOUEHHI HOTO B JIOKAJIBHI TPYIIN JIOMEHY;

— Tpu KOH}ITYpyBaHHI CHCTEMH O€3IeKH KOHTPOJIepa JOMEHY;

— TIpY YCTAHOBJICHHI MOJITUK ayTUTY.

2. BinmoBiai Ha KOHTPOJIBbHI MATAHHS.

2.8 KonTpoabHi nuTanHs

1. flxa momiTMka mMapojiB yKa3zye Ha Te, M0 I 30€peKeHHS BCiX
MapoyiB  KOPHCTYBadiB  3aCTOCOBYEThCS ~ OLNBII  BHCOKWHH  piBeHBb
mmdpyBaHHs?

2. Slka momiTHMKa MapoyiB yKasye Ha Te, IO KOPUCTyBadi HeE
MOXYTh IOBTOPHO 3aCTOCOBYBaTH MapoJii, HE MPOWIIOBIIM LHUKI i3
3a3HAYEHOT0 YHCIIa YHIKAIbHUX MapoiiB?

3. Sflka momiTMka OOJNIKOBHX 3alWCiB  yKa3zye TPHUBAJICTh
OJIoKyBaHHS OOJIIKOBOTO 3aIlUCy NMPHU NEPEBUICHHI 3HAYEHHS JTIYMIbHUKA
OyoKyBaHHA?

4. Slka mojiThka OJIOKYBaHHS OOJIKOBHX 3allMCIB YKa3y€ 4YHCIIO
HEBIPHHX CTIPO0, T03BOJIEHUX J0 OJIOKYBaHHS OOJIIKOBOTO 3aIuCy?

5. JSIka monmiTeka ayauTa BiJCTIAKOBYE CTBOPEHHS W BHJIANECHHS
KOPUCTyBaua YW TPYyNH, a TaKOXX BHUKOHAHHS CTOCOBHO HBOTO (HE)
oreparliii kepyBaHHs?
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