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ENTERPRISE STRATEGIC SECURITY AS A BASIS FOR BUSINESS RELIABILITY

Abstract — The creation of conditions for enterprise effective activity, as well as promotion of the business objectives in a competitive
and risk environment through the on time detection and mitigation of impact of various dangers and threats, is the main goal of the enterprise
strategic security. The role of strategic security forming as a reliable basis for the functioning is revealed. It is proved that the weighted strategic
program facilitates for stable operation and guarantees a high level of economic security. Specific steps to strengthen the economic security
strategy of domestic business are offered. The basic principles of formation of enterprise economic security strategy are discovered. At the same
time, the author emphasized that the consideration of strategic security level means that the particular system of indicators, which would provide
enterprise security on the time of an expected negative (positive) event happens, should be developed.
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Problem statement. Radical changes in the formation of economic security occur because this process deve-
lops and complicates objectively and gradually. Before now economic security providing consisted of separate and
often weakly interconnected tasks and areas of work that were functioning pretty formal. Today this process con-
verts to a single system, which should cover the existing functional departments of the enterprise and should protect
its all activities and resources. The protection of entities information base deserves a special attention [1, p. 71].

Recent researches and publications analysis. Strategic management and construction of coordinated enter-
prise economic security were considered by many domestic and foreign scientists and economists, such as: I. Ansoff,
A. Voronkova, Z. Zhyvko, A. Zaichkovskyy, N. Ivanchenko, T. Ivaniuta, I. Kernytskyy, A. Kulish, M. Kurkin, D. Naza-
renko, V. Ortynsky, V. Ponikarov, L. Schwab etc. But the creation of business strategic security is viewed poorly.

Justifying of the creation of an enterprise strategic security as a basis for business reliability is the purpose
of the article.

The main material presentation. A creation of enterprise security system and organization of its succes-
sful functioning should be based on methodological foundations of a security scientific theory. Goals of enterprise
security system, tasks that should be done to achieve the goals and basic functions of enterprise security system should
be determined. It is necessary to determine the range of activities of this system.

The aims of security system are timely detection and prevention of both external and internal dangers and threats
as well as ensuring the integrity of the enterprise and reaching its business goals [2, p. 20].

Reliability and efficiency of the enterprise security system is primarily determined by the presence or absence
of property damage and moral damage.

It can be described by such indexes as:

— preventing of the leakage of confidential information;

— preventing of the illegal actions of the personnel, visitors, customers or such actions termination;

— preserving of assets and intellectual property of the enterprise;

— preventing of emergencies;

— terminating of violent actions on individual (specially extracted) employees;

— detecting and preventing unauthorized attempts to get into the enterprise objects [3, p. 89].

It should be noted that the policy of enterprise security forming is guidance for actions and decisions that are
helping to achieve the goal. It is advisable to formulate the enterprise security strategy to establish the general protec-
tion reference points. The economic security strategy is a set of the most important decisions to ensure an acceptable
level of safety of the enterprise.

Justification of strategy, which will ensure the proper level of economic security, bases on the systemic analysis
of the enterprise production activities in the relevant period and planning of activities that will ensure the stability of
the enterprise in the forecast period and will guarantee its developing in future.
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Factors that form an appropriate level of enterprise economic security are varied and for each industry have
their own specifics. However, there are general common factors that affect the proper level of economic security
regardless of ownership or branch of industry.

1. Direct factors of production, i.e. the main factors that directly support the functioning of the entity. These
include: territorial location of the enterprise; natural resources availability and terms of the positioning at the given
territory; availability of usage and quality indicators; availability of labor resources and their qualification; availabi-
lity of industrial infrastructure and possible volume of its usage; socio-economic infrastructure and public providing level.

2. Stable demand for products is a factor that plays an important role in the uniform propositional produc-
tion. It includes: signed long-term contracts for the sale of products; manufactured products competitiveness level;
quality and guarantee parameters of the products; reasonable forecasts about the stability of the market for certain
types of products; state and regional contracts [6].

3. Presence of changes in the environment that have dual nature. On the one hand, they are often in the form
of threats, such as: economic crisis, instability etc. — and on the other, the appearance of new ideas and products is
the key to successful functioning of the enterprise, if the time to use this opportunity elected well [4, p. 61].

An important characteristic of the modern environment is its instability level that is constantly growing up.
It is in fact. If we try to paraphrase basic cyber Ashby theorem for management, then we can say that for the timely
responses of the entity’s management, which means timely and appropriate management decisions, quickness of mana-
gement reaction to the environment challenges should match the level of environment instability [5]. Therefore, the
enterprise should consider not only factors that affect today (usually negative), but also take into account that they
could change or modify theirs expression and influence. There is important the period of time whereof influence of nega-
tive events may increase (or not) and also important how far enterprise’s managers could identify this moment [4, p. 63].

4. Reliability of suppliers, especially of suppliers of the main raw materials. It should be accepted long-term
contracts on supply of raw materials, which consider the terms of the supply and product quality. Possibilities of the sup-
pliers are also should be known to prevent monopolies in theirs supplies. It is usually necessary to get 3—4 or more sup-
pliers of raw materials to guarantee flexible pricing policy.

5. Foreign competition on goods that are exported. The goods should satisfy the following requirements: they
should conform to international standards; theirs quality and service should be competitive; they should have reasonable
predictive perspective; they should be competitive on products that are imported into our country to reduce import
dependency of Ukraine [6].

Competition forces enterprises to seek new ways of development to be successful and popular. Modern
competition theories concern the activities in the current markets, but not in the future markets. This is their main
drawback. The new idea of the firm competitiveness was nominated by G. Hamel and K. Prahalad. They think that
the leadership of firms that used to be small, as well as changes in existing markets, mean that the benefit resulting
from those firms, which know how to create markets for future goods and how to dominate them. Exactly these
scientists have introduced the concepts of “strategic architecture” and “strategic intentions”. This interpretation of
entity’s activity horizons makes it broad and diversified, and therefore more vulnerable. It requires to delineate pos-
sible threats that make (or will make) potential danger more clearly. It provides the development of a clear strategic
security system [4, p. 61].

6. State economic regulation of the enterprise activity includes a number of directions, such as: protection
of domestic producers regardless of capital goods ownership; regulation of state tax policy; production promoting,
including economic, territorial and other aspects; promoting of production of goods that are critical for import;
public procurement for goods that are financed out of budget and theirs import reducing.

7. Reliable protection of commercial secrets. State should guarantee the secrecy of scientific and techno-
logical developments, new technologies developments, the protection of intellectual property and ‘“know-how”, inclu-
ding trade secrets.

8. Enterprise management competence. The most important factor that can heavily affect on the proper level
of enterprise economic security is the professionalism of its management (highly qualified personnel, training sys-
tem and forms of staff teaching, creation of relevant production and socio-economic conditions for personnel).

There are other factors of economic security that are not directly related to production activity but commit a signi-
ficant impact on production. They are related to the behavior of individuals, their morality, spirituality (theft, fraud,
cheating, etc.). All factors that were mentioned above should be realized in accordance with the current legislation and
should be guided for the realization of production strategy and for achieving the proper level of economic security of
each entity [6].

Economic security can be reached by implementing a unified policy and agreed system of measures that are
adequate to internal and external threats. This policy will be effective only if the strategy and tactic of economic secu-
rity ensuring will be determined. It is important that the economic security ensuring strategy should base on multiple fore-
casts of entity’s socio-economic development and should adjust depending on the current scenario. The possibility
to choose from a variety of alternatives is the advantage of multi-version strategy [7, p. 21].

According to A. Sudakov and D. Grechko each company develops its own long-term strategy of formation of
a high level of enterprise economic security. The basis of this program long-term strategy composes with key factors that
form proper level of enterprise economic security. These may include some factors that are specific and directly rele-
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vant only to the particular entity. This long-term strategy of enterprise economic security should include some addi-
tional parameters that ensure both internal and external economic security, such as:

1. Reliable power supply. Typically it is necessary to have two sources of power supply to ensure reliable work
of the enterprise. It should be provided own backup source of electricity (diesel power) for important productions.

2. It should be organized reserve heat supply if the company is connected to the district heating plant.

3. Technical, technological and potable water that most enterprises use for industrial purposes. It should be own
water source and if water is used with a central water supply system so the relevant reserve of water should be made.

4. The relevant safety stock of raw material and technical resources should be created at enterprises. It will
facilitate stable work of the enterprise in certain circumstances.

5. The enterprise should control the situation if we are talking about its product consumer’s solvency.

6. Reliability of vehicles that are used for delivery of materials and for transportation products to customers.

7. 1t should be foreseen measures to protect the resources and assets of the enterprise, as well as its storage
facilities. It should be organized protection of a whole enterprise. Therefore it should be created appropriate means for
both internal and external information and alarm [6].

The program may include other measures, depending on the specifics of the entity. After proper discussion and
agreement the own long-term program of enterprise economic security high level strategy forming is being approved
by the head of the enterprise. This program is mandatory for all employees o which it applies.

Thoughtful strategic program facilitates stable work of the enterprise and guarantees a high level of its econo-
mic security. This long-term program must be supported by relevant material and financial resources. Typically one of
the deputies of the head of the enterprise provides the control over program implementation.

Usually the following types of enterprise strategic security are considered:

— that focused on the elimination of existing threats or prevention of possible threats;

— that directed at preventing impacts, which existing or potential threats effect on the safety subject;

— that aimed at damage restoring [8, p. 239];

— that oriented at existing strategic gaps providing due to innovation development principles are forming.

There are few concrete steps towards economic security strategy strengthening for domestic enterprises:

— there are the creation of new organizational and production structures, leasing usage, active participation
in international exhibitions and seminars, introduction of advanced international experience;

—there are the payment system improvement, labor productivity increasing, resource saving investment
increasing and stimulation of “resource” direction of R & D activities;

— there are the application of principle of critical lending date keeping, the creation of an information center
for receivables and payables accounting, availability of the special group of financial workers who will control the
calculation and payment of taxes and fees in the structure of the information center;

— there are approaching of domestic enterprises salary level to the salary level in developed countries, wor-
kers attraction to managerial functions, employees training, enterprise administration interest toward the
employment of the unemployed, the enterprise social infrastructure development, workers material responsibility in-
creasing [9, p. 513].

Thus the formation of enterprise economic security strategy comprises next steps:

— it is formation of effective production factors (new equipment, skilled labor, etc.);

— it is production based on market demand as well as quality and design improving;

— it is selection of reliable suppliers of raw materials and energy;

— it is reliable protection of own commercial secrets;

— it is changes in the enterprise management system if they are needed.

To implement measures, which are needed to achieve economic security strategy, the amount of resources should
be determined and their internal and external sources (property sale, unrealized products sale, credit obtaining, etc.) should
be mobilized [9, p. 514].

The process of enterprise economic security strategy forming should be based on certain principles that are
the basic initial positions in accordance with its nature, appointment and components. The compliance of these prin-
ciples should be directed on the formation of a uniform base and approaches for the strategy efficient construction and
enterprise security comprehensive providing.

N. Levkovets through the analyzing of principles of economic security providing, which are a precondition
for the enterprise economic stability, highlights such principles as: the comprehensiveness, the timeliness, the conti-
nuity, the lawfulness, the planned character, the economy, the elements interaction effectiveness, the optimal ratio bet-
ween publicity and confidentiality, the management competence [10, p. 334-336].

However it is useful to analyze not principles of the enterprise economic security but principles of its ensu-
ring strategy forming. Thus the proposed basic principles of forming of the enterprise economic security strategy and
their detailed description are presented in Table 1.

The compliance of outlined principles of the formation of enterprise economic security strategy is intended
to create for the entity favorable conditions for further development and effective functioning with the highest acco-
unt of the most likely changes, trends and requirements of the market environment [10, p. 334-336].
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Table 1

Characteristic of principles of forming of the enterprise economic security ensuring strategy

# Principles Principles characteristic
Expediency, It consists of flexibility and rapid response of strategy of enterprise economic security
1 adaptability providing to changes of factors in external and internal environment, to their intensity
and mobility or to current trends challenges that occurs in business processes
It assumes target orientation of the economic security strategy that is based on alter-
Strategy and . . .
2 urposefulness nativeness and taken into account the strengths and weaknesses of the enterprise as
purp well as opportunities and threats, which are dictated by the market
It consists in the separation of the components and the main stages of the enterprise
3 Hierarchical economic security strategy depending on the degree of priority and importance as well
as in formation of its performer’s levels
It dictates the expediency of economic security components and strategy stages consi-
4 Systematic deration, elements of which are interrelated. Therefore the ignoring of these elements and
links that connect them is economically unacceptable
It consists of the economic benefits that are the exceeding of the results that are obta-
5 Rationality ined from the usage of the enterprise economic security strategy over expenditures that
and economic effect |are spent on its development and implementation. It consists of achieving maximum
financial result at minimum costs
It consists of ensuring the absence of contradictions and availability of effective rela-
6 Complexity tionship in the process of economic security management, of complementarity and
and coordination consistency of management decisions that are concerned with its ensuring strategy for-
ming and implementation
Economic growth Dur.ing realiz.ation of strategy of ent;rprise econpmic security ensgripg it displays the
7 o desire to achieve maximum economic growth with acceptable deviation from a balan-
and equilibrium .. . . .
ced condition of economic and financial system of the enterprise
In the process of strategy forming and realization it displays the orientation of the
8 Financial stability  |enterprise on the financial stability ensuring that is a key factor of its viability and
future development, which provides the control on the state of its financial resources
In the process of forming and realization of strategy of enterprise economic security
ensuring it consists of permanent orientation on combat the challenges of modern
9 Competitiveness competition, on forming of a set of competitive advantages and on ability of the enter-
prise not only to ensure its competitiveness but also to keep it under conditions of con-
stantly changing internal and external environment
S .. |It characterizes the high degree of employees’ involvement to the development and
Participation and social o . . . .o .
10 . . realization of strategy of enterprise economic security providing with the prospect of
orientation . .
improving the state of the corporate culture
It reflects the presence of causality between symptoms of enterprise economic destabi-
11 Causality lization and results that are obtained through the implementation of strategy of econo-
mic security ensuring
It associated with the presence of conformity and optimal ratio between real needs and
12 Balance key elements of the economic security ensuring strategy and available resources for its
implementation
It means that the process of formation of the strategy of enterprise economic security
. ensuring should take into account the dynamic changes in business processes, the
Innovativeness . . . .
13 results of scientific and technical progress and trends of the financial and economic
and development . . . .
accumulation and should orient the enterprise on the continuous development and
innovation

Conclusions. The investigation of enterprise strategic security gives us a possibility to conclude that it aims
to create the conditions for the enterprise effective activity, as well as to help to achieve business objectives in a
competitive and risk environment through timely detection and weakening of the various dangers and threats. At the
same time the consideration of strategic security level means that the particular system of indicators, which would pro-
vide enterprise security on the time of an expected negative (positive) event happens, should be developed.
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