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COBPEMEHHbIX WWN®POB

CPABHEHUE MO 3®PEKTUBHOCTU CYMNEPBJIOKOB HEKOTOPbIX

W3naraeTest HoBast MeTOAMKA OICHKHU IOKa3aTenell JokasyeMol Ge3omacHOCTH GIOUHBIX
cUMMeTpUUIHBIX mMUdpoB. C NMpUMeHeHHEM 5TOM MEeTOAMKHM BBLINONHSETCS aHalU3
JuddepeHInaNLHEIX CBOMCTB cynepOiokoB Tpex mugpos: AES-a, yMeHbIIEHHOH Bepeun
mudpa Myxomop u muppa MISTY 1. M3znaraercs opurnHaibHas METOJHKA OICHKH
MaKCHMalbHOTO 3HaueHHs AnddepeHIinana yMeHbIIEHHON Moaenn JAByXIHkIoBoro AES
cynepbioka, U yTouHsieTcs JeHCTBUTEIbHOe 3HAUCHHE 3TOT0 MakcuMyMa. JleMoHCeTpupyeTcs,
YTO CTOUKOCTh OoNBIMUX MUGpPOB H, B yacTHocTH mudpa Rijndael (AES-a) He 3aBHCHT OT
JuddepeHIManbHLIX TOKa3aTenel S-010KoB, HeHoNb3yeMbIX B mudpax. IlpeacraBnsercs xak
O7IHO W3 MEPCIIeKTUBHBIX PeIICHHUH 10 MOCTPOCHHUIO cyliepOnokoB npeobpasopanne FI mudpa
MISTY1, xoTopoe mpuMedaTeNsHO TEM, UTO peanusyeT (3a OfMH IUKI) AuddepeHnnansHbie
CBOWCTBA CIIy4aliHOM IIOJCTAaHOBKM COOTBETCTBYIOLIEH CTEIICHH.

KnioueBrle ciioBa: jokasyemas GesomacHocTh, AuddepeHan, cynepOnok, ciydaiinas

IIOoJCTaHOBKA.

BBEJIEHHE

B 3101 pabote mox cynepOIokoM MBI OyIeM MOHUMATh
(D)YHKITMOHAITFHO 3aKOHUCHHBIN Y3eI Mu(pa, BKIFOIAFOIIHH
B CCOS KOMITO3HIIHEO HCCKOTBKHX MPCOOPA30BAHUI IIHKIIO-
Bo# (yHknmu. B yactHocTH, B padorax [1, 2] AES cymep-
OJIOKOM HA3BAHO OTOOpaAKCHHUE 4-X OAaHTOBOTO MACCHBA 0 =
=la,, a,, a,, a,] B 4-x GaliToBbIi MacCHB € = [¢, e, €., e.],
HpHUHMMAROIIEE 4-0aHTOBBIA K04 £ [k, &, k., k.]. Ono co-
CTOWT W3 TOCJICIOBATEIBHOCTH YETHIPEX MMPEOOPA30BAHMI:

SubBytes b = S[a, |, ¢ S aprmommmcs AES S-Gmokom;

MixColumns c =M b, ¢ M_sBrsometics 4 U 4 maTpu-
ncu;

AddRoundKey d=c @£, ¢ k IBIIOIINMCS IUKIOBBIM
KITFOUOM;

SubBytes ¢, = S[d].

ABTopaMu oTMEHACTCH, UTO (P (CPCHIHATLHBIC BEPOST-
HOCTH HAJ 3TOH CTPYKTYPOH 3KBHBAJICHTHBI 1ByM AES 1uxiam
1 TOKA3bIBACTCS C HCTIOIb30BAHHUEM JIOCTATOMHO TPOMO3IKUX
W CIIOKHBIX JUTS TIOHAMAHUS TEOPETHUCCKUX MOCTPOCHHUI C
TIPUBSI3KOH K A (hepeHIMaTbHBIM XapaKTePHCTHKAM S-0JI0Ka
AES, 4TO TOYHBIM 3HAYCHHCM MAKCHMAJIBHOM OXKHAACMOR
muddeperumatsHoi BepostHocTH (MEDP') mst AES cymep
Omoka semsiercs 3HaucHue 12,3427 (ecTh M BAPHAHTHI 3HAYC-
HuA MEDP, |~ 13,25x27 [3]).

B wmrore popmmpyercs rparuna st audhepeHnnanos
Hax AES, yMEHBIIEHOMY /10 YETHIPEX UKIIOB, CICAYIOIIAs
W3 MPUMEHEHUS TPAHKIBI XOHTa | Ap. [3]:

4

MEDP;, <| max DP(x, y
x#0,y

K MeTa OJIOKY, YTO IPHBOIUT K PE3YJIBTATY.

MEDP, 54 < (MEDP;,)* ~1881x 2714,

Hmerorcst paboTel, rae moA00HBIM K 00pa3oM (C mpu-
BSI3KOH K CBOHCTBAM S-OJIOKOB) BBITIONHACTCS OICHKA JTH-
HCHHBIX nokazaTencit SPN mmdpos [4]. 3TOT moaxox k on-
PCIOCIICHUIO JOKARYEMOH CTOMKOCTH OIOYHBIX CHMMCTPHY-
HbIX H}ppos (BCIII) yke TaBHO BRI3BIBACT Y HAC COMHCHIIC,
TaK KaK MOJYYCHHBIC PE3YIBTATHl MPUBA3BIBAIOTCA K UG-
(hepeHIMATBHBIM W THHCHHBIM CBOHUCTBAM S-OOKOB, HC-
TIOJTB3YEMBIX B IH(Pax, UTO, KAK IIOKA3BIBAIOT HAIIH JKCIIC-
PHMEHTBI, METOIMYECCKH OKA3BIBACTCA HE BEpHBIM. He BEI-
3BIBACT YAOBJICTBOPCHUS M CAMA METOAMKA OTPCICIICHUS
mokasareneit mokasyemoit crotikoctu BCIL B Bume Makcu-
MYMOB CpeIHHX 3Ha4YCHHH Au()(DepCHIMATBHBIX U JIHHCH-
HBIX BeposTHOCTEH (MADP n coorsercTBeHHO MALP).

MBbI nanee 00OCHYEM CBOFO MO3HIHEO K ONPEICICHHEO TI0-
Kazaresiei noxazyemoi croikoctu BCILL u, B yacTHOCTH, AAD-
(hepeHmanBbHEIX TOKa3aresicii AES cymepOioka, nmpuseaem
CpaBHEHHE TS HETO 3HA4YCHHH MA D P 1 OIICHOK, TIOJYCHHBIX
C WICTIONB30BAHKEM IIPESUIATaeMOT0 TIOIX0/1A, M 3a0JHO 00CY-
oM (epeHIMATbHBIC CBOHCTBA CYHIEPOIOKOB CIIe ABYX
KOHCTPYKIMH, TAC MO CYNEPOIOKAMH, KaK Y’KE OTMEUCHO
BBIIIE, OyIyT MOHMMATHCS (PYHKIMOHATEHO OOOCOOICHHBIC
3JIEMEHTHI IMKJIOBBIX PEOOPA30BaHNH APYTUX MIH(POB.

1. IOHATUMAHBIA ATIIAPAT JUOOEPEHIU-
AJILHOI'O M JIMHEMHOI'O KPUTTITOAHAJTH3A

Hamomanm cHauama, ciemys padote [4], MOHATHIHHBIH ar-
TAPAT JTHHCHHOTO 1 Ju(H(PePCHINATEHOTO KPHITTOAHATH3A.

' B psoe pabom napaoy ¢ abopesuamypoii MEDP (maxcumym odxcudaemott oughghepnyuanvHoil geposimuocmit) uc-
nonvzvemes obosHaverue MADP (maxcumym cpeOHe2o 3HayeHus OupghepenyuanvHol 8eposmuHocn)
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Onpenenenne 1. (Aupdheperimanscaas u JImHeHAS Be-
posTHOCTB): J[uchpepenyuansnas eeposmuocmo DP u nu-
Heninas eeposmuocms LP coomgememegento ona kmovesa-
sucuMoti hynxyuu [ ¢ n-6umneiM 6xX000M X U N-OUMHbLM
gvixooomy (x,y e GF(2™)) ecmu:

HxeGF Q)" | f()® fxDAx)=Ay

DP/ (Ax > Ay) =
2}’[

#HxeGFQ) [x- 1) =f(0) Iy

P/ (Ix—>Iy) = ¥
2"

1

>

20e Ax u Ay aenaemcs 6X0OHOIl it 8bIXOOHOL pASHOCMAMU,
aIxu 'y aenaemca 6xoOHOU U 8bIXOOHON Mackamu; x-1'x
0603Hauaem pe3yIemam CKaIApHO20 npouseedeHus x ul'x.

/ S -
Omnpenenenme 2. (DPJ), ¥ P/, ). Maxcumanenoim sna
yenuem OuQpepeHYUATLHOL U TUHEHHOT 8epOSMHOCIY O

KI04e3a8UCUMO qbyHKuuufHaSbleaemaz COOMBENICINIBEHHO .

prl. = max DPT (Ax — Ay,
,AY

Lpf = max LPT¥l(re o 1y,
I'x, I'x#0,

HanomHuM Teneps BBIPAKESHIUA IS CPETHUX BEPOATHO-
crett ADP, ALHP, MADP n MALHP xro4e3aBHCHMOH (PyH-
kumn [ = f[k](x) c n-OMTHBIM BXOJOM X H /-OUTHBIM BBI-
xoaom yeGF(27), xotopas mapaMeTpH30BaHA KIIFOUOM K,
HCTOJIB3YEMBIC BO MHOTHX MYOIHKALAAX TI0 0OOCHOBAHHUIO
TOKA3areNied CTOUMKOCTH OJIOYHBIX NIHA()POB.

Onpenenenne 3. CpeaanM 3HAYCHACM TH(P(CpCHIHATE-

HOH BeposTHOCTH (A DP) pyrkumu f[k](x) sBasercs:

ADP! = ave DP/F(Ax — A).
k

Onpenenenne 4, CpeaHIM 3HATCHACM BEPOSTHOCTH JTH-
HeHHOH 000m04KH (ALHP) pyaxipm f = f[k](x) ABIACTCA:

ALHPT = ave LPT¥l(1x - 1),
k

Onpenenenne 5. MakCHMyMOM CPEIHCTO 3HAUCHUS
Ta(pepeHIHATEHON BEpoATHOCTH (MADP) i MAKCHMYyMOM
CPCOHCTO 3HAYCHHS BCPOATHOCTH THHCHHOH OOOIOYKH
(MALHP) pyrxmm f]k](x) eCThb:

MADPT = max ADP' (Ax — Ay),
Ax#0,Ay

MALHP' = max ALHP' (I't - IY).
Ix, I'y#0

W3 npHBEACHHBIX ONPEICICHUN BUIHO, YTO MPUBEICH-
HBIC TIOKA3ATCIIH OMPEACTAOTCA MAKCHMYMOM CPETHETO
3HAYCHUS Au(PepeHIMATEHOM BEPOSTHOCTH IS HEKOTOPOTO
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(PMKCHPOBAHHOTO TIEPEX0a BXOTHOM PAa3HOCTH Ax B BbI-
XOTHYIO Pa3HOCTh Ay, 1 MAKCHMYMOM CPEITHETO 3HAUCHHUS
CMEIICHH Uil MACKH BX07AA [ x W MAacKu BeIxoaa [ y. O1u
MOKA3aTeNU MPEACTABIIIOT COO0M JaICKO HE MAKCHMAJIbHO
BO3MOYKHbIC 3HAYCHUS TU(PPEPECHINANBHBIX U JTHHCHHBIX
BEPOSITHOCTEH, KOTOPBIE TIO H/ICE U TOJDKHBI PACCMATPUBATD-
Cs1 KaK MOKA3aTEIH JOKA3yeMOH OC30IIaCHOCTH.

Hogast Touka 3peHus1 K GOPMHPOBAHHUIO OLICHOK CTOMKO-
cru BCHI k arakam muddepeHImanbHOro U IHMHEHHOTO
KPHITTOAHAIN34, KOTopas JopMaIu3yeTcs KaK ABa HOBBIX Me-
TOZA, COCTOHUT B CIICIYIOILIEM.

Ipenmaracrcsa qna oncukr crorkocta BCII k arakam
Ju((hepeHIHATHHOTO ¥ TMHEHHOTO KPHITTOAHAIM?3A TIOJIH30-
Barbcst He MADP w MALHP, a cpenauMu (I10 MHOKECTBY
KITFOUCH) 3HAUCHISIMH MAKCUMYMOB Ju((hepeHIMaNbHBIX 0
JTUHEHHBIX BEPOSTHOCTEH KIIOUE3aBHCUMON (PyHKIHH
STk1(x), ammerno AMDP u AMLHP.

Onpenenenne 6. (AMDP). Cpeonee (no mHoxcecmay u3
21 gmoueil) sHaueHue MaKCUMaTbHbix OUPgepenyuaivbix

gepoamuocmeti knrouesagucumoti pynxyuu fk1(x) ecmo:

Zh
AMDP 7 = ave DPJIFT = ih S DRI
ke 27 =
Onpenenenne 7. (AMPLH). Cpednee (no xmouam) 3Ha-
YeHe MAKCUMATIbHBIX 8ePOSIMHOCIET IUHEHbIX 060JI0YeK

yuxyuu fk1(x) ecms:

Zh
AMLHP T = ave LPf, (I'c — I'y) = ih S LplE.
k 2% ka1

B 00oux ciyuasx 2" — MOIIHOCTbH MHOKECTBA KITFOUCH
3anm()pOBAHMSL, HCTIOTB30BAHHBIX IIPH BBIMHCICHHSX.

31ech MOXKHO OTMETHTD CPa3y, UTO OUCBHIHBI HEPABCH-
crea: MADP <AMDP/, MALHP <AMLHP.,

[ToMumo OobIIEH aAEKBATHOCTH (POPMHPYEMBIX OIIC-
HOK (3HaUCHHE OLCHOK /11 I (POB COBMATAFOT C COOTBET-
cryrommMu AU hepeHIMATEHBIMA U THHEHHBIMH ITOKA3a-
TEJAMH CIIyYAHHBIX MOACTAHOBOK U XapPAKTEPU3YIOT MAKCH-
MaJbHO JOCTHXXKMMBbIC 3HAYCHUSA TU(PPECpPEHIUANTBHBIX U
JMHEHHBIX BEPOATHOCTEH), B MTOCIETHEM CIIydae 00eCIICH-
BAIOTCS M 3HAYUTCITBHBIC BBIMUCIUTEIBHBIC MPEAMYILIECTBA
(HeT HeOOXOIMMOCTH 3aIIOMUHATH TIOJTHOCTBEO BCE TAOIH-
I(bL, 4 JOCTATOYHO TOJNBKO OMPEACIATh U IOMHHUTD HX MAKCH-
MAJIbHBIC 3HAUYCHUS).

2. 06 YYACTHH S-BJIOKOB B ® OPMHPOBA-
HUHW MAKCAMAJILHBIX 3HAYUEHAN TN PEPEH-
IHUAJILHBIX HJIAHENHBIX BEPOITHOCTEM
IIINDPOB

Hammm necnenoBasust ¢ yMEHbIICHHBIME BEPCHAMHE MHO-
rux mu@pos MOKA3aIH, YTO 3HAYCHUSI MAKCHMYMOB TION-
HBIX Tu(depeHnnanoB u IMHEHHBIX KOPIyCOB, KOTOPBIMHA
OLICHHUBAIOTCS TOKA3aTEIM CTOMKOCTH MH(POB K aTakam
Ju(depeHnIHaIFHOTO U IHHEHHOTO KPHITTOAHAIN3A, 3aBH-
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CAIT HE OT MOKA3aTeIIeH S-0T0KOB, HCTIONB3YEMBIX B ITH(PAX,
a 0T MU PCPCHINATHHBIX H JIMHCHHBIX TOKA3ATEICH CITydai-
HBIX TIOJICTAHOBOK COOTBETCTBYIOMLICH CTEIICHH, K KOTOPBIM
ACHMIITOTHYECKH MPUXOIAT IMU(PHI TTOCIIE ONMPEACTICHHOTO
HAYAIBHOTO YUCIIA HUKIIOB MU ()POBAHLL

JIst HFOCTpaniK 3TOTO MOJIOKEHMSI HIDKE ITPeAsIara-
FOTCS PE3YIBTAThl HCCIen0BaHuil Tu((hepeHInaTbHBIX
cBoticTB 16-0mrHOM Moaem mmdpa Rijndael [5]. [ Takmx
pa3MepoB BXOTHBIX OJIOKOB TAHHBIX BHIMUCIUTEILHBIX pe-
CYPCOB BIIOJIHE JOCTAaTOYHO, YTOOBI MOCTPOUTH ICTTHKOM
tabmy XOR nepexoaos (momHbIX quddepeHmanos) cpa-
3y 1A BCETo mudpa.

B 1abm. 1 mpencrapiaeHb! 3aBECHMOCTH CPEITHIX 3HAYC-
HHH MAKCHUMYMOB TOTHBIX Au(p(epeHImanos (AN DPx2'°)
mu(hpoB, HCHOIb3YIOIMX S-OJOKH C PA3IUIHBIME 3HAYC-
HASIMHA DP,y . = p (8-PABHOMEPHOCTH), OT YHCTIA LHKIOB /
amropur™a Baby-Rijndael ¢ omepamueit MixColumns Ha
BECh TEKCT (KaK pa3 mpeoOpa3oBaHKE, SBILIIOIIEEC OCHO-
BOW CTPYKTYpPbI Ha3BaHHOH BbIme AES cymepOioxom).

Pesymbrarsl, npeacTapieHHbIC B TA0I. 1, IPKO HILTFOCTPH-
PYIOT, YTO IOKA3aTEIH CTOMKOCTH MH(POB HE 3aBUCAT OT
MPUMCHACMBIX B HUX S-00K0B. OHH OIPEACILIFOTCS, KaK
TOKA3aHO U B PAAE APYTHX HAMMX padoT [6—8 u ap.], 3Haue-
HASMHA MAaKCAMYMOB Ta0mi XOR pa3HOCTCH H CMCIIICHHH
TaOJIHI THHEHHBIX ATIIPOKCHMALMH CIIy9aHHbIX TIOACTAHO-
BOK COOTBETCTBYIOILEH CTETICHU. Y HAC, MPABJa, Cpa3y Ha-
IIJIOCh MHOTO OIMIOHEHTOB, KOTOPBIC HAC CTAJIH YOCKIATh,
YTO TO, YTO CBOMCTBEHHO MaJIbIM ImMu(PaM, MOXKET HE BbI-
TIOJTHSTHCS IS KX OONMBINIX MPOTOTHIOB. OHAKO, TOCTE-
HHUC HAIIW MCCIEIOBAaHMA ¢ Oompmmmu mudpamu [9-10]
CBHICTCIBCTBYIOT O TOM, YTO M OOIBIIHC MIH()PHI TAKKES BE-
JyT ceOs KaK CIy4aifHbIC TIOACTAHOBKH, T.C. HAIIA MO3ZHIMS
SBILACTCA MPABHIIBHOM.

B pesynsrare cotictBa AES cynepOmoka He SBILIEOTCS
peLIAroIMMHU IS ONPEACICHUS IOKA3aTeNeH A0Ka3yeMOn
oc3omacuocta mmdpa Rijndael. Mb1, TeM HE MEHEE, ajce
paccMotpuM auepeHImaTpHbIC CBOHCTBA 3TOTO H APY-
THX, OTH3KHX K HEMY PCOOPa30BAHMUE, C IICTBI0 COBCPIIICH-
CTBOBAHUS M PA3BUTHUS CAMOH METOTHKH OTIPE/ICIICHHUS BBE-
JICHHBIX BBIIIC HOBBIX IOKA3ATEICH K OLCHKE CTOWKOCTH
mupyrommx mpeodpazoBaHui (IMU(POB) M CPABHEHUS UX
CO CTapbIMH HOIXOJAMH.

2. OIIEHKA 3HAYEHWI IBYXIIUKJIOBOT'O
JIN®®EPEHIIAAJIA AES CYIIEPBIIOKA

Hwxe npeanararorcst pe3yabTarbl BBIMHCIUTEIbHBIX 3KC-
TIEPUMEHTOB 110 orpeaencHito AMDP u MADP AES cynep-
6noxka.

KoHeuHO e, ToCTpOouTh BCHO Ta0mny u(h(epeHIHATb-
HBIX pa3HocTel 1t AES cymep0ioka, Takke KaK | MOACTa-
HOBKH CTCIICHH 22, HE yAaeTCs (HE XBATACT BBIMUCIUTEIbHBIX
BO3MOKHOCTEH), HO BIIOJTHE JOCTATOMHO HMCFOIIHXCS BBIYHC-
JUTEIBHBIX PECYPCOB IS MOCTPOCHI 3aKOHA PACIpenene-
HITS IEPEXO/IOB OTAEIbHOH CTPOKH Tadbwipl XOR pasHOCTEl.

Pe3ynbrarsl pemeHns 3T0U 3a4a44 U MPEACTABIIAOTCA
BTalI 2.

B mpaBoii KOJOHKE TAONHIBI MBI I CPABHCHHS TPSA-
CTABHWIIM 3aKOH PACTIPEACIICHISI TIEPEXOI0B B CTPOKE CIIyai-
HOM noacTaHoBKH crerneHu 232 (ctpoka AES cymepOiioka He
«IOTATHBACTY» 10 CTPOKH CAyYAHHON MOACTAHOBKH CTEICHH
2%2). OTMETHM 37€Ch, YTO PE3YIBTATHI AT OTACTbHBIX KITFO-
YeH MPAKTHICCKH HE 3aBHUCAT OT KIFOUCBOTO MarcpHala, T.c.
B KAYCCTBC OIICHKH MOYKCT BBHICTYHATh Au(depeHuma, pac-
CUMTAHHBIH 11 OTACIHHOTO KIIF04A (3TO EIIe OJHO M3 A0C-
TOHHCTB Pa3BHBACMOr0 MOAXO0AA).

Kaxk cieayer w3 mpecTaBIeHHBIX JAHHBIX 3HAYCHUC MAK-
cumyma crpokn auddepeHmmanpaon Tadmmsl AES cymep-
OmoKa 17151 BRIOPAHHOTO BX0OAA PABHO 32. JT0 3HAYHT, YTO I
BCeH au(epeHIMaNTbHON TaOIHUIBI OKHIACMOE 3HAUCHHE
MakKcUMyMa OyaeT He MeHee 64-X, UTO CYIECTBEHHO OO0TbIIe
3HaueHUA 12, 34, mpomaraHaupyeMOro B OTMEUYCHHBIX PAHEE
3apyOC/KHBIX MyOIHKAIIAX (B TIOCICAYFOIIX 3KCIICPHMCH-
Tax HAM YAAJI0Ch HAUTH Iepexo co 3HaUcHUEM 40).

[NomyueHHBIE PE3YIIBTATHI O3BOJLIEOT CCTATH BBIBOZ, UTO
OKHIAEMOC MAKCHMAJTbHOE 3HAYCHHE IBYXIMKIOBOTO

Tabmmna 2. PactipesienieHne mepexofoB OHOH cTPOKHU TaOIHIbI
XOR-pasnocteit AES cynep6noka (AMDPx216) s xona
(B ctpoky) 010101, Ge3xroueBol BapraHT

Uncmo Yucto
SHaueHe
TIepeXoJIoB B TIePexo]IOB B
Tiepexo/a crpoke AES CTpOKe
cymep 6Ioka TI0JICTAHOBKE
crererm 2%
0 2605143438 2605070418
2 1302455376 1302484861
4 325637706 325626184
6 54254936 54271858
8 6794838 6784085
10 679254 678418
12 61352 56535
14 4021 4038
16 1543 252
18 13 14
20 291 1
24 52
28 8
32 4

Tatmmma 1. 3uadenus nonxoro guddepentmana (AMDPx216) nns pasnuanbix S-6rokoB 1 konuecTBa Ko anroput™a Rijndael ¢

omnepaitieit MixColumns Ha Bech TEKCT

box | Sbox,Cn | Sbox. p4 Sbox Sbox Sbox Sbox Sbox Sbox
r paF2 JlaGup. AES p4 pOF0 p6F2 DES p8 p8FO p12F0
1 16384,00 | 16384,00 | 16384,00 | 24576,00 | 24576,00 | 32768,00 | 32768,00 | 49152,00
2 83.87 132,00 132,00 490,87 230,40 1152,00 1536,00 5184,00
3 20,73 19,47 18,80 25,53 3527 70,87 139,13 146,13
4 19,60 18,73 19,00 19,20 18,93 19,27 23,93 19,07
5 19,13 1947 1947 18,93 19,40 19,00 23,37 19,00
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muddepenuunana onwinoro AES cynep Omoxa (AA/DPx2%)
JOJDKHO OBITH OONBIIC MAKCHMAJTBHOTO 3HAUYCHHUA audge-
PCHIHATEHON TAOIHIIEI CIYYAHHOMN MOJCTAHOBKH CTCIICHH
232 paBHOTO 34.

B npyrom s3xcnepumente Mbl A Bxoaa 010101 mamm
MAaKCHMAJTFHOC 3HAYCHHUC CTPOKH TH(PPepPCHIMATHHOMH TA0-
muubl AES cymep6aoka. OHO 0Ka3aioch paBHBIM 32.
A 3ateM OnM HAWACHHOTO MAKCHMAJIBHOTO IIEPExX0]a
Ax =10101—-Ay = 661E0000 OBLIH BHMUCICHBI 3HAYCHHUS
TIEPEXO0I0B MPH APYTHX 3HAYCHIIX Kiro4da. B tabdn. 3 mpen-
CTABJICHBI YHCIA TIEPEXOA0B, NOMyUeHHBIC 1t 30-TH CiIy-
YaifHO BRIOPAHHBIX KIHOYCH 3amm(poBaHIL.

B cooTBeTCTBHY C STHMH JAHHBIMH ITOJTYUCHO 3HAYCHHUC
MADP nmacrpoku AES cymep 6moka:

MADP(010101, 661E0000)x216 =7 86.

Ja Beert muddepertmanbroi Tadmuupt AES cymiepOio-
Ka CJIeAyeT OJKUIATh 3HAYCHUE MAKCUMyMa B patioHe 15,72,
YTO HOCKOJIBKO OombIe 3HAUCHASA 12,34, HCHONB3yeMOTO B
paboTax mO OUCHKE JOKAa3yeMOoH Oe30macHOCTH mm(ppa
Rijndael (AES). pyroe cpenuee 3HaueHue MADPX2 ' Mak-
cHMAaIbHOTO iepexoa At Bxoga 010101 B AES monyumnocs
pasHbM 8,76. Ho €0 HEe B 3THX HEOOIBIINX PA3HUIAX B
orcHKax 3HaucHut MADP nsa AES cynepOnoka. [Toygaer-
Cs1, UTO IIPUBCACHHBIC B IMTyOIMKALIIX PE3YIIBTATHI SBILIIOT-
Cs1, TOBOPSI MATKO, HE COBCEM TOYHBIME. CaMOe ITTaBHOE 3TO
TO, YTO 3TH 3HAYCHHUS HE CBSI3aHBI C ICHCTBUTECILHBIMH 3HA-
YCHHAMH TOKA3YCMOH CTOHKOCTH MH(POB, KAK 3TO CUATA-
€TCsI B 3aTPOHY THIX Iy OJIMKALHSIX.

B a0 4 MBI MPUBOIUM PE3YITETATHI HCCIICTOBAHNA 16-
ourtHOI Bepcuu SL mpeoOpasosanmst mupa Myxomop [11]
(TIPaKTHYECKH M3YYAIOTCS TMOKA3ATEH YMCHBIICHHOH MO-
memm camoro AES cynep6mioka). B Tabmuiie mpeacTaBiacHb
PE3YABTATHI 3KCIIEPUMEHTOB TI0 OCTPOCHHIO 3aKOHOB Pac-
nmpeacncHu nepexoaoB audepeHmanbHoi Tadmst SL
mpeoOpa30BaHHUA.

BuaHO, 4TO BTOPOH LMK ABIACTCA JOCTATOYHO CIOMK-
HBIM JUI1 pAcCMaTPHUBAaEMOTO IpeodpazoBanms. [Ipuserem

Ta6auna 3. Uncna nepexonon (AMDPx216) pxoma 010101
B OJIUH U TOT e Bbixoa 661 E0000 nnst 30-1u cnyuaiino
BBIOpaHHBIX KITIOUEH 3armmudpoBanus

Kitou 3HaueHue Kimou 3HaucHHE

3amnpoBaHus | mepexona 3amupoBanHus repexo/a
32 TEOACA68 8
10C9AA38 4 42DC38BF 0
EF34B4F6 16 F21B574C 8
522F3364 8 6F00601B 16
73B2CDSB 16 S9ED7EE9 4
3BB11ECS 0 9F86B693 4
6C1A60C7 0 72569299 4
21F6E7E9 12 358F25B0 4
2FB26869 8 4848E2BE 4
3888589D 4 AO0A2430D 16
27A47122 4 437C58F9 8
178448CA 16 3C30A2B6 4
COD90AAE 4 ECAO05DBS8 12
7CCDS5COD 4 AEA79D44 8
B202E14F 0 DFE9D423 12

ASCTA90C 4
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CBOU COOOpaKEHMS IO MOACYeTy MakcumyMa auddepen-
nuaTsHOH TadmmE! 1t AES cymiepOioka (1 IBYX IHKIIOB
mmpposanust AES).

[Tpn npoxoXkIeHIA Pa3HOCTEH Map BXOTHBIX OTOKOB Ue-
Pe3 TepBbIH MUK (S-0710KH 1 peodpazoBanne MixColumn)
HAWOOTBIIAS BEPOATHOCTH Tepexona AY — AY odecmeumn-
BacTCs IPH OTHOM aKTHBHOM S-O7noke. Ha ero Bxozxe mpu
MPOXOYKICHHUH TI0 BCEM 2! BOBMOYKHBIM 3HAYCHHSIM BXOTHBIX
pasHOCTEH KaXkaas (PUKCHPOBAHHAA PA3HOCTh MOBTOPACTCA
216/ 24=2'2 pa3. JluneiiHoe MpeoOpa30BAHHE THPAKHUPYCT
KOKIYEO PA3HOCTH HA BCC YCTHIPS BXOAA S-ONIOKOB CIICAYIO-
miero muka. Ecimm S-010k mveeT 3HaueHHE §-PaBHOMEPHOC-
TH § = 4 (g S-0moka AES), T0 Ha BBIXOIC MEPBOTO IHKIA
OyaeT 3a(pUKCHPOBAH MEPEX0 ¢ MAKCHMATBHBIM 3HAYCHHCM

& 212 (11 AES 510 Gyner 214), TPHIEM SCITH S-0JIOK HMCCT
15 MaxCHMAaNBHBIX IEPEXOAOB & = 4, TO HA BBIXOAE IIEPBOTO

miona Gyzer 60 sacrmit 214 = 16384 (cu. Tabn. 2).

Ha cremyromeM nHKIC B MPOXOKICHAN PA3HOCTCH Oy-
JyT Y4aCTBOBATH Y>KE BCE YETHIPE S-010Ka (BTOPOTO IUKIIA).
Omna 1 Ta K¢ Pa3HOCTh HA BXO/IC JTHHCITHOTO peodpa3oBa-
HUA c(hopMupyeT moBTOpsromuecs 16384 pasa 3HauUCHHA
Pa3HOCTCH (Pa3MIHBIX) HA BX0AAX S-0JIOKOB BTOPOTO IIHK-
7a. A 3TO 3HAYWT, YTO, MPOXOasA S-OJ0KH BTOPOTO IMHKIIA,
Ppa3Hble MApHI BXOAO0B (TIOCTE CIOMKCHUS C KIFOUCBBIMH OH-
TaMH) A1 PA3HBIX S-0JI0KOB JAYT PA3HBIC SHAUCHHS BBIXO/I-
HBIX PA3HOCTEH CO CBOMMH IOKA3ATCILIMH IPOXOKICHUS
(ana AES S-610xa 310 OyayT B MONABIIAIOMICM OO TBITHHCTBE
JBOUKH). 3AMCTHM TCTICPH, YTO HCHYJICBHIC BXOIHBIC PA3HO-
cTH OyZIyT JaBaTh TOJIHKO HEHYJICBBIC BHIXOJHbIC PA3HOCTH.
[To crarucruxke S-610KH HIMEFOT OKOJIO 40 IIPOLECHTOB HEHY-
neBbIx nepexonos (AES momy0GatitoBsit S-610k uveer 120
HyleH B au(depeHImanbHON Tadmume 06e3 yuera HyJIeBOoH
CTPOKH W HYJICBOTO CTOIONA), T.€. M3 BCETO0 MHOMKECTBA
24 _1=15 BO3MOKHBIX HEHYJICBBIX 3HAYCHUI BbIXOIO0B A
noTy0aWTOBOTO S-O/I0KA B CTPOKE TAOIHIBI MOYKET OBITH
peanu30BaHo TOabKO 15-0,47 =7 pa3saiHBIX HEHYICBBIX
BBIXO/IOB.

Hrak, HaM HY;KHO MOACYHTATH YUCIIO CHUTYaLlUH, KOraa
HA BBIXOAX YCTHIPEX S-0IOKOB BTOPOTO IMKJIA OyIeT OAMHA-
KOBOC YHUCIIO COBINAJAOLINX BBIXOTHBIX pa3HOCTEH. ITycTh
MBI 3a(DPHKCHPOBAIIHN OHY (JIFOOYFO) M3 BHIXOTHBIX (HCHYIC-
BBIX) pa3zHocTed mepsoro S-0moka. K 3roit pazHocTH MBI
MOYKEM BBIOPATh OIHY U3 6 BO3MOKHBIX HCHYJICBBIX PAa3HO-
CTEH C BBIX0/1a BTOPOTO S-0JI0KA, TaK YTO BEPOSITHOCT I10-
JIy4UTh HA0OP M3 ABYX (PUKCHPOBAHHBIX 3HAYCHUH Pa3HO-

creit Oymer paBHa T K >TuM ABYM PasHOCTAM MOYKHO J0-

0aBHTB eIIie OHY W3 PA3HOCTEH C BBIXOA TPETHETO S-0JI0KA.

2
BeposTHOCTh TakoH TPOWKH (KOMITO3HIMH) OyaeT (7j .

Haxosern, k BEIOpaHHOH TPOIKE MOKHO JOOABHTH PA3HOCTh
€ BBIX0/1a YCTBCPTOTO S-0I0KA, H BEPOATHOCTH BRIOOPA ATOH

3
1
YETBEPKH OyACT, MO AHATIOTHH C IPESABIAYINIM, PABHA (7j .
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Ta6mmna 4. Pacnipenenenue uncia nepexonos auddepeHnuanbHol tabmuipl SL npeobpasopanus mudpa MyxoMop B 3aBUCHMOCTH
OT UHc/Ia IUKIOB MU (poBaHHs

KommuectBo | Umemo seek | KommuectBo | Umcnmo sueek | KomruecTso | Umcro sueek
TIepexo10B S»(BabyR), TIepexo10B S»(BabyR), TIepEXOI0B S»(BabyR),
VIS STIeNKHA 1 muxnn VIS STIeNKHA 2 IMKIIa DI STIEUKH 3 1KIIa
0 4168654065 0 2632290711 0 2605108264
16 65610000 2 1263628451 2 1302316781
32 43740000 4 329970420 4 325638830
64 10935000 6 56464541 6 54301413
128 4131000 8 10545896 8 6796804
256 1508625 10 1165323 10 678225
512 243000 12 324071 12 56663
1024 62100 14 20706 14 4390
2048 16200 16 379822 16 364
4096 1350 18 28307 18 21
8192 360 20 39641 20 5
16384 60 22 1296
24 7016
26 215
28 449
32 25940
34 3133
36 4032
38 176
40 442
44 36
48 4
64 790
66 144
68 166
72 20
128 8
132 4
Bpems, ¢ 192 Bpewmsi, ¢ 350 Bpewms, ¢ 509

Hrax, c moMOIIBFO YeThIpeX S-0I0KOB MBI MOYKEM ITOTYIHTh
(PIKCHPOBAHHBII HAOOP U3 YCTHIPEX PA3HOCTSH (OTHHAKOBBIX

3
WJIH PA3HBIX) C BEPOSTHOCTBIO p= (7j H JIFOOOH APYTOH OTITH-

YAFOIMHCS 0T BRIOPAHHOH YCTBCPKH HAOODP W3 YCTHIPEX pas-

3
HOCTEH C BEpOATHOCTBIO p —1=1— (7j . B pesynbrare MOK-

HO CUHTATh, YTO MBI IMEEM JIETIO C IBYMSI COOBITHSIMH, TIOIHH-
HAIOIIMMHUCS OMHOMHAJIBHOMY 3aKOHY. OJHO COOBITHE —
TIOSIBIICHUE YECTBEPKH PA3HOCTEH COBIANAIOIICH C BHIOpaH-
HOH (BCPOSATHOCTD TAKOTO COOBITHA ), APYTOC — MOSBIICHHC
YETBEPKH PA3HOCTEH HE COBIAAIOIICH C BHIOPAHHOM (BEpO-
SITHOCTh 3TOr0 CoObITHs ). [yt BoIOOpKH 2! = 16384 Takux
HE3aBHCHMBIX HCXOI0B CPEHEE HHCIIO COBIIAIAFOIIMX YETBC-
POK BBIXOAHBIX PA3HOCTEH B TAKOM CIyYAHHOM 3KCTICPHMEH-
TE OyAET PaBHO MATEMATHICCKOMY O’KHIAHUEO OMHOMHAITH-
HOTO PaCTIPEACIICHISL, T. €.

3
214 Gj =477.

Ho 30T pesyasrar aBisercs, KOHCYHO, OLCHKOH CHH3Y.
Peanphble 3HAUCHUS (C YIETOM OCOOECHHOCTEH S-OIOKOB,

3HAYCHUH MAKCHMYMOB IIEPEX0IOB, MX PACIPEACICHHS 10
TAONHIC W OPYTHX MOKA3ATCICH) OyayT B 0OIIEM Ciydac
CYIICCTBCHHO 00JICC BEICOKHMH (B HATIICM ITPHMEPS HMCCT-
Cs MUHIUMAJIbHOE 3HaucHue 83,87 u MmakcumaibHoe 5184).

3. CYIIEP BJIOK MISTY1

MBI BBIIEIUITH €IIE OJHY KPUITOTPaQHIECKyIO (PyHK-
IHFO, 3ACITY KHBAFOIIYE0 BHEMaHHUA. D10 FI moacraHoBKa B
omppe MISTY 1, sBrstronerocs erme oxHIM 13 PHHATNCTOB
xoHKypca NESSIE.

Asmropurm MISTY1 pazpaboran B 1995-1996 rr. koman-
JIOH CTICHHAIIICTOB IO, PYKOBOACTBOM H3BECTHOTO KPHIITO-
nmora Mumypy Mamyn (Mitsuru Matsui) u3 KOMIAHHH
Mitsubishi Electric (SImonms) [12]. On mMeeT BeCbMa HEO-
OBIYHYIO CTPYKTYPY — OCHOBAH HA «BIIOYKCHHBIX» CETSIX
Oeticremss. CHavana 64-0uTHbI H(pyeMbIi OTOK JAHHBIX
pazomBaercs Ha 1Ba 32-OUTHBIX CyOOIIOKa, MOCIIE Yero BbI-
TIOJTHSIETCS F-ITUKJIOB IMTPE0OPA30BAHIH, IMCIOIIHX SPKO BbI-
Pa’KCHHYIO TPEXYPOBHEBYIO BIOKCHHYIO CTPYKTYpY. Peko-
MEH/yEeMbIM KOIHYECTBOM PAyHIOB AITOPHUTMA SBIIETCS 8,
HO KOJIMYCCTBO PAYHIOB AJTOPHTMA MOXKCT OBITH JIFOOBIM,
TIPEBBIMAOIINM 8 W KPATHBIM YETHIPEM.

Mpe1 He OyaeM 34¢Ch MPHBOINTD OMHCAHUC STOH OPHUTH-
HAJIbHOM KOHCTPYKIMH, a WHTCPECYIOIIMXCS OTIPABHM K
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MATEMATHUYHE TA KOMIT'IOTEPHE MOJEJIIOBAHH

OpUTHHAEHOH pa3paborke [12]. Hac Oymet mHTEpECOBATH
CKEPIIYHKI — IpeodpazoBanwst F1 310 10CTaTOMHO CIOXK-
HOH KOHCTPYKIHWH, U3 KOTOPBIX CTPOHUTCS HUKIOBas (DYHK-
. Ee cTpykTypy WiLmoCcTpupyeT puc. 1.

FI Taxoxe (kak M OCHOBHASI KOHCTPYKII mH(pa) mpen-
craBiieT coboi cetp Deiictens, Ho B muppe MISTY 1 ato
peoOpa30BaHKE OCYILECTBILICT Y>KE TPETHH YPOBEHB BJIO-
JKEHHOCTH. B oTim4me ot cetelt Delcrend Ha ABYX BEPXHHX
VPOBHSIX, TAHHAS CETh SIBILIETCS HeCOATAHCHPOBAHHON: 00-
pabarbiBacMbli 16-OUTHBIH ()parMeHT JeIMTCS HA IBE Yac-
TH. 9-OUTHYIO JICBYIO H 7-OHUTHYIO IIPABYFO. 3aTCM BBITIOTHS-

\
BxoOHbie a‘aHHbIe

I
9/ i7

Peeynbrr:mam (16 6um)}

Puc. 1. Crpykrypa ¢ynknuu FI

FOTCs 3 payHAa MpeoOpaz0BaHMi, KOTOPBIC COCTOST M3 Clie-
JYIOLIMX JCHCTBHU:

1. JIeBas 4acCTh «TPOTOHACTCS» UCPe3 TAOHIYy 3aMCH.
9-OurHas yacTh (B payHaax 1 u 3) obpadareisaeTcst Tadnunek
TIONCTAHOBKH S, a 7-OWTHAs (B payHae 2) — Tabvuel noacra-
HOBKH S, . Cam TaO.THITEI IPUBEICHBI B OTMCar iy mwgpa [12].

2. Ha neByro wacts onepammeit XOR HakmagsiBacTcs Te-
Kylllee 3HAYCHHE MpaBoil 4acTh. IIpu 3TOM, ecnm cmpasa
7-0MTHAA YACTh, OHA JOTOTHACTCS HY/IAMH CJICBa, a Y 9-OnT-
HOH YaCTH YAAISFOTCS CJIEBA 1Ba OuUTA.

3. Bo Bropom payHze Ha TeByrO YacTh onepammcii XOR
HAKIAJBIBACTCS (pparmeHT kiroua payrna KI 41 A HA TIpa-
BYIO — (pparMeHT KI, . ,- B OCTanbHBIX payHIaX STH JCHCTBHA
HC BBIITOJIHAROTCA.

4. JIeast u paBasi YaCTH MEHSFOTCSI MECTAMU.

Bynem paccmarpusars ¢yaknmo FI xak cymepOiok.
CpaBHIM CBOHCTBA 3TOTO CYymepOIoKa ¢ cymeporokoMm AES
PAcCMOTPEHHBIM paHEe.

Kak BHAHO U3 IpeICTaBICHHBIX JAHHBIX B PACCMATPHBA-
€MOM CIIy4ae MBI Cpasy (3a OJMH IUKI) HOMYYAaeM 3aKOH
pactpeneneHus OMU3KAH K 3aKOHY PacTpe/IeIICHHUSI TIEPexo-
0B mu()(PCPCHIMATHLHOM Ta0 THIBI CIYIAHHOM MOICTAHOB-
ku 16-0if crencHn. 310 MPeoOPA30BAHAC HA BBIXOC CPA3y
pearm3yeT aCHMITOTHYCCKOE 3HAYCHHE MAKCHMyMa ITOJI-
HOTO muepeHuana (mpapaa, 3T0 JOCTHTACTCH BHYTPCH-
HCH TPEXIMKIIOBOH CTPYKTYPOH peoOpa3oBaAHN).

O1rMmeTum 34€Ch, OAHAKO, YTO HAIIH 3KCIICPUMCHTBI C
COBCPIICHHBIMH S-OJIOKAMH, TAK MBI Ha3BAIH S-0I0KH, 00-
JATAFOIMMHE TIOKA3ATCIIAMH CIIYIAHHBIX S-0TOKOB (MMCEO-
IIUX 3AKOHBI PACTIPEACICHHS YHCIIA HHBEPCHHI, BO3PACTAHUH
H ITHKJIOB, a TAKKE 3aKOHBI pacpeacicHua mepexoaos XOR
TaOIHI U CMEIICHUH TaOIHI] JIMHEHHBIX ANPOKCAMAIIHH,
TIOBTOPSTFOLIIHE COOTBETCTBYIOIIHE TEOPETHICCKHIE 3aKOHBI),
TOKA3BIBAIOT, YTO OHU BEAYT CEOS TAKKE KAaK M JPYTUC TIPH-
MEHSIEMBIC B M (PPax CIy4aiHbIC MK HE CIy4alHbIC S-0J10-
KU, T.€. X IPUMCHCHHUC HC PUBOAUT K 3aMCTHOMY YITy'IIIIC-
HHIO XaPaKTEPHCTHK CXOAUMOCTH IIM(POB K ACHMITTOTHICC-
KOMY 3HAYCHHIO MAKCHMyMa TOJHOTO au(depeHumana.
[Moaromy BOmpoc 00 3(PPCKTHBHOCTH HCMOIBE30BAHUS IPH
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Ta6anna 5. 3HaueHus epexoioB AuddepeHnuanbHol Tadmuiel cynep 6moka MISTY1 s pa3snmuuHbIX 3HAYCHUH
KJII0Ya 3y GpoBaHus

ngoef{f;o]s Uncro sueek Uwncro saeek Yucro sueek Uwncro saeek Uwncro saeek Uwncro saeek
B sciie Kimrou 0x0000: | Kimou OxFFOO0: | Kmrou OxOFOF: | Kirou 0x1234: | Kmrou Ox1111: | Kmrou OxAAAA:

0 2605549364 2605492361 2605539766 2605527119 2605516029 2605520863

2 1300024352 1300109653 1300032540 1300064477 1300064802 1300060159

4 328372588 328366110 328380339 328359715 328384633 328378643

6 53631298 53614855 53627998 53624362 53618333 53624945

8 6564176 6560111 6562427 6566955 6558540 6557969

10 639805 638633 638937 639359 639510 639068

12 50994 50888 50481 50617 50780 50904

14 3430 3414 3517 3406 3374 3447

16 208 193 210 209 212 212

18 9 7 10 5 11 15

20 1 0 0 0 1 0

22 10 0 0
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TOCTPOCHAUH IH(POB IPeOOPA30BAHIIH, 00JIATAFOIITHX IOKA-
3aTCILIMH O0Iee OTH3KIMH K TIOKA3ATCIISM CITyIaHHBIX MOA-
CTAQHOBOK, OCTACTCS MOKA OTKPBITEIM. OHMEBHIHO, UTO OCHOB-
HAs KOMITOHCHTA OOCCIICUCHHS CITYIaHHOCTH MpeoOpa3oBa-
HES BCC-TAKH CBA3AHA C PEaNA3aIieii MCXaHH3MA JOCTATOMHO
I1yOOKOTO MepEeMEINHMBAHMS 00pa0aThIBACMBIX OJOKOB TaH-
HBIX BHYTPH «T€Ja» BCETO MHA(PA — AOCTIKCHHIS CTATHCTH-
YECKOH HHBAPHAHTHOCTH PACTIPEACIICHAS PA3HOCTCH HA BBI-
X0/e mMpeoOPa30BaHMA OT KIFOUCBBIX H TCKCTOBBIX OHTOB,

BbIBO/bI

PesympraraMu paboTHI CIICAYET CUNTATH BBIIOTHCHHBIN
aHamm3 auepeHInaTbHEIX CBOHCTB CyNepOIOKOB TPEX
mmgpos: AES, murn Myxomopa (SL npeoOpa3oBaHus 3T0-
ro mmdpa, kKak Bapuanra ymeHpIneHHoro AES cynepomo-
Ka) u mudpa MISTY 1.

U Bce ske OCHOBHBIM PERYBTATOM SBILICTCS MOJOKCHHE,
B COOTBCTCTBHH C KOTOPBIM CBOMCTBA AES cymepOioka He
SBJIOTCS PEIIAFOIUMH [T OMPEICTICHHS MOKA3aTeTeH 10-
Kazyemoti 0e3omacHocTr mudpa Rijndael.

[IpeanoxeHO BMECTO OLCHOK MAKCHMYMOB CPETHHX
3HauCHUH Tu()(PCPCHIMATBHBIX H THHCHHBIX BEPOSTHOCTCH
(MADP n MALHP) cynepOnokoB u mu(ppoB paccMaTpH-
BaTb CPCOAHUC 3HAYUCHII MAKCUMYMOB O3THX BepO}ITHOCTefl
(AMDP u AMLHP), xak 060Jice aICKBATHO XapaKTCPHU3YIO-
X NOTCHIHUAJIBHBIC BOBMOKHOCTH B PCATU3a1IHU MAKCH-
MYMOB Ti(DCPCHIMATPHBIX U THHCHHBIX TIOKA3ATCIICH TITA(-
pyromuX mpeoOpa3oBaHHN. DTH OUCHKH B HCCKOJIBKO Pas
TpeBBIMAroT 3HaUeHW AMADP n MALHP ¥ TO3BOJSIOT 110-
JYYHTH OCTICC TOUHBIC PE3YABTATHL

B mporiecce 31oro aHami3a pa3padoTaHa yTOMHEHHAS Me-
TOTMKA OLCHKH MAKCHMAJIBHOTO 3HAUCHH Ju(h(hepeHIrama
(AMDPx2732) asyximknoBoro AES cynepOmoka. B kadectse
6oee TOUHOH OLCHKH BEPOSATHOCTH MAKCHMAIIBHOTO 3HAYC-
HuA AByxumkiosoro quddeperumana (AA/DP) 06ocHOBaHO
3HauCHHE 48/2% (CeromHs SKCIICPUMEHTBI YIKe JAJH PE3YIBTaT
80/23%). TTokazaHo, YTO CTOMKOCTH OONBIIMX MIU(POB H, B YACT-
Hocty, mdpa Rijndacl (AES-a) we 3asucuT ot muddepeHmm-
AJTBHBIX (M THHCHHBIX) MOKA3ATCIICH S-0JTOKOB, HCIIOTB3YCMBIX
B IH()pax. B cOOTBETCTBIM ¢ HANIAMY PE3YIIBTATAMH OHA OIT-
PeIeIACTCS COOTBETCTBYFOLIAMH XaPaKTCPHCTHKAMH CITy4aki-
HBIX MOACTAHOBOK, K KOTOPBIM MPUXOIAT KAKIBIH IH(pP IpH
VBCTHUCHHH YHCIIA IHKJIOB mr(posanws [ 13].

IIpeacraBicHO KAk OJHO U3 MEPCICKTUBHBIX PEIICHUI
M0 TIOCTPOCHHIO CYyNEepOIOKoB (KpUNTOrPAHICCKUX TPH-
MuTHBOB) npeodpazosanue FI mmppa MISTY 1. 3to mpe-
00pa30BaHIC PCATH3YCT 3a OIIH UK (COCTOSIIHHA H3 TIOC-
JICIOBATCIILHOCTH TPEX MPOCTHIX Ipeodpa3oBanmii) nudipe-
PCHLIHATBHBIC MOKA3ATENH, XaPAKTEPHBIC A1 CIy4anHON
MOJCTAHOBKH COOTBETCTBYFOIICH CTCTICHH.
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JIucunpka 1. B.

TTOPIBHSHHS 3A EOEKTHBHICTIO CYIIEPEJIOKIB
JESKIX CYUACHUX ITMOPIB

Buknanaethest HoBa MeTO/MKA OIIHKY MTOKA3HUKIB JIOKa30BO1
Oesmekn ONOKOBUX CHMETPUUIHUX MUPPIB. [3 3acTOCYyBaHHAM IIi€]
METOJIMKH BUKOHYETHCS aHami3 JAU(epeHIIaTbHIX BIaCTHBOCTEH
cynepbiokiB Tprox mudpis: mudpy AES, sMenmenoi Bepcii
i ppy Myxomop 1 mudpy MISTY1. Bukmnanaiothes pe3yibTa-
TH O0YHCNIOBAILHUX SKCIEPUMEHTIB 10 BU3HAUCGHHIO 3HAUCHD
AMDP i MADP AES cynep6rnoky. J[eMOHCTpyeThCs, IO
cTiliKicTh BeMUKUX MUGPIB 1, 30kpeMa mmdpy Rijndael (AES) He
3aeKUTh Bl TUPEepeHITaTbHAX TTOKa3HUKIB S-0I0KIB, BUKOpHC-
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MATEMATHUYHE TA KOMIT'IOTEPHE MOJEJIIOBAHH

TOBYBaHHUX Y IMHppax. [IpeacTapiseThes K OJHE 3 NEPCIEKTHR-
HUX pillleHb 3 MoOYJ0BH cymepOnoky nepetBopenns FI mudpy
MISTY1, sixe NpUMITHO THM, IO peasti3ye 3a OAWH UK Aude-
peHITiaTbHI MOKA3HUKH BHUIAJKOBOI MiJCTAHOBKH BiIMOBIIHOTO
CTEIEHSI.

KirouoBi ciioBa: jjokasopa Gesneka, gudepeHiian, cynep-
OJI0K, BUIIAIKOBA IIiICTAHOBKA.

Lysytska I. V.

COMPARING oN EFFECTIVENESS OF SUPERBOXES
some MODERN SIPHERS

New method of assessment indicators provable security block
symmetric ciphers sets out. With application of this method are

analyzed for differential properties superblock three ciphers: cipher
AES, the reduced version cipher Muhomor and cipher MISTY 1.
The results of computational experiments to determine the values
of AMDP and MADP AES superblock are presented.
Demonstrated that the resistance of large ciphers and, in particular
cipher Rijndael (AES) is independent of the differential properties
of S-blocks used in the ciphers. It seems like one of the promising
solutions for building superblocks transformation FI cipher
MISTY1, which is noteworthy that sells for one cycle of
differential performance random permutation corresponding degree.

Key words: of provable security, differential, superblock,
random permutation.



