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BCTVI AO YACTVNHN 3

Ha Bcix eTamax ®KHUTTEBOTO ITUKITY CKJIATHAX TEXHIYHUX 00’ €KTIB MH-
TaHHs Bepu(ikamii € 3 HaHBaXKIMBILIHX.

CyuacHi inopmaniitai cucremu (IC) e ckiiagHi mporpaMHo-anapar-
Hi KOMITJIEKCH, 1[0 BUMAraroTh BceOiuHy Bepudikalliro, aie iCHy0uH M-
XOIY HE OPIEHTYIOThCS Ha OTHOYACHY BepH(iKallilo K IPOrpaMHOTO TaK
1 anapaTHoTro 3a0e3MeveHHs CKIaIHOI BOYIOBaHOT CHCTEMH.

Jna aBromarumzanii npouecy Bepudikamii iHbopMaIifHUX cHCTEM
HEeoOXiTHO MaT (OopMaii3oBaHy MOIENb, TOMY PO3ALT 7 MICTHTH 3a-
NPOIIOHOBaHy aBTopamu (opMalizoBaHy Mmojnenb Bepuikarii iHpop-
MAaIlifHUX CUCTEM.

EdextuBHUM iHCTpyMeHTOM Bepudikauii iHpOpMaLiiHUX CUCTEM €
TECTYBaHHS, 1110 J03BOJIIE MPOBECTU BCeOIUHY BepuQiKallilo BCiX dac-
THH CHUCTEMH fie Oyiu BHeceHi 3MiHu. Po3min 8 micTuTh MeTomu TecTy-
BaHHA MPOTPaMHOTO Ta anapaTrHoro 3abe3nedeHHs BOYJOBaHUX CHCTEM,
30KpeMa aBTOPCHKUI MOAN(DIKOBAaHUIA METOM PETPECIHOTO TeCTyBaHHS,
IO JT03BOJISIE aBTOMATU3yBaTH Ipouec (OPMYBaHHS B3aEMO3AJICKHUX
KOMIIOHEHT TPH [TOBTOPHOMY TECTYBaHHI iHPOPMAIIifHOT CUCTEMU.

JleB’ATHl PO3MiN TMPUCBIYEHUN TPHUKIAaM BUKOPHCTAHHS Bimma-
nenoi naboparopii GOLDIi npu BUBUYEHHI METONIB TeCTyBaHHs BOy10Ba-
HUX CHCTEM.

For all stages of lifecycle of compound technical objects the questions
of verification are highly important.

Concurrent informational systems are compound systems consistes
from software and hardware but existed approaches don’t concider
complex verification of hardware and software of the embedded systems.

For complex automatization of the informational system its important
to have formalized model for objects included in the system and
description of the processes of data transmition, so the chapter 7 consists
developed by the authors the model of verification.
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One of the most effective instruments of verification is testing, which
allow to provide verification of all modificated parts of the developing
system. Chapter 8 depicts software and hardware testing techniques,
including modificated method for regression testing, which allow to
form automatevly list of connected compotents of the system within the
repeated testing of the informational system.

Chapter 9 devoted for examples of online lab GOLDi developed by
Integrated Communication Systems Group at the [lmenau University of
Technology usage for the tasks of teaching of the embedded systems
testing teqniques.

7 OCHOBW BEPVIODIKALII BBYAOBAHUNX CUCTEM

Bepudixkaris cucremMu B Haif3araJbHIIIOMY CEHCI — IT€ IepeBipKa Bifl-
MOBITHOCTI MiXX BHMOTaMH JI0 CHCTEMH 1 BIACTHBOCTSMH IPAIFOIOUO]
cuctemu [13].

7.1 Metoam BepudikaLii BOYA0BAHNX CUCTEM

Po3pi3HsOTh Taki MeToau Bepudikalii sK eKcrnepTu3a, CTaTUYHUM
aHami3, (hopMaibHI METOAU, MUHAMIYHI METOIH, CUHTCTHYHI METOIH
(puc. 9.1) [13]. 3a3Buuaii cepen eKcrepTU3 BUAUIAIOTH TaKi: opraHi3a-
HiitHi ekcepTr3u (management review), TeXHi4Hi ekcriepTu3u (technical
review), Hackpi3Huii kouTpoib (walkthrough), iHcmekii (inspection) Ta
aymut (audit).

3 cepeannu 1990-X akKTHBHO PO3BUBAIOTHCS METOAM OLIIHKU apXiTeK-
Typu mporpamuoro 3a6e3nedeHns (I13) Ha ocHOBI creHapiiB (Scenario
based software architecture evaluation), siki 3a3BH4aii He CIIiBBiTHOCSTh-
CA 3 «TPAmUIIHHUMIY eKcriepTh3aMu. Bin iHIIMX MeToniB Bepudikariii
eKCIIePTH3y BIiApi3HSAE€ MOXKIUBICTb BHUKOHYBaTH ii, BHKOPHCTOBYIOUU
TIJIBKY caMi apTedaKTH KUTTEBOTO IUKITY, a He iX Mozei (K y hopMaltb-
HHUX MeTonax) abo pe3yasrard poOoTH (K B AMHAMiuHUX). Ekcneprusa
3aCTOCOBYETHCS 10 OyIb-IKUX XapakTepucTuk 13 i 1o Oyap-aKkux apre-
(axTiB KUTTEBOTO LMKIY Ha BCIX eTamax >KUTTEBOTO LUKITY, X04a IS
Pi3HUX IiJIEH MOXYTh BUKOPUCTOBYBAaTUCS pi3Hi ii Buau. BoHa mo3Bo-
JIsi€ BUSIBIIITH IIMPOKUH CHIEKTP IOMMIIOK, IPHUOMY POOUTH 1ie Ha eTari
NPOEKTYBaHHS BiAMOBITHOTO apTe(akTy, THM CaAMUM MiHIMI3yIOUH Yac
iCHyBaHHs Je(eKTy i Horo HaCHiAKK JJIs SIKOCTI MOXITHUX apTe(akTiB.
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Y Tol e yac excriepTu3a He MoXke OyTH aBTOMaTH30BaHa i BUMAarae ak-
TUBHOI y4acTi JIIONeH.
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PrcyHok 9.1. MeTtoam Bepudikaii

EdexTuBHICTh €KCIIEPTH3HM ICTOTHO 3aJIKUTh BiJ| JOCBiIy Ta MO-
KOPEKTHOI B3a€MOJil MK pi3HMMH ydacHWKamu. lle Hakmamae momar-
KOBI OOMEXEHHSI Ha PO3MOALT PECYpPCiB Y MPOEKTI 1 MOXKe MPU3BOTUTH
JI0 KOH(ITIKTIB Mi>K pO3pOOHHKAaMHU, SIKIIO KEPIBHUIITBO MTPOEKTY 3BEPTAE
MaJjio yBark Ha KOMyHIKaTHBHI aCIIeKTH IPOBEICHHS €KCIIEPTH3.

KoxHuit BUI eKCIIEpTH3M Ma€ CBOI BIaCTHBOCTI:

* TexHIUHA ekcriepTu3a (technical review) — e CHCTEMaTUYHHUNA aHa-
mi3 apredakTiB MpoekTy KBaliikoBaHUMHU (HaXiBISIMH TS OI[IHKH
iX BHYTpILIHBOI Y3TOMKEHOCTi, TOYHOCTI, TOBHOTH, BiAMOBITHOCTI
CTaHJapTaM i MPUHHATAM B OpraHi3allii poIeciB, a TAKOX BiAIO-
BIJIHOCTI OJTH OTHOMY 1 3arajJJbHUM 3aBJIaHHSM MPOCKTY;

*  HacKpi3Hui KOHTpOIb (wWalkthrough) — METOI €KCIIEPTU3H, B paMKax
SIKOTO OJIMH 3 YJICHIB KOMaH/JM MEPEBIpPKH Haja€ ii ydacHUKaM I0-
CITIIOBHO BC1 XapaKTEPUCTHKH apTeaKTy, [0 MePeBipA€THCS, 1 BOHH
aHaJi3yIo0Th LeH apTedakT, CTaBIsIuYM MUTAHHS, BHOCSYM 3ayBakKeH-
H$l, BIJ3HAYAF0YH MOYKIIMBI TOMWJIKH, TIOPYIICHHS CTaHAapTiB 1 1HII
nedexTy;
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* iHcHmekuis (software inspection) — 11e IOCTIIOBHE BUBYEHHS XapaK-
TEPUCTUK apTedaKTy, 3a3BHUail CIiaye IesIKoMy IJIaHy, 3 METOI BU-
SBIIEHHS B HbOMY TIOMIJIOK 1 1€ (DEKTiB;

* aymur (audif) — aHami3 apredakTiB 1 TMPOIECIB KUTTEBOTO ITUKITY, IO
BHKOHYETBCS JIFOIBMH, SIKi HE BXOIATH 0 KOMaHIy POEKTY, ISl OIliH-
KU BIIMOBIJHOCTI IMX apTe(akTiB 1 MPOLECiB 3aBIaHHIM MPOEKTY,
YKJIa/IeHIM KOHTPAaKTOM, 3araJlbHAM CTaHIapTaM, OMH ORHOMY 1 iH.

CratuvHHll aHali3 BUKOPUCTOBYETHCA ISl TepeBipku (opmali-
30BaHMX MpaBUII KOPEKTHOI oOynoBu apredakTi IC 1 momyky nedex-
TiB 32 BU3HAYCHUMH IA0JOHAMH.

Taxuit aHani3 moOpe aBTOMaTH3YETHCS 1 MOXKe OyTH MPAKTUYHO II0-
BHICTIO MOKJIQICHUH Ha MPOrpaMHUI IHCTpyMEHTapiil, xo4a iHoAl HeoO-
X1IHO BPYYHY BU3HAUUTH, HANPUKJIIAJ, IPHUUHATI B MIPOEKTI CTAHIAPTH
koxmyBaHHsA. OfHAK BiH 3aCTOCOBYETHCS JIMIIE 0 KOAy a00 0 MEBHUX
¢dopmariB ysaBIeHHS NpoeKkTHUX apredaktiB IC, i 3maTHUI BUABIATH
TiIBKH OOMEXEHY KUIbKICTh THIIB MOMIIOK. [IpobiemMoro myux MeToxiB
€ abo BenMKa HaIMIPHICTh, MPH BUKOPUCTAHHI METOIB CTPOTO aHAII3Y,
a0o0 BIpOTiJHICTh MPOMYCTUTH ITOMUJIKH, IPU BUKOPUCTAHI METOMIB IO
1Ie TeHEePYIOTh MOBIIOMIICHHS PO MOMMIIKY. [HCTpyMEHTH aBTOMAaTHY-
HO1 Bepuikallii Ha OCHOBI CTATHYHOTO aHAJII3y 3aCTOCOBYIOTHCS TIOCUTh
IIMPOKO, OCKUIBKM HE BHUMArarTh CIICI[iaIbHOI IMiJTOTOBKU 1 JIOCUTH
3py4Hi y BUKOPUCTaHHI. BiNbIIiCTh TEXHIK CTATUYHOI IEPEBIPKU KOPEK-
THOCTI TIpOTpaM, sIKi JIOBEJIU CBOIO €(heKTUBHICTh Ha MPAKTHUIl, pAHO YU
Mi3HO CTalOTh YAaCTUHOK KOMIIUIATOPIB a00 HAaBiTh MEPETBOPIOIOTHCS
B CEMaHTHYHI IIPaBHUJIa MOB IIPOTPaMyBaHHSI.

Ha npaxruui, popmansni Mmetoau Bepudikamii Habararo yacrime 3a-
CTOCOBYIOTBCSI JIO amapaTHOTo 3a0e3reveHHs HiXk 70 mporpamHoro. Lle
00yMOBIIEHO O1JIHIIT BUCOKOIO BapTICTIO TTIOMHJIOK, OIJTBITIOI0 OHOPITHIC-
TIO HIOT0 CTPYKTYpH, OiNIbII MIMPOKUM Oararopa3oBUM BHUKOPUCTAHHSIM
NpPOEKTHOI iH(popMalii, a TakoK OUTBIIOI 3BHYHICTIO CTPOTHX OOMe-
JKEHb 1 TOYHHUX OTHCIB IS IHXKEHEPIB.

Jloriko-anreOpaiuni Moneni (property-based models), BoHu % — J0-
riuni abo anreOpaiuni odouncienus. [Ipu monenroranui I13 IC mMoxens
TaKOTO THITY OIIHCYE NIESKUN HaOlp BIACTUBOCTEH CHCTEMH, IO 3MiHIO-
€TBCS 3 4aCOM, ajie He Ja€ TOYHOTO YSBJIEHHS IPO Te, 32 paXyHOK 4OTro
3MIHIOIOTHCS 1Ii BJIACTUBOCTI.

3niticaumi Mozeni (abo omepamiiiHi, executable models) xapaxTepu-
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3YIOTBCS TUM, IO iX MOYKHA BU3HAYEHUM CITIOCOOOM BUKOHATH, MO0 MPO-
CTEeXHUTHU 3MiHYy BiacTuBOCTel monensoBaHoro [13. KoxkHa Moaens, mo
BUKOHYEThHCS, €, IO CyTi, IPOTrPaMoI0 JUIS JESIKOT IOCHTh CTPOTO BU3HA-
YeHOI BipTyaJIbHOI MaIllMHH.

Bci Bunmu 3aifiCHEHHUX MOJIENIel MOKHA BBa)KaT PO3LIMPEHHSIM 1
y3araJbHEHHSIM MOJIENIeH Ha 0a3i KIHIIEBUX aBTOMATIB.

Mogeni mpOMi>KHOTO THITY MalOTh PUCH SIK JIOT1KO-alTe0paigHuX, TaK
1 3aificHeHHUX Mojenel. YacTuHa HaBEACHUX BHWIIE MPHUKIAIB MOXKE
IO PsTy BIIACTUBOCTEH OyTH BigHECeHa 10 000X ITUX KJIACIB.

MeTtonu Ta iIHCTpyMEHTH TiepeBipku mojenei. [lepeBipka Momeneit
(model checking) BUKOpUCTOBYETBCS IJIsl NEPEBipKHM BUKOHAHHS Ha-
0Opy BIAcTUBOCTEH, 3alMCAHUX y BUDNISJI TBEPIKEHb BU3HAYEHOTO
JIoTiKO-anredpaiueckoro OOYHCIEHHS 3a 3MIMCHEHHOI MOIEIUTIO IO
MOJIEIIIOE TIEBHI MPOEKTHI pitnenHs. Haifyacrimie 11 mepeBipku omucy
BJIACTHBOCTEH BUKOPHUCTOBYETHCS JIE€sIKa THMYAcOBa JIOTiKa abo — 4Juc-
JIEHHS, a B SIKOCT1 MOJIEJNI, BIIACTUBOCTI SKOI MEPEBiPSIFOTHCS, BUCTYIIAE
KIHIICBUI aBTOMAT, CTAaHH SIKOTO BiJMOBINAlOTh HAOOpaM 3HAYCHb elie-
MEHTapHUX (POPMYI y BIACTUBOCTSX, IO TIEPEBIPIETHCS, 3a3BUYAN BiH
HazuBaeThcss Monermo Kpinke. IlepeBipky mMozeni BHKOHY€ cIiemialri-
30BaHUM IHCTPYMEHT, SIKHI a00 MiATBEPKYE, 10 MOJAEIH JIHCHO BOJIO-
Jli€ 3aIaHMMU BJIACTUBOCTSIMH, a00 BUA€ CIieHapid 11 poOOTH, B KIHII
SIKOTO IIi BIIACTHBOCTI MOPYIIYIOTHCS, 200 HE MOXKE ITPUITH IO TIEBHOTO
BEPIUKTY, OCKUTBKM aHalli3 MOJIENi BHMarae 3aHaATO BEUKUX PECYp-
ciB. BmacTuBOCTI, 10 MTEPEBIPAIOTHCS, 3a3BUYAl TIOIIISIOTh HA BIIACTH-
BOCTI Oesreku (safety properties), siKi TIEpeBIipSIOTH YMOBY, IO IOCH
HebaxaHe NpH OyIb-IKOMY BapiaHTi poOOTH CHCTEMH HIKOJIH HE Tpa-
MUTKCS, 1 BIACTUBOCTI KUBYYOCTI (liveness properties), SKi, HaBIIaKH,
MIEPEBIPSIOTh YMOBY, [0 MIOCH Oa)kKaHe paHo UM IMi3HO BinOyaeTbes. [Ho-
Jli JIONaTKOBO BUJILISIOTH BJIACTUBOCTI CTa0IbHOCTI (200 30epexeHHs,
persistence properties) — ipu Oyib-KOMY ClLieHapil poOOTH CUCTEMH 3a-
JlaHE TBEP/KEHHS B JACSIKUH MOMEHT CTa€ ICTHHHUM 1 3 THX Tip 3aJIHIa-
€ThCSl BUKOHAHMM, 1 BIIACTUBOCTI BIAMIOBITHOCTI (fairness properties) —
Jiesike TBEpKEHHS NP Oyab-sKoMy clieHapii poboTu Oyne BUKOHAHO
B HECKiHYCHHI MHOXFHI MOMEHTIB 4acy. Ti 4u iHIIi BIacCTUBOCTI Bif-
MOBIHOCTI, YaCTO € BUXITHUMU MPUIYIICHHIMH, IPU BUKOHAHHI SKUX
MOTPIOHO MEPEBIPUTH BIACTUBOCTI O€3MeKH a00 KMBYYOCTI.

Mertonu Ta IHCTpYMEHTH TepeBipKu y3romxkeHocTi. [Ipu mepesipmi
Y3TOJKCHOCTI aHATI3YEThCS BIIMTOBIAHICTh MiXk JIBOMA 31IHCHUMUMH MO-
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JIEJISIMA, OITHA 3 SIKUX MOJETIOE apTeakT, mo MepeBipIeThCs, 3a3BHYai
NpPOEKT abo peanbHy poOoTy cuctemH (i1 KOMIIOHEHTa), a Apyra — Hepe-
BIPSIFOTHCSI BIIACTUBOCTI. [1epeBipstOThCS BIACTHBOCTI B IIbOMY BHITA]I-
Ky — IIeé BUMOTH JI0 TIOBEAIHKH CUCTeMH abo 11 KOMITOHEHTa, MPe/ICTaB-
JICHI Y BUIVIS/II y3araJlbHEHOTO aBToMara (CUCTeMHU TMEePeXO[liB, MEpexi
Iletpi Ta iH.), Bci crienapii poOOTH SKOTO OTOJONIYIOTHCS IPABMIIbHH-
MU. B iboMy BHTIaAKy 3a3BHUYail IEpEBIpSAETHCS YMOBA, IO BCI MOKIIHBI
ClieHapii MOBEMIHKK peai3allii MOXKJIHMBI Takox 1 B crienudikaitii. [Hoai
BCTAHOBIIIOETHCS iX €KBIBAJIEHTHICTh, TOOTO JAONATKOBO IMEPEBIPSETHCH,
IO BCi CIIeHapii MOBeiHKM crienudikamii € i y peamizamii. binbmricTs
METOMIB Ta IHCTPYMEHTIB MEPEBIPKH Y3TOMKEHOCTI BHUKOPUCTOBYIOTH
IUIS THOTO TECTYBaHHS, 1 TOMY BITHOCSTHCS IO CHHTETHYHUX METOIIB
Bepuikallii — 10 TeCTyBaHHS Ha OCHOBI MOJIETICH.

Junamiuni Metonu Bepudikamii, B paMKax SIKMX aHalli3 1 OLiHKa
BJIACTUBOCTEN MPOrpaMHOI CUCTEMU BUKOHYIOTHCS 3a pe3yjibraramu il
peanbHOT poboTH abo poboTu Aeskux ii Mozenedt i mporotunis. [lpu-
KJIaJlaMU TaKOTO POJIy METOJIB € 3BHYaiiHe TeCTyBaHHsS a0o0 iMiTallii-
HE TECTYBaHHS, MOHITOPHHT. J[7Is1 3aCTOCYBaHHS TUHAMIYHHX METOIIB
HEOOXiTHO MaTH MPAIIOI0Yy CUCTeMY, a00 Xxo4a O JesKi 11 KOMIOHEHTH,
4u iXHI MIPOTOTHUIIH, TOMY 3a3BHYaii BOHU HE BUKOPHCTOBYIOTHCS Ha Mep-
IIUX CTaisAX po3pobiaeHHS. 3 JOIMOMOTOI0 IMX METOIIB MOKHA KOHT]-
oJroBaTH xapaktepucTuku podotu IC B ii peasbHOMY OTOYEHHI, KOJIH
IHIII MMIX0Id BUKOPUCTATH HEMOXKJIMBO. MeTomu AMHAMIYHOI BepHui-
Kallii JJO3BOJISIFOTh BHSBIISATH TUTBKHA MOMUJIKH, IO MIPOSBIISAIOTHCS MPH i1
po0Oorti. 3acTocyBaHHs TUHAMIYHUX METOMAIB Bepudikallii 3a3Buuail Bu-
Marae J01aTKoBol KBatiikaiii 1yiss CTBOPEHHS TE€CTIB, PO3POOKHU TECTO-
BOI CHCTEMH, IO TO3BOJISE iX BUKOHYBaTH, 800 CUCTEMH MOHITOPHHTY,
sIKa JI03BOJISIE KOHTPOJIIOBATH MEBHI XapakTepucTHKH noseainku [C. Ane
CHCTEMH TECTYBaHHS 200 MOHITOPHHTY MOXKYTh OyTH 3pO0JICHI OfiH pa3
1 BUKOpPHCTOBYBATHCs Oararopa3oBo s mupokux kiacis [C, muire cami
TECTU HEOOXIJHO TOTYyBaTH 3aHOBO Uil KOxkHOT TecTyeMoi IC. YV Toit e
gac IMAroToBKa TECTiB HAa PaHHIX eTamax cTBopeHHs [C 103B0oIIsI€ BUSBH-
TH 0e311i4 1e(peKTiB B OMUCI BUMOT 1 IPOSKTHHUX JTOKyMEHTaX — (haKTH4-
HO, PO3POOHUKH TECTIB 3MYIICHI B XOJi CBOEI MIsUTBHOCTI BUKOHYBaTH
eKCIIepTu3y apredakTiB, SKi € OCHOBOIO I TecTiB. CTBOPEHHS TECTO-
BUX HA0OPIB, SIKi JO3BOJIATH OTPUMATH aJCKBaTHY OI[IHKY SIKOCTI CKJIaJI-
HOT CUCTEMH, € JOCUTh TPYAOMICTKUM 3aBaaHHIM. OCKUIBKY TECTYyBaHHS
1€ TOCUTH TPYAOMICTKHI TMpPOIEC, TOMY 3a3BHYall BUKOPHCTOBYIOTHCS
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HE HAATO HadiiHI, ajie JOCHUTh JCIIeBl TEXHIKH, TakKi sK (HECTpOre) Bi-
POTiJiHE TeCTyBaHHSI, IPH SIKOMY TECTOBI 1aHi1 TeHEPYIOTHCS BUAJKOBUM
YHHOM, 200 K TeCTYBaHHS Ha OCHOBI HAHMPOCTIIINX CclieHapiiB BUKOPHC-
TaHHS, 10 MIEPEBiPSIOTH JINIe HAWOIBIT MPOCTi CUTYAI].

BigokpemMuinch JUHAMIYHI METOIH, IO BUKOPUCTOBYIOTH €JIEMEHTH
dbopMallbHUX, — 0 HMX BIIHOCSATBHCS TECTYBaHHS Ha OCHOBI Mojeiei
(model-based testing, model driven testing) i MOHITOpUHT (hOpMATBHUX
BJIACTUBOCTEH (runtime verification, passive testing). Psan iHCTpyMeH-
TiB MOOYZIOBU TECTIB ICTOTHO BHKOPHCTOBYE AK (hopMaTizaiito IESKHX
BiactuBocTei [13, Tak i craTmuHUil aHami3 KoAy. 3araibHa ies Takux
METOJIB MICTHTHCS B HACTYIHOMY — HO€IHYBaTH I€PEBar OCHOBHHUX
MiIXOMIB 10 Bepudikarii 1yisa 6anaHCcyBaHHS iX HEIOJIKIB.

TectyBanHs Ha OCHOBI Mojienel (model based testing) BUKOPHCTOBYE
JUTst TOOYTOBU TECTIB popMaiibHi Mozeini BuMor jio IC. Sk kputepii mos-
HOTH TE€CTYBaHHJ, TaK 1HIII KpUTepii OyaytoThCsS Ha OCHOBI iH(pOpMAITii,
10 MICTUThCS B IUX Moneisix. OTprMaHi B pe3yNbTari TeCTU 3a3BUYaii
ci1a0bKo TOB’s13aHi 31 cnenu(iYHUMHU 0COOIMBOCTSAMHU KOAY TECTOBAaHOI
CHCTEMH, aJIe MICTATh PEIPEe3eHTATUBHY BHOIPKY CHTYAIIiH 3 TOUYKH 30Py
BHUXI1JHOI MOJEII.

B nanwmii yac MeToAM TECTYBaHHS HA OCHOBI MOJIENIeH BUKOPUCTOBY-
IOTh TaKi TUIIM MOJENEH 1 TEXHIK SK METOIU MepeBIPKU y3TOHKEHOCTI
aBTOMATIB 1 CUCTEM IepexoliB. Taki MEeToau BiHOCATHCS IO OIHOTO 3
TPHOX THUIIIB, 3aJICKHO Bijl MOJICTICH, 1110 BUKOPUCTOBYIOTHCH.

Meroau noOyIoBU TECTIB Ha OCHOBI KiHIIEBUX aBTOMATIB HAHOLIBII
IO0KO po3polIeHi, BioMi iXHi TOUHI 0OMEKEeHHS i TapaHTii HOBHOTH BH-
KOHYBaHHX MepeBipoK. MeToH, 10 BUKOPUCTOBYIOTh PO3LIMPEH] aBTOMa-
TH, 3BOIIAITH X JI0 3BUYAHHKX, aJie 3aCTOCOBYIOTh OUIBII JA€TalbHI KpUTEPil
MOKPHTTS, 3aCHOBaH]1 Ha BUKOPHCTaHHI IaHUX B PO3IMIMPEHUX aBTOMATaX.

Cucremu nepexofiB. Taki METOOH YacTille BUKOPUCTOBYIOTHCS TIPH
TECTYBaHHI PO3MOJIICHUX CUCTEM, OCKUTBKH MOJICTIOBAHHS TAKUX CHC-
TEM 3a JOMOMOTOI0 KiHIIEBUX aBTOMATIB € JyK€ TPYIOMiCTKUM. binb-
IICTh IIMX METOJIB HE BU3HAYAIOTh MIPAKTUYHO 3aCTOCOBHHUX KPUTEPIiB
MTOBHOTH 1 HE TalOTh KIHIIEBUX TECTOBUX HA0OPIB IIJIS peabHUX CHCTEM,
TOMY iIHCTPYMEHTH, IO iX BHKOPHUCTOBYIOTH, CIIMPAIOTHCS HA TIEBHI €B-
PUCTHKY JUIsl 32a0€3MEeUCeHHS 3aBEPIICHOCTI HA0OPY TECTIB.

MeTtonu moOynoBH TeCTiB Ha OCHOBI (POPMaJBLHOTO aHAJI3y BIACTH-
BocTeii [13 BuKopucTOBYIOTH (hopMaNbHUH aHaNI3 Tst Kiacudikarii Tec-
TOBHMX CHUTYaIIiii 1 HaIliJIeHOT reHepallii TeCTiB.
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B pamkax mMeTomiB Ha OCHOBI TIEPEBIpKM MoOeNiell TeCTOBI CHUTyaIii
BUOMPAIOTHCS SIK MPEICTABHUKU KJIACIB €KBIBAJIEHTHOCTI, 10 33/1al0Th-
Csl KpUTEpieM MOKpHUTTA. BimmoBinHa cuTyallii TeCTOBa MOCHIIOBHICTb
OyIyeThes K KOHTP MpuKIaa mpu nepesipii moxeni (model checking)
Ha BUKOHAHHS BJIaCTHUBOCTI, IO € 3alepeYeHHsIM YMOBHU JOCATHEHHS i€l
CHUTYyaIlii.

Metonu Ha OCHOBI JIeNyKTUBHOTO aHami3y. OOUparoTh TECTOBI CUTY-
aIrii, o BiAMOBIAAIOTH OCOOJIMBUM BUIIAJKAM B JICAYKTUBHOMY aHai3i
BJIACTHBOCTEH TECTOBAHOI CICTEMH.

7.2 QopmManisoBaHa Moaens BepundikaLlii
IHOOPMAUIMHMX CUCTEM

Jlns aBromaru3ainii komOiHOBaHUX MeToiB BepHudikamii IC aBTopamu
3ampornoHoBaHa (opmaiizoBaHa Mozenb Bepudikauii [19], mo nos3sosnse
BU3HAYUTH OCHOBHI KOHIICTITH CUCTEMH.

Monenp IoMEeHY B 3alpOIIOHOBAHIN MOJeJi BU3HAYa€ KOHLENTyallb-
HY OCHOBY Ta CEMaHTHKY 3MicTy iH(opMaLiiHOi cucTremu. Mozaenb 10-
MeHy — I1e Habip

DM = (C, D, RC, RD),

ne C = CC U CA — Habip NOHATH (KOMMIO3UIIIHHUX Ta aToMap-
HUX), D — Habip exzeMIuLIpiB KoHUemNwii foMeny, RC — HaOip Bin-
HOCHH MIXK KOHIIeTIisiMU, RD — HaOip BIAHOCHH MK €K3eMILTsIpaMH
KOHIeIii.

Enemenr IC ed — e Oyap-sikuii pecypc, TOCTYIHUI 0 Mepesxi 1 i1eH-
tugikoBannii yHikansHUM URL. ed Bu3HavaeThCst QPyHKITIETO:

rd: CA — Ed|Nc € CA: ed =rd (c), ed € Ed,

ne CA — nabip aromapHHX KoHLenuil, Ed — HaOip pecypcis nmporpam-
Horo komIutekcy (ITK) IC, To6To cykynHicTh iHTETpOBAaHHX MPOTPAMHO-
amapaTHUX Ta TEXHIYHUX 3ac00iB, a TAKOXK 1H(POpMAITii, MPU3HAYCHOT IS
nyOnikanii B Mepexi [HTepHeT, Ta ska BimoOpakaeThCsl B IEBHIN TEKCTO-
Bil, rpadivHiii a00 3BYKOBiii (hopMax.

Mopens BUMOT KOPHCTYBada Ma€ CHeliajbHy apXiTeKTypy, ska Oyna
CKJIaJICHA 3 BUMOT JIO TUIIIB 30epexeHol iHpopmailii Ta HeoOXiTHUX Me-
TOMIB ii 00poOKu. Po3minnmo gaHi koprucTyBada Ha JB1 YaCTHHHU — MIPO-
(hinp KopUCTyBayda i HESIBHI BUMOTH KOPHCTYyBadJa.
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SIBHiI BuMoru (ripodink) kopuctyBada u — Habip UP (u) = (4, V, rp)

p:A—V|VaeA:rp(a) € Va,

ne A —HaOip arpuOyTiB, BU3HAYCHUX B AKOCTI CIOBHUKA XapaKTEpHUC-
ik xopucrysada, V =U, ,V, — Habip 3nauens arpubyra i Va — niana-
30H aTpuoyTy a.

HesBHi BUMOTH KOpHCTYyBaya B aHiil TepMiHOJIOTIi MO3HAYaI0Th MO-
JIeJTb, IO MICTHTh HESBHI XapaKTePUCTHKH KOPHUCTyBada. Y TOH Yac sK
SIBHI XapaKTEPUCTHKH BCTAHOBIIOKOTHCS CAMHUM KOPHCTYBadeM, HEsBHI
XapaKTepPUCTHKH BU3HAYAIOThCA aallTHBHOIO cucTemMolo. Cucrema 30u-
pae pi3Hi 3HAYCHHS, SKi CTOCYIOTHCSI KOHKPETHOTO 00’ €KTa IOMEHA.

HesiBHi BUMoru xopuctyBava u — e Hadip UM (u) = (D, A, V, rm)

rm:DxA—VI|VaeDxA:rm(a) € Va,

ne D — Ha0ip eK3eMIUIsIpiB KOHIICTIIi JJOMeHa,

A — Habip arpuOyTiB, BU3HAYEHHX B SIKOCTi CJIOBHUKA HESIBHUX KOPHC-
TYBaJIbHULBKUX XapaKTePUCTHUK;

V=U,V, - Ha0ip 3HaueHb aTpulyTa;

Va — niana3on arpuOyTy a.

CykymnHicts ssBHUX UP (1) Ta HesBHUX UM (1) BUMOT KOpHCTYyBaya,
BUPXEHUX Y BUIVIAI MHOKHUHHM €JIEMEHTIB IPOTOTHUILY iHTEepdeEHcCy, sIB-
JSIFOTH CO0010 1oYaTkoBy Bepcito IC, ska BUKOPUCTOBYETHCS IS IEMOH-
cTparlii KOHIIEIIIiH, 3aKIaeHIX B CHCTEMI, TIEPEeBIpKH BapiaHTiB BUMOT,
a TaKoX MOLTYKy MpobieM:

interprototype= (4, D, V, rp, rm). (7.1)

AnantuBHa (GYHKINSA fa € TiepeTBOpeHHSIM Mik ermeMmeHTtamu IC Ta
BHMOT KOPUCTYBa4a, BUPOKECHUMHU y BUDIAAl npotoTumy. Enement IC,
HAMpPHKIIAJ MOKE BBaYKATUCS YaCTHHOIO KOJY, SIKHI B CBOIO YEpry € yac-
THUHOIO TTiICUCTEMHU:

fa: ea —e,

ne fa AF,

ea — eneMmenTapHa oguaHI interprototype IIK IC, ea {rp (a), rm (a)};

e= {ed} — ninmuoxuna pecypcis IIK IC, e C E,, ed — enemenr IC,
Ed — nabip web-pecypcis.

EdexrusnicTs pynkmionyBanus IC Moxke OyTH OlliHEHAa TAKUMH Haii-
OLITBII BaXKJIMBUMU KPUTEPISIMHA SIK BiAITOBIAHICTh BUMOT'aM KOPHCTyBada
Ta I0CTOBipHICTH iH(OopMarii, ToMy B popMaIbHOMY BUIIISAI TIOCTAHOB-
Ka 3a/1a4i OIiHKM ¢()eKTUBHOCTI MOXKe OyTH Ipe/CTaBiIeHa HACTYITHUM
YHHOM:
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interprotolype — Eg

{DBC(DBl DBy n...nDBy), (7.2)

ne interprototype — 00’eHaHa MHOXKMHA SIBHUX Ta HESIBHUX BUMOT
KopucTyBada 10 ¢pyHkionansHocti [1K 1C;

E, = {ed} — icuyroua dynxmionansricts 1K IC, BupajkeHa MHOKH-
Horo eneMenTiB IC;

DB, DB,, ..., DBy — cxouma manux IC y pasi BAKOPHCTaHHS [1O-
HIMPEHHS JaHUX 200 (eIepaTUBHOTO MiIXOLY J0 IHTerpalii faHux (IaHi
MiAXOIM YacTille BUKOPUCTOBYIOTHCS Y 3B’ SI3KY 3 MOXJIUBICTIO OTPUMY-
BaTW HaOUIBII akTyanbHy iH(popMaLilo, Oe3 3aTPUMOK B OHOBJICHHI, SIK
y BHNAJKy 3 KOHCOmigaiie aanux). KokHa DB MICTHTh B c00i MHO-
)kuny D.

Po3pobneny momens OyneMO BUKOPHUCTOBYBaTH JJisl HACTYIHHX
3aBJIaHb:

- BPaxoBYIOUH Te€, 1[0 BUMOTU KOPHCTyBaua HAalHAOYHILIE MOXYTb
OyTH mpeACTaBleH] Y BUINISAI MPOTOTHITY KOPUCTYBada iHTepQericy, BU-
HUKa€ HEOOXiTHICTh y 3aco0ax MOPiBHAHHS po3po0IeHNX (YHKITIOHATb-
HuX eneMeHTiB IC Ta exeMeHTiB MPOTOTHUILY:

interprototype = E

- m1st oOmiky HeBHM3HaueHOCTi po3poOmoBaHoi IC Ta BHCYHYTHX
JIo Hel BUMOT HEOOXiJHI METOIM BU3HAYCHHS PU3UKIB po3pooieHHs IC,
a TAaKOXX METOJIIB CIPSIMOBAHMX Ha TX 3HWKEHHS 3 YPaxyBaHHSIM CIICIH-
¢biku po3pobnsierses IC Ta Mmonenni 11 po3poOneHHs;

- JUISl KOHTPOJIIO BIAMOBITHOCTI JaHUX, IO 30€pIraroThes B KiJIbKOX
BJ1, HeoOXimHUI OpTraHi30BaHMM MPOIIEC TECTYBaHHS iHTETpoBaHUX b/l,
IO 03BOJISIE 3a0€3MEUYNTH JOCTOBIPHICTh Ta aKTYaJIbHICTh JaHUX IMPH
MiHIMaJIBHUX TUMYACOBUX BUTPATaX.

Bynemo postsinarn f =U,_,{e,,p}, e,€ E;, f € F, p - sapi-
aHT TEeCTyBaHHS IS f, HaOip 3 omHOTO 200 JAeKiNbKoX eneMeHTiB IC,
K «(QYHKLIOHAJIbHY OAMHUIIIO CHCTEMH» — €IIEMEHTapHY CTPYKTYPHY
ckianoBy IC, mo peani3ye 3akiHUeHUN (YHKITIOHATEHAN OJOK, JJIS T1e-
PEBIpKHU SKOTO MOXKe OyTH po3polieHuid onuH abo Oiible aBTOMaTH30-
BaHHUX 200 aBTOMaTUYHUX MEPEBIPOYHHUX TECTIB:

F=(E;,Pr)|, e, e€Ed
rf: ed — p.

(7.2)
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OyukmioHaneHy ofuHHII (PO) po3poOKkM HEOOXITHO BHUOMpATH
3anexxHo Bix Buny IC. Hampukian, sikmio pospoOmnsierscsi IC Bumarae
3B 3Ky 3 b/] abo € 00’enqHanHsAM pi3HUX anapatHuX miardopm, To OE
e pyHKIisT 0OMiHy iH(OpMaIli€ro Mi>k BKa3aHUMH KOMIIOHEHTaMH.

Ha BigMminy Bif (QyHKUIiIOHAIBHOT TOYKH BUKOPHCTAHHS MPU OLIIHIO-
BaHHI MOHATTS PO Ma€ MOXKIIMBICTH BUKOPUCTOBYBATH OLTBII y3araib-
HeHUH QyHKITIOHATBHHN OJIOK, XapaKTepHUl sl KOHKpeTHoro THiry 1C,
IO JI03BOJISIE CIIPOCTUTH MPOLENYpY MJIaHyBaHHS Ta TECTYBaHHS LUX
€JIEMEHTIB.

BpaxoBytoun 3a3HaueHi nepeBaru Bukopuctanas PO i BiaCyTHICTS i1
B ICHYIOUMX MOJENAX, MoAesb Bepudikanii MV orpumae BUITISL:

MYV = (interprototype, Ed, DB, rmv)
rmv: interprototype —>Edx DB | ¥V ea, ea € {rp (a), rm (@)}, ea —e,
e={ed},
eJEE,EEW ,DBEW

res

8 METOAN TECTYBAHHY BEVAOBAHNX CUCTEM

BoOymoBaHi cucTeMH IIe CKJIaIHI CHCTEMH, IO MOXKYTh 00’ €THyBaTH
pi3HOMaHiTHI apxiTekTypu. KpiM Toro 6inpuricTs BOyIZOBaHUX CHCTEM —
e CUCTEMH PEaJbHOTO Yacy TOMY KOPEKTHICTh (DYHKIIIOHYBaHHS 3alie-
JKUTHh HE TUTBKH BiJ JIOTIYHOT JOCTOBIPHOCTI ajie i BiJl 4acy KOJH OTpH-
MaHUH pe3yNbTar.

Jnst Ginbimocti BOyZOBaHUX CHUCTEM MPOEKTYBAHHS anapaTHUX IUIaT-
(hopM Ta IporpamMHOTO 3a0e3MeUeHHS 1Ie BiTOKPEMIICHI ITPOIECH. AJe IS
J1arHOCTYBaHHS CUCTEM iCHY€E 1CTOTHHH 3B’SI30K MK IpOrpaMHO-anapar-
HUM 3a0e3TeueHHsIM BOyIOBaHUX cUCTEM. BiIMOBH CHCTEMH MOXYTh BU-
HUKHYTH Y 3B’ 513Ky 3 Ae(peKTaMu K IIpOrpaMHOTo TaK U alrapaTHOTo 3a0e31e-
YeHHs. Ale OUTBIIICTD MiIXO/IB HE PO3MIIAIAE TECTYBAaHHS HA CHCTEMHOMY
piBHI i piBHI peamizauii sk eaune wine. ToMy Hel po3aisl MPUCBIYCHUH
SK METOJIaM TEeCTYBaHHs anapaTHOro Tak 1 MPOrpaMHOro 3a0e3NedeHHs.

8.1 3aranbHi MOHSTTS TA BUBHAYEHHS

Tecr (test) sBnsie cobor0 HaOip omepamniid, NPU3HAYCHUX JUISL OTPH-
MaHHS OIHOTO a00 OUIBIOT KITFKOCTI OYiKyBaHUX PE3YJIbTATIB B TICBHIN
nporpaMHiil cuctemi. SIKIo oTpuMaHi BCi OUiKyBaHi pe3yabTaTd, BBa-
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JKAETHCA, MO0 TECT MPOHIEHO (TOOTO TECT BHKOHAHO YCHIMIHO). SIKIIo
(bakTHYHUN pe3yabTaT BiIPi3HIETHCS Bil O4IKYBaHOTO, BBAXKAETHCS, IO
TECT He MPONAEHO (TOOTO TECT 3aBEPIIMBCS HEBAAJIO).

Ilepiue, wo cnix BiA3HAYUTH B HABEJCHOMY BH3HAUCHHI, TaK L€ T€,
IO KO)KEH TECT CKIIAAETHCS 3 IBOX KOMIIOHEHTIB: CYKYIHICTh BUKOHY-
BaHMUX TECTYBAJBLHUKOM JIilf Ta MOCIITOBHICT TOiH, 110 TIOBUHHI Bij-
OyTHCS B pe3yNbTari IUX Aii.

TecToBi Aii B CyKYITHOCTI YTBOPIOIOTH METOAMKY TecTyBaHHs. [loci-
JIOBHICTB TIOAIH, 0 BiOYyBAIOTHCS B PE3YIbTaTi IUX i, HA3UBAIOTHCS
ouikyBaHMMU pe3ynabratamiu. [1{o0 Tect OyB ehekTHBHNM, TIOBUHHI OyTH
YiTKO 1 OZJHO3HAUYHO BU3HAYCHI SIK METO/IMKA, TAK 1 O4iKyBaHi pe3yJibTaTy.

ITo-mpyre, SIKIIO METOANKA TECTYBAaHHS TA O4iIKyBaHI PE3yJIbTaTH BU-
3HaueHi MPaBUJIBHO, TECT NOBUHEH [aBaTH PE3yNbTarT, 3a SIKUM MOXKHA
3pOOHUTH ONHO3HAUYHHMI BUCHOBOK IIONO YCHiXy abo HeBaadi BUIPO-
OyBanHs. Ilpu BBeneHHI B mporpamy IIBOX YHCEN 3 METOI0 OTPHMAaH-
HS iX CyMH TECT BB@KAETHCS MPOMICHMM, SKIIO HAa BUXOAI MPOrpamu
Oy/ie OTpUMaHUil KOPEKTHUH Pe3yNbTar, iHAKIIe TECT PO3MISIAETHCS SIK
HE NMpOoAeHUH.

Bapiant tectyBaHHs (TecTOBHH clieHapiil) — 1€ OMHMC MOYATKOBHX
YMOB, BXiJHHX JaHUX, Jii KOPHCTyBa4da 1 OUYIKYBAHOTO peE3yJIbTaTy
(puc. 8.1). 'apHOIO NPAKTUKOIO BBAXKAETHCSI BUKOPUCTOBYBATH IpeLie-
JICHTH B AKOCTI BapiaHTa TeCTyBaHHs.

_—{/nompieni pecypen

«/ YMoBH BHKoHaHHA TecTy |——

«/ Nomwnkw 3HaiineHi Tecrom \“  Roaatkosa indopmaula

PrncyHok 8.1. BApiaHT TECTyBAHHS

3 BapiaHTOM TeCTyBaHHS IOBHHHI OyTH MOB’3aHi TaKi O3HAKH:
*  BiH IIOBHMHEH BOJIO/ITA BUCOKOIO IMOBIPHICTIO BUSIBIICHHS Ie(DEKTY;

*  BiH IOBWHEH OyTH BiITBOPIOBAHUM;

*  BiH MOBHHEH BOJIOMITH YiTKO BU3HAUCHUMH OYIKYBAaHUMHU PE3yJIbTa-
TaMU 1 KPUTEPISIMH yCIIITHOTO 200 HEBAIOTO BUKOHAHHS TECTY;
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*  BiH He IOBUHEH OyTH HAIMIpHUM.

Merta TecTyBaHHS NOJISATAE B 3HAXOKEHHI JIe(heKTiB.

Jedekr — 11e neBHa HEBIAMOBIIHICTh MPOIYKIIiT BUMOI'aM, BCTAHOB-
JIEHUM HOPMAaTHBHO-TEXHITHOIO TOKYMEHTAIII€10;

Bpak — 1ie gedexTHa OMUHUIA MPOMYKILii, TOOTO MPOMYKILis, IO MA€E
xoua 0 ofuH Je(heKT.

HeoOxigHO po3pi3HATH AedeKTH amapaTHOTO 3a0e3leueHHs Ta I0-
MUJIKH IPOTPaMHOTO 3a0e3TeueHHS.

Hedexr amaparnoro 3abe3neueHHs [11] me pi3HHUI MK pealtizoBa-
HAM oOJamHaHHAM Ta Horo mpoekroM. Lle moxe Oytm nmedektn mpo-
1ecy BUpOOHHIITBA, JeeKTH Marepiany, BikoBi Jedektu abo nedexTtu
MaKyBaHHS.

[ToMMIIKOIO HAa3WBAETHCSA HEMPABHIHBHUN BUXIAHWM CHUTHAN medek-
THOI cuctemu. [lomumika e «edekT», Mo MPU3BOAUTHCS BU3HAYCHUM
«nedexkrom». [TOMUIKU BHMKIIMKAIOTh BIJIMOBH CHUCTEMH, TOOTO Bij-
XHWJICHHS Bifl BIATTOBiAHOT MOBEMIHKHU. SIKIO BigMOBa MOXeE MPU3BECTH
JI0 aBapiiiHO1 cuTyaii, BOHA SIBJISiE COOOI0 PUBHK.

I1ix BiAMOBOIO (HECTIpaBHICTIO) OyZieMO BBaXKaTH YSABJICHHS PO «JIe-
¢dexT» Ha piBHI abcTpakiii, OyaeMo Ha3uBaTH Horo HecrpaBHicTio. He-
CHpaBHOCTI, e (i3ndHi ado JOTivyHI AedeKTH B KOHCTPYKILii abo peai-
3a11ii IPUCTPOIO.

8.2 Mogeni BigMOB ANApATHOro 306e3MNeUeHHs

3 pPO3BUTKOM TEXHOJIOT1H CKIIAJHICTh Ta MOTYXHICTh alapaTHUX 3a-
c001B 30UTbIITy€EThCS. MOJIEITh IOBHHHA JOIIOMOTTH BU3HAYUTH I[1JIBOBY
(GyHKITIO U1 TECTyBaHHs Ta aHamizy BimMoB. Kpim Toro, edekTtus-
HICTHh MOJIeNi BiAHOCHO ()aKTHUYHUX BiJIMOB BH3HAYAIOTHCSA EKCIICPH-
MeHTaJIbHO. B OinbIIocTi BUNaaKiB HeECIpaBHOCTI HU(POBHUX cHUCTEM
MO)KHA PO3IUIMTH Ha TpH rpynd [11]: mOMMIKH MPOSKTHOI TOKYMEH-
TaIii, MOMWIKKA BUPOOHUIITBA Ta eKCILTyaTaliliHi BiaMoBH. [Tomuiku
MPOEKTYBAaHHS BUHHUKAIOTh 3aBISKH JIOICHKOMY (hakTopy abo moMui-
KaMm nporpamHoro 3adesnedeHHss CAIIP (cumynmaropu, reHepaTopu Ta
reHepaTopiB mapiB) i BigOyBaroThCs B mpolieci npoektysanHs. L1i Bim-
MOBH HE TIOB’s13aHi 6e310cepeHbO 3 MPOLECcOoM TecTyBaHH:. BinMoBw,
10 00YMOBJIEHI HEJIOCKOHATICTIO MPOIIECiB BUPOOHUIITBA, IPHU3BOIUTE
o nedekTiB caMoro obmagaHaHHs (TIPOMYIIEHI MpHU MeTami3allii KoH-
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TaKTHI BikHAa a00 AUISTHKH OKCHIY, TApa3uTHIHI TPAaH3UCTOPH, IPOOiit
okcuny (B MOII-cTpykrypax) i T.m.). ®i3uuHi BiIMOBH TakoXX Ha3H-
BalOThCsl Je(heKT-OpieHTOBaHUMU BiaMmoBamu (defect-oriented faults).
Excryarartiiini abo JToTivHI BiIMOBH BiI0YBarOTHCS Yepe3 BiIXMICHHS
B YMOBaXx eKcIUTyaTallii BOy1oBaHux cucteM. lIpukiagom Takux BiIxu-
JIEHb BUCTYIIAIOTH EJIEKTPOMArHUTHI MEPENTKO/IN, IIOMIJIKU OTIeparopa,
BiOpartii.

Hecnpagnicts € Moaeno, sika € eekroM (iznyHoro AedexTy Ha Jo-
riyHOMY a00 (QYHKIIOHaJBFHOMY piBHI. 3a3HAYMMO, IO KiJTbKa Pi3HUX
neeKTiB MOXKYTh MPENCTABIATHCS OIHIEIO 1 TIEI0 K HECTIPABHICTIO (Mae
MicIle BiJHOIIEHHs «0arato A0 OAHOTO»). 3 iHIIOro OOKY, OHZHOMY (]i-
3U9IHOMY Je(heKTy 1HOI MOXKe BiAIMOBIaTH KiJbKa HECIIPaBHOCTEH (Bi-
HOIIICHHS «OIUH JI0 0araTbox»).

AmnaparHi HECIIPaBHOCTI KJIACH(]IKYIOTbCs SIK KOHCTaHTHI BiIMOBH,
HaNPUKJIa/, HECIIPABHOCTI TUITY 3aMUKaHHS, Ne(eKTH 0OpUBY JIaHITIOTa,
3001B mam’sITi Ta iHIII.

Kpim Toro, ix MoxHa KiacuQikyBaTH SK CTPYKTYpHI Ta (QyHKIiO-
HanbHI. Ti HECpaBHOCTI, IO BHU3HAYAIOTHCS HA CTPYKTYpPHIH MOmEi
CHCTEMH, HA3MBaIOThCA CTPYKTYPHHMH HECIIPABHOCTAMM. IX edekT, sk
NpPaBUIIO, 3BOAUTHCA 1O 3MiHU 3’€HaHb KOMIOHEHT. DyHKIiOHAJb-
HI HECIIPaBHOCTI BH3HAYAIOTHCA Ha (PYHKIIOHATHHOI MOJIEI CHCTEMHU.
Hanpuknaz, epexr ¢pyHKIIOHANIEHOI HECTIPABHOCTI MOXKE TPOSBIATUCS
y 3MiHI QyHKIIi, peani30BaHOT KOMIIOHEHTH CUCTeMH abo OomepaTropoM
MOBH OITUCY arapaTypu.

TUMOBMMHU HECHPABHOCTSAMH CIIOJIYYEHb KOMIIOHEHTIB CHCTEMHU €
o0puB (open) i 3amukanHs (short). OOpuB BiNOBiNa€ MOPYIICHHIO
3’€JHAHHA KOMITOHEHTIB CcXeMH. [IpHunHOI0 TOpyIIeHHS 3’ €IHAHHS
Moke OyTH HecTaya abo BiACyTHICTh IPOBiJHOTO MaTepialy, HAIPUKIa,
B METaJIEBOMY MPOBIHUKY. 3 1HIIOTO OOKY, Bi/ICYTHICTh 3’ €THAHHS MOXE
BUHHUKHYTH BHACJiIOK HasBHOCTI 3aliBMX YAaCTHHOK [ieJIeKTpUKa, Ha-
NpUKIal, MK IPOBIAHUMH IIapaMH. 3aMHUKaHHsI Y TBOPIOETHCS B Pe3yib-
TaTi 3’€JHAHHS JIHIA CXeMU, SKi B CIPaBHIN CHCTEMI 130JIbOBaHI OIUH
BiJ oHOTO. BOHO MOYKe OyTH BHKJIMKAHO HASBHICTIO 3aliBUX IPOBITHUX
YaCTHHOK MiX IMpOBiAHWKaMH, poboem okcuay B MOII-cTpykTypax,
KU YTBOPIOE 3’ €HAHHSA 3 JISSIKUM HEBEITUKUM, ajie HE0OOB I3KOBO HY-
JILOBUM OTIOPOM i T.1I.

KoncranTtai BimMoBH (Stuck-at fault). /{ns BU3HAYEHHS KOHCTaHT-
HUX HECIIPaBHOCTEH BHKOPUCTOBYETHCS CTPYKTYPHA MOJENb Y BHUIVISL
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noriuHoi cxemu. BBaxkaeTbcs, 110 OMMHOYHA KOHCTAHTHA HECIIPABHICTb
(single stack-at fault) mie Tinbku Ha 3’€qHAHHS MiX BEHTWISIMH (IIpH
BOMY JIOTiYHI eJeMEHTH (YHKI[IOHYIOTh NpaBWIBbHO). KoxHa JiHis
CXEMH MOXKE MaTd /IBa THMIIM IIMX HECIIpaBHOCTEH: KoHcTaHTa 0 1 KOH-
cranra 1 (sa-0, sa-1). OT:xe, KOHCTaHTHA HECIIPABHICTH (iKCY€ Ha JaHil
niHii nocrifiHe 3HaueHHst curHairy 0 abo 1 (sa-0, sa-1), He3anexxHO Bix
3HA4YEHHS CUTHAIY, 110 MONAEThes Ha Hel. YacTo Taki HecipaBHOCTI MO-
JICJTFIOIOTh 3aMUKaHHS JiHiT cxemu Ha 3emMitto (sa-0) abo JpKepeIo KuB-
nenus (sa-1).

11 Monmesnp MOXKe BHKOPHCTOBYBATHCS IJIsi Te€Hepauii TecTiB He3a-
JIeKHO Bif 11 agekBaTHOCTI peanbHuX (isnyHuX nedexTiB. Bingznaunmo,
IO JUTSI JESIKMX TEXHOJIOTIH aJleKBaTHICTh 1€l MOJIeTi IOCHTh BUCOKA,
IS THIOMX HYDKYE. AJIe B LIOMY, AaHa MOJEb HaJA3BHYalHO KOpHCHA
B CHJIy CBOEI BUHSTKOBOT POCTOTH i1 33JJ0BIJIBHOI a/IeKBaTHOCTI, i TOMY
BUKOPHUCTOBYETHCS B SIKOCTI 0a30B01 [jIs1 0aratb0X METOIB MOJIC/IIOBAH-
Hs1 HECTIPABHOCTEH 1 TeHepallii TeCTiB.

HecnpaBHocTi Ty 3aMUKaHHA MalOTh MiCIle B TOMY BHIIAJKY, KOJIH
BiIOyBa€eThCS 3’ €MHAHHS JBOX a00 OLIBINE JIHIA CXEMHU 1 yTBOPIOETHCS
«zapotoBa norikay (wired logic) B MicIli BUHUKIIOT €IEKTPUIHOTO 3B’ SI3KY.
KparHi 3amukanHs (3’eqHaHHs OibIle JBOX JIiHIN) BUHUKAIOTh 3BHYa-
HO Ha 30BHIimHIX Bxonax IC. B neBHuit 9ac KUIbKICTh AeEKTIiB, TPOBiI-
HUX JI0 3aMUKaHb, 301IBITY€ETHCS. BHACHIIOK 3MEHIIICHHS PO3MIpIB CXeM
1 301IBILICHHS IITBHOCTI BEHTWIIIB Y KpucTaii. O4eBUAHO, IO KiJIbKICTh
MPOCTHX 3aMUKaHb (MIX IBOMA JIIHISIME ) B CXEMI, III0 Ma€ M JIiHi# OHO.
OpHak, 3BU4aifHO, HE BCI JIIHII CXeMH MOXYTh 3aMKHYTHCS MiXK CO00I0.
Tomy peanbHa KUTBKICTh MOMJIMBUX 3aMHUKaHb iCTOTHO MEHIIE i 3ajie-
JKUTH BiZl (Ji3UIHOTO CYCi/ICTBA IIPOBIIHUKIB.

[oBeminka JIOTIYHOT CXEMU TPU 3aMUKaHHI 3aJI€KUTh Bl TEXHOJOTI]
BUTOTOBJICHHS IIi€1 CXEMHU.

Crig 3a3Ha4UTH, MO Ae(eKTH 3aMUKAaHHSI MOXYTh BUKITUKATH (PyHK-
I[IOHAJIbHI 3MIHH B JIOT14HIN CXeMi, IKi HE MOXKHA YSBUTH TPaIUIiHHUMU
MOJIETISIMH — HECTIPABHOCTSIMHU.

Hesxi ¢iznyni AeexTrn He MOXKYTh OyTH MpeACTaBleHI KOHCTaHT-
HUMH HecnpaBHOCTIMHU. OCHOBHA NpUYMHA Mojsirae B ToMy, mo MOII
KOMOIHAIIMHI CXeMH HE 3aBXIU 3aJIMIIAI0ThCS KOMOIHAIIMHUMU IPH
neskux ¢iznyHuX nedexrax. HaiOimpm nmommpeHuMu € Taki BUIU Bill-
MoB y MOH rtexnonorii: 1) 00puB i 3aMHKaHHs TPaH3UCTOPIiB; 2) 0OpUBH
MIX CTOKOM, BUTOKOM 1 3aTBOPOM; 3) KOPOTKi 3aMHUKaHHS: BUTIK — CTIK,
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3aTBOpP — CTiK, 3aTBOp — BUTIK. JleekTu TpeThoi rpynu 3a3Buyail o0y-
MOBJIIEHI TPOOOEM OKCHITY.

VY cyuacHuX 1UGPOBUX CHCTEMaxX MOXJIMBI CHUTyalii, KOIU cXema
CTPYKTYPHO 1 JIOTIYHO KOPEKTHA, aje 4ac MOIIUPEHHS CUTHAJIB 10 Jie-
SIKUM 11 IIJISIXaX TEePEBUITYE AOIMYCTUME IS MPABUILHOTO (DYHKITIOHY-
BaHHS 3HAUYCHHS. Y TaKUX BHUITAJKaX TOBOPSTH PO HASBHICTH HECIIPAB-
HOCTI TUNY «3aTpUMKa» (TOMMpeHHs curHaiiB). Taki HeclpaBHOCTI
HE MOXKYTh OyTH BHSIBJICHI Ha HHU3BKiil 9acTOTi poOOTH cxeMHu. MeToro
TECTYBaHHS HECIIPABHOCTEH «3aTpUMKay» € BU3HAYCHHS NPaBUIHHOTO
(YHKIIIOHYBaHHS CXeMH Ha BHCOKHX TaKTOBHX poOoumx dactorax. [Ipu
[IbOMY BUSIBJISIETBCS, UM MICTHTB CXeMa [UIAXY MOIIUPEHHS CUTHATIIB, SKi
€ 3aHaJITO TOBUTLHUMH 200 IIBUKAMU TIPH 3MiHI BXiTHUX HaOOpiB. [{s
IIUX IJIed BUKOPUCTOBYIOTHCS JIBI OCHOBHI MOJIEJI: 3aTPUMKa BEHTHUIIS
Ta 3aTPUMKa [IIAXY.

[lepma mozens nepeabavae, Mo 3aTpuMKa 00yMOBJIeHa HECIIPaBHUM
JorivHuM eileMeHToM. CITif 3a3Ha4YHTH, 10 Yac MEPEeMHUKAHHS CICMCH-
Ta, MOXKE 3aJIeXKATH BiJ HAPSAMKY 3MiHH CHTHAIY — HOTO MifgiioMy abo
cnany. Lle € HemonikoM aHOT MOZETi, OCKINBKH HE JO3BOJISIE Y 3aTPUM-
i OJJHOTO €JIeMEHTa BPaxyBaTH 3aTPUMKH IHIIMX EJIEMEHTIB IILISAXY.
O4eBHIHO, TYT TAKOXX TIOBHICTIO ITHOPYIOTHCS 3aTPUMKH 3’ €THAHDb MiXK
€JIEMEHTaMH.

Jpyra Mozens Oepe 70 yBaru 3arajibHy 3aTPHUMKY MTOIIUPEHHS CHT-
HaJTy BiJl 30BHIIIHBOTO BXOMYy JI0 30BHIIIHBOTO BHXOAY CXeMH. Xoda
JlaHa MOJIENb BUMArae po3risily 3aHajTo 0ararbOX MOXKJIMBHX IUISXIB
y cXeMi, BOHa OUTBII peasricTUIHa, 0COOTUBO IS CYIaCHHUX TEXHOJIOT1H,
JIe 3aTPUMKH MOIIUPEHHS CUTHAIIIB MAalOTh MICIle HacamIiepesn 3a paxy-
HOK JIiHii 3’€HaHb. SIk MpaBWIIO, TECTYBaHHS 3aTPUMOK HPOBOIUTHCS
MIUISTIXOM TI0J1adi Ha CXeMYy HapH BXiTHUX HAOOpiB Ha Oa)kaHOI ITBHUIKO-
CTi Ta CIIOCTEPEKEHHI AJIS1 KOKHOTO 3MiHEHOTO BUXOIY HIBHIKOCTI HOTO
NepeMHUKaHHSI.

UYacosi HecipaBHOCTI. [Ipn maHNX HECTIPABHOCTAX BiIOYBA€THCS THM-
YacoBO TOSIBA HEMPABWJILHUX CHUTHATIB B cxeMi. BOHM 3ycTpiuaroThcs
B PI3HUX UPPOBHX eIEMEHTAX, aJie HaifuacTilie B MIKpocXeMax 1mam’siTi
1 Mikponporiecopi. Cepen ITuX HeCIPaBHOCTEH PO3PI3HAIOTE «KOPOTKO-
JacHi» (transient) «BiaMoBW» intermittent. KopoTkodacHi HecnpaBHOC-
TI B1IOYBaIOThCsI, KOJIM CUTHAIM 3MIHIOIOTh CBOE 3HAYCHHS BHACIIIJIOK,
HapUKIaa, IyMiB. Taki HeCIIPaBHOCTI BaKKO BUSBUTHU Ta BUIPABUTH.
TyT Ba)XJIMBO MiHIMi3yBaTH IIyMH 1 I IBULIIMTH NEPEIIKOA03aXUIIECHICTD
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cxemu. [laHi HeCIIpaBHOCTI MOXKYTh OyTH BUKJIMIKaHi, HAIPUKIAI, PIyK-
TyalisiMH Harpyru abo KOCMi4YHUM BHITPOMiHIOBAaHHSIM.

ABapii € OfIHI€IO 3 TPUYUH BIIMOB IIPH EKCILTyaTallii KOMIT I0TEPHHX
cuctem. Cepenl HIX MOXXHA BHUIATH HECIIPABHOCTI 3aJIeXKHi BiJl KOAY,
K1 3yCTpivaloThes B MIKpOCXeMax mam’siTi i Mikponpouecopax.

HecmpaBHocTi piBHS KpucTaiy. B ganmii wac HOBiI TeXHOJOTIi J0-
3BOJISIIOTH TIpoeKkTyBaTH ckianHi nudposi cucremu (L[C) Ha omHOMY
kpuctani (System-on-Chip — SOC). [Ipu usomy npoekryBanus LIC Bu-
KOHYEThCS 3a JIOTIOMOTOFO JIOCUTh CKIIQJIHUX MOB BUCOKOTO PIBHSI OTHCY
anaparypu (HDL), Takux sik VHDL, Verilog i SpecC. Tomy akTyasisHOIO
€ mpobema Bepudikanii Ta rectyBanns cknangaux LIC, onucanux 3a mo-
IIOMOT'OI0 LIUX MOB.

Ha moriunomy piBHiI MonentoBanHs, ne LIC npencraBnserscs y BU-
DJISA JIOTIYHOT CXeMHU, OCHOBHOIO MOJICIUTIO (hi3HUHUX Ne(PEKTIB € KOH-
CTaHTHI HECIIPABHOCTI, IKi €KBiBaJIGHTHI MocTiiiHiM curHaiam 0 a6o 1
Ha JTIiHIIX cxeMHd. Ha BigMiHy BiJ JOTiYHOTO PiBHS MOZeNel HecIpaB-
HOCTEH, Jie 3a3BU4yaii MO)KHA BCTAHOBUTH BI/ITIOBITHICTh MK (Di3UYHHM
JneeKToM MPOBIIHUKIB Y KpeMHii 1 3’€JHAHHSMHU B JIOTIYHIH CXeMi,
Ha TIOBEJ[IHKOBOMY piBHI, SIK MPaBWJIO, BAXKKO BCTAHOBHTH BiJITOBIJ-
HicTb Mixk onticoM LIC Ha HDL i ctpykrypHuM onncom. OauH oneparop
HDL Moe BIOMmOBiZaTH COTHSM JOTIYHHUX BEHTHIIIB, 3’ €IHAHUX MIX
coboro. Tomy HE0OXiTHO PO3TIIAAATH QPYHKIIIOHATBEHI MOJIEI HECTIPaB-
HocTel OesnmocepeaHbo Ha MOBHUX KoHCTpykuisix HDL. Ilpu npomy
AKicTh (200 aJeKBaTHICTh) PYHKI[IOHATBHIX MOJIETIei HeCclpaBHOCTEH,
SK IPaBUJIO, MEPEBIPAETHCS 3a JOIIOMOIOI0 JOTTYHOIO MOZETIOBAHHS
LC, sixe BU3HAUa€ OBHOTY TECTY LIOAO ONWHOYHUX KOHCTAHTHHX He-
cripaBHOCTe# cxemu, peanizye L[C. ToMy naHuii miaxia opieHTOBaHHIMA
LIBULIE HA OCSTHEHHS BHUCOKOI MOBHOTH TECTY VIS KOHCTaHTHHUX
HECIPAaBHOCTEH, a HEe BUSBJICHHS MOMUIOK B MOBHHMX KOHCTPYKIIiSIX
HDL. Binbmr Toro, npu 1160My e(heKTHBHICTh TECTOBOI MOCIIITOBHOCTI
HEe MOXke OyTH BH3HaueHa Oe3rocepenHbo Ha (DyHKIIOHAIHHOMY PiB-
Hi. Tomy B nanuii yac ans Bepudikanii ta rectysanns LIC, onncanux
Ha HDL, 3acTOCOBYIOTBCSI METO/TH, 3aIlI03UYUCHI 3 TECTYBAHHS IIPOrpam-
HOTO 3a0e3IeUeHHSI.
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8.3 DyHKLIOHANbHE TECTYBAHHS ANAPATHOTO 3a6€3MneYeHHs

OyHKITIOHAIBEHE TECTYBaHHS 3’ aBUi0Ccs HaltnepinM. [locriiiHe 301b-
IICHHS CKJIQJHOCTI BUPOOIB POOJISITH MPOIIEC MiATOTOBKU (DYHKI[IOHAJb-
HOI'0 TeCTy HECKIHUYEHHO HOBTUM. J[iarHOCTyBaHHSA HECIIpaBHOCTEH, BU-
SBJIEHUX Yy Tpolueci QyHKIIOHaJBHOTO TECTYBaHHS, MOXKe OyTH JOCHUTbH
CKJIQJIHUM, L0 BUMarae 3ajydeHHsi kBajidikoBanux QaxieuiB. Tomy me-
peI TeCTOM CHCTEMH B ITUTOMY YacTO 3MIHCHIOETHCS TECTYBaHHS HA PiBHI
okpeMuXx 1uiatr. TectyBaHHS ru1aT MoXke OyTH 341iCHEHO 1 Ha PyHKLIOHAb-
HOMY piBHI, ajie JaHWH MOALT POOUTH MiarHOCTYBaHHS HECIPAaBHOCTEH i
MiATOTOBKY TECTIB Oi1bII THyYKHMH. [1IBMIKO 3pOocTaroda CKIIaqHICTh iHTe-
rpaJIbHAX MIKPOCXEM BUKJIMKA€E CXOXK1 MPOOIEeMH 13 PyHKLIOHATBHAM TeC-
TYBaHHSM Ha PiBHI ILIaT, TaK caMo SIK i B CHCTEMHOMY TeCTyBaHHI — JJOBT Ui
Yac MiATOTOBKH TECTIB, HETOUYHE TECTOBE TTOKPHUTTSI, cabKa TiarHOCTHKA.

HactynHuii mmpoko momumpeHnii MeTo ] TeCTyBaHHS — L€ BHYTpil-
He-cxemHe TectyBaHHA (In-Circuit Test, ICT). Lleli merox mo3Bomse
3HAXOMUTHU AC(EKTH 1 TTOMUIKA MOHTAXY IIIIXOM 3a0€3IEeUCHHS Tps-
MOTO €JIEKTPUYHOrO JOCTYITy 10 KOMIIOHEHTIB Ha IJiaTi 4epe3 ajanTep.
BHyTpicxeMHe TecTyBaHHs ieanbHO miaxomuio st DIP-KoMIoHEeHTIB
1 TEXHOIIOTIi MTHPHOBOTO MOHTAXY. AJie y 3B 53Ky 3 HOSABOIO Oararo-
[IapOBUX APYKOBAHMX IIAT i OJIBII CKIIAAHUX KOPITYCiB MiKpOCXEMTeC-
TOBHH JOCTYI CTaB CHJILHO OOME)eHH. TEeXHOOTiss BHYTPUCXEMHOTO
TECTyBaHHS HE MO)KE PO3BUBATHCS TAaKOX IIBUIKO, SIK MiHIaTIOpH3AIlis
PO3MipiB KOMITOHEHTIB 1 BUPOOIB.

EnexkrpoHHa iHmycTpis mnepembadaia Ii MpoOJeMH 3a31ajeriipb,
ToMy OyB po3poOieHH MeTOA TepudepifHOrO CKaHyBaHHS, 3aKpiIuie-
Huil crangaptoM IEEE 1149.1, skuii onncye mopT TECTOBOIO AOCTYITY
(TAP — Test Access Port) i apxitektypy nepudepiiiHoro ckanyBasHs [8,
9]. MeTor0 CTBOpPEHHS JAHOTO CTAaHAAPTy OyJIO TOJOIaHHS HEJIOMIKIB 1H-
HIMX METOJIIB TECTyBaHHS.

JuBiaunch Ha €BOJIOIII0 TECTOBUX METO/IIB MOYKHA 3pOOHUTH HACTYTI-
Hi CITIOCTEPEXKEHHS:

(1) po3pobnenns TecronpuronHocti Bupoo6iB (Design-For-Test, DFT)
cTae Bce OLIBIT 1 OUTHIT HEOOXIMHUM MTOTOBHEHHSIM (DYHKITIOHAITHHOTO
TECTYBaHHS, JO3BOJISAIOUM 3pOOUTH KOHTPOJIH OUIBII MOBHUM i iH(DOpP-
MaTUBHUM, (2) 17151 TOTO 00 BUPOOJIATH 1 TECTYBAaTH Cy4acHi mepeaosi
PO3pPOOKH, TECTOPUTONHICTh HEOOXiTHA.
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Crio4atky, TecTyBaHHsI OyJ10 IIOX1JHOIO IPOLIECY HaJIarOAXKEHHS HOBOT
PO3po0OKH i MOIyKy JAe(eKTiB MOHTaxy. Uepes 3pocTaHHS CKIAIHOCTI
CXEeM TPHUCTPOIB KEPOBAHICTh IMMH MPOIECaMH Moryia OyTH ITiJBUILICHA
TIJIBKY TIPU PO3ALTFHOMY iX MPOBENeHHI. BUsSBICHHS 1 BUTIpaBICHHS BU-
poOHWYMX NedeKTIB Ha CTail HAJIATOKSHHS JTOCHITHUX 3Pa3KiB CTajo
HEOOX1THICTIO.

3 poCTOM CKJIaJHOCTI MPOAYKIIii 6arato BUPOOHUKIB MOYAIN 3aCTO-
COBYBaTH 0araroCTyNeHeBY CTPATETiI0 TECTYBaHHS, METOIO 3aCTOCYBaH-
HS SIKO1 € TKOMOTa OiIBII paHHE BUSBJICHHS 1 BUTIPABICHHS IOMUJIOK BU-
pOOHKYOTO IpoLecy.

INepma Bepcis ctanaapty Boundary-Scan [8], 3’siBuiacst Ha modaTky
1990 poky, i oTpumaita im’s, sike 30epirmocs i ckoromai — IEEE 1149.1.
CrangapT 1i€l TeXHONOTii TakoKk Ha3uBaeThcsi Test Access Port and
Boundary-Scan Architecture (mopT TECTOBOTO JOCTYITy Ta apXiTEKTy-
pa TpaHUYHOTO CKaHyBaHHSA). [IpoekT OyB po3poOieHnit MI>KHAPOIHOIO
IpyIoro eKcrepTiB, sika Hocuia Ha3By JTAG (Joint Test Action Group —
00’eHaHa rpymna po3poOKH METOIB TECTyBaHHS).

Cama apxitektypa mudpoBoro cranmapr Boundary-Scan ne Bin-
PI3HAETHCS OCOOMUBOIO CKIIAHICTIO, HA BiAMIHY BiJf CBOIX MOXKIIMBOC-
teit. Binmosinuo no crangapry IEEE 1149.1, tak 38ana Boundary-Scan-
IC, moBuHHa OyTH OCHAIIEHA YOTHpPMa 000B’ I3KOBHMH €JIEMEHTaMHU:

*  TAP-moptom, SIKWi CKJIamarOTh YOTHPU OOOB’SI3KOBHUX CHUTHANIB, 1
I’ ATHH 32 pimeHHs po3poOHuKiB Oe3nocepennbo camoi matu (TCK —
KOHTaKT CHHXpOHI3alii pobotn mexanizmy Boundary-Scan; TMS —
KOHTakT BUOOpY TecToBOro pexumy; TDI — KOHTaKT BBeJEHHS TECTO-
BUX AaHUX; TDO — KOHTaKT BUBEJCHHS TECTOBUX JaHUX (3HAXOAUTHCS
B TIOCTIHO B TPETHOMY CTaHi, OKpiM pexxuMy 3cyBYy); RST — koHTakT
ACHHXPOHHOTO cKujaHHsA crtaHy TAP-koHTponepa (MOXxe 30BCiM
He OyTu mpucyTHbo10)). TAP-KOHTpONEp BUCTYyIa€ OMHUM 3 BAXKIUBHX
€JIEMEHTIB YIpaBJIiHHA BCi€l0 po00oTor0 TexHoorii Boundary-Scan;

* IR (Instruktion Register Big aHT. pericTp KOMaHJ) — Mepina rpymna
pericTpiB, B sAKili 000B’SI3KOBUM 32 CTAaHAAPTOM IOBUHEH OyTH TIpH-
cytHiM xo4a 6 onuH Perictp Komanz (PK);

* DR (Data Registers Big anr.— Perictpu [lanux) — apyra rpymna pe-
TiCTpiB, BIANOBIIHO IO CTaHAAPTY 3000B’s3aHa B ce0e MiCTUTH SIK
MmiHimMyM 1Ba perictpu: Perictp O6xony (PO, Takox #oro iHoai Ha-
3uBatoTh Lllynr-Perictp), Perictp Boundary-Scan.
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Taxuit MiHIMaTFHUI KOMIUIEKT eneMeHTiB BuMarae cranaapT IEEE
1149.1. Tnmn perictpu, SKi MOXYTh IOMOBHHTH Tpymy, sk IR, Tak
DR Ha po3cyn po3poOHHKIB IJIaT, TaKOX OMYCKAIOTHCS CTBOPEHUM
CTaH/IapPTOM.

Jnst Toro, mo0 OTpUMAaTH XOpOoIlle TECTOBE MOKPUTTSI, HeMae HeoO-
X1THOCTi B TOMY, 1100 BCi KoMIoHeHTH Ha Tutati Mainu JTAG-iaTepdeiic.
Hanpuknaz, 6arato O5IOKiB, CKIaIa€ThCsI 3 HECKAHOBAHUX KOMIIOHEHTIB
(kacrepa), MOXKYTh TECTYBATUCS, HE3BAXKAIOUU HA BIJICYTHICTh IPSIMOTO
MOCTYITY I ieprudepiiHoTo CKaHyBaHHS. Y MIHCHOCTI, iCHYIOTh Tpak-
TUYHI TPUKIAJNA, KO 3IIMCHIOETHCSA KOHTPOJIb 1 JeTallbHE TECTYBaHHS
abCONIOTHO Bei€l Tty (BKIIIOYAIOUM MaM’siTh) 32 JOMOMOTOIO OJHOTO
abo TBOX KOMITOHEHTIB, IO MiATPUMYIOThH ITepudepiitHe CkaHyBaHHS.

Ha puc. 8.2 300paxena apxirektypa Boundary-Scan. Ha TAP-
KOHTpoJiep moaaioThes 2 (3) curraiy, 3a JOTMOMOTOIO SKUX KOHTpOJIEp
BCTAHOBJIIOE BiAMIOBIIHUMN pekuM podotn cxemu. Cam TAP-koHTpOITEp €
aBTOMAT 3 KiHIIEBOIO KUIBKICTIO BEPIIIHH.

Boundary Scan Register

Bypass Register

i e —

Identification Register

™S | TAP
TCK § Controller

-
TRST

PuicyHok 8.2. Apxitektypa JTAG

CporogHi Ha CBITOBOMY PHHKY B I 00JacTi JNigUPYIOTh YOTHPH
npencraauku CLIA i €Bporny, sKi MOCTaBIAIOTH MPOrpaMHO-anapaTHi
koMmruiekcu (ASSET InterTech Inc. i CORELIS Inc — CIHA; GOEPEL
Electronic — Himeuunna; JTAG Technologies — Hinepmanmau). Taki po3-
poOku Ha3uBaroThCs BS-tecrepu.

Bukopucrannas JTAG i TexHOJIOTii TPaHUYHOTO CKaHYBaHHS B MiK-
pocxeMi, Ha TIaTi abo B IPUCTPOT JOJA€ BAPTICTh 1 301IBIIIYE ac po3po-
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OJeHHs NpOeKTy. AJie, BCe )X LI BUTPATH JIETKO OKYIArOThCS MIPH IIPOBe-
JICHHI TECTYBaHHS, sIKe 3a0€3MeUyEThCS Ha KOKHIN CTalil HUKITY KHUTTS
BupoOy. Kpim Ge3nocepenHb0 rpaHUYHOrO TECTYBaHHS, MPOCKTYBAalb-
HUKWA BUKOPHCTOBYIOTH TexHOoIOTi0o JTAG mis Toro, mob BUPOOISATH
camotectyBanHs (BIST) (y Tux KOMIOHEHTax, Ae BOHO peaii3oBaHo) i
3aBaHTAXXYBaTW BHYTPIIIHI 3HAYEHHSI B PETiCTPHU MPHUCTPOIO a0 mporpa-
myBaru Mikpocxemu 113V. Tecrtu, siki Oynu po3poOieHi Ta BUKOPUCTaHI
Ha eTarli IpOeKTyBaHH:;, MOXKYTh OyTH mepefani BAPOOHHILITBY, U1 TOTO
o0 3a0e3MeYnTH JOAATKOBE 3HIKEHHS BApTOCTI 1 9acy Ha MEpeBipKy
BUPOOIB NPU BUXiTHOMY KOHTPOII.

8.4 TecTyBaHHS MPOrPAMHOrO 306e3mMeUeHHs!
BOYNOBAHUX CUCTEM

TectyBaHHS IpOrpaMHOro 3a0e3MeUeHHs (software testing) — 1ie 1ia-
HOBA, BIOPSAKOBAaHA JiSUTHHICTB, IIPOIIEC aHaJi3y ab0 eKCIuTyaraitii mpo-
TPaMHOTO 320€3IEYCHHS 3 METOIO BHSBJICHHS 1 (EKTiB.

Bci Buam TecTyBaHHSA MPOrpaMHOTrO 3a0e3NeyeHHsT BOYyIOBaHUX CHC-
TeM MOXIJIMBO KIacH(iKyBaTH: 3a PIBHEM €IIEMEHTIB, 110 IEPEBIPSIOTH-
Cs1, 32 XapaKTEePUCTHKAM SKOCTI, 32 JUKepeJIaMu JaHuX, 110 POJIi KOMaHIH.

3a mMacmTaboM TepeBipsSEMHUX EIIEMEHTIB PO3PI3HSIOTh TECTyBaHHS
MOIYJIiB, KOMIUIEKCHI BUTIPOOYBaHHS, CHCTEMHE TECTyBaHHS, TPUIMAaITb-
HE TEeCTYBaHHS.

3a XapaKTepUCTUKAMH SIKOCTI MOXIIUBO TE€CTYBaHHS (YHKI[IOHAIb-
HOCTI, TECTYBaHHs HaJIHOCTI, TECTYBaHHS MEPEHOCHMOCTI, TECTYBaH-
HS1 3pyYHOCTI BUKOPHCTaHHS.

3a pKepenaMu IaHUX BUAISIOTH TECTYBaHHS YOPHOTO SIIUKA, Cipo-
IO AIHUKa Ta OUIOTO AIMKA.

OyHKIiOHAIBHI TecTH 0a3yroThesl Ha (YHKLISAX 1 OCOOIMBOCTAX,
a TaKOXK B3a€MOMIi 3 IHIIMMH CHCTEMaMH, 1 PO3MISANAIOTH 30BHINTHIO
MoBeiHKY cucTteMH. [lam mepepaxoBaHi ONHI 3 HAWTIOIMIUPEHIIINX BU-
IiB (QyHKIiOHaNBHHUX TecTiB: (yHKUioHanbHEe TecTyBaHHsA (Functional
testing); TectyBanHs Oe3neku (Security and Access Control Testing);
tectyBaHHs B3aeMofii (Interoperability Testing).

HedyHknionansHe TecTyBaHHS ONMUCYE TECTH, HEOOX1THI IS BU3HA-
YeHHS XapaKTePUCTHK IPOTPaMHOTO 3a0e3MeUCHHS, SKi MOXYTh OyTH
BUMIPSHI Pi3HUMH BETMYMHAMH. B 1ioMy, 116 TeCTyBaHHS TOTO, «SIK»
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cuctema mpamroe. Lle Bci BHOU TecTyBaHHS TPOXYKTHBHOCTI Taki K
TectyBaHHs HaBaHTaxeHHs (Performance and Load Testing); ctpecose
tectyBaHHs (Stress Testing); TecTyBaHHs cTaOLILHOCTI a00 HAMIHHOCTI
(Stability / Reliability Testing); 06’emne TectyBanas (Volume Testing);
TectyBanHs iHcTansmii (Installation testing); TecTyBaHHS 3py4HOCTI KO-
pucryBanns (Usability Testing); TecTyBaHHsI Ha BiJMOBY i BiTHOBJICHHSI
(Failover and Recovery Testing); xoHdirypamiiine TectyBanss (Confi-
guration Testing).

[Ticnst mpoBenmeHHsT HEOOXiTHUX 3MiH, TAKUX SK BHUIpPABICHHS Oara/
nedexTy, mporpamMHe 3a0e3MeyeHHs] MOBUHHE OyTH MPOTECTOBAHO IS
MiATBEpKEHHS TOro (akTy, mo mHpoOiema Oyna IiHCHO BHpilIeHA.
Hwmwxde mepepaxoBani BUAM TECTYBaHHS, ITI0 HEOOX1AHO MTPOBOAMTH ITiC-
751 YCTaHOBKH MPOTPaMHOro 3a0e3NeueHHs, Ul MiATBEPKEHHS Ipa-
IE3/]aTHOCT]I MPOrpaMu abd0 MPaBWILHOCTI 3/IHCHEHOTO BUITPABICHHS

nedexTy:
1. JlumoBe TectyBanHs (Smoke Testing);
2. Perpecitine tectyBanns (Regression Testing);
3. TecryBanns 30ipku (Build Verification Test);
4. CanitapHe TecTyBaHHS a0o nepeBipka (Sanity Testing).
TecTyBaHHS Ha Pi3HUX PIBHAX POBOJUTHCS IPOTATOM YChOTO KUTTE-
BOTO IIMKITYy PO3pPOOKH 1 CyIpOBOLY MTpOTrpaMHOro 3abesneueHHs. PiBeHb
TECTyBaHHS BU3HAYAE T€, HAJ YUM BUPOOISIOTHCS TECTH: HAJl OKPEMUM

MOAyJeM, TPYIIOI0 MOIYIiB abo cucTeMolo, B 1inomy. [lpoBenenns tec-
TyBaHHsI Ha BCIX PIBHSIX CUCTEMH — II€ 3aI0pyKa YCIITHOTO 3aBePIICHHS

MPOEKTY.

8.5 Meton perpecinHoro tectyBaHHs iHGOPMALIMHVX CUCTEM

PosrnsitHemo MeTon perpeciiinoro TectyBanus IC, 3okpema IC 3 web-
opientoBanuM intepdeiicom (BOIC) [16, 13]. anuii kiac IC OyayoTh-
Csl 32 TIPUHIMIIOM EBOJIOLIHHOTO MPOTOTUITYBAaHHS, TOOTO MOCIIIOBHO
CTBOPIOETHCSI MAKET CUCTEMH, SIKUI OyJie 3 KOXKHOIO ITepalli€ro Oimmkye
JI0 PEabHOTO MPOXYKTy. Takuid MiAXig Mae Ty mepesary, Iio Ha KOXKHO-
MY Kpolli po3pOOHUKN MaHHITYIIIOIOTh MPAIIOI0Y0I0 CHCTEMOIO, SIKa Ma€e
YacTKOBY (DYHKIIOHAJBHICTh, SIKY MOYKHA TECTYBaTH 1 MOKpAIIyBaTH 3
KOYKHOIO 1TepaIri€ro.
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Hnsa recryBanns Oynemo Bunimatu @O, mo € aToMapHUM 00’ €KTOM,
NOB’SI3aHUM 3 BUMOTamMu KopuctyBada (rporotunioM IC) i GpyHKuIioHab-
HICTIO CHCTEMH 3a JJOTIOMOTI'0I0 aJalTUBHUX HPAaBUJI, 3aJICIKHO BIJI JIOTIKH
monarka. TakuM 9WHOM, SIKIO MPUIHSTH 32 F — 0e3miu Buginenux B [C
@O, a 3a Fk — 6e3niu peanizoBaHuX i MpoHIIIH TecTyBaHHs B k-01 Bepcii
DO, To mporpec po3podku /C B TiepmIoMy HaOMIKEHHI MOYKHA OIIHUTH
3a JOIOMOTI'0I0 KpUTEpito:

_I&|

progressl ‘ F’

binbm Touny indopmarito npo cran po3podnenus IC nactp kpure-
pifi, SKul BpaxoBye TPyAoMicTKicTh iHTerparii @O i BiACOTOK 3aBep-
mreHocti po3podku ®O i mokazye nporpec BukoHanHsa [C 3a moTouHnM
Kaje N
2 (% p+1p{™ x p[™)
M _ =l

progress2

N
100 (tp, +1p"” )
= , (8.2)
1€ tp — ianoBa TpyaoMmictkicte @O; p ™ — [1naHOBI TPYIOBUTPATH
Ha interpauito @O y IC; N — 3aranbha kinskicts @O, N =ﬁ7‘ —’Fmsel ,
| F | — 3aranbua kinbkicts Buginennx B IC ®O; |F,,, /|- Kinbkicts ®O,
3HATHX 3 PO3POOKH; p, — BIICOTOK 3aBEPIIEHOCTI po3podku DE; p. ¢ —
BiJICOTOK 3aBepiieHocT! inTerpaitii ®O.
BenvunnaM, BU3HAYAIOTh 3a pe3ylbTaTaMH TeCTYBaHHS, BHXOISIYU 3

KUTBKOCTI MPOHAeHNX TecTiB Wi ganoi ®O:
n test passed,
ISt PASSEq, o 100%,

n_test_total,

ne n_test_ passed,— KUIbKiCTb TECTIB, JIsl AKMX BUKOHAHUM KpHU-
Tepiit yenimuocti, no i-roi ®O, n_test total, — zaranbHa KinbKicTh
TecTiB 3 i-Toi PO.

Binxunenns pakTHuHUX TpyZOBUTpaT Ha po3poOKy IC Bix kanengap-
HOTO Tpadika JO3BONSIE BUSHAUNTH KPUTEPIi:

NIt x p, +tfm x plint) n
Mdev:Z|:( f; P 117(;0 1 )_(tpz+tpl( t)) ’

i=1

(8.3)
e tf — moTouHi (axktuuHi TpymoButpard Ha PO; #f ™ — motouni
¢dakTruHi TpygoBuTparu Ha iHTerpaniro ®O.
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Bci 3amponoHoBaHi KpuTepii OmiHKK mporpecy nparayte 10 100%
(BiamoBinae nmoBHicTIO po3pobienoi IC, mo 3a10BoNBHSE BCIM BUMOTaM),
a 3HAYCHHS KPUTEPII0 BIAXUICHHS KaJIeHAapHOTO rpadika T03BOISE BU-
3HAYUTH HENMPaBUIBHY OIHKY TpyroMicTkocTi PO (Bin’eMHe 3HAUECHHS
CBIIYUTDH MPO 3aBUIICHY OL[IHKY TPYIOMICTKOCTi, TO3UTUBHE BHU3HAYA€E
MOTOYHE MEPEBUIICHHS KaJCHJApHOTO IUTaHy).

Jani xpurepii € 3axoqamu 3yCHJIb 1 BUMIPIOIOTHCS BiTHOCHOI IITKa-
JIOKO 110 BiJIHOIICHHIO JI0 TMOYATKOBUX BUJIICHUM 3aBIaHHSM 1 iX TpHU-
BajyiocTi. Po3paxoBani 3HaueHHs (8.1-8.3) maroTh Ha TPOMDKHHUX eTarmax
po3poOku IC MeHemKkepy po3poOKH KibKICHY OLIHKY BUKOHAHHS IPO-
€KTy Ta MOXJIMBICTh BU3HAYHUTH BIJIOBIIHICTH MPOIECY PO3POOKHU Ka-
JIEHJApHUM IUTaHOM. BUKOpHCTaHHS KpUTepiiB OKpEeMO MOXE CIpUYU-
HHUTHU 3a cOO0I0 HEBIpHI BUCHOBKH, B TOH 4ac SIK X KOMIUIEKC J03BOJISIE
TOYHO BU3HAYHUTHU MTOTOUYHUN cTaH po3pobneHus IC.

TakuM 4MHOM, 3aIPOTNIOHOBaHI KpUTEpii € 00’ €KTUBHUMU OOYHC-
JIIOBaHMMHM AUHAMIYHMMH KPUTEPISIMH, IO CIIY>KaTh 3aX0IOM BH3Ha-
4yeHHs1 nporpecy po3poOku IC i mo3BomsitoTe Ha Oyap iTepauii BH-
3HAYUTH BIAMOBIHICTh (PAKTHYHOTO CTaHy TPOIECY PO3POOICHHS
1o riany. OTpuMaHi 3HaYE€HHS TO3BOJISIIOTH BU3HAYUTH YU BUKOHAHI
Ha JaHWH MOMEHT BCl 3aIUIaHOBaHi 3aBAaHHs, HEMA€ MEPEBHILEHHS
TEpMiHIB BUKOHAaHHSI Ta HE3aBEPIICHUX 3aBAaHb. OTpuMaHi 3HAUCHHS
KPHUTEPIiB JO3BOJISIOTH MEPEOLIHUTH TPYAOMICTKICTh OKPEMHUX MOJTY-
iB 1 IC B oMy, o0 MoTiM CKOperyBaTH MpoIec Po3poOKHU 3 METOKO
3MCHIIIUTH BIIXUJIICHHS BiJ 3aIlUIAaHOBAHOI JaTH TepeAaHHs IO eKC-
IIyaTanii, TAKUM YMHOM, 3HU3HMBIIN PU3UK MTOPYLICHb KAJIEHIAPHOTO
TJIaHYBaHHS.

Hnsa IC 3 BeG-inTepdeiicom (BOIC) piBeHb KpuTHUUHOCTI web-
pecypciB pi3HOTO piBHS BKJIAIEHOCTi 3HAYHO BiAPI3ZHAETHCS 1 TOMY HE00-
X1IHO PO3MIAgaTH X OKPeMO.

PiBeHb BKJIaJEHOCTI — II¢ mapaMeTp, KUK BiJIIOBiIa€ 3a CTaH BeO-
CTOPIHKHM B 3arajbHiil CTpYKTypi caiity. PiBeHp BKJIaseHOCTI BH3Ha4a-
€ThCSI IO MIHIMAJIbHIHM KUTBKOCTI KUIKIB (TIEPEXOIiB), SIKi MOTPiOHO 3po-
OuTH, MO0 JOCSTTH Ii€l CTOPIHKY 3 TOJIOBHOI CTOPIHKHU calTy. [0oBHA
CTOpiHKa CaliTy 3aBXaM Ma€ piBeHb BKIaAeHOCTi 1. Bcei iHMI cTopiHkw,
Ha SKi MOXXHA MOTPANHTH 3 HEl 32 OIWH KIIIK — PIBEHb BKJIAJCHOCTI 2.
CTOpiHKY 3 piBHEM BKJIAJACHOCTI 4 3 TOYKHU 30py ONTHUMI3aIlii € HEIPH-
MTyCTUMUMU TIPHA PO3pOOIIi CTPYKTYpH CaUTIB, TaK SK MOUIYKOBI pOOOTH
MPOBOAATH 1X 1HAEKCALII0 HE AYKE YacTo.
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Taxum anHOM, cTpykTypa 11K IC Moxke OyTn mpencraBieHa HACTYII-
HUMHHROM: OIS = <structure0 ,S pStructure,S >,

ne structure0=<£Ed2,, EdN3 ,, EANg ,> — nepsunHa CcTpyKTypa
nporotuny BOIC, sixa He MicTuTh iHGOpMaLii Ipo piBEHb BKIAAEHOCTI
web-pecypcis;

Ed2p — web-pecypcu npyroro piBHS BKJIaI€HOCTI IPOTOTHUITY 1HTEp-
¢eiicy I1K BOIC;

Ed3p — web-pecypcu TpeThoTo piBHS BKJIAJICHOCTI IPOTOTHITY iHTEP-
¢eiicy 11K BOIC;

Ed2,,EdN3 ,,EdNg, — Web-pecypcu rmubuie TpeThoro pisHs
BKJIaZieHOCTi porotuny inTepgeticy 1K BIC;

Sp — MarpwuIsg 38’ s3KiB Mi>K Web-pecypcaMu B TPOTOTHII iHTepdecy
[IK BOIC;

structure =< Ed2, EdN3, EdN _, ,> — ctpykrypa IIK BOIC;

Ed2 — web-pecypcu apyroro pisas BkinageHocti [IK BOIC;

Ed3 — web-pecypcu tpetboro piBHs Bknagenocti [IK BOIC;

EdN _,, — Web-pecypcu mmubiie Tpetsoro piBHsi BKiageHocti 1K
BOIC;

S — Matpuist 3B’ s13kiB Mix web-pecypcamu B [IK BOIC.

BinnosigHo, |F| — xinbkicts BugiieHux B [C @O — npuiime BATIIS:

e

rae N2p — KibKICTh €IEMEHTIB MPOTOTHUILY APYIoro piBHS BKJaje-
HOCTi; N3p — KUIBKICTD €JIeMEHTIB MPOTOTUITY TPETHOTO PiBHS BKIIaJe-
HOCTi; N”@® - KUTBKICTh €JIEMEHTIB MPOTOTHUITY TIHOIIIE TPETHOTO PiBHS
BKJIAJCHOCTI;

a F, — KUIBKICTh peai3oBaHuX i MPOWILIM TeCTyBaHHs B k-0i Bepcii
@O — npuiiMe BUITISA;

|F]l=N2+N3+N__,

nme N2 — kinbKicTh web-pecypcis Bepcii BOIC npyroro piBHS BKaje-
HocTi; N3 — KinpKicTs web-pecypcis Bepcii BOIC TpeTboro piBHA BKia-
nenocti; V-, — KinexicTs web-pecypcis Bepcii BOIC rmbme TpeThoro
PiBHSI BKJIQJICHOCTI.

AHAJIOTIYHO KPUTEPISIMU AJIS1 OLIHKH BiANOBIAHOCTI MPOTOTHUILY 3a-
MPOTIOHOBAHO TECTYBAaHHSA HACTYITHUX KPUTEPIiB CTaHY:

1.— xpuTepiil BiANOBIIHOCTI KiTbKOCTI Web-pecypciB Ipyroro piBHS
Bkiagenocti Bepcii BOIC npoToTumy:
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N2 o _ "
M, - e 100%, lim(My_ ) — 100%
P (8.4)

ne N2 = |Ed2| — kxinbkicth web-pecypcis Bepcii BOIC gpyroro piBHS
BKJIAJICHOCTI;

N2p = |Ed2p| — KimbKICTh €NIEMEHTIB MPOTOTHITYy JPYrOro piBHS
BKJIAJ€HOCTI;

2.— KpuTepiil BiANOBIAHOCTI KUTBKOCTI Web-pecypciB TpeThOro piBHs
BKiagenocti Bepcii BOIC mpoToTumy:
N3 .
——x100%, lim(M, )— 100%
N3, s

(8.5)

ne N3 — xinbkicte web-pecypciB Bepcii BOIC Tpersoro piBHs
BKJIaJIEHOCTI;

N3p — KiJIbKICTb €JIEMEHTIB IPOTOTHITY TPETHOTO PiBHS BKIIAIEHOCTI;

3.— kpuTepili KimpKocTi web-pecypciB B ipotoTHi iHTepdeiicy mmo-
IIe TPETHOTO PIBHS BKIAJACHOCTI:

g

N =;x ZN,. x 100%,
-® N2,+N3, =

limM, )—0

Jie ¢ — MakCUMaJbHUH piBeHb BKIaneHocTi Bepcii BOIC;

N2p 1 N3p — BiINOBITHO KUTBKICTh €JIEMEHTIB MPOTOTHILY APYTOTO 1
TPETHOTO PiBHS BKIAJACHOCTI;

nns kpamoi ingekcanii BOIC [im(M N, )—0 |, T06TO KINBKICTBH
web-pecypciB OUTBIIT HIK TPETHOTO PiBHSA BKIAICHOCTI Mae OyTH SK
MOYKJIMBO MEHIITUM TIOPiBHSHO 3 KiIIBbKICTIO N3 1 N2.

4. MS — xputepiii BinnosigHocTi crpyktypu Bepcii [IK BOIC i mpo-
ToTHITY iHTepdeicy (depe3 CHMETPUIHOCTI BITHOCHO TOJIOBHOI TiaroHa-

T pO3IISIAETHCS TIIBKU HUXKHS TPUKYTHA MaTpHLSA):
N -1

3> afij ]
M, =2XW,IIMWS) -1,

MN

3:

(8.6)

; (8.7)

ne N — xinbkicts web-pecypceiB BOIC i mpototumy (y pasi KiIbKICTb

web-pecypciB He 30iraeThesi, JOMAOTLCSA BIJICYTHI PSAJIOK 1 CTOBICID 1
3aIIOBHIOIOTHCS HYJISIMH);
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Lecnu S [i1[71=SE1[/] »
0,ecau S ,[i1[j1+ S[[ /]

S — MaTpwurs 38’ s13KiB Mixk web-pecypcamu BOIC;

Sp — MaTpuIs 3B’ A3KIB MK €lIeMEHTaMH IMPOTOTHUILY.

V 3aroyioBKax ps/IKiB i CTOBII[IB MAaTPHIll Sp 3HAXOIATHCS HAa3BU BCIX
enemenTiB ipototuiry BOIC:

aillj1=

0.e,e 38730k Midc i-motiu j-m-moii chop.eiocymHiil;
1.e,e icuye nepexio 3i-m-moil kg Y10 cmop

S, [i][j] =

2.e.e icnye nepexio ¢j-m-mou HaMmyio cmop

|3.e.e icHye docmoponii nepexio.

Marpuus S OynyeTbcs aHaJIOTIUHO.

5. CriBBiZHOMIECHHS TPYAOMICTKOCTI PO3pOOICHIX Ta 3aTBEPIIKECHUX
web-pecypciB Bepcii BOIC y 3aranbHOT 3aruiaHOBaHOT TPYAOMICTKOCTI
BOIC po3paxoByetbcst aHanmorivHo (8.6):

Mpragress = i|:( M + tSp[l]) - (l.(fz + tS[l])} limmpragress) — 0:

~|""T00
ne i=1.N, N=SF| — 3aragpHa KUIbKiCTh 3aIUTAaHOBAHHX
web-pecypcis;
Ip

! — mmanoBi TpynoButpat Ha PO;
! — BiJICOTOK 3aBEpIICHOCTI i-0ro web-pecypcy;

S p[l I~ nnanosi TPYOOBUTpPaTH Ha peaji3alifo 3B’S3KiB i-0ro
web-pecypcy;

]I}) — MOTOYHI (haKTUYHI TPYJOBUTPATH Ha Web-pecypc;

tS[i] — norouni (axkTUYHI TPYIOBUTpPATH Ha peaisallilo 3B’A3KiB
i-oro web-pecypcy.

Hani xputepii nepesipsitorbest Ha koxkHoMY ertani KL BOIC 3a no-
MMOMOT0I0 aBTOMaTH30BaHoro TecTyBanHs nocuians BOIC. Ile go3Bomnse
MIEPEBIPATH BIAMIOBIIHICT KITFKOCTI Web-pecypciB ycix piBHIB HE00Xi-
HOMY 3aMOBHHUKOM KUJIBKICTIO.
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8.6 Meton perpeciiHoro TeCTyBaHHs Web-OpIEHTOBAHNX CUCTEM

B ocnoBy Mmeromy mnoknazeHo mporotun intepdeiicy IC (7.1),
Ha TIJICTaBi SKOTO OOYMCIIOIOTHCS KpuTepii oiiHku skocti (8.1-8.7),
0 3B’SI3YIOTH JoTiuHy Mozenb IC, mo po3po0mseThes, 3 apTedakTaMu
Ha pi3HuX ertanax crBoperHs BOIC.

PosrnsiHeMo 00UUCITIOBAIEHY CXEMY METOY:

Etan 1. Bynyertscs matpuiis arpudyTiB BUMOT — JI0 aTpulyTiB (pyHK-
iOHANBHUX BUMOT V nomaeTbes aTpulyT «PeamnizyBatu Ha cTopiHmi abo
it @Oy, B siIKOMY BKazyeThCsl iieHTH]IKaTOp web-pecypcy, B SIKOMY
TUTAHYETHCS peallizyBaTy JaHy (pyHKI[IOHATbHICTb.

Eran 2. 3 nons «PeanizyBaru Ha cropinui ado 1t @O» BUTATYIOTh-
cs ineHTudikaropu web-pecypcis, MpUOUPAIOTHCS MOBTOPIOBAHI 1 op-
MY€ThCSl MacuB iMeH web-pecypciB MaitOyTHroi IC structure0:

€j -
V4 =="Peanizyeanu ons @O"= structurd),

a
b

J

ne Ve - Habip arpubyTtiB web-pecypey; j = [..N, N — KiJbKicTb
web-pecypciB;

structure(- nepBuHHa cTpykTypa IC, sika He MicTUTh iH(OpMAIii Tpo
piBeHb BKJIAJICHOCTI Web-pecypciB.

Etan 3. bynyeTrscs MomudikoBana CTpyKTypa IpOTOTUITY Sp, TOOTO
CTPYKTYpa B3aeMO/Iii web-pecypciB, MATPHUIS MOKIMBHX ITEPEXO/IIB MikK
HuMu Sp [N+1] [N+1].

Etan 4. B pesynbrari po3po0ku Ha k-0if iTepallii OTpIMYIOTh MOJIH-
¢ikoBany ctpykrypy [IK IC structure i MaTpuIt0 MOXKJIMBHX HEPEXOiB
Mix peanizoBanumMu web-pecypcamu S [N + 1] [N + 1].

Eran 5. [licns erammy po3poOku, Ha KOXKHiH iTepallii Ha eTari TecTyBaH-
HSl PO3PaxXOBYIOThCS MOAN(DIKOBaHI KPUTEPIi IS OI[IHKK CTaHy MPOIecy
po3po6ku I1K IC, 3anucani B popmynax (8.1-8.6), ToOTO MOPiBHIOIOTHCS
Moan(ikoBaHa i MEPBUHHA CTPYKTYpa MPOTOTHUITY 1 CTPYKTYPH, OTpUMaHi
B pe3yJIbTarTi aHai3y po3poOiieHOT Ha IOTOUHI iTepallii Bepcii cuctemu:

[N +1][ N +1] ==Sp [N +1][ N +1]
tructure ==structure(

Etan 6. OOuparorbcss Metonu TecTyBaHHS misi 3MiHeHHX PO IC.
IIpoBonUThCS TeCTyBaHHS 1 3HAWIEHUM ITOMHJIOK 3aJIC)KHO BiJ Pe3ylib-
TaTiB TECTYBaHHS MIPUCBOIOIOTHCS TaKi CTaTyCH:
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status(bug.) e {"open"," fixed","verified fixed","verified closed"},

JIe «open» — BIIKPUTHH i BUMarae TecTyBaHHs; «fixed» — Burpasie-
Huif; «verified fixed» — mepeBipennii BunpaBienmii; «verified closed» —
3aKpUTHUM BUIIPABICHUM.

Eran 7. Bubupatotscst Metoau TecTtyBaHHs Aj1s1 ToB’ si3anux PO IC
3a PaxXyHOK aHaji3y CTPYKTYpH 3B’sI3KiB Mixk pecypcamu IC.

dopMasnbHO TpoLec BUOOPY METOIIB TECTYBaHHS BUIVISIAE HACTYII-
HUM YHHOM:

1. Jinst nedpexriB (momunok) 3i crarycom « fixed », HeobximHO BUKO-
HaTH TECTYBaHHSA web-pecypcy, 3 SKAM IOB’s13aHO (YHKITIOHAIEHE BH-
MoOra, 10 SIKOTO BiJTHOCUTHCS BUIIPABICHUI z[eg(peKT:

e
if (fixed(bug,) & bug, eV ¢) = test(e?),

ne bug, — Oynb-sxuii 3 Hesakputux aedexris, i=1..Nb, Nb — kinb-
KiCThb Ie(EKTiB;

ﬁjgd(bug i) - npuBnacHenns gedekry crarycy « Jixed

v , .
. — (yHKIIOHaIbHA BUMOTA, 5IKa CTABUTHCA BIJIMTOBIHO J0 pecyp-
e . . .
cy ¢, g=1.N, N - xinbkicTth web-pecypcis;
test(e®) o - €
— 3amyck Oe3nidi TecTiB 11 web-pecypey ¢ .

2. Bu3Ha4aroThCs pecypcu, 0B s13aHi 31 3SMiHEHUM, A7l TECTYBaHHS:
. k
if (S, [2][k] >0) = test(c}),

e k—o.N- HOMeEp web-pecypcy.

3. Sxuio TectoBaHMK Web-pecypc 1 Bce, OB’ sI3aHi 3 HUM, MPONIILIH
TECTYBaHHS, IOTOYHOTO Je(QEKTy MPUCBOIOETHCS CTATYC «IEPEeBipeHUit
BHITPABJIICHUI 1 MTOTIM «3aKPUTHH BHUIIPABICHUID:

if (test(ef) ==passed &test(es) ==passed)

= verified fixed(bug,) & fixed closed(bug,),

ne verified fixed (bug,) — IPUCBOEHHS bug; CTaTyCy «IepeBipeHUI
BUITPABICHUID);

fixed closed(bug,) — npucsoenns DUg; crarycy «saxpuruii

BUIIPABIICHUI».
Eram 8. [IpuifHATTS pillIeHHS TIPO 3aBEPIICHHAS PO3POOKH.
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Etamm 1-7 BUKOHYIOTBCS Ha KOXKHIN iTeparlii A0 THX Tip, MOKH pe-
3yJBTaTU TECTYBAaHHS HE 31MIyThCs 3 MPONMMCAHUMU B IJIaHI TECTYBaHHS
KPHUTEPISIMU 3aKiHUCHHS TeCTYBaHHs. B ycmimmHUX po3poOkax KpuTepii
My, =100%, imM; =100% i limM,_— O (rpanuunnii pi-
BEHb MOYKE BCTAHOBIIOBATUCS 3aMOBHHKOM ).

HeoOxinHo, 1100 lim 1}\42\,2,3 —100% , hmMS —100% u
lim M. v = 0% TOMY TIPH IHIIMX 3HAYEHHSX HEOOXiTHO BU3HAYH-
TH 4epe3 IO BiOyJaocs BiOXWJICHHS BiJl HOPMH 1 BHIIPAaBUTH HEBil-
MOBIAHICTH MpoTOTHITY (eTamn 5) abo HeakTyallbHEe IPOTOTHUI (eTart 2).
V pasi 3miHN a00 1omaBaHHS BUMOT IO CHCTEMH — IIOBEpHEHHs Ha |
eTar.

3anponoHOBaHUK METOJ BUXOAMTH 32 PaMKH CTAaHAAPTHUX I
KOHTPOJIOBATH SKIiCTh 1 JI03BOJISIE 3a0€3MEUNTH AKICTh Ha Pi3HHUX eTarax
KL Ile MoXxJIMBO 3a paXyHOK IJIAHOMiIPHOTO KOHTPOJIO Ta BiJCTEXKEH-
HS BIANOBiIHOCTI po3pobmioBaHoi IC Bumoram 3amoBHHKA 10 (pyHK-
mioHansHOCTI 1 cTpyKTypi IC. CTBOpEeH] Ha KOXKHOMY eTami apTedaxTH
TECTYIOThCS Ha BiJIMOBIIHICTh MPOTOTHUITY 1, TAKMM YHHOM, JaHUW METOT
HaJ[a€ KOIIITH OIIHKY SIKOCTI Ha pi3HUX eTamax cTBopeHHs IC 3a paxyHOK
aHaJi3y BiJMOBIIHOCTI JIOTIYHOI MOJIENi pO3pOOIIOBAHOI CHCTEMHU, TIPH-
HHATOI 3aMOBHUKOM.

9 BUKOPUCTAHHS
BIAAANEHOI NABOPATOPII GOLDI /15 BYBYEHHS]
3ACOBIB TECTYBAHHS BBYAOBAHMX CUNCTEM

9.1 Ananis moxnmsocTten naboparopii GOLDI
ang Linew HABYAHHS

[Ipu cyyacHOMY HaBYaHHI HEMOXJIMBO HE BUKOPHCTOBYBAaTH iHGOp-
Marliitai komyHikariitai Texaonorii (IKT).

Koxkna 3 m’site a3, 1o npucyTHI py BUKJIaJaHHI MaTepialy — BCTYI
0 Marepiany, MoTuBaliiHa ¢aza, (aza BUKIaZaHHSI Marepiamy, ¢aza
(hikcamii Ta miarHoctuuHa ¢aza, mictuth cBoi IKT.
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Opniero 3 HalBaxmuBimmx (a3 € ¢asza ¢ikcarii MaTepiaiy, KOJIH
YYEHb 3a JIOTIOMOTOI0 JTJA0OPATOPHOTO MPAKTHKYMY 3aKPIiILUIIOE OTpPHMAa-
Hul marepian (puc. 9.1).

A,

10%
YuTtaHHA

20% Bigeo

30% lMpeseHTauia

40% OBrosopeHHs
(auckycia)

75% MpakTnyHi poboTtn

90% Has4yaHHA iHWKWX

PrcyHok 9.1. Mipamiga ebekTMBHOCTI METOAIB HOBYOHHS

Are B cydJacHHX yMOBax IyK€ CKJIQJHO 3a0€3MEeUUTH MOCTIHHUI
JOCTYTI 10 00NaHaHHs, 0COOIMBO KOJIM i€ MOBa IPO KOPOTKOCPOUHI
KypCH ISl TIPEICTaBHUKIB MiANpHEMCTB. Ha miATpUMKY MPUXOIATH Bif-
naneHi maboparopii [1-7].

Jlnst TpyHTOBHOTO BHKOPUCTAHHS iCHYIOUHMX BiJJaJieHuX jaboparo-
pili HeoOXiHO MpOBECTH BCEOIUHMIT aHAIi3 pe3ysbTaTiB HaBYaHHS, IO
TUTAHY€EThCA 3a0€3MEeYNTH Ta TOTYXXHOCTEH BiIJalleHuX Jiaboparopi.
EdexTuBHIUM iHCTPYMEHTOM JJISi TAKOTO aHANI3y € METOJX CTPaTeTiqHO-
ro ianyBanHs SWOT (Strengths, Weaknesses, Opportunities, Threats).
[TaboH M1 BUKOPUCTAHHS BiImajeHUX JlabopaTopiii HaBeleHUH y Ta-
omumi 9.1 [4].

Jlns BuBYEHHS TUCHMILTIHU SIKICTh iH(GOpPMAIIHUX CUCTEM Oyiu
MpoaHaizoBaHi It i 3aBganas (puc. 9.2). Byno npoBeneHo aHami3 pe-
*uMiB QyHKIioHyBaHHA Jaboparopii GOLDIi [3—6] Ta npoBeneno SWAT
(Tabnuus 9.2).
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Tabnmug 9.1. 3aransHnin wabdnoH SWOT aHanizy ans ananTaLlii iICHyioumnx
BinaaneHnx nabopaTopin

MoxauBocTi
SIKi MOXJIUBOCTI
BigmageHol
naboparopii?
Ska rainysp
BUKOPHCTaHHI
BigageHol
naboparopii?

IHorposu

SIki oOMeXxeHHs Ha BX1IH1
Ta BUXI1JIHI JaHHI IpU
BUKOPHUCTaHHI BiiJaieHOT
naboparopii?

Ski nepengymoBu
BUKOPUCTAHHSI B1IJAJICHOT
naboparopii?

CuibHi cTopoHi
Ska meta Kypcy?
SIxi 3aBmaHHs
HaBYaHHS?

Sxi meTonn
[TOBUHEH BUBYHUTH
CTymeHt?

Sxi IKT MoxyTh
OyTH BUKOpHUCTaHI
B Kypci?

Jlns sikux 3aBaaHb
MOXYTb OyTH
BUKOPUCTAHHS
IKT?

SIKi MOXKIIMBOCTI
BiggageHol
naboparopii
JTO3BOJISTH
BUPILINTH 3aBJaHHS
HaBYAHHSA?

SIKi MOXKJIUBOCTI
BUKOPUCTAHHS MaTepiany
Kypcy, 110 JI03BOJISTh
3ano0irT! nepeaymMoBam
BiganeHoi gaboparopii?

Cia0ki ctopoHun
SIKi icHyI0TBb
nepeayMoBH

JUIs1 BUBYCHHS
JUCLMILIIHA?

Yu € B Kypci
Marepian Jis
SIKOTO HE MOYKIIBO
BHUKOPHCTOBYBAaTH
IKT?

Sk moty>xHOCTI
BiJiaeHol
nabopatopii MOXYTh
OyTH BHKOpHCTaH1
JUTSE 3ar100iraHHs
MepenyMoB Kypcy?

SIK MOXKITMBO MiHIMI3yBaTu
BHYTpIlIHI cnabocTi 1t
3an00iraHHs 30BHILIHIM
rnorposam?
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Hapati 3HaHHs 3 Bepil Ta Baniavii cucrem

| BusHauuTK Haibinkl XapakTepHi ANS BEYAOBAHUX CUCTEM TUMM NOMIIOK

|, Haaatu 3HaHHA Npo METo[ rPaHiuHOro TECTYBaHHA

| OaHaiioMUTK 3 PIZHOMAHITHNMM NIAXOAAMK RO TECTYBAHHS BOYAOBAHHX

|\ cucrem

‘OMeTa ‘ [ Bustntu ocrios Horenso-opieiTosatioro recrysanm
bl

| PO3PI3HATH BUAM NOMUOK BEYAOBAHNX CUCTEM
¥ S| = [ 6ynysatu FSM u UML Mopenu Tecie

| @ Komnerenuii |+

|

| BMKOPUCTOBYBATM METOR rPAHIYHOTO TECTYBAHHS

| po3pobnatn asTomatusosani Tectn

C/C++
OCHOBM ENeKTPOHHIKM

\

‘Qnepenymoau M i

\ Craturerika

PrcyHok 9.3. OCHOBHA iHGOPMALLiSI 3 ANCUMMAIHN «SIKICTb iIHOOPMALINHX
cncTem»

Tabnnug 9.2. LabnoH SWOT ang aaantauii naboparopii GOLDI ang
ancumnaiHy «SIKicTb iIHGOPMALIMHNX CUCTEM»

Mo:xnuBocTi ITorposu
CunbHi Buxopucranus HeoOxinHo po3pobutn
CTOpOHI HACTYITHUX PEXKUMIB NPaKTUKYM JUTS TeHeparil
naboparopiit TECTIB, 1110 MOXYTh
“Stand alone mode” BUKOPHUCTOBYBAaTUCh
JUTSL HABYaHHIO JUTSL TUTATH IBUAKOTO
reHeparii TecTiB 3 MIPOTOTUITYBaHHS

BUKOpucTaHHsIM FMS.
“Remote control
Mode” s BUKOHAHHS
PO3pOOICHHX TECTIB

“Rapid Prototype
mode” mis
(byHKIIOHAIEHOTO
TECTYBAHHS
Cra0ki Buxopucranus HeoOxigHO po3poduTH
CTOPOHH BIpTYaJbHOTO PEXKUMY | JOAATKOBI TECTH 3
“Virtual control Mode” |FMS, VHDL and C ns
nepesi BAKOPUCTAHHSAM | BOYJJOBAaHHX CHCTEM
00aTHaHHS y cuctemi LMS Moodle.
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Tax mis BUKIIagaHHSA B paMKax MixkHapomHoro mpoekty 1Co-op mis
KOKHOI (ha3u BuKiIagaHHs Oyiau BuUkopuctanHi HactynHi IKT — Betyn
JI0 Marepiany — npe3eHrailis adoparopii GOLDI, moTuBamiiina ¢aza —
nemMo pexum sadoparopii GOLDI, ¢a3a Buxiiaganas marepiay — mpe-
3CHTAlllifHI MaTepiajin, JOJAaTKOBI TEOPETUYHI MaTrepiainu Oyiu 3aBaHTa-
JKeHi B yHIBepcHTETChKY cucteMy LMS Moodle, dasa dikcarii — pesxxumu
BignaneHoi Jaboparopii GOLDi mns BuBueHHs FSM st BukopucTaHHs
NpY FeHepalii TeCTiB Ta 0CHOBU (PyHKIIOHAJIBHOTO TECTYBaHHS, IS [ia-
THOCTHUYHOI (pa3u — CUCTeMa KepyBaHHsS KOHTeHTOM Moodle

9.2 BukopucTaHHs naboparopii GOLDI ans MoaensHo-
OPIEHTOBAHOIO TECTYBAHHS

TectyBanHs Ha ocHOBI Mozermi (armt. Model-based testing) — me TecTy-
BaHHS MPOTPaMHOTO 3a0e3IeUeHHsI, B SKOMY BapiaHTH TeCTYBAaHHS 4acT-
KOBO 200 ITIJTKOM BUXOJISITE 3 MOJIEII, SIKa OITUCYE JesKi aCTIeKTH (JacTimre
(yHKITIOHAJIBHI ) TeCTOBaHOI cucTeMu (aHmI. System under test). Momeni
MOXXYTh BifoOpaxaru 0axkaHy IMOBEIAIHKY CUCTEMH ab0 BUKOPHCTOBYBa-
THUCSI JUIs1 CTBOPEHHS TECTOBHX CTpaTeriii abo cepeloBHIa TECTYBAHHSI.
TecTyBaHHS Ha OCHOBI MOJICITI BAKOHYETHCS B HACTYITHI €TaITH:

1. TloGymosa momeni (Moaens KiHICHUH aBTOMATIB, MOMIEIh MO CH-
cTeMu, 1 T.1.).

2. TenepyBaHHS O4iKyBaHUX BXiJIHUX JTaHUX.

3. TeHepyBaHHS OYiIKyBaHMX BUXIJIHUX 3HAYCHb.

4. TlopiBHSHHS 3 (AKTUYHUMH PE3YJIbTaTaAMU.

5

[TpuiHATTS pilieHb

[Ipu noOynoBi Mozeni, BOHA IOBUHHA BiMOBiAaTH HACTYITHUM BUMOTaM:

* MPOCTOTa — MOJENb MOBHHHA OYTH HACTUIBKU MPOCTOIO, 100 BH-
Tparu Ha ii moOy10By MOTIH 6 OKymUTHCS. XOpoIla IpocTa MOAETH
HE BHMarae BEJIHMKHX BKJIQJICHb Ha HaBYaHHS NepcoHairy. Monenb
NOBHHHA OyTH 1HTYITUBHO 3p0O3yMiIOI0 KOKHOMY CIiBPOOITHHUKY;

*  JICTaJbHICTH — MOJICb TIOBUHHA OyTH HACTUILKH JETAILHOIO, 100 3
il JormoMororo MoXkHa Oys10 O ommcaTy BCi CTaHU 1 MapamMeTpH Ipo-
rpaMHu TS TIPOBEACHHS MOBHOI[IHHOTO TECTYBaHHS;
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*  TECTOBAHICTh — MOJIENIb MMOBHHHA OyTH MOOYJOBaHA TaKUM YHHOM,
100 npu reHepaiii TecTiB Mo)kHa Oyi1o 6 oTpuMary TeCTOBi HabOpH,
NPUAATHI JJISL PYYHOTO TECTYBaHHS (& 3T0I0M, 1 aBTOMaTH30BaHOTO);

*  aBTOMAaTH30BaHICTh — MOJIEIh TOBHHHA MiATPUMYBATH IOTCHIIIHHY
aBTOMATH3allil0 TeCTyBaHHA. T0OTO mepexou MiXk CTAaHAMH TTOBHUHHI
OyTH HACTUTBKH «HHU3BbKOPIBHEBUMU», MO0 X MOXKHa Oyno nepena-
BaTH Ha BX1J IHCTPYMEHTY aBTOMATH3aIlil TECTYBaHHS.

Jnst moOynoBu BapiaHTIB TECTYBaHHS 3aCHOBAHMX Ha MOJEISAX e(ek-

TUBHUMH IHCTPYMEHTaMH BHCTYIAIOTh: Jiarpamu ctaniB UML, kiHIeBi

aBTOMAaTH, aBTOMaTH MiJi, aBToMaTn Mypa, KOHTEKCTHO-HE3aJIexkKHi rpa-

MAaTUKH, MapKiBChbKI MEPEXi, TAOIHIII PIllICHb.

[Ipu BUKOpUCTAHHI KIHIIEBUX aBTOMATIB JIUIsl TECTYBaHHS YMOBH MOXYTb

OyTu 0OpaHi 32 HACTYITHUMHU KPUTEPIIMU:

1. Slki 3HayeHHss Moxe mpuiiMaru napamerp? IlepeBipuT rpaHHYHI
3HAYEHHS, HETIPUITYCTUMI 3HAUCHHS, HOPMAJIbHI 3HAYCHHSI

2. Slki cykynmHOCTI 3Ha4€Hb MAtOTh 0COONMMBHIA ceHC? SKIIo mapamerpu
3aJIeKarh OJIMH BiJI OJHOTO — POCTEKHUTH 3aJIEKHOCTI

3. Slki komOiHaIii mapaMeTpiB MPUBEAYTH O KOPEKTHIH poOOTi mpo-
rpamu / MeToxy / Moayiis?

4. Ski xoMOiHalii mapaMeTpiB BHKIMYYTh MOMUWIIKY, HENPaBUIbHUIM
KOJI IOBEPHEHHSI 200 aHOMAaJIbHA MOBE/IHKA?

Ha pucynky 9.4 BinoOpaskeHi MOXKIIUBI cuTyarlii mpyu GopMyBaHHI MO-

neneit 3 BukopuctanHsiM FSM.

\( a/l I, \

a/0 (—\‘3/1 b/0
@ @ @ @ g
bt ) a/1) Fa/ |py1 an q2 a/1 Q
& - !

b/0 b/0 b/0 b/0

Correct design Operation error Transfer error Extra state error Missing state error

PucyHok 9.4. FSM moaeni

Haii6inbeimn ehekruBHUM € BUKOpUcTaHHS FSM Mopnerneii s Takux BU-
IiB TECTYBaHHs SIK MiATBEPPKYIOUe TecTyBaHHs (conformance testing),
TECTYyBaHHs MepexoiB (transition testing) Ta TeCTyBaHHS Ha OCHOBI KpH-
TEPi0 TEKCTOBOT'O MOKPUTTS (coverage testing).
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Jlns HaBYaHHS MOJENTIOBAaHHIO 3 BHUKOpHUCTaHHAM FSM Bimmamena Ti-
Opuana maboparopis GOLDi mMae BipTyanpHH pexum (puc. 9.5) Ta Bia-
JTAIEHUH eKCTIEPUMEHT 3 BUKOPUCTAHHAM BeO-KiTieHTY (puc. 9.6) [5].

T en—— T =5 SR e o ATEVIEETYmm——
[« 141.24.211.89, 1y

PucyHok 9.5. BipTyanbHUM pexim pobotm nigta

L
Type=FSM

141.24.211.89/indlex.php?Functior v

PricyHok 9.6. BinaaneHuin ekCrneprMeHT ans KOHBEEPHOI NiHil

3aBaaHHs U CTYJCHTIB MOXKYTb OyTH HACTYITHUMHU:
1. TloOynyiite Monens poboTH 3-BiCHOTO MOPTANy BiAIOBIIHO IO Tpa-
(hixa Ha puc. 9.7.
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2. Po3mupuTH TECTOBI MOCTIIOBHOCTI 1 BUKOPHCTOBYBATH iX IS KOH-
CTPYIOBaHHS IIOKPUTTS BCiX MEPEXOMiB ISl MOJIENi 3-BiCHUI TOpTAJl.

3. Po3poOuTn HaUNpOCTIIMK KPUTEPil TECTOBOTO MOKPUTTS AJIs 3-Bi-
CHOTO TIOPTAILy.

AP CUBS: AHDL toduc x | g Mepezonencioogle X e GOLLI BA(: I e -d

€ 9 €[ wwiimenaude/golci -

abenivorne (-¥) und beginnt znschlieiend wiecer mit de- Bewegung nach rectts.
Beispiel Code FPGA &
Beispiel Code uC &

In jedem der Zusiande des Automaten : die Blequng der Ausgange in foljende Reinenfolge angegeben (ys s V3 2V Vo)

jxn
/

/

S

Copyriaht by TU limenau, ICS, 2014 Prvacy  AboutUs
‘ £) mSv3nissvg ‘ ¥ Bee crurtnme daiirbl, X

< e m oo Llle = e

PrcyHok 9.7. Mogenb po6oTi 3-sBicHOro noprany

4. Po3mmpuTH TECTOBI MOCTIIOBHOCTI i BUKOPUCTOBYBATH iX JJIS TIO-
KPHUTTA BCIX MEPEXO/iB ISt MOJENI JTi(T.

5. Po3poOutu HaWmpocCTiluii KPUTEPi TECTOBOTO MOKPUTTS AJISL MO-
TSI JTQT.

6. Po3mmpuTy TECTOBI MOCTIIOBHOCTI 1 BUKOPUCTOBYBAaTH X JIJISI T10-
KPUTTA BCIX MEPEXO/iB I MOJIEIN KOHBEEPHA JTiHisL.

7. Po3poOuTH HAMIPOCTIINI KpUTEPil MOBHOTO TECTOBOTO MOKPUTTS
JUTs KOHBEEPHOT JIiHii.
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9.3 BUKOPUCTAHHS MAATY LUBUAKOrO MPOTOTUMYBAHHS A7
HOBYOAHHS GYHKLIOHANBHOMY TECTYBAHHIO BOYIOBAHNX CUCTEM

Cepruem BinganeHoi ridbpumHoi maboparopii GOLDI € miara mBuako-
rO MPOTOTUITYyBaHHs. PoOOTa 3 1i€10 TIIaTOr0 MOXKITUBA SIK 3 BAKOPUCTaH-
HSIM aBTOHOMHOTO TiporpaMaropa (puc. 9.9) tak i 3 BAKOPUCTaHHSIM Bip-
TyaJbHOTO Ta BiiJaieHoro pexumiB Jadoparopii (puc. 9.10-9.11) [4, 5].

#= GOLDI RPB Programmerv100 = =

ILMENAU UNIVERSITY OF
TECHNOLOGY

GOLDI RPB Programmer

Open

Board is offline!

¥ Reprogram onfie change Program

18/12/2018 16:24

PrcyHok 9.9. [nata WeMaKoro npoToOTUMYBAHHS

FiniteStateM. Manual Control Microcontroller

s|=

ElevatorB (4. Elevator C(4... Production Cell

PucyHok 9.10. Pexnmun pobotn sinaaneHoi nabopartopii
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PrcyHoK 9.11. PO60TA 3 MNATOO LLBWAKOTO MPOTOTUMYBAHHS

st poboTH 3 MJIaTO BUXITHUMH JaHUMH €.pof daii, oTpuMaHuil mpu
koMLl mpoekty B Quartus II [5].

Jnsi BUKOHaHHS (DYHKI[IOHALHOTO TECTYBAaHHS MOXIIUBO BHUKOPHCTO-
BYBaTH MporpaMu po3po0iieHi 3 BukopucrtanusaM VHDL y cepemosurii
Quartus II Web-edition Bix Altera (puc. 9.12).

New Quartus IT Project
4 Design Files

AHDL File
Block Diagram Schematic File
EDIF File
Qsys System File
State Machine File
SystemVeriog HDL File
Td Saript File
Verilog HDL File

|VHDL File

4 Memory Fies
Hexadecmal (Intel-Format) File
Memory Initialization File

4 Verification/Debugging Files
In-System Sources and Probes File
Logic Analyzer Interface File
SignalTap II Logic Analyzer File
University Program VWF

4 Other Files
AHDL Include File
Block Symbol File
Chain Description File
Synopsys Design Constraints File
TextFile

[ o ][ canet |[ hep |

PucyHok 9.12. CtBopeHHs VHDL npoekTy

CTBOpEHHS TECTY CKIAAA€THCS 3 HACTYITHUX KPOKIiB:
Kpox 1. BBenenns npoekty Ha MoBi vhdl.
Kpox 2. Komminsamist mpoexry (puc. 9.13).
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PucyHok 9.13. KomMninguis npoekTy

Kpoxk 3. 38’s13yBaHHsI KOHTAKTiB 3 BUKopucTaHHsM Pin Planner (puc. 9.14)

Ele Edt Vew Projct Assgnments Pocesing Iods Window Hep 5

DEE@ ¥ 2@ 9 ofet c FE¥FO D PO BT AR P A0
8% @ testestvhd 8%
Q | 5 [eom TEx
— Nomed:] - v
& maxv: swiznzTisacs bl | NodeNane Drecton
4> % peor Output Group
| > S oo Output Group
oo | > B pswiz.0) Input Group.
L] <ccnewgroup>>
9|« >
(| Goups | Report
Frasis TEx]
S| 4 & ey Pplonnng A
< > li’l 1 sty P Planning. ..
D ety | Blries | o oeson 4[» :g P fun /0 Assgrment Andlysis
Fasks isx] 3
Fiter: P ol =
Fow: [Conpltion ~| [customize...| 5
===l Directon Locaton OBk Fitterlocaton  1/0Standard Reserved  CurentStiength  DiferentilPar _ Srictreservation A
) PIN_139 2 P13 33VLY. defoult) 16mA (defat)
v 3 PN 135 2 PN 138 3391V, defaulf) 16mA (foul)
o PIN_137 2 PIN_137 3.3VLV..defoult) 16mA (defauit)
v E) PIN_134 2 PIN_134 3.3YLV...default) 16mA (default)
PIN 133 2 PIN_133 3391V, defaulf) 16mA (efoul)
<
8 vew Repart PIN_132 2 PIN_132 339V, defou) 16mA (defaul)
. - ¥ PIN_131 2 PIN_131 3.3VLV.. default) 16mA (default)
v B TineQuest Tring Ansyss || 0 PIN_130 2 PIN_130 339V, default) 16mA (efoul)

[ edt settngs = PIN3 1 PIN3 3.3VLV. defaul) 16mA (default)

T, v| [ o> . om oy i s Laatmi i
< > >
<[E [ @ 4] (4] [® <o v
#lrype 10 Message
i
[ =\ system /\ Processng J

2% ovon17

PucyHok 9.14. Pin Planner ang Quartus |l

Ha puc. 9.15 MicTUTBCS BiINIOBIIHICTH BUXO/IIB Ta KOHTAKTIB 11 MAX®
V - 5M1270Z CPLD Bix Anbrepa.
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Name InputiOutput Fin Mame InputiOutput Pin
[Bargraphl[7] [Oulput FIN_130
ng 3$ 22 33 Bargraphli[6] Outpat FIN_138
hi[Z] Output FIN_137
Hexd] [Output FIN_&7 Bargrap!
el Ot DR Bangraphll[4] Output FIN_134
[Rextia] Duoa BN 102 BangraphO[3] {Output PIN_133
Hex1[3 BargraphD[2] Output FIN_132
Hexl[5 [Dutput FIN_103 T == s
Hexl[4 [Output FIN_104 ParaohDIT) Ot e
Hexi[3 [Output FiN_105 T = SIS
Hexlz [Ovipul PN 7 Bargraohi[f] oo FIN_2
Hexi[1 [Dutput FIN 08 Barmraon i) Ot ST
= e - Barngraphi[4 Cuiput FIN_ 134
[Hex2(7] P Bangyaphi]d Duto FIN 143
(Hex2{3] Output PIN_12 [Bargraphil7] G FIN 142
Hexai5] Dutput FIN 113
[Bargraph[1] Output FIN_141
Hex2/4] Output PIN 114 |Barorsh1[0] Outout EIN 140
Hex2(3] Output FiN_ 117 EutionT] input FIN 53
Hex2l2] Outzut FIN_ 100 Button[8] Input PIN 57
Hex2l1] Output FiN 110 Buton[5] Input FIN 50
[Hex2[0] Quipt PIN 11 Button[4] Inpit FIN 61
";ﬂ guﬂu :N ] Button[3] Ingut FIN &3
I utput N1 Button[2] Input PIN 87
[Hexd(s Quiput PIN 1 Button[1] Input FIN_ &0
Hex3id Quipt PIN_1 Button[0] Input PIN 71
LTTEE] Quipt PIN_126 Buzzer Output FIN 4
Hexd(Z Output PIN 118 Clock Input FIN 18
Hexd(1] Output PN 120 Frequency Input PIN 20
Hex3i0] Output PIN 121 FTDI nCTS Output FIN 5
HexCodeQ[3] Input PIN 52 FTDI_nRTS Input PIN &
HexCoded[Z] Input PIN 50 FTDI RXD Output FIN 7
HexCoded[1] Input FIN 51 FTDI TXD Input PIN 8
HexCodel[0] Input FIN 40 GPIO[11] Oulput PIN 127
HexCode1[3] Input PIN 48 GFIO[10] Output FIN 73
HexCode1[Z] Input PIN 44 GPIOE] Output PIN 74
HexCode1[1] Input FIN 45 GPIO[E] Orutput PIN 75
HexCode[0] Input FIN 43 GPIO[T] Cutput PIN_76
Incremental[1] Input PIN_ED GPICE] Output PIN_77
Incremental[l] Input FIN_81 g:gf Output E:: ;E
— e R GRIO[E] mo.m FIN_25
- — — GFIO[Z] FIN_106
Swiitch[5] Input PIN_60 e Duiput TNl
Switch|4] Inpat FIN_62 Output
Switch[3 Input FIN 86| (GPIO[0] {Onstputt PIN_ 128
Switch[Z] Inpet FIN 68 Hex[7] Cutput FIN_84
o] npud BN Hexdjf Output FIN_56
BTl npat EDRA Hexd[3] Output FIN_20
Hexj4 Output FIN_a1
Hex]3] Output FIN_23

Puc 9.15. BionosiaHicTb KOHTAKTIB Anst MAX® V — 5M1270Z CPLD

Kpok 4. IloBropHa KOMITLIAMIS TpOrpaMu Ta oTpuMaHHs. pof daiimy mms
HOJAJIBIIIOTO NTPOTPAMyBaHHS IUIATH MIBUIKOTO IPOTOTUITYBAHHS.
Komanzoto, mo BiamoBigae 3a po3poOKy Ta TeCTyBaHHS MPOTPaMHOTO
3a0e3neveHHs s BOynoBaHuX cucteM (puc. 9.16) Oymm po3pobrneHi Ha-
BYANIbHI Ta METONWYHI MaTepiand JJisi BAKOPUCTAHHS B MDKHAPOTHOMY
npoekri [Co-op [16, 18, 20].
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PUCYHOK 9.16. KOMQHAA 3 TECTYBAHHS BOYAOBAHMX CUCTEM

PosrisiHeMo npuKiIaaM 3aBaaHb IS PO3POOKHM BapiaHTIB TECTYBaHHS
JUtst QYHKITIOHATIBHOTO TeCTYBaHHSI.

3aBaaHHS 1

Po3pobutn Tect-keiic i MomudikyBarn mpoekT testl y BimmoBimHOCTI

IO 3aBIAaHHA: 3MIHUTH HOMep (YHKIIIOHAIEHOTO TIepeMUKada i KiTbKiCTh

CBITJIONTIO/IIB, TIIO CBITATHCS BIATIOBITHO 0 HOMEpa BapiaHTYy.
Tecr-keiic testl

YHikanpHU ineHTH(]iKaTop BapiaHTa TecTyBaHHA — testl.

Kopotkuii onric BapiaHTa TeCTyBaHHS — KpaifHill cripaBa MepeMuKad sw

[0] 6yne BMuKaTH/BUMHKATH KpaifHiii cripaBa cBiTmozmiox I1d [0].

ITopsinok BUKOHAHHS — BBIMKHYTH IUIaTy, BBIMKHYTH IIPaBUil HepeMuKad.

Bumorm - Tect 3aBaHTaxkeHHWH Ha IUIATy, I[UJIara IIiJKITIOYEHA

JIO KOMIT IOTEpa.

Kpwutepiit 3aBepieHOCTiI — IpU BBIMKHEHOMY MPaBOMY IT€PEMHKadi CBi-

TUTHCS TPaBUH CBITIOAION, IPU BUMKHEHOMY — HE CBITUTHCS.
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Kareropist Tecty — TeCcTyBaHHSI CHCTEMHHX KOMIIOHEHTIB TUIATH.
Agtop — IBanoB I.I.
ABTOMAaTH30BaHUN — TaK.

IMpuxknan nporpamu
library IEEE;
use IEEE.STD LOGIC 1164.ALL;
use IEEE.STD LOGIC ARITH.ALL;
use IEEE.STD LOGIC UNSIGNED.all;
entity test is
port (
pSW: in std logic vector (7 downto 0);
PLED: out std logic vector (7 downto 0);
PLED1l: out std logic vector (7 downto 0)
)

end test;
architecture tl of test is
begin

PLED (0) <= pSwW (0);
PLED (1) <= pSwWw (0);
PLED (4) <= pSwWw (1);
PLED (5) <= pSW (1);
pLEDL (0) <= pSW (0);
PLED1 (1) <= pSwW (0);
PLEDL (4) <= pSW (7);
PLED1 (5) <= pSW (7);

end architecture;

3aBACHHS 2

Po3poOutu Tect-keiic i MoaudikyBaTH MPOEKT test2 y BiANOBIAHOCTI

JI0 3aBJaHHS: 3MIHUTH HOMep (DYyHKLIOHAJIBHOTO MepeMuKaya i KUTbKICTb

CBITJIOAIO/IB, IO CBITATHCS BiAIOBIHO 10 HOMEpA BapiaHTy.
Tecr-kelic test2

VYHiKanpHUH iIeHTH(IKaTOp BapiaHTa TECTyBaHHS — test2.

Kopotkuii onuc BapianTa TECTyBaHHS — BMHKAaHHSI KPaillHBOTO CIpaBa

nepemukada sw [0] Oyzne BUBOOUTH Ha AicIUield HOMEP BapiaHTy.

[opsinox BUKOHAHHS — BBIMKHYTH ILJIaTy, BBMIKHYTH HpaBUii IIepeMHKau.

Bumorn — TecT 3aBaHTaXEHHH Ha T1UIaTy, IUIaTa MiAKJIIOYEHA

JI0 KOMIT 10Tepa.
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Kpwutepiii 3aBepiieHOCTI — TpU BBIMKHEHOMY TIPaBOMY TIepeMUKadi Ha 7
CEerMEHTHOMY JIWCIUIE] CBITEThCS BapiaHT KOPUCTyBada, MPU BUMKHEHO-
My — HE CBITHUTBCSI.
Kareropist Tecty — TeCcTyBaHHSI CHCTEMHHX KOMIIOHEHTIB TIATH.
Agtop — IBanoB I.I.
ABTOMaTH30BaHMI — TaK.
IMpukaax nporpamu po60TH 3 KHONIKAMHU Ta JiCIIEEM
library IEEE;
use IEEE.STD LOGIC 1164.all;
use ieee.std logic arith.all;
use ieee.std logic unsigned.all;
entity btn test is
port (
pbtn: in STD LOGIC VECTOR (7 downto 0);

pHex0: out STD LOGIC VECTOR (7 downto 0);
pHexl: out STD LOGIC VECTOR (7 downto 0);
pHex2: out STD LOGIC VECTOR (7 downto 0);
pHex3: out STD LOGIC VECTOR (7 downto 0)

)

end btn_ test;

architecture numbers of btn test is
begin

if (pbtn = «000000001») then
PHex0<=»11110000»;

phexl <=»00000000»;

phex2 <=»00000000»;

phex3 <=»00000000»;

elsif (pbtn=»00000010») then
pHex1<=»11110000»;

phex0 <=»00000000»;

phex2 <=»00000000»;

phex3 <=»00000000»;

end if;

end numbers;
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Abstract

The Ilmenau Interactive Hybrid Online Lab offers several fields of
application. In this article an enhancement of the existing Online Lab
will be described to provide additional functionalities for a Web-based
rapid prototyping of digital systems as well as the Web-based verification
of such systems. For this new operation mode of the online lab a special
rapid-prototyping board for digital systems was developed to fulfill the
design tasks of digital systems. All the components of the rapid prototyp-
ing board will be described in detail. The implemented online lab infra-
structure allows to interconnect online labs and to exchange remote lab
experiments among different universities worldwide.

Index Terms

control engineering education, laboratories, Web-based education,
virtual and remote labs, Web-based design tools, distance learning, rapid
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INTRODUCTION

In our contribution we would like to present an enhancement of the
IImenau Interactive Hybrid® Online Lab to provide additional function-
alities for a Web-based rapid prototyping of digital systems as well as the
Web-based verification of such systems. Facilities of Hybrid Online Labs
provide permanent online access for students and supervisors, and give
possibilities to check different parts of the designs most easily. This gives
possibilities to realize correct designs, to organize self-study process of
the student more efficiently, to control student’s work and to broaden the
ways of communication in research work with companies. This solu-
tion is intended for the use in teaching materials dealing with the design
of digital control systems and embedded systems — from the basics up
to complex design tasks as well as within the newly established Tem-
pus project “ICo-op — Industrial Cooperation and Creative Engineering
Education based on Remote Engineering and Virtual Instrumentation”,
founded by the European Commission of the program “Tempus”, Grant
No 530278TEMPUS-1-2012-1-DE-TEMPUS-JPHES [1].

The main topic of this Tempus project is to empower university-en-
terprise partnerships in Armenia, Georgia, and Ukraine by modernizing
engineering education based on remote engineering and virtual instru-
mentation enhanced with transversal knowledge and competences at
universities. It also offers new possibilities for bidirectional cooperation
between universities and enterprises in education and research. The re-
mote teaching of enterprise’s staff or usage of universities remote labs
for research purposes is one example for such cooperation. In order to
achieve this, Ilmenau Interactive Hybrid Online Labs will be put in place
at several project partners to develop common learning modules and to
interchange these modules between all the partners based on EU best
practices, partners’ industry expertise, and knowledge of business de-
mand of target countries.

Within the Tempus project a bilateral agreement between Ilmenau
University of Technology and Zaporizhzhya National Technical Univer-
sity (ZNTU) was signed as well. The main purpose of this cooperation

6 Hybrid online labs provide both remote experiments on real electro-
mechanical models (physical systems) in the remote lab as well as simulation
models of these physical systems in virtual labs [2].
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is to engage in joint scientific work in the fields of Automation Systems,
Computer and Software Engineering and Remote Engineering, using the
Ilmenau Interactive Hybrid Online Lab for this purpose. The Institute
of Computer Science and Radio Electronics of ZNTU is in close con-
tact with the leading specialized enterprises of the Ukrainian region. But
unfortunately it is tended to reduce the number of diplomas ordered by
enterprises during last years. One of the factors is difficulties in commu-
nication between student, university supervisor and company supervisor.
Further is considering how Hybrid Online Lab can solve this problem as
well providing an effective remote tool for different level designs.

RAPID PROTOTYPING OF DIGITAL SYSTEMS

With the described enhancement of the functionality we want to pro-
vide exciting and challenging Web-based lab experiments in the field of
digital system design. Course material starts with the basics of Boolean
algebra, combinational logic and simple sequential circuits. This is fol-
lowed by various minimization techniques for logical expressions, dy-
namic effects in combinational and sequential circuits and the design of
digital control systems based on Finite State Machines (FSM). Finally
we offer different methods and tool concepts to create, implement and
validate digital systems to solve complex design tasks.

The goal is to introduce methods and technologies for a rapid pro-
totyping of digital (embedded) control systems, especially the hard-
ware oriented part of these systems. In connection with the mentioned
Tempus project design engineers working in industry may also want to
consider the offered learning scenarios of the project to handle modern
CAE tools, logic simulation and logic synthesis using hardware descrip-
tion languages (e.g. VHDL), design hierarchy, and current generation
of field programmable gate array (FPGA) technology — if they have not
had previous experience with these rapidly evolving technologies. With
modern logic synthesis tools and large FPGAs, more advanced designs
are needed to present challenging laboratory projects.
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ARCHITECTURE

The concept and the architecture as well as different fields of appli-
cation of the [lmenau Interactive Hybrid Online Lab were presented in
various publications during the last years in detail, e.g. in [3, 4, 5]. A
special rapid prototyping board for digital systems was developed for
the new operation mode of the Ilmenau Interactive Hybrid Online Lab,
presented in this paper to fulfill the mentioned design tasks. All the com-
ponents of the rapid prototyping board will be described in detail in the
following sections.

The IImenau Interactive Hybrid Online Lab

Figure 1 gives an overview about the [Imenau Interactive Hybrid On-
line Lab. The infrastructure is based on a universal grid concept which
guaranties a reliable, flexible as well as robust usage of this online lab. A
more detailed description of this grid concept as well as the main com-
ponents is presented in [5, 6].

The server side infrastructure (remote lab) consists of three parts:

an internal serial remote lab bus to interconnect all parts of the remote
lab, realized as CAN bus, a bus protection unit (BPU) to interface the
control units to the remote lab bus and to protect the bus from blockage,
misuse and damage as well as a physical system protection unit (PSPU),
which protects the physical systems (the electro-mechanical models in
the remote lab) against deliberate damage or accidentally wrong control
commands and which offers different access and control mechanisms.

The interconnection between the Web-control units and the selected
physical systems during a remote lab work session (experiment) as well
as the webcam handling is done by the lab server as part of the remote
lab infrastructure.

During a running experiment, the client application will interact di-
rectly with the online lab grid infrastructure. Based on this infrastructure
we offer several operation modes, described in detail in [3, 5]. In the
following we would like to present an enhancement of the existing op-
eration modes to provide additional functionalities for a Web-based rapid
prototyping of digital systems as well as the Web-based verification of
such systems.
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The Rapid Prototyping Board

To fulfil all the mentioned design tasks for the design of digital sys-
tems, we have developed a special rapid prototyping board, shown in
Figures 2 and 8. Over the last years, a number of interesting and chal-
lenging rapid prototyping boards were developed for educational pur-
poses, the UP 3 from Altera [7] or development boards from Xilinx [8].
But most of them support very specific design tasks — not the whole
spectrum, needed from the beginning (e.g. students in the first semester)
to exciting and challenging design tasks in high-level courses.

6.
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Figure 1. Overview of the limenau Interactive Hybrid Online Lab
infrastructure

Our rapid prototyping board is based on the MAX® V 5M1270Z
CPLD from Altera [9]. With its mix of low price, low power, and new
features, the MAX V CPLD family delivers the market’s best value. Fea-
turing a unique, non-volatile architecture and one of the industry’s larg-
est density CPLDs, MAX V devices provide robust new features at up
to 50 percent lower total power compared to competitive CPLDs. The
MAX V architecture integrates previously external functions, such as
flash, RAM, oscillators, and phase-locked loops [9].
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MAX V CPLDs are supported by the free Quartus® II Web Edition
development software. With Quartus II software, students will get pro-
ductivity enhancements resulting in faster simulation, faster board bring-
up, and faster timing closure [10].

Finally, students can use the free Quartus II simulator tool QSim (with
an integrated waveform editor). QSim is a graphical user interface (GUI)
that 1s used to run simulations and launch the Waveform Editor. Also,
QSim is used to set whether the simulation should be a functional or
timing simulation. The Vector Waveform Editor is used to draw the test
input signals for the simulation and select which signal should be shown
in the simulation results [11]. In High-level courses students can use the
more powerful simulation tool ModelSim® to validate the design. Mod-
elSim supports behavioral and gate-level simulations, including VHDL
testbenches [12].

Besides the MAX V CPLD the rapid prototyping board consists of the
following components (see Figure 2):

* Input buttons:

* 8 push buttons:

« PB_7..PB 4 (active low)

* PB 3..PB 0 (active high)

* 2 rotary hexadecimal encoder

* 8 slide switches

* LED outputs:

* 4 7-segment displays (active low)

* 1 LED bar display with 8 LED (active low)

Other components:

* 10.000 MHz crystal oscillator

*  Frequency synthesizer (200 Hz.. 10 kHz)

*  Piezoelectric oscillator (for “sounds”)

* Incremental encoder

* UART (over USB)

*  25-pin SUB-D connector (to connect additional hardware boards,

e.g. for a VGA adapter)

To program the MAX V CPLD on this stand-alone version of the
rapid prototyping board, an additional FTDI chip [13] was placed on the
board. The student has to connect the prototyping board via USB to his
PC or laptop to upload the synthesized CPLD design to the FTDI chip at
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the prototyping board. This chip will program the CPLD automatically
via JTAG interface (see Figure 3).

The Online Lab Rapid Prototyping Mode

For a Web-based usage of the rapid prototyping board, an additional
“interconnection” FPGA is placed on the bottom side of the PCB to real-
ize the communication with the remote lab infrastructure (see Figure 4).
All inputs of the board (buttons, synthesizer, incremental encoder and
oscillator) have to be removed from the PCB and are replaced by a direct
connection to the outputs of the “interconnection” FPGA, which will set
all input signals according to the user’s input via the user interface at
the student’s client PC. The generated outputs of the prototyping board
can be directly read by the “interconnection” FPGA without removing
any LED. The FPGA is interconnected to the BPU within the remote lab
infrastructure.

Figure 2. Rapid prototyping board (schematic view)
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RP Board

Student’s PC or laptop

Figure 3. Programming of the stand-alone rapid prototyping board

« 7-Segment displays « push buttons
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Figure 4. Interfacing the rapid prototyping board to the remote lab

To program the MAX V CPLD on the prototyping board in the re-
mote lab via the Internet, the existing remote lab infrastructure can be
used, as shown in Figure 5. The student has to upload his synthesized
design (FPGA programming file) via the RIA (Rich Internet Application
— a consistent enhancement of previous Java applets — see next section)
on his client PC at home to the remote lab. Then the remote lab server
will forward the data to the corresponding BPU (compare Figure 1). The
BPU in turn will program the connected CPLD automatically via JTAG.
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The Web-based User Interface

The increasing capacity of wireless communication and the growing
number of mobile devices (e.g. smartphones and tablets) on the one hand
as well as modern Internet technologies like JavaScript, HTMLS and
Web Sockets on the other hand provides new possibilities and challenges
in the area of mobile learning. Therefore a realization as HTML5 RIA
was chosen for the Web-interface. Figure 6 gives an impression of this
Web-interface.

By using the client‘s Web-interface, the student is able to upload the
synthesized CPLD code of the design to program the CPLD on the rapid
prototyping board (automatically in the remote lab — see section II1.C)
and to handle the whole lab procedure. This Web-interface allows the
student to manipulate all the inputs of the rapid prototyping board virtu-
ally (slide switches, hex coding switches, pushbuttons and incremental
encoder).

For the look-and-feel of the RIA, we use a visual model of the pro-
totyping board (on the upper left side). All the inputs are realized as
HTMLS control elements and can be activated via a mouse interactively.
Changes are immediately sent to the rapid prototyping board in the re-
mote lab and the corresponding results are displayed again inside the
visual model. Furthermore a webcam will be used to observe the rapid
prototyping board (on the upper right side) to watch the results of the
user’s actions directly as reaction in the remote lab.

FIELDS OF APPLICATION

In this section possible fields of application of the developed rapid
prototyping platform will be discussed.

Following the design flow for digital systems, students have to use
common design tools to implement their control tasks. As mentioned in
Section I11.B they have to use Altera’s development system (Quartus II,
simulation tools).

After synthesizing the bit file as shown in Figure 7, students can use
the prototyping board as stand-alone system (see Section IV.A) or Web-
based rapid prototyping system (see Section [V.B and IV.C).
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Stand-alone Rapid Prototyping System

The simplest way to use the designed hardware platform is as a stand-
alone solution for the rapid prototyping of digital systems (without Inter-
net connectivity), shown in Figure 8. This application is not the focus of
this article and therefore not discussed in detail.

RP Board

RL Infrastructure

BPU

Figure 5. Web-based programming of the rapid prototyping board via
the remote lab

Upload = Example  Options

Input description Errorlog

Disconnect

Connected Connection time: 00:02:23 |55

Figure 6. Web-interface of the rapid prototyping board (RIA)
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Altera‘s Integrated Development Environment

Quartus® Il

ModelSim®

Synthesized
CPLD code
(bit file)

or L
N

Web-based RP board

Stand-alone RP board

Figure 7. Using Altera’s IDE and the rapid prototyping board for the
design of digital control tasks

Web-based Prototyping of Digital systems

By using the mentioned Altera’s development system, students are
able to specify their design via:
»  Text based design methods,

Here the student can enter his design by means of logical equations, truth
tables or hardware description languages (AHDL, VHDL or Verilog), as
shown in Figure 9.

*  QGraphically based design methods,

The student can use block or schematic diagrams to input his design, as
shown in Figure 10.

* Integrated FSM editors.
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In case of sequential design tasks he can directly enter the derived
automaton graph (or graphs of parallel automata) with the built-in FSM
editor, as shown in Figure 11.

The editor itself generates VHDL code for the further design steps.

Furthermore, students can specify, describe, implement and verify
different digital systems using “self-made” IP core libraries (e.g. digital
control systems, serial communication modules, robot sensors control,
models of RISC processors, etc.).

After specification of the given task, students have to simulate their
design. They can choose between different simulation tools within Al-
tera’s development system, e.g. ModelSim for challenging designs in
high-level courses.

Once the design is completed and error free, the student can upload
the synthesized design to the remote lab, program the CPLD on the pro-
totyping board (as described in Section III.C) and can test his solution
using the rapid prototyping platform.

Web-based Validation of Digital Systems

Another use case of the rapid prototyping board is to identify the
function of a given design (black box) or to find malfunctions of a given
well-known design.

The CPLD will be pre-programmed by the teacher and the student has
no ability to reprogram the device.

By manipulating the inputs of the unknown black box (e.g. to enter
all the input sets of a truth table or special input sequences), the student
attempts to analyze the response (the real output signals) of the board to
find out the function of the given design. The student has to enter his test
vectors based on truth tables or input sequences one by one using the
provided controls and observe the results.

It is planned to support the upload of a whole truth table or input
sequence as a text file via the Web-interface of the prototyping board. In
this case the student will be able to record the responses corresponding
to the specified inputs creating a waveform file. This file can then be used
for further investigation of the current design.
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Figure 8. Rapid prototyping board
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Figure 10. Block diagram-based specification
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Figure 11. FSM-based specification

CONCLUSION

A universal hardware platform has been discussed, which can be used
for rapid prototyping of digital systems. It is used for teaching purposes,
from the basics to complex control design tasks including the ability for
both local and web-based remote access.

Within several new European projects in the area of “Remote Engi-
neering” e.g. ICo-op [1], eScience [14] and DesIRE [15] it is increasing-
ly necessary to allow and organize a shared use of equipment. Therefor
the main focus is a Web-wide usage of design tools and remote labs for
the design of digital systems.

Using both, online tool support and laboratories, has the potential
of removing the obstacles of cost, timeinefficient use of facilities, in-
adequate technical support and limited access to design and laboratory
resources. This would also benefit students and researchers with special
needs and students/researchers working from home, so they do not have
to travel to their companies’ facilities to perform their work. Even stu-
dents/researchers working at their university’s facilities can use remote
specialized equipment at another university without travelling.

Students will learn more about the possibilities and limits of remote
control and observation via Internet on practical examples.

The student — besides knowledge consolidation by executing design
and practical experiments using these new Internet technologies — is
forced to estimate the technologies critically.
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Appendix 2. Fields of Applications for Hybrid
Online Labs

K. Henke,St. Ostendorff,H.-D. Wuttke,T. Vietzke and Ch. Lu-
tze (Ilmenau University of Technology,llmenau,Germany)

iJOE — Volume 9, Special Issue 3, 2013
(http://dx.doi.org/10.3991 /ijoe.v9iS3.2542)

Abstract

Based on a grid concept of an interactive hybrid online laboratory we
will describe different fields of applications in different learning scenarios.
The infrastructure is based on a universal grid concept which guaranties
a reliable, flexible as well as robust usage of this online lab. By using the
online lab, students are able to design control algorithms with different
specification techniques to control electromechanical models in the on-
line lab. Additionally, the reconfigurable rapid prototyping platform of the
REAL system can be used to test all the taught topics of a given lectures in
the field of digital system design. Finally, a special demonstration platform
(a ball in a labyrinth on a balance plate) can be used to give the students a
better feeling about the possibilities and limitations of remote control and
observation via Internet and to evaluate these technologies critically. The
implemented online lab infrastructure is based on the iLab architecture of
the MIT, which allows to interconnect online labs and to exchange remote
lab experiments among different universities worldwide.

Index Terms

control engineering education, laboratories, Web-based education,
virtual and remote labs, Web-based design tools, distance learning.

INTRODUCTION

Our Integrated Communication Systems Group at the Ilmenau Uni-
versity of Technology has many years of experience in integrated hardand
software systems and over 10 years of experience in dealing with Inter-
netsupported teaching in the field of digital system design ([1] and [2]).
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We have developed a new teaching concept, called “Living Pictures”
[3] that we use in several phases of the learning process. Living Pictures
are highly interactive Java applets that can be used for demonstrations
as well as for experimental purposes, and also serve as tools in certain
steps of the design process of digital systems. To complete the learning
outcomes by own experiences, the students have to pass hands on exami-
nation in a lab. A task during this examination is to design an algorithm
for a control system that controls one of various physical systems, for
instance an electromechanical model of an elevator or a production cell.

For all students, hands-on experiences are important to deepen their
knowledge about topics they learned during lectures (see Figure 1). At
our university we offer an online laboratory, which gives the students the
possibility to work on real physical systems without the need to stand in
line at a lab or the need to take care of opening hours.

With our hybrid’ online lab we want to offer the students a working
environment that is as close as possible to a real world laboratory. Under
real laboratory conditions disturbances can appear and lead to failures of
the control algorithm that cannot be detected under virtual lab conditions.

experiment user location
objects f local 1 remote
physical 3 local lab remote lab
system =
hybrid hybrid
simulation model  _ lab online lab
of the =% local si ey
physical system  § oca (virtual lab)
hands-on online
lab lab

Figure 1. Classification of lab experiments

Therefore, it is important to include such real disruptive factors for a
closer relation to practical conditions. Furthermore, the online lab should
offer the students stimulus with regards to the design of safety critical
control systems. By the conception of our lab (described in the next sec-
tion), the virtual worlds were embedded within a real laboratory.

7 Hybrid online labs provide both remote experiments on real electro-

mechanical models (physical systems) in the remote lab as well as simulation
models of these physical systems in virtual labs.
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In principle, we would like to concentrate on giving students the
chance to check their prepared control algorithms in real environmental
conditions, which they can interactively influence themselves, and cor-
rect or modify the received results
e via Web-based simulation,

* via Web-based remote control of the existing physical system (that
means before the tutorial course).

Currently, there are no common standards for the architecture of re-
mote labs. This is the reason why universities develop their own remote
lab solutions — suitable for their specific requirements, for example [4],
[5], [6] and [7]. This handicaps a networking of different online labs
among each other and also a usage by different institutions. Missing uni-
form interfaces prevent the programming of universal plug-ins and other
software modules.

ARCHITECTURE OF THE REAL SYSTEM

In the following, we will describe a hybrid interactive online lab, sup-
porting all the design steps for complex control tasks to control various
electromechanical models the REAL system. Goal of the REAL (Remote
and Applications Laboratory) system is to show new ways and chances
of remote controlling and remote observation of real processes (e.g.,
in the fields of control engineering, robotics, tele-control engineering),
dealing with the integrated and interactive usage of modern Internet and
intranet technologies, like HTMLS, jQuery, JavaScript etc. It was de-
veloped at the Department of Integrated Communication Systems at the
Ilmenau University of Technology [8] — see Figure 2.

The implemented REAL infrastructure is based on the iLab Shared
Architecture of the MIT (see Figure 3) which meanwhile is established
as a standardized implementation for online laboratories and will be im-
plemented in more and more locations all over the world. Furthermore,
it allows to interconnect online labs and to exchange remote lab experi-
ments among different universities worldwide.

As mentioned in many papers (e.g., [9], [10] and [11]), interactive on-
line labs can open opportunities which allow an experimental approach
for a wider audience and are also independent of opening hours of the
laboratory rooms and their staff.
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Figure 2. Overview of the REAL system

REAL

Interactive labs will be used, when:
* an experiment requires real-time processing or

» the user wants to observe the whole physical system (the electro-
mechanical models) during the experiment or

* some parameters (e.g., input variables to a control system) need to be
changed interactively during the experiment.

They offer various features like visualization and animation, which
allows to observe and to test all the properties of the design. In connec-
tion with formal design techniques, simulation and prototyping are used
to establish a foundation for the development of a reliable system design.
To check the functionality of the whole design, some special simulation
and validation features are included as integral part of the REAL system.
This offers various possibilities for the execution of simulations, such as:
* usage of simulation models of the physical system for visual
prototyping,

» step by step and parallel execution of these prototypes,

* visualization of the simulation process with the tools also used for
specification,

+ features for test pattern generation and

* code generation for hardware and software synthesis.

REAL offers a Web-based environment supporting the above men-
tioned features to generate and execute a design by using simulation
models. An example will be given in Section IIL.A.
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At any time the students have the chance to adjust their algorithms in
case of faults. Therefore, they are able to achieve a fault free solution (a
validated control algorithm) step by step. For more details see the previ-
ous publications [2], [12] and [13].

Our online lab is used for teaching practical lessons as well as giving
hands-on experiences for the development of embedded electronics. This
is not done using on-site lessons, but remote via the Internet. This has
the advantage that courses can be offered internationally world-wide and
gives students from different countries, speaking different languages, the
same access and equal possibilities in the lab.

Internet™ E Internets

A

Lab Server and
Lab Equipment

Client Application Service Broker

Figure 3. iLab Shared Architecture of the MIT (4)

Additionally, even for local students, the lab offers extended opening
hours (twenty-four-seven) when compared to a regular lab. Besides the
advantages for students, this also reduces the costs for academic teaching
and improves the quality by offering more practical training possibilities.

One implementation challenge is to protect the physical systems in
the lab against wrong control algorithms of students without defining too
many design constraints. Students should be free in their decisions and
develop own creative solutions. They can implement their own design
strategies, therefore a reference design and a method to check the stu-
dents’ design against this reference is needed [14] to protect the physical
system in the lab (see Figure 4).

remote lab

system protection unit

student’s design

reference design

Figure 4. Observation of the student’s design by the physical system
protection unit
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The reference design should be independent of the used control unit
and the development tools. This is done by the protection unit of the
physical system.

Figure 5 illustrates the grid architecture of the REAL system. The
server side infrastructure (remote lab) consists of three parts:

* an internal serial remote lab bus to interconnect all parts of the
remote lab,

* abus protection unit to interface the control units to the remote lab bus
and to protect the bus from blockage, misuse and damage as well as

* aphysical system protection unit, which protects the physical systems
(the electro-mechanical models in the remote lab) against deliberate
damage or accidentally wrong control commands and which offers
different access and control mechanisms.

For a more detailed description of this grid concept as well as of the
main components see papers [15, 16].

The interconnection between the Web-control units and the selected
physical systems during a remote lab work session (experiment) as well
as the webcam handling is done by the lab server as part of the iLab ar-
chitecture (see Figure 3).

!ntemeh

Figure 5. Grid architecture of the REAL system (server side) with Web-client

BignaneHu 1Q BiDTYQNbHUA IHCTOYMEHTAPIN B IHXUHIOWVIHTY . .o oo 229

The iLab Service Broker is mainly responsible for the user manage-
ment and time scheduling. All experiments are made available by this
service and integrated into the iLab Cloud.

During a running experiment, the client application will interact di-
rectly with the online lab infrastructure as depicted in Figure 5 without
any more access to the Service Broker. Details about the iLab architec-
ture are beyond the scope of this paper. Please refer to [17] for further
information.

Figure 6. Simulation model and physical system of a water level control

FIELDS OF APPLICATIONS

Based on this flexible online lab structure we offer different operation
modes to test the developed control task. Simulation and visual prototyp-
ing help to find functional errors. Before starting practical work on real
systems, simulations and animations in “virtual worlds” are often used
to verify the developed solutions. The behaviour of the physical system
that should be controlled, as well as its environment, will be emulated as
a simulation model. The student can influence this “virtual world” and
analyze the caused reaction of his control algorithm. Figure 6 shows an
example of such a simulation model.

These steps have to be executed until no more errors are detected. But
there is an essential disadvantage in this method. Real disruptive factors
(e.g., failure of single components, mechanical problems or process varia-
tions) cannot be recognized by the underlying virtual environmental model.

Generally, only a simulation of predetermined malfunctions is pos-
sible. After some time, all these effects are well known in the student’s
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community. Unconsidered sources of errors lead to undetected failures
of the control because the corresponding environmental situation was not
simulated before [13]. That is why a fault free design algorithm finally
should be tested on real physical systems (e.g., the water level control,
shown in Figure 6) in the online laboratory as well. In the following we
will describe possible operation modes of the REAL system based on the
schematic view in Figure 5:

» Stand-alone Mode (visual prototyping)

* Remote Control Mode (via Web-client)

* Remote Control Mode (via control unit)

»  Virtual Control Mode (visual prototyping)
»  Virtual Control Mode (test mode)

* Local Control Mode (via control unit)

*  Local Control Mode (manually)

* Rapid Prototyping Mode

*  Visitor Mode

The complete schematic view (client and server side) of the online lab
architecture is shown in Figure 7.

e
mm

‘WebSocket, HTML, XML

Lab Equipment Lab Services

)
Web Camera iLab Server Service Broker
Admin Panel
Physical Systems Control Units H WebSocket Service _
electromechanical systems ;

| | abBus |
I _I | | Interface
I < = L 3 | | -

WebServer Service

]
f Bus Infrastructure
PSPU, BPU, BCU

Figure 7. Schematic view of the remote lab components
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Via the Web-client running on the student’s PC at home the physi-
cal system (e.g., the electromechanical model of the water level control)
can be controlled by using different control units (e.g., microcontroller,
FPGA, PLC).

For the Web-clients modern Internet technologies like HTMLS,
jQuery and JavaScript can be used. These technologies make rich inter-
net applications (RIAs) possible, which run in nearly any browser and on
many terminal devices without needing any plugins.

These RIAs carry out many functions like animation, simulation, in-
terpretation and control and therefore release the server from these tasks.
The interaction with the user is speedup and can react faster and more
direct.

By using this Web-interface, the student is able to:

* handle the experiment (e.g., start, stop, reset),

* change environmental variables if necessary and

* watch the experiment by manipulating environmental variables
inside an I/O monitor or by observing the control of the physical
system directly via a webcam.

Via an optional local control panel the student is able to manipulate
the lab environment (e.g., the water level in the tank) or the actuators
(e.g., the pump) when working on-site. Heart of this architecture is the
physical system protection unit, which is described in detail in [15, 16].

Stand-alone Mode - Visual Prototyping

In case of using finite state machines (FSM) for specification, based
upon an automaton graph, a student can use the JGIFT design environ-
ment [20] of the REAL system.

Figure 8 gives an impression of the verification and simulation fea-
tures of the Web-based environment of the REAL system. The simula-
tion model will be driven directly through the I/O signals by the control
algorithm running on the embedded interpreter within the applet.

Assuming the student achieved a validated design, he gets the re-
quired next state and the output equations. By accessing the Web-brows-
er interface of the REAL system, he is able to enter his algorithm (the
received equations), handle the laboratory experiment (e.g., start, stop,
reset) and change environmental variables if necessary. The control al-
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gorithm is executed by an interpreter running inside the student’s client
PC (e.g., implemented as a HTML 5 RIA). No Internet connectivity to

the laboratory and the physical systems in lab is necessary for this mode
(see Figure 9).
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Figure 8. Offline regulation of the water level control (without Internet)
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Figure 9. Stand-alone mode for visual prototyping

Figure 10. Remote control mode via a Web-client

Remote Control Mode - via Web-client

This operation mode is also for the FSM based specification based
on equations. In this case, the physical system will be controlled via the
Internet “from a distance” through the interpreter running inside the stu-
dent’s client PC. No additional control units in the remote lab are neces-

sary (see Figure 10). In this case, only the input and output signals of the
physical system will be transferred via Internet.

An example of such a Web-client is shown in Figure 11.
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Figure 11. Online regulation of the water level control (with Internet)
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Remote Control Mode - via Conftrol Unit

This mode can be used to realize software or hardware oriented con-
trol tasks via connected microcontrollers or FPGAs as control units (see
Figure 13).

Students can implement their control algorithm directly into a micro-
controller for a software-oriented implementation. Therefore, they use
common (non-commercial) development tools, for example MPLAB
IDE and/or C18 C-compiler by Microchip [21], or AVR Studio by At-
mel [22], to develop Assemblerand/or C-coded software projects. Af-
ter compilation, the generated software control algorithm is transferred
via REAL Web-interface to the remote lab, where the hex code is pro-
grammed into the microcontroller (see Figure 12).

Student's
Control
Task

!

Integrated Davelopmant Environmeant

H
Validated

&
campiled
Code

o A¥R Slwedio from Atmsl

client side

Figure 12. Software-oriented design of the control task

Now, the student can begin with his experiment, to check if his algo-
rithm fulfills the requirements of the given control task.
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Figure 13. Remote control mode via a control unit

If a student prefers an exclusive hardware-oriented design using an
FPGA and applying a hardware description language like VHDL as spec-
ification technique, he can prepare his design with common development
tools, for example ISE, Quartus II, Diamond or others. The generated bit
file is uploaded via the REAL Web-interface to the remote lab, where the
FPGA will be programmed (see Figure 14). After programming the con-
nected FPGA, the FPGA board operates as control unit for the designed
control algorithm, and the student can start his experiment.

The student has the possibility to debug his design, by defining break-
points depending on input/output signals from the physical system pro-
tection unit and stop the electromechanical model at certain sensor read-
ings to validate the correct actor settings. It is also possible to do single

step processing, by pausing the execution on every sensor/actor change.
Student's

Control

Task

|

Ahera's Fully-Integrated Development system

Validated
&

generated

.. MaxePlus, Quarins I

client side

REAL Web-Interface

Figure 14. Hardware-oriented design of the control task
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Virtual Control Mode - Visual Prototyping

This mode is comparable to the operation mode A (for visual proto-
typing). In this case, the simulation model is not connected to the inter-
preter, running inside the client, but via the Internet to the real control
units which are running inside the remote lab. In this case, the student
can test his prepared software or hardware oriented design on the cor-
responding control unit (microcontroller or FPGA) without the need for
a real physical system — before he will use operation mode C (remote
control mode — via control unit) to test his design task on the physical
system in the remote lab (see Figure 15).

Furthermore it is possible to have many students working on con-
trol algorithms for the same electromechanical model without disturbing
each other. They can test and validate their design before connecting it
to real hardware. This can eliminate the need to install multiple instances
of the same electromechanical model in one lab and therefore reduce the
costs of this lab.

Besides this, it is also possible to emulate electromechanical models
that are not available in the lab.

File upload Live state viewer | Control unit \ ‘ Live video I

Web Camera iLab Server Service Broker

Prvelea vt Admin Panel
ysicalsystoms Control Units WebSocket Service
electromechanical systems

il

RemoteLab Bus
I l Interface
WebServer Service
Bus Infrastructure PLC
PSPU, BPU, BCU Virtualization WinXP

Figure 15. Virtual control mode for visual prototyping
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Virtual Control Mode - Test Mode

This operation mode (see Figure 16) is mainly for debugging, testing
and maintenance of the physical system protection unit.

By using this operation mode, it is possible to check the implemented
reference design (as seen in Figure 4) in the physical system protection
unit without the need to use a control unit or a physical system. This will
be done by transmitting input and output pattern from the Web-client to
the protection unit and by analysing its response.

Because this mode is not preferential to execute lab experiments, it is
not explained in detail.

User Web Client

Simulation \‘ File upload | Live state viewsr Gomrol unit | Live vidas
| | b |

o i

i
L
Physical Systems
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Gt Camars
Gontral Units
Infrastructurs
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Figure 16. Virtual control mode to test the protection unit

Local Control Mode - via a Control Unit

Besides the possibility to work in the lab remotely, the following two
operation modes explain the usage of the REAL system for on-site ex-
periments or demonstrations.

During an on-site lab experiment students can observe the whole
hardware setup as well as all the physical system and environmental vari-
ables directly in the lab room. In this case they can check their control
task (running on a connected control unit). They have access to the whole
lab setup via a connected control panel. Figure 17 illustrates this opera-
tion mode.
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Figure 17. Local control mode via a control unit

In addition to its use for student experiments, this mode can also be
used to demonstrate the remote lab on guided tours during open house
presentations to inspire new students to study engineering courses.

Local Control Mode — manually

This operation mode (see Figure 18) can be used for demonstrations
and maintenance of the connected electromechanical models.

By activating actuators (e.g., a water pump) manually without any
control algorithm the sensor signals can be observed via the connected
control panel.

Figure 18. Manual local control
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This mode will also be used for hands-on usage of the demonstration
system “labyrinth on ball balance plate” (see Figure 19) or can be used
for testing and debugging the electromechanical parts of the physical
systems for service and inspection.

Figure 19. Labyrinth model

We would like to provide this game-like experiment especially for
promotional means for open house presentations at the university to at-
tract new students in engineering disciplines.

Rapid Profotyping Mode

For this special operation mode a rapid-prototyping board for digital
systems was developed, which is directly connected to the serial remote
lab bus. In this case, no physical system protection unit is needed.

By using the REAL Web-interface, the student is able to
* upload his/her design,

* program the FPGA and
* handle the lab procedure.

The applet allows the student to manipulate all the inputs of the rapid
prototyping board (slide switches, hex coding switches, and pushbut-
tons). He can observe the outputs of the board (7-segment displays, row
of LEDs) virtually inside the Java applet. Figure 21 gives an impression
of the applet’s Web-interface including a “photo” (image) of the rapid
prototyping board.
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Figure 20: Rapid prototyping mode
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Figure 21. Web-interface of the Rapid Prototyping board

The manipulation of the input and output signals of the board are
done virtually in the following way: For the look-and-feel of the ap-
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plet, we use a “photo” of the board as background. All the inputs are
realized as Java control elements and can be manipulated via the mouse
interactively.

Changes are immediately sent to the rapid prototyping board and the
corresponding results are displayed inside the applet. There are two gen-
eral options to display the output results within the Web-interface:

* Representation by Java components

The graphical outputs are represented directly inside the “photo” using
read-only Java components. Updates of the display only require
information about the current state of the corresponding output signal.

This enables students without fast Internet access to use the applet.

*  Webcam based feedback

Another option is the use of a webcam to monitor the rapid prototyping
board inside the lab room. The webcam image is replacing the
background “photo” of the applet. This allows the user to watch the
results of his/her actions directly as if present in the lab. The overlay-
ing Java display components are not used in this option and therefore
invisible.

Both options can be configured using custom user settings in the cor-
responding tab of the applet. All actions are documented in a separate
Log Tab.

By using this Web-based rapid prototyping board the following ap-
plication fields are possible:

Web-based Rapid Prototyping of Digital System

By using common design tools (e.g. MaxPlus+, Quartus II from Al-
tera [23]), the student is able to specify his design via
»  Text based design methods,

Here the student can enter his design by means of logical equations, truth
tables or hardware description languages (like VHDL or Verilog).

*  Graphically based design methods,
The student can use block or schematic diagrams to input his design.
* Integrated FSM editors.

In case of sequential design tasks he can directly enter the derived
automaton graphs with the built in FSM editor.
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The editor itself generates VHDL code for the further design steps.
Finally, students will specify, describe, implement and verify differ-
ent digital systems using “selfmade” IP core libraries, e.g.
* Digital control systems

e Serial communication modules,
* Robot sensors,
*  Model of a RISC processor.

Once the design is completed and error free, the student can test his
solution using the described platform.

Web-based Verification of Digital Systems

Another use case of the rapid prototyping board is to identify the
function of a given design (black box) or to find malfunctions of a well-
known design. The CPLD will be programmed by the teacher, but the
student has no ability to reprogram the device.

By manipulating the inputs of the unknown black box in order to find
the malfunction (e.g. to enter all the input sets of a truth table or special
input sequences), the student attempts to analyze the response (the real
output signals of the board) to find out the function of the given design.
The student has to enter his test vectors based on truth tables or input se-
quences one by one using the provided controls and observe the results.

It is planned to support the upload of a whole truth table or input se-
quence as a text file to the Webinterface of the prototyping board. In this
case the student will be able to record the responses corresponding to the
specified inputs creating a waveform file. This file can then be used for
further investigation of the current design.

Visitor Mode

This mode of operation is intended for visiting the lab and passively
taking part in experiments. It supplies a live video feed as well as a dis-
play of sensor and actor values from the electromechanical system of the
selected experiment (see Figure 22).

Using the visitor mode does not require any login or booked time slot,
but gives any interested person the possibility to view the lab and any
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running experiment. This mode is also useful for tele-teaching, where a
teacher wants to present an experiment to a student via Internet.
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Figure 22. Visitor mode

CONCLUSION AND FORESIGHT

We have discussed different operation modes of the REAL system for
various fields of applications — based on a new flexible grid-based online
lab structure. In addition to simulation-based experiments, on-side and
off-side experiments with real physical systems can be offered for stu-
dents as well.

Besides the features already mentioned in this article, even more
functionality can be added using the new concept of having a Web-based
protection unit that checks the user input against a reference model. This
protection unit can be connected to a learning management system like
“moodle” to forward any experimental results of the user. For an effec-
tive usage of the REAL system within learning management systems,
the reference design and a method to check the student’s design against
this reference design step by step will be traced by the LMS. Figure 23
shows this idea.

The increasing capacity of wireless communication and the growing
number of mobile devices (e.g. smartphones and tablets) on the one hand
as well as modern Internet technologies like JavaScript, HTMLS and
Web Sockets on the other hand provide new possibilities and challenges
in the area of mobile learning (see Figure 24). In [24] a first Android cli-
ent application for the iLab Shared Architecture is described.
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Figure 24. Mobile learning by using modern wireless technologies

Our Integrated Communication Systems Group at the [Imenau Uni-
versity of Technology is involved in different national and international
e-Learning projects (e.g., [25]) in which it is increasingly necessary to al-
low and organize a shared use of equipment. That is why, the main focus
of the REAL system is
* a Web-wide usage of different design tools and control units to

control different physical systems in the lab room,

* arobust, fault-protected access to any connected physical system,

* an LMS-coupling for all control units and physical systems used in
the remote lab as well as

* aworldwide interchange of online experiments with other universities
by interconnecting the iLab Service Broker to an “iLab cloud” (see

Figure 25), as proposed by the iLab Europe consortium, where we
are involved, as well [26], [27].
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All these requirements can be fulfilled using the concept and the in-
frastructure presented in this paper.

Campus 2

Campus n

oW oW oW

J2

Figure 25. Interconnection of various iLab Broker o an “iLab cloud”

Future work will be concentrated on analyzing the student’s behavior
during the experiments and developing an adaptive feedback and assess-
ment system to support the students in a better way.
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