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Purely hardware-level or local processing, where data is handled directly on
sensors or embedded devices, provides minimal latency but is strongly limited by
computational power, memory capacity, and energy constraints [1]. This approach
does not scale well and cannot support advanced analytics or centralized system
coordination. As system complexity grows, local-only processing becomes
insufficient for modern IoT applications.

Fog and edge computing architectures partially address these limitations by
moving computation closer to data sources using gateways and intermediate nodes
[1, 2]. This reduces communication latency and network load compared to cloud-
centric solutions. However, fog-based systems remain constrained in terms of
global data aggregation, long-term storage, and large-scale analytics. In addition,
managing distributed fog nodes increases system complexity and introduces new
points of failure.

Cloud-centric IoT architectures provide extensive computational and storage
resources for data aggregation, historical analysis, and machine learning but suffer
from increased latency, network dependency, and high data transmission. Hybrid
edge-cloud models combine local and cloud processing: edge modules handle real-
time analytics near the data source, reducing transmission delays [2, 3], while the
cloud supports storage and large-scale analysis. This distribution minimizes latency
and network congestion, improves scalability, and maintains system coherence.
Modern hybrid frameworks demonstrate measurable performance gains over
cloud-only solutions, confirming their advantages in IoT environments.

A key advantage of hybrid architectures lies in their modular design: edge,
fog (intermediate), and cloud segments can be developed, optimized, and scaled
independently [2, 3]. This separation allows system components to evolve without
triggering cascading failures across the entire deployment and supports targeted
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optimization strategies for each layer. The modular nature also enhances fault
tolerance, as local processing can continue autonomously during temporary
disruptions to cloud connectivity while the cloud layer provides oversight and
comprehensive data analysis.

Hybrid edge-cloud systems improve performance by distributing data
processing, reducing network overhead, and enhancing responsiveness. Studies
show they significantly lower latency, making them suitable for real-time IoT
applications. These systems also improve scalability by combining cloud resources
for large-scale analytics with edge processing for immediate tasks, reducing
bottlenecks and enabling efficient load balancing. Additionally, security and
privacy are cnhanced by processing sensitive data locally, minimizing data
transmission and exposure to external threats.

In practical scenarios, hybrid edge-cloud architectures enable advanced
monitoring and control tasks across distributed I0oT environments. For example, in
industrial settings, edge components can perform diagnostic routines and localized
control decisions, while cloud components execute high-level coordination, trend
analysis, and predictive maintenance algorithms. This combination ensures system
resilience, adaptability to workload variations, and optimized performance across
use cases.
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