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1 JABOPATOPHA POBOTA Nel
Internet Information Services OS Windows

Meta po6oTH — 03HalIOMUTHCH 3 HaJAlITyBaHHAM Ta pobororo Web-
cepricy Iarepuer mms OC Windows Server. HaBuuThcsi CTBOPIOBATH Ta
KOH(]IrypyBaTH BeO-BY3IIH.

1.1 3araanHui BizomocTi

KommonenT indopmaniiiaux cimyx0 Iareprery (Internet Information
Services - IIS) mnpencramisie co00O caMuii MOTY)KHUH, HaIIMHUN 1
Oesneunuii BeO-cepBep po3podku Microsoft. Bin Mae Macy HOBHX 3ac00iB i
GyHKIIN, $KI HaJaroTh IepeBard sK OpraHizalisiM, M0 3aHMaroThCs
XOCTHHTOM, TakK 1 po3poOiitoBayaM, WIO CTBOPIOKOTH BEO-JOJATKU 32
noriomoroto  HoBiTHROI Bepcii .NET Framework. IIS Oinbine He €
MOHOJIITHAM KOMIIOHEHTOM. Y TIPOIIECi YCTaHOBKH MPOIMOHYEThCS MoHa 40
PI3HUX CITyXKO Ta KOMITOHEHTIB.

Xoda nesKi i3 UX CIIy’KO yCTaHOBIIOIOTHCS 32 3aMOBUYBAaHHSM, BOHU
MOXXYTh BHOIPKOBO BIANANIATACA Ta 3aMIHATHCS IHIAMH. Temnep
aIMIHICTPAaTOPH MOXKYTh OJTHOYACHO OJICPKYBATH JIOCTYII IO Ti€l K KOHCOII
kepyBanHs 1IS, ane ympaBisaTH TUTBKHM KOHKPETHHM By3i10M. Kpim Toro,
BOHM TaKOX MOXYTh pa3oM 3 JEKUIbKOMa IHIMUMH, CHEIiaIbHO
MPU3HAYEHUMH JIIOABMHE 3[IIICHIOBATH BijqyajeHe KepyBaHHa IS depes
IaTepner i3 3acrocyBannsm HTTP/SSL.

l'omoBHy ponbs, omHak, Trpa€ IHCTpYMEHT oOcHameHHs Internet
Information Services (IIS) Manager, OCKIIBKM B HBOMY YTPHUMYETHCA
OUTBIIICTE KOMIIOHEHTIB 1 3ac00iB, SKi HEOOXiTHI 11 KOH(IrypyBaHHS Ta
KepyBaHHA pisHUME (QyHKITiIsTME 11S.

Maneni qas agminicrpyBanna B IIS Manager. Koxna o0macts y
koHconi IIS Manager mae Ha3By, sk moka3zaHo Ha pucynky 1.1. Lli
acorifioBani 3 obnactaMu abo maHensMy Ha3BuW, Hampukian Connections
(ITimkIroYeHHs ), CIIPOIYIOTh BU3HAYEHHS MICIISI PO3MIII[EHHS] KOMITOHEHTIB
IIS. dani HaBeneHuii epenik BCixX MaHene 1 BAKOHYBaHUX HUMHU QYHKIIH,
SIKi BKJTFOUEH1 10 ckiiay koHcodni [IS Manager.
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Pucynok 1.1 - 3oBHimHiN Burisia konconi [IS Manager

IHaneas Connections (Ilinkaouyenns). Lls manens mepeOyBae B
JBIM 9acTWHI KOHCOI Ta BimoOpaxae nepeBo koHcori IIS, sike Takox iHOAI
Ha3WBalOTh JIEPEBOM BY3MiB. Y Iiii maHeni BeO-aJMiHICTPaTOPH MOXYTh
BUKOHYBAaTH HACTYIIHI 3aBJIaHHS:

- TeperjsiIaTé CTapToBYy cTOpiHKY (Start Page);

- TIOKITI0YAaTHCS 70 CepBEPiB, By3aM 1 ToaTKaM;

— YIpaBJIATH ApaMeTpaMu CepBepiB;

- xoudirypysatu IIS, mynu nonatkis, FTP i Be6-By3nu.

HenTpanbHa nmanenab Binomocrteii (Central Details). [{s1 nmanens,
po3TaloBaHa B LEHTPaJIbHIA YyacTUHI KoHcouli kepyBaHHs IS 1 BinoOpaxae
KoH(pirypauiiiHi onuii a1t Bcix BcraHoBieHuX ciayx0 IIS. Ciyx6u temep
MAalOTh BUIJISA 3HAUKiB. Lli 3HAaUKM MOXKYTBH TPYIlyBaTHCS IO KaTeropisix abo
obnactax, abo B3araji HiSK He TpyIyBaTHCS IpU BIOKMIOYEHHI (PyHKIil
YIrpYHOBaHHS.

IManens Actions ([ii). Lls manenp posmimieHa B mpaBiii 4acTHHI
KOHCONi Ta BimoOpaxae Haimommpenimi  [edctBuga. Y HIM Takox



PO3TAIIOBAHO [EKiNbKa BKJIAJOK i3 PI3HUMHU OMLISMH, SKi BapilOIOThCS
3aJIKHO BiJl 00paHOTo By37a.

By3niu s aaminicrpyBannss B manedi Connections. [
ONTHMI3allii CTyIeHsl 3aXUIeHOCTi Ta QyHKmioHanbHil 31aTHOCTI IS, Tpeba
HACTpPOIOBAaTH 0araTo KOMITOHEHTiIB BeO-ciayk0. HacrtporoBanHs Ta
aaMinicTpyBaHHs ciyk0 IIS 3xilicHIOOTECS 32 JomoMororo ocHameHHs [1S
Manager. Y miBiii maneni (Connections (IlinkirodeHHs)) oOCHaIIEHHS
(puc.1.2), BimoOpakaroThCsl epepaxoBaHi HIKYE Marku abo By3JIH.

Pucynok 1.2 - 3oBrimmii surisix nareni Connections B 1IS

Start Page (CraproBa cropinka). Lleii By3om BimoOpaxaerbes
nepumM y maneni Connections (IlinkmrouenHst) i siBisie co0oOr0, TO CYTI,
uu¢poy "mpunandy gomky" ms 1IS. Bin Hagae kopucTyBadaM BENUYE3HY
KUIBKICTh iH(OpMaLii, BinoOpaxaroun crpiuku HOBUH IIS 1 mocumaHHsS Ha
oHJaitHOBiI pecypcu. KpiM Toro, BiH Takok BKIIOUYAE IHPOPMAIIO PO
HE/IaBHI MiJKITFOYEHHS Ta IepesIiK MOB'sI3aHuX 3 MiAKITIOUYeHHIMHE 3aB/aHb.

IIS Server (Cepsep IIS). Lleit By30om € TrojoOBHMM MicLeM ISt
aAMIHICTpYBaHHS Ta KEpPyBaHHs BIJIACTUBOCTSAMH Ta (PYHKIIOHAJILHUMHU
MOXJINBOCTSIMH cepBepiB. [licist BHOOpY LbOro By3i1a B LIEHTpaIbHiM naHeni



3'SIBISAIOTBCs 3HA4YKU KommoHeHTiB IIS. [[o0 koHbirypyBatu mapamerpu
pI3HMX KOMIIOHEHTIB, aIMIHICTpaTOp TOBHHEH JBiYl KJIAHYTH Ha
BIJMOBiIHOMY 3HauKy, Hampuknaj, Ha Feature Delegation (eneryBanus
komrioHeHTiB), Logging (Benenns xypHaiiB), TOIIO.

Application Pools (Ilyim pmomarkie). I[lix nymamm monaTtkis
(haKTHYHO MalOThCSI Ha yBa3i CerMEHTH (I3MYHOI MaM'sTi, SKi BUAUICH] i
¢yHKIIOHYIOUI B TyJi goxatku. [1ynau TomaTKiB BiJOKPEMITIOIOTH JIOJATKU
BiJ] IHIINX pecypciB mam'siTi, iKi BAKOPUCTOBYIOThCS IHIIUMHU cirykOamu 11S.
Lle migBuilye CTyIMiHb HAIIMHOCTI Ta O€3leKH, aje MPH IbOMY BHMAarae
JoJIaTH BeO-cepBepy OUTBIIOT KUTBKOCTI MmaM'sti. EjneMenTH myna 101aTkiB
MOXYTh COPTYBATHCS Ha OCHOBI HacTymHUX KpurepiiB: Name (Im'st), Status
(Cran), .NET FrameworkVersion (Bepcis .Net Framework), Managed
Pipeline Mode (Pexxum kepoBanoro konBeepa). Identify (Inentudikaris) i
Applications ([onatkn).

Web Sites (By3im). Y 1iii mamiqi 3HaXoaaThCsi BCi BeO-By3IH, SKi
00CITYyTrOBYIOTBCS Ha JaHOMY BeO-CEpBepi, a TaKOXK 3alpPOIOHOBAHHMNA 3a
3aMOBYYBaHHSIM 3pa30K BeO-By3Ja, sikuii Mae Ha3zuBy Default Web Site (Beo-
BY3€JI 32 3aMOBUYBAHHSM) 1 CTBOPIOETHCS aBTOMATHYHO ITiJT 9aC YCTAaHOBKH
IIS.

FTP Sites (FTP-By3am). Y 1iit nmamii 3Haxonsatees Bci FTP-py3mu,
sIKi 00CITyTOBYIOTRLCS Ha JaHOMY BeO-cepBepi. BapTo 3BepHYyTH yBary Ha Te,
110 32 3aMOBYYBaHHM ciryxOu FTP He BCTaHOBITIOIOTHCA.

IlnanyBanns Tta mnpoextyBanHsi IIS. PerenmpHe mmanyBaHHA Ta
MPOEKTYBAaHHS SABISAIOTH COOOI0 [Ba BaXUIMBI 3aBIAaHHS, SKi ITOBHHHI
000B'SI3KOBO BUKOHYBAaTHCS Iiepen BipoBamkeHHsaM IIS. Born, mo cyri, €
MMOYaTKOBUMH €TarlaMHu B IIPOIIeci HallekHOT peanizarii IIS i MaroTh Ha yBasi
BUKOHAHHS HACTYITHUX [T

- BU3HAYEHHS IUIEH 1 3aBIaHb mpoekTy IIS;

- imeHTH(iKaIisA Ta aHATI3 crOcO0iB 3acTocyBanHHs 1IS;

- TpoeKTyBaHHs iHppacTpykTypu IIS BiAmoBimHO X0 mOCTaBIEHHUX
LIeH 1 3aBIaHb;

- BuOip cmyx0 IIS ans 3amoBoneHHs nmorped opraxizaiii;

-~ BU3HAYEHHS BUMOT, 5IKi CTOCYIOTHCS BiJJKa30CTIHKOCTI;

~ TPOEKTYBaHHS CEpPBEPHOI IHPPACTPYKTYpH, HAIPUKIIAJ, 023 JTaHUX
a0o0 J01aTKiB;

- BU3HAYEHHS BUMOT 1O Oe3merli, sSKi BiAMOBIJAIOTh MMOCTABICHUM
LUTAM 1 3aBIAHHAM, 1 BUOIp METOOMK 3a0e3redeHHs Oe3neKd Ha OCHOBI
KOMIIPOMICY MK PU3HMKOM 1 3pY4UHICTIO pOOOTH KiHLIEBUX KOPHCTYBayYiB;



- CKJIaJlaHHS TUIaHIB TIO BiJIHOBJICHHIO IIiCJs aBapiii, a TaKoX
KOHTPOJb JOTPUMAaHHS BUMOT 1 PEKOMEHaLliil 3 00CIIyroByBaHHSI;

- JIOKYMEHTYBaHHSl TOTOYHOi abo HOBOi iH@pacTpykrypu IIS i
MPUAHATHX MMPOSKTHUX PILLICHb.

Onuc MmoayabHOro miaxoay a0 yeranopku IIS. MonynpaMit iporiec
ycranoBku IIS wacto Ha3uWBalOTh KOMMAakTHUM 1 edektuBHUM. BiH
cKiIagaeTsest 3 Outbin HiXK 40 OKpEMHX KOMIIOHEHTHHX MOJYIIIB 1 JJO3BOJISIE
BHUOMpaTH Oyab-sKy KoHQIrypaltito mpu poropransi IS, mo B ocratounomy
MiZICyMKY 3BUYailHO IPUBOJUTE JIO OJIEp’KaHHS MEHINOT IIJIOII TIOBEPXHI Ta
OUIBIIIOrO CTyHEHS CTpyKTypu3aiii. Bee 1ie 103BoMsie KOXKHIN opraHizaiii,
sika BcTanoBmoe 1S 3acTocoByBatu BnacHy koHdirypamito IIS. Sk BuaHOo Ha
pucyaky 1.3, momyni, HasuBaHi ciyxOamu poii (role services) abo
KOMITOHEHTaMH (components), MO>KHa BHOHMpATH IiJ] 4aC YCTAHOBKH POJIi
Web Server (IIS) (Be6-cepsep (IIS)). Bonu BurisgawTs y Takui cHocio:
Web Server (Web-cepsep); Management Tools (3acobu kepysanmust); FTP
Server (FTP-cepsep).

art
g Select Role Services

Select the role servens o nstoll for Web Server (US: !

Confrmalicn Role services: Description:

7 & Web Serverprovidessupportfor:
HTML Websites andoptioral support
for ASP.NET, ASP, and Web secver
edensions. You can use the Web
Server to host a0 ietamal of external

Prog eas =]

Rezdts

Veb siteor to provide an environment
fordeveclopers to create Web-bazed
applications.

<} FTP Extenadslity (Instefad)
[ 115 Hostabile Web Core

[ ]

Pucynok 1.3 - [lepernsg 1ocTynHUX I YCTAHOBKH CITYKO 1
KOMIIOHEHTIB



Monyas/ciayxoa Web Server. Monyns Web Server (Beb-cepsep) €
OCHOBHOIO cITy’)kOoro poni B 1IS. Moro MoXHa BBaXKAaTH TOJOBHHM
(yHKI[IOHAJTbHUM KOMIIOHEHTOM BeO-CepBepa, OCKUIBKH BiH 3a0e3redye
OCHOBY JJIsl TIATPUMKU BeO-BY3IiB 1 Hajgae po3pobOioBadaM 0azy Juist
npoBeneHHs po3poOku. o ckiaamy Web Server BXOOUTh Ie KiJibKa
KOMITOHEHTIB, SIKi TEX YCTaHOBIIOIOTHCS OKPEMO:

Common Http Features (3araabni kommonentu HTTP). Ileit
KOMIIOHEHT MICTHTh Yy €001 3aci0 I JOCTaBKM CTaTHYHOI'O BMICTY,
CTBOpEHHsI ~crelianizoBaHux crTopiHok momMwiok HTTP, mnepermsany
KaTajoriB 1 BUOOPY JOKYMEHTIB, SIKi aKTHBI3YIOThCS 3a 3aMOBUYBaHHSIM.
3acobn HTTP Redirection (ITepenanpsimok HTTP) i WebDAV Publishing
(ITybnixamis WebDAV) 3a 3aMOBYYyBaHHSIM HE BKITFOUEH.

Application Development (Po3po6ka nomatkiB). Lleit kommoneHT
il Yac YCTaHOBKH 32 3aMOBYYBAHHSM He BHOUpAEThCSA. Y BHIAAKY HOro
BHOOpY CTAIOTh JIOCTYITHUMH 3aCO0H JJIsSi CTBOPEHHSI Ta O0CITYTrOBYBaHHS
BeO-nonatkiB, Takux sk ASP.NET, .NET Extensibility (Poszmmpenns .NET),
ASP, CGI (Common Gateway Interface - 3aransauit TuIF030BHUH iHTEpdEiic),
ISAPI Extensions (Posmmupenns ISAPI), ISAPI Filters (®inprpu ISAPI) 1
Server-Side Includes (CepBepHi BKIIOUEHHS).

Health and Diagnostics (IIpame3gaTHicTs i giarHoctuka). Y
BHUIAJKy BHOOPY IIHOTO KOMITOHEHTa BCTAHOBJIOIOTHCS 3ac00M, HEOOXimH1
U MOHITOPHHTY, KEpYBaHHS Ta yCyHeHHs Henonanok B IIS. VY fioro cknan
BXOJISITh 1 MOXKYTh YCTaHOBITFOBATHCS OKpeMO HacTymHi komnoneHTn: HTTP
Logging (Peectpamiss mogiii HTTP), Logging Tools (3aco0y BenmeHHs
xypHauiB), Request Monitor (Monitopunr 3anutiB). Tracing (TpacyBanns),
Custom Logging (Bemenns cmenianpamx >xypHamiB) i ODBC Logging
(Benenns xxypuaniza ODBC).

Security (be3neka). Jlo ckiagy 1IbOro KOMIIOHEHTa BXOMATH 3aCO0H
JUI KepyBaHHS aBTOpH3aIli€l0 BeO-BY3MiB, sKi 3aCHOBaHI Ha pPI3HUX
MexaHi3Max ayTteHTH(]ikamii. KpiM mporo, BiH Hamae iHPPACTPYKTYpy UIA
3abe3nedenHs Oesmekn IIS 1 acomilioBaHWX i3 JaHOI YCTaHOBKOK BeO-
By31iB. Y ¥Oro ckiajai MpONMOHYIOTBCS Ta MOXYTh BHOMpAaTHCS Ui
YCTaHOBKM  HacTymHi  3acobu:  Basic ~ Authentication  (ba3oBa
ayrentudikanis), Windows Authentication (Ayrentudikanis Windows),
Digest Authentication ([aitkect-ayrentudikanis), Client Certificate
Mapping Authentication (AyTeHTH(]iKkamis Ha OCHOBI 3iCTaBIEHHSA
ceprudikariB kmientis), IS Client Certificate Mapping Authentications
(Aytentudikawis Ha ocHOBI 3icTaBieHHs ceprudikatiB kiienTiB 1IS), URL
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Authorization (Astopuzauiss Ha ocHoBi URL-ampec), Request Filtering
(Dinbrpanis 3anutiB) i [P and Domain Restrictions (O6mexenns no IP-
ajJipecam i JOMeHaMm).

Performance (IlpoayxTuBHicTh). /[0 cKiamy 1bOro KOMIIOHEHTA
BXOAATh Taki 3acobu, sk Static Content Compression (CTuckanHs
cratmyHoro BMicTy) 1 Dynamic Content Compression (CTuCcKaHHS
JUHAMIYHOTO BMICTY), 5IKi JIO3BOJISIFOTh 3HAYHO ITiIBUIIIUTH ITPOAYKTUBHICTb
Be0-BY3JIiB 32 PaXyHOK KE€pyBaHHS MPOITYCKHOIO 3IaTHICTIO Ta CTUCKOM.

Monyas/cay:x6a Management Tools. HactynHoi acoriiioBaHoi 3
pomio 1IS cimyx60t0 € Mmomyns Management Tools (3acobu kepyBanHs). Bin
HaJla€ KOUITH JUIS KepyBaHHA Ta afMiHiCTpyBaHHs iH(pacTpykTypu IIS:

- IIS Management Console (Koncoar kepyBanns IIS). VY
BHIIQJIKy BUOOPY IILOI'0 KOMITOHEHTA BCTAHOBIIIOETHCS HOBITHIN IHCTPYMEHT
kopuctyBasbHUIIbKOrO iHTepdeiicy (User Interface) nms kepyBaHHS,
aJIMIHICTpYBaHHS, MOHITOPUHTY Ta 3axucry IIS;

- IIS Management Scripts and Tools (Cuenapii Ta 3acodu
kepyBaHHs IIS). Temep MOXINBO yIpaBISATH BCiMa IMapaMeTpaMH Ta
KoH(IrypamisiMi depe3 aBTOMATH30BaHI CIleHapHi KomaHmu. llei
KOMIIOHEHT Hajae iHQPacTpyKTypy, ska mo3Boisie ynpasiusatu IIS 3a
JIOIIOMOTI'OI0 CLIEHAPIIB, 110 AYXKE€ 3pyYHO MPH HASIBHOCTI B iH(PACTPYKTYpi
6e3miui ceprepis IIS;

- IIS Management Service (Cuayxba kepyBanus). Ilei
KOMIIOHEHT 3abe3neuye B iH(pacTpykrypi IIS ©0azy mmsa BimmameHoro
KepyBaHHSL.

YcranoBka Ta koHdirypyBanHs BeO-By3adiB. IS  moxke
MIATPUMYBAaTH THUCSYiI BeO-BY3NiB Ha €nuHOMY BeO-cepBepi. KinmbKicTh
MOKJIMBUX BeO-BY3IIIB 3aJIKHUTH BiJ] KOHQITYpaIlii CHCTEMH, Y TOMY YHCII
KUTBKOCT1 HasIBHUX Y Hii mporiecopiB, oocsary O3Y, mpomyckHOT 34aTHOCTI,
TOMIO0. Y KOXKHOTO BeO-BY3Ia, IKAW MIATPUMYETHCA B CHCTEMI st poOoTH 3
IaTeprerom, moBuHEH OyTH 3arampHOAOCTYIHUH [P-anpec i 3apeecTtpoBane
nomeHHe im's. [Ipy HassBHOCTI TUTBKHM ONHIET 3aranpHOIOCTYTHOTO [P-aapeca
Ta TOTpeOM MiATPUMYBATH I1HIN BeO-BY3JM, HaJaHHS MOXIJIMBOCTI
00CITyTOBYBaTH KOPUCTYBauiB B [HTEpHETI MOXHa CTBOPIOBATH BipTyalbHi
Karanoru abo KopucTyBaTucs 3aronoBkamu xocra (host header).

HanamryBanusa BJactuBocTeii BeO-By3na IIS. V nentpanbHiit
maHeni BimomocTedl posMimiaerbes Biiaaka Features View (Ilomanas
KOMMOHEHTIB). Jleski i3 3HaukKiB, SKi BiJOOpPaXKyIOThCS Ha IiHd BKIAIII,
MalOTh BIJHOLICHHS /O HACTPOIOBAaHHsS acoUidOBaHUX 3 BeO-BY3JIOM
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BJIACTUBOCTEH 1, 30KpeMa, JO3BOJSAIOTH YIPABIATH BCIM, MIO CTOCYETHCS
po3pobku  jgomatkiB, kommoHeHtiB HTTP, crany, miarHoCTHKH,
MPOXYKTUBHOCTI Ta Oe3memni. JlocTymHi HACTYITHI OTIIii:

— IIS Features Associated with ASP.NET (Komnonentn IIS,
aconiiioBani 3 ASP.NET);

— IIS Features Associated with IIS (Kommonentn IIS,
aconiiioBani 3 IIS);

- IIS Management Features (KomMmoHeHnTH, acouiiioBani 3
KEepPYBaHHSM).

3a0e3neuyenns Oesmexku B IIS. Tlpoayktu Microsoft € HaiOinbin
MOMYJSIPHUME  00'€KTaMHu, TOMY BaXKIIMBO MaKCHMAJbHO 3aXWIIATH BeO-
cepBep. Uum Ouibiie Oap'epiB, TUM MeEHIIE y 3JIOMIIMKAa Oyjae OakaHHS
OJIep’KATH HECaHKIIIOHOBaHMHU AocTym. KoxHHII KOMIIOHEHT Ha BeO-cepBepi
MMOBUHEH OyTH 3axHILEHUI; Oe3leKa cepBepa BU3HAYAETHCS OE3EeK0r0 Horo
HalOUIbII CiTabkoi vacTuHU. 3a 3aMoBuyBaHHsAM B IIS mo3BoseHO
MPEACTABIATH TUIBKK CTAaTHYHY iHpOpMaIlito (mo00 BHKOPHUCTOBYBATH
nmonaTky abo MMHAMIYHUN BMICT, iX Oyie TOTpiOHO aKTUBI3YBATH BPYUIHY).

3a0e3neyenHss Oe3nmekn Windows Server. besnexka Moxe
3abesmeuyBatrcs Ha Qi3ngHOMY piBHI, JorivHOMY piBHI (Windows Server,
JIONIATKIB, TOIIO) 1 HAa PIBHI MEpEXKEBUX MiAKIIOUEHb. [Ipn 3abe3meueHHi
oesneku cucremu Windows Server 3 pommo Web Server (BeG-cepsep),
BOXJIMBO He 3a0yBaTH BHUKOpHCTOBYBaTH (aiimoBy cucremy NTFS i
3aCTOCOBYBaTH OCTaHHI TAKeTH BiHOBIIEHb Oe3rekn. 3acTOCyBaHHS
¢atimoBoi cucremun NTFS rpae KpuTHYHO BaKIIMBY pOJb, OCKUTBKH HAaJa€
MOXJIMBICTh yCTAHOBIIFOBATH BIQIOBIAHI IpaBa Ha OOCTyH 10 (aiiis,
TMankaM i 3araJbHIM pecypcam.

Aytentudikamis IIS. Ayrearudikaris sBisie cOO0I0 MPOIIEC, Y XOI1
SIKOT'0 3aCTOCOBYETHCS TIEpEBipKa KOPUCTYBAUIB!

- aHoHimHa ayTeHTH(ikamis (Anonymous Authentication). [Ipu
TaKOMYy MeTOAl ayTeHTH(iKamii KOpHUCTyBadi MOXYThb YCTaHOBIIOBATH
3'eTHaHHS 3 BEO-BY3IIOM 0€3 TIPE/sIBIICHHS CBOIX OOIKOBHX JaHUX;

- ayreHTu(ikauis ceprudikariB kiieHTiB Active Directory
(Active Directory Client Certificate Authentication). I[Ipu Takomy meroni
KOPHUCTYBadi MOXKYTh YCTAHOBJIIOBATHU 3'€THAHHS 3 BEO-BY3JIOM 3a PaXyHOK
BUKOPHCTaHHS JUIS TIPOXO/DKEHHS ayTeHTHU(iKamii CBOIX KIIEHTCHKHX
ceptudikariB Active Directory;



12

- 3ano3uuyenHs npas ASP.NET (ASP.NET bnpersonation). IIpu
TaKOMY METOJIi KOPHCTYBadli MOXKYTh BUKOPHCTOBYBATH JUISI POXOKCHHS
ayteHTudikanii oomikosuii 3anuc ASP.NET;

- iHTerpoBana ayteHTH(ikauia (Litegrated Authentication).
Leii meron ayrentudikamii mMoxe iHTerpyBatucs 3 Active Directory i
nependayae nepenavdy He PaKTUYHOTO MApOJs KOPUCTYBAUiB MPH IXHHOMY
BXOJIl B CHCTEMY, a HOTo XeIl-Bepcii;

- nmaiiakecr-ayrentudikanis (Digest Authentication). Lleit meTon
CXOXHI Ha TONEpeNHii TUM, IO TeX mependavae nepenady Xem-Bepcii
maposisi, ajie Iie BUMarae HasiBHOCTI KoHTposepa jgomeny Windows Server
JUISl TIEPEBIPKH MOTO BipOTiTHOCTI,

- 0a3oBa ayrenTu(ikamis (Basic Authentication). [Ipu Ga3osiii
ayTeHTU(IKaIIl iM'S Ta apoibh KOPUCTYBAUIB IMEPENAIOTHC MO MEPexi y
BHIJISIZII BIIKPUTOIO TEKCTY, Uepe3 I el METO ] BBAXKAETHCS HEAOCTATHIM
JUTs 3a0e31edeHHsT HaIHOTO 3aXUCTY BiJI HECAHKI[IOHOBAHOTO JIOCTYITY;

- ayrenTH(ikauis 3a nonomororw ¢opm (Forms Authentication).
IIpn TakoMy MeETOIi KOPHCTyBadi IEPCHANPABISIIOTHCS Ha CHEIiaTbHY
CTOPIHKY JUIA yBeIEHHS 00IiKoBHUX manux (puc. 1.4).

| TFestrestien | conmncmew
Configureton. Yecaihoat root web.confly . 8

Pucynok 1.4 - Cropinka komnoHeHty Authentication
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Hus 1 BimoOpakeHHS HEOOXigHO KialHyTH Ha KHommi Edit
(PemaryBatn) Ha Bruamii Directory Security (Bbe3meka karajoriB)
CTOpIHKHM BJIaCTHBOCTEH BeO-BYy3Ja.

Bukopucranns ceprudikarie SSL. [ludpysanus SSL no3Bonse
30epiraT MUTICHICTh JaHUX KOPUCTYBaYiB, a TAKOXK TXHIO KOH(IACHIIHHICT
1 THM CaMUM 3aXHIIAaTH NepelaHy MK KIIIEHTOM 1 BeD-CepBepOM CEKpETHY
iH(opMaIito, Taky sIK mapoiai abo JaHi KpeIUTHHX KapTok. B ocuoBi SSL
JNEKUTh TPOTOKON 3a0e3reueHHs Oe3leKd 3a JOMOMOrOK BiKPUTOTO
KJIIo4a, KUK 3axuilae mepenaHi JlaHi 3a paXyHOK iXHBOrO MHQpyBaHHS
nepen BigmpasneHHsM. Ceptudikatu SSL  MamoTe TpH  OCHOBHHX
MpHU3HAYCHHS, X04a 3BUYAallHO 3aCTOCOBYIOTHCSI TUTBKH JUIS MIM(PyBaHHS
IMAKITIOYEHbD.

Ayrtentudikaniss cepBepa SSL. Jlo3Boisie KiieHTaM TepeBipsITH
niiicHicTh  cepBepa. Ilintpumyroue SSL  KIIIEHTChKE  MpOrpamHe
3abe3neyenHs: Mmoxxe BukopuctoByBatu PKI (Public Key Infrastructure -
THQpACTPYKTypa BIIKPUTHUX KIIOUIB) JJISI MEPEBIPKH, YU € cepTUdikaT
IificHUM, a TaKk caMO Yd OyB BIiH BHJAHHUN TIEPEBIPEHUM IIEHTPOM
ceprudikarii (Certificate Authority - CA).

AyrenTudikanis kiaieata SSL. [lo3Bonse cepBepaMm TepeBipsATH
nificHicTh KiTieHTIB. SSL MoXxe mepeBipATH, dYH € cepTHU(IKAT KIiEHTa
IIMCHHUM, 1 4n OyB BiH BUAAHUH nepeBipeHuM 1ieHTpoM ceptudikarii (CA).

HIudpyBanus MiIKJII0Y9eHb SSL. Hatimommuperimmm
3actocyBaHHAM SSL € mmdpyBaHHS BChoro Tpadiky mias KOHKPETHOTO
migkmrodeHHs.  Takwit  migxig =~ 3a0e3medye  BHUCOKHM  CTYIIHB
KOH(DIIEHITIHHOCTI Ta OE3MEeKH.

3 mormmy IS mmdpyBanns SSL moke 3acTocoByBaThcs SIK IO
BCHOTO BEO-BY3NIy, TaK 1 TUTBKH JO OKPEMHX KaTaloriB abo KOHKPETHUX
¢atimiB. KondirypyBauas SSL 3milicHIOETBCS 32 JOMOMOTOK KOHCOII
Internet Information Services (IIS) Manager (Hucmerdep ciyx0 IIS). B
miIoMy, KpOKH, HeoOXimHi mis BukopucTaHHsA ceprudikatiB i SSL,
BUIIIAAAIOTh TAaK: NepUIMA KPOK - odepaTu ceptudikar, Apyruii -
crBoputit HTTPS-nipuB'si3Ky A71s1 KOHKPETHOTO MiUIATar0uoro muQpyBaHHsI
By3JIa W, Hapewri, TpeTiii - xkoH}irypyBatu mapamerpu SSL mist nporo
BYy3J1a, HOTO JOoJaTKy 200 (i3WYHOr0 KaTaiory.

3a0e3sneyenns:  OesmeyHoro kepyBanHs IIS wa  piBHIi
agminictpaTtopiB i kopucryBauiB. [l kepyBanHs IIS  Temep
MPOMOHYETHCS JIeKinbka BOyIOBaHMX pojed aaminictparopa. Lle HoBuit
MiaXig 10 aaMiHicTpyBaHHA B IS, ockinmbku maHi poili MOKHA MTPU3HAYUTH
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KOpPHCTYBadaM 1 THM CaMUM HaJIaTH M MOXIJIMBICTh BUKOHYBAaTH Ha BeEO-
cepBepi, BeO-By3ni ab0 y BeO-IONATKy JHIIE TEBHI aJMIHICTPAaTHUBHI
3aBJaHHsA. YChOro JnaocTynHo Tpu poii: Web Server Administrator
(AnminictpaTop BeO-cepBepa), Web Site Administrator (AaminicTpaTop
BeO-By3na) i Web Application Administrator (AmminicTpaTop BeO-
noaatkiB). Koxxna ponb m03Bonsge KOH(DIrypyBaTu CBiii HaOip mapameTpis.
VYeci ui poni Ta aconiifoBaHi 3 KOXKHOI 3 HUX JIO3BOJU TIEpepaxoBaHi HIKYE.

PouJi piBusa cepBepa Omnuc
(Posb agminicTpartopa IIS)

Web Server Administrator. Hanae mnoBHUE 1 HeoOMexeHMI
JIOCTYTI JI0 BeO-cepBepy,
(AnminicTpaTop BeG-cepBepa) y TOMY YHCJIi 10 BCIX BY3JIiB, sSIKi IM

O0CITyrOBYIOTBCSI, 1  JOJaTKaM,
SKi JIO3BOJISIIOTH KOH(QIrypyBaTu
mapamMerpu  BeO-cepBepa, ITyIIiB
JIONATKIB, BeO-y3IIB, BIpTyaJbHHX
KaTaJioriB, (pi3MIHMX KaTaJIOTiB Ha
BeO-By3/1ax 1 y BeO-momarkax, a
TaKOXX IapaMeTpu Oe3leku BeO-

cepsepa.
Web Site Administrator. Hamae  moBHmit  moctym 1o
JIEIErOBaHOT O BeO-BY3ITy, TOOTO
(AnminicTpaTop Be6-BYy3.1a) JI03BOJISIE KOHGITypyBaTH B MEXax

JIeIerOBaHUX IIpaB BeO-
JOJTATKH, a TaKOX BIpTyalbHI Ta
(hi3nuHI KaTaNOrK By3Ia.

Web Applications Administrator. Jo3zBoisie KOH}ITYpyBaTH
napaMmeTpu BeO-I0JaTKiB, Ha
(AnminicTpaTop Be6G-101aTKIB) gaKki Oynaw JeneroBaHi TmpaBa, a

TaKOXX  BIPTyallbHi  KaTallOTH,
(hisuuHi KaTaymoru Ta Qaitmm, sKi
3HAaXOAATHCS B HUX, Y PAMKax X
JIeTIerOBaHUX PaB.
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1.2 llpakTH4HA YacTHHA

Mpumirka. MeroauuHi BKa3iBKu 151 1a00paTOpHOT poOOTH CKIIaIeH]
3 Opi€HTALIEr0 1 BAKOHAHHSI HA KOMIT'F0Tepax 3 GisnunnMu imenamu RMFO1
ta RMF02, Tomy npu HanamTyBaHHI CBOIX CTaHIIii, Tpeda Opi€eHTYBaTHCh
Ha peajibHi iIMEHa KOMIT'FOTEPiB.

Hns xomn'torepie RMFO01 ta RMF02, maemo:

— TIpH 3aBaHTaXeHHi Ha HUX KiieHTchbkol OC MS Windows:

IP-agpecu: 10.0.9.51 i 10.0.9.52 BignosigHo,

Mepexeri imena: RMF51 1 RMF52  BignoBigHo;

— TIpH 3aBaHTaKeHHI Ha HUX cepepHoi OC Windows Server:

IP-agpecu: 10.0.9.151 1 10.0.9.152 BimnosizHoO,

mepexeri imena: RMF151 1 RMF152 signogigHo,

noBHi imena: RMF151.domain01.local i RMF152.domain02.local
BiOB1THO (y Bac 1€ MOXXYTh OYTH iHIII IOMEHH] iMeHa).

Tak sk OUTBLIICTH 3 Bac TPAIIOE 33 KOMMI'IOTEpamMH 3 IHIIUMHU
GiBUYHEMHE  iIMEHAMH, TO TIpM BHUKOHAHHI pOOOTHM BaM JIOBCACTHCS
BUKOPHCTOBYBATH iHII |P—agpecu, KOpOTKi 1 TOBHI MEepeKeB1 iIMeHA.

Ha xomm'torepi 3 iMm'sm RMFO1 (y Bac, BigmosimHo, iHmme im’s)
sapanTakte OC Windows Server (kopucrysad - AaMiHicTpaTop, mapoib —
1g2w3e4r& a6o 192w3edr5t&) (mms &-shift+7). 3agxkam B anrmiiichKiii
PO3KITAII KITaBiaTypHu.

1.3 HanamryBaHHs1 Mepexi

Ha cepgepi:

Hacrpoiite iaTepdeiic MepexxeBoro amanrtepa Ha KOMI'TOTEpi 3
¢izmuanm im'sm RMFO1:

— Ilyck => Ilaneab Yunpapiainua => IleHTp ynpasiainHs
Mepe:kaMH Ta 3arajlbHUM JAOCTYIIOM => YHpaBJiHHS MepeskeBUMM
migkiawdeHHsasmMu  => [link/jaoyeHHss 1o JIOKaJdbHIii Mepexi =>
BaacruBocti => IIporokoa Intepuery Bepcii TCP/IPv4 => BiactuBocti
3aJ1aliTe:

IP-anpeca: 10.0.9.151 (y Bac, BiAmOBiAHO,
inmra [P-agpeca: tak, sikio ¢izuune im’s Bamoro komn ' rorepa RMF05, to
—10.0.9.155)

Macka nmigmMepe:xi: 255.255.255.0



16

OCHOBHMI ILTIO3: 10.0.9.100

epeBaxuuii DNS-cepBep: - (3aJMIIUTH YUCTUM)

1 kimauHite OK,
i3 BiAKpUTTAM BikHa [ligKIOUeHHS 1O JIOKaNbHIH Mepexi — BrmactuBocTi
knanuite OK;

— 3aKpHUKTE BIKHO.

1.4 HanamryBanus Web-cepBicy

Terep MOXKHa TEPEXOAUTH JIO PO3IISIY KOHKPETHHUX KPOKIB, SKi
Tpebda BUKOHATH Jyis yctaHOBKH poiii Web Server (IIS) (Be6-ceprep (I1S)).
3amyckaTh TpoleC YCTAHOBKM IIbOTO KOMIIOHEHTa MOXKHAa JIBOMa
ciocobamu: poxatoun Web Server (IIS) uepes mporpamy Server Manager
(ducmeTuep cepBepa) abo0 BCTAHOBIIOIOYM BIAMOBIAHI CIyXO0H 3
KOMaHHOro psjka. Jlaji mepepaxoBaHi KpOKH, HEOOX1IHI /Il BUKOHAHHS
ycranoBku pom Web Server (IIS) (Beb-cepsep (IIS)) 3a momomororo
mporpamu Server Manager (Jlucrerdep cepsepa):

— BuOepiTh y Meno Ilyck => AamiHicTpamis => Jlucmeruep
cepsepa. Binkpuerbes BikHO Server Manager (Jucmeruep ceppepa);

— y nmiBiii yactuHi BikHa Server Manager (ucmeruep cepBepa)
KJIAIHITh TIPaBOI0 KHOMKO MuIm Ha BY31i Roles (Poui) 1 BuOepits y
KoHTeKcTHOMY MeHto yHKT Add Roles (Joxatu poJi);

— mHa cropini Select Server Roles (Bu6ip poJieii cepBepa) BKaxiTh,
mo morpibHo iHcramoBatu IIS, BimsmaumBmm B po3mimi Roles (Pouri)
nparopens mopyd i3 pomwrro Web Server (IIS) (Be6-cepsep (IIS)). Sxmo
TTICNIS IHOTO 3'ABUTHCS [IAIOTOBE BIKHO 3 MTOBIAOMIIEHHSIM IIPO T€, IO POIb
Web Server (IIS) Bumarae ycTaHOBKH JOAATKOBUX KOMITOHEHTIB, KIIAITHITH
Ha kHommi Add Required Features (JomaTum HeoOXigHi KOMIOHEHTH), a
motiM Ha kuormii Next (Taui);

— TeperyisHeTe BCTYIMHI BIAOMOCTI Ta TPUMITKA Ha CTOPIHII
Introduction to Web Server (IIS) (ITouatkoBa indopmaris npo BeG-cepBep
(I1S)) i xnanHiTh Ha koIl Next (Jai);

— BuOepiTh OakaHi JOMATKOBI CITYKOW Ta KOMITOHEHTH, SIKi TOTPiOHO
BCTaHOBUTHU pa3oM 3 pomrro Web Server (IIS). Tpeba BcranoBuTH Bei
KOMIIOHEHTH;

— na cropinni Confirm Installation Selections (ITinTeepaiTs 06pani
eJleMeHTH) TIepeBipTe poii, CyKOU Ta KOMIIOHEHTH, sIKi Oynu obpaHi ams
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YCTAaHOBKH, 1 KNAIHITe Ha KHoOmI Install (BeranoBuTH), 11100 3amyCTHTH
MPOLIEC YCTaHOBKH;

— YIEBHITBCA B TIM, IO MPOIEC YCTAHOBKH IMPOMIIOB YCHIIIHO,
neperisiayBid  Installation Results (Pe3ysibTaT  BCTaHOBJIEHHS), 1
ki1anHiTh Ha kHomui Close (3akpuThn);

— Komu mpomec ycranoBkd poini Web Server (IIS) zaBeprmmtucs,
JOAATKOBI CIYy)KOM Ta KOMIIOHEHTH MOXHa JOJaBaTH Ta BHJIAJTH,
knanatoun Ha nocunandi Add Role Services (JomaTu ciry:k6u poJieii) abo
Remove Role Services (BumamuTu ciayxom poseii) y po3ain pori Web
Server (IIS) BikHa koHcomi Server Manager ([JIucneruep cepBepa).

1.5 HoBuii web-By3en

CrBopiTh Ha qucky F: manky New_site.

VrBopite goxkyment F:\New_site\index.html:

— Binkpuiite manky F:\New_site;

— YTBOpPITH Yy Hilf TEKCTOBHI TOKYMEHT (TSI 9OTO: KJIAIHITH MPABOIO
KHOITKOO MUTIIT, BUOEepiTh KoMaHay CTBOpUTH => TeKCTOBUI JOKYMEHT,
HaTHCHITH Enter);

— SKIIO y TEKCTOBOIO JOKYMEHTa HeMae po3mupeHHsa .IX{, To
3pobith #oro (IlaHenans kepyBanus => llepconamnizauiss => Ilapamerpu
nanok => Bkiaska Bua; 3HimMiTe npanopens - [IpuxoByBaTH po3mIupeHHs
JJI5 3apeecTpoBaHuX TUMIB (paiiiais => OK);

— TmepeiMeHyiTe TeKCTOBHMH mokymeHT Ha index.html (mwis boro:
KJIAIHITh HA JOKYMEHTI MpPaBOI0 KHOIKOI MHUIIi, BHOEPITb KOMaHIy
IepeiimenyBaTu, TOIII0);

— BiOKpuiiTe AOKyMeHT (KJIALHITH MPABOK KHOMKOK MHII Ha
nokymenTi index.html, BuGepits Binkputu 3a 1onomorow => BiaokHOT
=> OK);

— y Bikai  index.html-BaokHoT, 10 BigKpHIOCS, HAOEPITH
HACTYITHHUH TEKCT:

<BODY>

<H1>IIpusit! A cryaent rp. KHT-XXX. IL.LILB. e mos
AoMamHsa cropinka</H1>

</BODY>

— 30epexiTh TekceT (Paiia => 3Bepertn);

— 3akpuiite BikHo index.html - BiokHoT;
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— 3akpwuiite BikHO New_site.

106 onepxatu moctyn o ocHameHHs IIS, Bubepits y menro Ilyck
=> AnmiHicTpyBanns => [ucnerdep cay:xk0 IIS. Ocnamenns Internet
Information Services (IIS) Manager MoxHa Takox 3aITyCKaTH 3a JOIIOMOT 010
KOMaH/I1 inetmgr.

B ocnamenni IS Manger (Aucneruep cay:x6 IIS) domain01.local,
Becepenuni manku Sites (Byszam) goctymuuii  0o6'ekt DefaultWebSite
(CranmapTHuii Be0-BY30J1), SKHIl TIpEJCTAaBIsSE 3aNpPOINOHOBAHMUN 32
3aMOBYYBaHHSM  3pa3oK  BeO-By3na.  3BHYAaWHO, WOro  MOXHA
BHUKOPUCTOBYBATH JUIS MyOJiKallii, oHaK Kpallle CTBOPUTH Ta HACTPOITH
BJIACHMM, OKpeMuid BeO-By3en. 3ymnuHITH pobOTy BeO-By3nma 3a
3aMOBUYCHHSIM.

Jani mepepaxoBaHi HeOOXiJHI i1 JUIs CTBOpEHHsI BeO-By3Ja:

— y BikHi Internet Information Services (IIS) Manager (JImcneruep
cay:x0 IIS) y maneni Connections (Ilink/jroueHHS) KJIAIHITH MPaBOIO
KHOIKOIO MUIII Ha By3Ji Sites (By3im) i BHOEpiTh Y KOHTEKCTHOMY MEHIO
nyHkT Add Web Site (Jlomatu Be6-BY30.1);

— xomu BimkpueTbes cropinka Add Web Site (lonmaBanusi BeO-
BYy3J1a), BBEHITh IM'S UISI HOBOT'O BEO-BY3lla, BHKOPHUCTOBYIOUH CBOE
nipizuie, Hanpukiaa, Petrov.domainO1.local;

— k po3aini Content Directory (KaTajior BMicTy) BBeIiTh (hi3UUHHIA
HUISIX 10 MicIis, e po3TamoBana manka F:\New_site, knanHyBim Ha KHOMIT
13 300pa’keHHSM TPHOX KPAIloOK;

Hpumitka. Ilpu BkaziBIi nUIAXy A0 (PI3SUMIHOTO MICIS PO3IMIIIEHHS
KaTaJory i3 3MICTOM TaKOX JOMYCKA€ThCS BHOWPATH SIKUIICH BiImalieHHA
MepexeBHil pecypc. Y IIbOMy BUIIAIKY 000B'sI3KOBO BIIeBHUTHCA, 110 IS Mae
JI0 HBOT'O TOCTyM, KianayBim Ha kot Connect As (IligkiouaTtucs Bin
imeni). [Torim a00 BKaxiTh MapamMeTpy MiAKIIOYEHHS IO IIHOTO BiAaleHOro
MEPEXEBOT0 pecypcy, BHOpaBIIM KOHKPETHHH  OOJIKOBHI  3amuc
KOpHCTyBada 3 HEOOXiMHUMH [03BONaMu, abo BuOepiTh ommiro Pass-
Through Authentication (Hackpizna aBrenTudikamis).

— y posaini Binding (IlpuB’si3ka) yKaxiTh MPOTOKOJ, 3a
JIOTIOMOT'OI0 SIKOTO TIOBMHEH o0ciyroByBaTtucs Houit By3en (HTTP), IP-
aapec ta niopt 80;

— ycraHoBiTh npamnopeus StartWeb Site Innnnediately (3anycruTu
Be0-caiiT HeraiiHo), 1100 miciis CTBOPEHHS Biipasy X 3allyCTHTH BeO-BY3el;
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— mepeBipTe Bci BBeAeHI KoHGirypauiiiHi mapamerpw mie pas i
knarHiTh Ha kHomii OK, 100 3aBepuTi CTBOPEHHS HOBOT'O BEO-BY3IIa.

Bkarwuits B 30HY mpsiMoro meperyisigy ciyxxou DNS HoBHid BeO-
BY30II:

— Iyck => AaminicTpyBanns => DNS;

— Bigkpuiite H Ha pagky H RMF151 (y Bac, BimnoBiaHo, iHIIMR
PAIOK);

— Bigkpuiite H Ha psagky [ 3onn nmpsimoro neperasay;

— BHIUITH JiBOpydY KypcopoMm muiii psgok H domainOl.local (y
Bac, BIAMOBIAHO, IHITUI PSIOK);

— HAa CTOJI MpaBopy4 (Ha YUCTOMY TOJ1) KIAIHITH MPABOIO KHOMKOIO
Muli i BuOepiTh komMany CTBOPUTH BY30.1.

VY BikHi HoBuMii BY30.1, 1110 BiIKPHIIOCS:

— y noni IM’s BoumniTh im'st By3na (Petrov);

— ynomi IP-agpec Brmmite 10.0.9.151 (y Bac, BigmosinHo, inma IP-
anpeca);

— xiarHiTs JlogaTu BY3041;

— y miaBikai DNS, 110 Bigkpuaocs (3 MOBIIOMICHHSIM PO YCIHIIIHE
yTBOpeHHs 3anucy Bysia Petrov.domain0l.local), kmammite OK;

— 3 moBepHEeHHSAM y BikHO HoBwuii By3oa kiardiTeh I'oTOBO (T1pn
oMy y BikHi DNS, mpaBopyu, 3’siBUTBCS ToAaTkoBHi 3anuc Petrov Bysoa
10.0.9.151);

— 3akpuiite BikHo DNS.

3BEpHITHCS 10 CTBOPEHOTO BY3ITy 3 cepBepa (TOOTO 3 KOMI'ToTepa 3
¢iznunnm iM'sm RMFOL):

— 3amycrite Internet Explorer, ast 4oro KiaamHiTh Mo HOro 3Ha4Ky
Ha TIaHelN 3a/1ad, 1 y BikHI BeO-Opay3epa, IO BiIKpHIOCH, KIAIHITH ITO
3Ha4YKy 3yNMHHUTH,

— BimkmowiTees Bing mpokci-cepsepa (Cepmic => BuacTuBocTi
Opayzepa => Bkiaaka llinkiawdenns => HanamrTyBaHHsa Mepexi =>
3HIMITB TIpanopen> BukopucroByBaTn npokci-cepsep => OK => OK);

— y TekcroBomy moii  Ajapeca  Brnmmite  http://Petrov.
domainO1.local/ (y Bac, BimmoimHo, iHIIa ajpeca) i HATUCHITH KJIABiIly
Enter (upum 1pOMy mOBHHEH 3'SBUTHCS BMICT BaIlOro JIOKYMEHTa,
po3mimeHoro Ha By3ii Petrov.domainO1l.local);

— 3aKpwuiite BikHO BeO-Opaysepa.
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3BepHiTHCS 10 CTBOPEHOTO BYy3J1a 3 OYIb-SIKOTO KOMIT'IOTEpa MEepexi
10.0.9.0:

— 3aBaHTAXTE HA CYCIMHBOMY KOMI'IOTepi (HANpHUKIam, Ha
komn'torepi 3 ¢izuunuM iM'sm  RMF02) OC Microsoft Windows
(kopuctyBau - admin, naposs - 1234567);

— HactpoiiTe inTepdeiic MepexxeBoro ajanrepa Tak:

IP-agpeca: 10.0.9.52 (y Bac, BinnoBigHO, iHIIA
IP-anpeca: Tak, akmo ¢izuune im’st Bamoro komi torepa RMFO06, To —
10.0.9.56)

Macka mepexi: 255.255.255.0
OcHOBHUI 1TI03: 10.0.9.100
IlepeBa:xxuuii DNS-cepBep: 10.0.9.151 (y Bac,

BianoBiaHO, iHmIa IP-agpeca, ane 1ie moBunHa 0yt IP-anpeca Bamioro Beo-
By37al);

— szamycrite Internet Explorer, s 4oro KIamHiTh M0 HOTO 3HAYKY
Ha naHeJi 3a/1a4;

— BIOKITIOUITBCS Bixg mpokci-cepBepa (Cepmic => Buaactusocti
opaysepa => Brimanka lIligkaouenns => HajgamTyBaHHs Mepexi =>
3HIMITH TIpamnopens BukopucroByBatu npokci-cepsep => OK => OK);

— y TekcTtoBoMy momi  Aapec  Bmommite  http://Petrov.
domainOl.local/ (y Bac, BimmoBimHo, iHINa afpeca) i HATHCHITH KJaBiIly
Enter (mpm 1mpoMy TOBWHEH 3'IBHTHCS BMICT BAIllOTO JOKYMEHTA,
po3mimeHoro Ha By3ii Petrov.domainO1l.local);

— 3akpwiiTe BIKHO BeO-Opay3epa.

1.6 HamamtyBaHHs BipTyaJIbHOI0 KaTajiory

BipTyanpHi kKaTanoru IO3BOJSIOTH PO3MIMPUTH JOMAIIHIA KaTaJor
BeO-By37Ia 32 PaXyHOK IIPEACTaBIICHHS IICEBAOHIMA, KWW BKa3ye HA 1HIIUI
HE PO3TaIIOBAaHUH y IOMAITHBOMY KaTalio3i katanor. Llei cepmoniM, HaBiTh
rnepe0yBaroud Ha 30BCIM IHIIOMY CepBepi, Ui KOPUCTyBadiB Oyne
BUIIIAATH SK NPOCTO II€ OAWH 3BUYANHMN migkaTajgor BeO-Bysna. Y
BIpTyalbHOMY KaTano3i MOXXHa 30epiraTd IOKYMEHTH Ta iHIIy MHOAiOHY
iHbOpMaIlifo, sIK i1 JaHOTO, TaK 1 UTs 30BCIM iHIIIOTO BeO-By3Ia.

Kpoxu, HeoOXimHi JUIsi CTBOpEHHS BIPTyalbHOrO KarTajory 3a
noniomoroto ocHamieHHs IS Manager (Aucmerdep cay:xd IIS), onucani
HWKYE.
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CrBopitb Ha aucky F: manky New_ Petrov.

YrBopits mokyment F:\New_ Petrov \index.html:

— Binkpuiite manky F:\New_ Petrov;

— CTBODITh Yy Hilf TEKCTOBHH JOKYMEHT (IS YOTO: KJIAIHITH TPaBOIO
KHOIIKOIO MUIll, BUOEpiTh koMaHay CTBopuTH => TeKCTOBHUiA JOKYMEHT,
HaTUCHITH EnNter);

— SKIIO Yy TEKCTOBOI'O JOKyMEHTa Hemae posiupeHHs .txt, To
3po0iTh Hioro (Ilanean kepyBanusi => Ilepconanizauis => IlapameTrpu
nanok => pkyajka Bua; 3HiMiTh iparnopelis - [IppxoByBaTH po3miupeHHst
1151 3apeecTpoBaHuX TUNIB ¢aiiiaiB => OK);

— TepeiMeHyiTe TeKCTOBUH HokymeHT Ha index.html (mis woro:
KJIAIHITh Ha JOKYMEHTI IPaBOI0 KHOIKOK MHII, BHOEPITH KOMaHIy
IepeiimenyBaTH i T.iH.);

— BIIKpUIATE ITOKYMEHT (KJIAIHITh MPaBOK KHOIKOK MHUII Ha
nokymenTi index.html, BuGepits Binkputu 3a nonomorow => BiaokHOT
=> OK);

— vy Bikni index.html - BaoknoT, mo Bigkpuiaocs, HabepiTh
HACTYIHUI TEKCT:

<BODY>

<H1> Mpusit! S cryaent rp. KHT-XXX. IL.LILB. Ile most
BipTyanbHa cropinka </H1>

</BODY>

— 36epexiTh TekcT (Paita => 36epertu);

— zakpmiire BikHo index.html - BiaokHoT;

— 3akpuiite BikHO New_ Petrov.

Bubepite y menio Ilyck => AaminictpyBanns => Jlucmeruep
cayx0 IIS:

— vy manem Connections (Iligk/il04eHHs) PO3TOPHITH BY3eJ, SKHMA
npencrasise cepsep IS, a motim - By3oi Sites (By3uin);

— BuOepiTe BeO-By3enm mius pO3MIMIEHHS HOBOTO BipTyaJIbHOTO
katanory. Y Bac ue Petrov.domainOl.local. Knannite Ha HbOMY MpaBorO
KHOIKOIO MHUIIII Ta BUOEPITh y KOHTEKCTHOMY MeHio myHKT Add Virtual
Directory (lonaTu BipTyajJbHUii KaTAJIOT);

— BBEAITH ICEBAOHIM JUIS BIPTYaJbHOTO KaTaJlOry, HalpHKIAM,
New_petrov;
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— B po3ati Content Directory (KaTasor BmicTy) BBeniTh Qi3HUHUIA
NUIAX 70 MicIsd, Je po3tamoBana manka F:\ New_ Petrov, kiannysim Ha
KHOIILI 13 300paXeHHSIM TPhOX KPariok;

— TMeperIisHeTe OOpaHi MapaMeTpu IIe pa3 i MOTIM KJIaIHITh Ha
kromili OK, 11100 3aBepIIuTH CTBOPEHHS BipTYyaJbHOI'O KaTaJIOTy;

— 3BEPHITHCH JI0 BIpTyaJbHOTO KaTajory.

1.7 CTBopenHsi 00J1iK0BOro0 3anucy kopucrypada B IIS

Y neskux CHUTyallisix MOXK€ BHHHKATH HEOOXIJHICTh B HaJaHHI
MOXJIMBOCTI KepyBaHHs IS sikomy-HeOynp He Windows KopucTyBadesi.
Hnst Takoro xopuctyBada B IIS moBuHHAa OyTH CTBOpEHO crelialbHUN
00JiKOBHIA 3amHc, SKui Oyze 3a0e3neuyBaTu HOro MpaBaMu Ha JeNeryBaHHS
KOMITOHEHTIB 1 QYyHKIIIOHATbHUX MOKBocTew 11S.

Jani nepepaxoBaHi HEOOXiJJHI KPOKH, SIKi TpeOa BUKOHATH:

— vy BikHi ocHaieHHs Internet Information Services (IIS) Manager
(Ducmeruep cay:xko IIS) mepeiinite y manens Connections (IligkaoyeHHs)
i BuOepith cepsep IIS - domain01.local;

— Yy IEeHTpaIbHIN aHeI BiIOMOCTEH KIaIHITh Ha 3Ha4KY [IS Manger
Users (KopucryBaui aucneruepa 11S);

— wma cropinmi IIS Manger Users (KopucryBaui gucneruepa 11S),
0 3'IBUTHCS MICHA 1bOro, KiamHiTh Ha mocwiranHi Add User (Jomatu
KopucTyBaua) y maneni Actions (ii);

— vy niamoroBomy BikHi Add Ussr (JdomaTtu kopucTtyBaua) i
HOBOTO OOJIKOBOTO 3ammcy KOPHCTyBada BBediTh Ballle MNpi3BHIILE
(anraiiicbko10) i maposib 102w3e4r5t&  (mist &-shift+7) ta knanHiTe Ha
kuaomni OK.

IIpu3HavenHs A03B0JiB 00.1iK0BOro 3amucy kopucryBauda B IIS.
HactynHuM KpoKoM y TIporieci CTBOPEHHS KOPHCTyBada € NpU3HAYCHHS
TUTBKH IO CTBOPEHOTO OOJIKOBOTO 3aIllMCy BIATIOBIAHWX JO3BONIB IS
HaJaHHs I[bOMY KOPHCTYBAadeBi MOXUIMBOCTI KOH(ITypyBaTH JeneroBaHi
(hyHKITIOHATBHI MOXKIIMBOCTI JUIsl TIEBHOTO BeO-By3na abo momartka. Jlami
ONMCaHI KpPOKW, 3a JIONMOMOIOK SIKMX KOPUCTYBauyeBi JI03BOJSETHCS
HIIKITI0YaTUCS 10 By3y abo 1ofarka:

— y BikHi ocHameHHs Internet Information Services (IIS) Manager
(Tucneruep cay:xo IIS) nepeitnits y manens Connections (ITinkmouenHs)
1 pO3ropHiTh crioyatky By3ou cepsepa IS, a morim By3on Sites (By3an);
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— BUJUIUTE By3€J A0 SKOr'0 MOBUHHO OYTH JT03BOJIEHO MiJKIF0UaTHCS
JAHOMY KOPHCTYBayeBi, 1 KIALHITh Y IEHTPalbHIH MaHeNli BijoMocTeld Ha
sHauky IIS Manager Permissions (lo3sosm qucnerdepa |1S);

— wna cropiutii IIS Manager Permissions ({o3Bosin gucnieruepa I1S),
110 3'SIBUTHCSI ITICIIS [IBOT'0, KIAIHITH Ha mocuianHi Allow User (Jlo3BoauTn
KopucTtyBauy) y naneni Actions (ii);

— y mianoroBomy BikHi Allow User (/lo3BosiMTH KOpHCTYBauy)
ciouatky BuOepits onmiro IIS Manager (Jucnerdep cay:x6 IIS), morim
YBEIITh JaHi OOJIIKOBOTO 3aIlucy, SIKUH OyJlno CTBOpEHa 3a JOINOMOIOI0
HaBEJCHUX BHIIE KPOKIB, 1 KIalHiTh Ha KHomi OK.

Mpumitka. Sdxmo ommis IS Manager (Aucnerdep cay:x6 IIS) He
Oyae nmocrymHa B giajgoroBomy BikHi  Allow User (/lo3BoJnTH
KOPHCTYBa4y), BUXOIUTh, CIy)k0a KepyBaHHS He Oylla HAaCTpOEHa Ha
npuiioM MiAKIO4YeHs Bijg kopucrysauiB IIS. Illo6 Hactpoitu ii, Tpeba
BijoOpasuT cTopiHKy Management Service (Cuay:k0a ynpasiiiHHsI),
AKTHBI3YBAaTH BUJIYYEHI IMIJKIFOYECHHS Ta BHOPATH OMIII0 1eHTHdIKAILIL,
Windows Credentials (O6aikoBi mami Windows) a6o IIS Manager
Credentials (O6.1ikoBi 1ani gucneruepa IIS).

HanamryBanHs mapameTpiB JejieryBaHHsi KOMIOHeHTiB. [lami
repepaxoBaHi  KpPOKH, HEOOXimHI [UIsI HACTPOIOBAHHS TapaMeTpiB
JieTIeTyBaHHSI KOMIIOHEHTIB JIJIsl 3HOBY CTBOPEHOT'0 BeO-By3Ja:

— vy BikHi ocHameHHs Internet Information Services (IIS) Manager
(ducmeruep cay:x6 IIS) nepetinite y manesp Connections (ITink/aroueHHs )
1 BuOepiTh By301, 10 mpencTanisie cepeep 1IS;

— y UEHTpaJbHIA MaHel BiOMOCTEW KJIAIHITh Ha 3Ha4uKy Feature
Delegation (/le;ieryBaHHsI KOMIIOHEHTIB);

— wna cropinmi Feature Delegation (/lejieryBaHHsI KOMIIOHEHTIB),
sika 3'SIBUTHCA TICIA bOro, y madeni Actions (if) xmanHiT Ha moOCHIIaHHI
KopucryBanbHUIbKe /1eJieTyBaHHsI BY3Jia,

— Ha cropinni KopucryBajibHUIIbKe Jej1eryBaHHs By3Ja Y MEHIO,
sIke PO3KPHUBAETHCS, BUOEPiTh neseripyemuii By3on Petrov.domainOl.local;

— BUOEpITh HANCKHUA KOMIIOHEHT Yy CIHCKY Ta YCTAHOBHUTE s
HBOTO Oa’kaHWi TTapaMerp JeleryBaHHs, BUOpasiu B naneni Actions (i)
eremenT Read/Write (Uuranus ta 3anuc), Read Only (Tinbku ynTanus),
Not Delegated (/leneryBanus BiacyrHe) a6o Reset to Inherited (Cxkuaanust
710 YCIAKOBAHOTO CTaHY).
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Mpumitka. V jgeskux BHUNAAKaX MOXKE BHHHKATH HEOOXIIHICTH y
CKHJIaHHI TapaMeTpiB JeleryBaHHs a0o BiIHOBICHHI NapaMmeTpiB 3a
3aMOBYYBaHHIM. Y TaKHX BUIMAJKax BapTo BUOMpaTH B maneni Actions (/1ii)
enemeHT Reset AIl Delegation (CkunyTn Bee aeseryBanHsi) ado Default
Delegation ([lesieryBaHHsi 32 3aMOBYYBAHHSIM).

1.8 3acTocyBanns pyHKuii BeqeHHs ;KypHAIiB

Benennst xypHaniB IIS € o6os's3koBoro dynkigiero IS, Bona
JorioMarae rapanTtyBath oesreky IS, a Takox criporrye o0cayroByBaHHs Ta
BUSIBIICHHS HeToNa oK. 3a BegeHHs sxypHaniB IS y TekcroBux dhopmarax -
W3C Extended Log File Format (Po3mupenunii ¢gpopmar xypuaiais W3C),
Microsoft 1S Log File Format (@opmar :xypuanais Microsoft 11S) i NCSA
Common Log File Format (3araabuuii ¢opmat kypuaiaiB NCSA) -
Bimnosimae mporec HItp.sys, sikuit mpairoe B pexxumi sapa. [lepesara
(GyHKIIIT BeICHHSI )KYPHAJIIB - i MOKHA BKJIIOYATH Ha PIBHSIX cepBepa, By3Ja,
BeO-momaTKiB, (ainy Ta karamory. Kpokw misi HamamTyBaHHS (QyHKITIT
BemeHHs KypHaiiB IIS Ha piBHI KOHKpETHOTO BeO-By3Ia:

— Bigkpuiite ocHameHHs Internet Information Services (IIS)
Manager (ducneruep ciay:x6 IIS);

— B manem Connections (Iligk/ouenns) BuOepith BeO-By3€I, IS
SIKOTO TIOTPIOHO HACTpOiTH (YHKIII0 BeAGHHA >KypHadiB. Y Bac Ie
Petrov.domainO1.local;

— JIBidi KJIAIHITH Ha mocuaanHi Logging (BeaenHs xKypHaJiB) ;

— Ha cropiami Logging (BenenHns :kypHajiB) BuOepiTs OarkaHUil
tdhopmat Benenns xxypHaiis W3C;

— YKaxiTh Oa)kaHe MicIe U po3MileHHsI (aiiiliB *KypHaTy,BBiBIIN
IUIAX 0 HOTO B TekcToBoMy moni Directory (Karamor), a6o kmamayBIm
Ha kHori Browse (Oruisin) i BuOpasmm notpioauii karamor New_Site;

— y posmini Log File Rollover (CtBopeHHsi ¢aiijiB KypHay)
3alaiiTe METOJ JUTsl CTBOPEHHS HOBUX (DailiB )KypHaIy. YKaxiTh OakKaHHA
inrepsai - Hourly ourly (Kos:ken 4ac);

— B OCTaHHBOMY TMapaMeTpi BKaxiTh, 0 Tpeda TpHU CTBOPEHHI
(hafimiB >)xypHaIIiB BHKOPHCTOBYBATH MICIIEBHIA Yac;,

— TIicJIs BBEIEHHS BCIX mapaMerpiB i (aiiiiiB )KypHaIy KIAIHITh y
naneni Actions (Zii) Ha mocunanui Apply (3acTocyBaTh), 1100 3acTocyBaTu
3MiHH.
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Hpumirka. o6 BrmounT ab0 BIAKIIOUMTH (QYHKIIIO BEACHHS
KypHaIiB JuIsi KOHKPETHOro BYy3lly, Ha cropinui Logging (Bemenus
sKypHaJdiB) y manem Actions (Jlil) xmamuite Ha mocuimanai Enable
(YBimkHyTH) 260 Disable (BumknyTn). {yis BKitoueHHs QyHKIIT BeICHHS
xypHaiiB B IIS moBunen Oytu Bcranosnenuii kommoneHT HTTP Logging
Module (Monyan Benennsi :;kypaaiis HTTP).

1.9 BigHoBJieHHs1 po004YMX Micub

(maHuii po3ain miassarae 000B'A3KOBOMY BUKOHAHHIO!)

[Ticnst o3HaliOMJICHHS BUKJIaaua 3 Pe3yJibTaTaMH BUKOHAHHS pOOOTH
CHUCTEMYy HEOOXiHO MPHUBECTH B MOYATKOBHMH CTaH (CTaH, 3 SIKOTO IHIIMN
CTYJICHT 3Mir OM MIOBTOPUTH BUKOHAHHS 11i€1 poOoTH). 1115 11OT0:

— BHJQIUTH yCi CTBOPEHI BeG-BY3JIM Ta X HANAIITYBaHHS;

— 3aIyCTUTH Be®-BY30.1 32 3aMOBUCHHSIM;

— Ha cepBepi Ta KiieHTI y BikHax ITiTKJIH04YeHHSI 10 JOKAIbHOI
Mepe:ki (Ha 000X KoOMI’I0Tepax) BEpHITH Yy IIOYATKOBHH CTaH
HaJIalTyBaHHS;

— BUAAIUTH MANKH, SIKH CTBOPIOBAIIUCH JJIS TOCTYITY;

— BuganuTu crBopennit DNS sanuc (Tiibku Bam).

[TepeBipTe Buxia 3 060X KoMn’0TepiB 10 Mepexi IHTepHeT.

1.10 3micT mUCLMOBOTO 3BiTY

— BIATIOBiAI HA KOHTPOJILHI TUTAHHS;

— erany yCTaHOBKHM Be0-cepBepa Ta HacTpOIOBaHHS BY3IY;

— €eTamW CTBOPEHHS Ta HACTPOIOBAHHS CHEMiaJbHOTO OOJIIKOBOTO
3ammcy KOpUCTyBaya.

1.11 KoHTpobHi NUTAHHS

1. OcHoBHI eramnu miaHyBaHHA Ta npoekTyBaHHs 11S.
2. Kommnonentu Beb6-cepBepa Ta ix nmpu3HadeHHS.

3. Mera 1a 3aBaanHs npoekry IIS.

4. 3acobu 3a0e3neyeHHs Oesmeku 1IS.
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2 JABOPATOPHA POBOTA Ne2
Poboma 3i cnysmcoorw FTP

Mera pobdotnm — o3HaiiomuThcs 31 chmyxOamu iHbopmamii s
[HTepHeTY, HABYMTHUCS CTBOPIOBATH Ta KOH(irypyBatu FTP-y3mnn.

2.1 3araabHi BinomocTi

Hnst myOmikamii pecypciB y IHTepHeTI 4M B TpPUBATHUX Mepexax
InTpaner cucrema Windows Server 3acTtocoBye cCity:xOu iHbopmartii s
Inrepuery (Internet Information Services, IIS).

VY cknazi [IS ycTaHOBIIOIOTHCSI HACTYITHI CITYKOU:

— mporokon File Transfer Protocol (FTP), sikumii 3acTOCOBY€TBCS
st oOMiHy (aliimamMu MDK JBOMa KOMIT'OTEpaMH, IO BHKOPUCTOBYIOTH
nportokon TCP/IP;

— mporokon Hypertext Transfer Protocol (HTTP), skwuit
3aCTOCOBYETBHCS JIJISI CTBOPEHHS BMICTY BE0O-CaMTIB 1 IJ1s1 HaBiraiii mo Beo-
caiitam;

— mporokon Simple Mail Transfer Protocol (SMTP), skuit
BUKOPHCTOBYETHCS ISl TIepenadi €IeKTPOHHHUX ITOBIOMIICHb MK JBOMa
cucremamu SMTP;

— mporokon Network News Transfer Protocol (NNTP), sxmit
3abe3neaye HamaHHs KiieHTaM NNTP ciy6 rpyn HOBUH cepBepamu.

FTP no3Bomse xopucTyBauam 3aBaHTaxXyBaTd (aitnmm 3 cepBepa i
TepenaBaT X Ha CEPBEP.

Hespaxaroun na te, mo HTTP crae Bce OiablI 3arajlbHUM 3aCOO0M
niepenadi ¢aimis, mporokon FTP Bigirpae ayxe BaxImBYy poib y ciryxbax
niepenadi aiiis.

Cryx6a HTTP oOMexeHa BUKOPUCTAHHSIM OTJIsiada JUIs TEeperisiny
(afimiB, sAKI 3aBaHTAXYIOThcA YW TmepenaioThes. FTP  mo3Bomse
BHKOPHCTOBYBATH JIJIs iepenadi (paiiniB Opaysep, koMaHaHUNA paaok FTP un
YTHIIITH CTOPOHHIX BUPOOHHUKIB.

FTP 3a6e3neuye nepesamyck HeBAaoi nepeaadi (haiiiis, J03BOISAIOUN
KOPUCTYBady IIOBTOPHO IIJKIIOUUTHCA JO CepBepa 1 NPOJOBKHUTH
nepenavy, MOYMHAIOYM 3 MOMEHTY BiJIMOBJIGHHS, 3aMiCTh MOBTOPHOI
nepenayi ainy i3 caMoro novyarky.
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FTP Sites (FTP-By3nu). Y niii manui 3aaxoasarscs Bci FTP-By3nu, axi
00CIIyTOBYIOThCS Ha JJAaHOMY BeO-cepBepi. BapTo 3BepHyTH yBary Ha Te, 110
3a 3aMOBYYBaHHsM ci1y:k0u FTP He BCTaHOBIIIOIOTHCA.

2.2 BukoHaHHSA Po0OTH

MpumiTtka. MeronuuHi BKa3iBKM JUIs 1i€i poOOTH CKIaiCHI 3
OpieHTAIli€l0 Ha BUKOHAHHS POOOTH Ha KOMIT'TOTepax 3 Pi3MUHUMH iMEHAMH
RMF01 i RMFO02.

JIig uX KOMI'tOTEpiB, MAEMO:

— TIpH 3aBaHTaXeHHI Ha HUX KiieHTcbkol OC MS Windows:

IP-agpecu: 10.0.9.51 i 10.0.9.52 BignosigHO;

Mepexeri imena: RMF51 1 RMF52  BignoBigHo;

— TIpH 3aBaHTaKeHHI Ha HUX cepepHOoi OC Windows Server:

IP-agpecu: 10.0.9.151 1 10.0.9.152 BignoBigHO;

mepexeri imena: RMF151 i RMF152 BignosigHo;

noBHi imena: RMF151.domain01.local i RMF152.domain02.local
BIJIIIOBITHO.

OCKUTbKH OUTBITICTE 3 Bac MPAIMIOE 3a KOMITIOTEpAMH 3 IHITUMH
GiBUYHIMHE  iIMEHAMH, TO TIpM BHUKOHAHHI pOOOTH BaM JIOBCHAETHCS
BUKOPHCTOBYBATH BimnoBimHo iHmi (“eBoi”’) |IP—agpecn, KOpOTKi i MOBHI
MepeKeBi iMeHa.

Ha xomm'totepi 3 ¢izuunum iM'sm RMFOL (y Bac BimmoBiaHO iHIIE
iM’s1) 3aBanTaxkte OC Windows Server (kopuctyBaud - AamiHicTpartop,
mapons — 102w3e4r& ab6o 192w3edr5t&) (wis &-shift+7). 3asxkan B
aHraidcbKiil po3kIaalli KiIaBiaTypH.

2.3 YcranoBka ciay:xou Internet Information Services

st ycranoBku ciayx6m Internet Information Services 3po6iTh
HACTYIIHE:

— Bubepits y Mero Ilyck => AnminicTpyBannsa => Jlucneruep
cepBepa. Binkpuerscs BikHO Server Manager (Iucneryep cepBepa);

— y niBiif yacTuHi BikHa Server Manager ([ucnerdep cepBepa)
KJIAIHITh TPaBOI0 KHOMKOI Muln Ha By3ni Roles (Poui) i BubGepits y
KOHTeKcTHOMY MeHIo yHKT Add Roles ([lonatu poui);
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— Ha cropinni Select Server Roles (Bu6ip poJieii cepBepa) BKaxiTh,
mo norpibHo iHcramoBatu IIS, Bim3HaumBmm B po3nini Roles (Pouri)
nparnopeis nopyd i3 pouiro Web Server (IIS) (Bed-cepsep (IIS)). fAxmio
IICNIS [IBOT'O 3'SBUTHCS JIIaJIOrOBE BIKHO 3 IMOBIJOMIJICHHSM IIPO T€, 110 POJIb
Web Server (IIS) BumMarae ycTaHOBKH JOAaTKOBUX KOMITOHEHTIB, KJIAllHITh
Ha kHommi Add Required Features (JomaTum HeoOXigHi KOMIOHEHTH), a
motim Ha kuormiii Next (aui);

— TeperisiHeTe BCTYMHI BiJOMOCTI Ta NPUMITKH Ha CTOpiHII
Introduction to Web Server (1IS) (ITouatkoBa iH(popmariiist mpo BeO-cepBep
(I1IS)) i xmarHiTh Ha koMl Next (asi);

— BuOepiTh y BikHi Buoip ciryx6 poJeii: Cnyxoa FTP-nyoaikanii,
FTP-cepBep, Koncoaw ynpaBainusa FTP. [linrBepautu BCTaHOBICHHS
yCIiX KOMIIOHEHTIB;

— Ha cropiami Confirm Installation Selections (IlinTBepabTe
BUOpaHi eJleMeHTH) TIepeBipTe poiii, CIyXOU Ta KOMIIOHEHTH, SIKi OynH
oOpaHi s yCTaHOBKH, 1 KiaiHiTh Ha KHommi Install (BetanoBuTH), 1100
3aITyCTUTH TPOIIEC YCTAHOBKH;

— VIEBHITBCS B TiM, IO TPOIEC YCTAHOBKH ITPOMINIOB YCIIIITHO,
neperyssnyBiny  Installation Results (Pe3yabTarH  BCTaHOBJIEHHS), 1
kiarHiTe Ha KHomili Close (3akpuTn).

2.4 CtBopenns HoBoro ftp-By3iaa

IIpu ixcramsamii IIS mporpama ycTaHOBKHM aBTOMATHYHO CTBOPIOE
FTP-By3041 3a 3aM0OBYeHHSIM.

Opnak, ciyx6m IS 103BONSIOTE BCTAHOBUTH JEKiTbKa ftp-caifTiB Ha
OJTHOMY KOMIT'FOTEPi.

Jlst ctBopenns mopatkoBoro ftp-caiity 3po6ite HacTymHE:

Hacrpoiire iaTepdeiic MepexxeBoro amanrtepa Ha KOMITIOTEpi 3
¢izmunanM iM'ssm RMFO1:

— IIyck => Ilaneas Ymnpasiainasa => IleHTp ynpaBJiHHSA
MepexaMH Ta 3aralbHHM [JOCTYNOM => YIpaBJiHHSI MepesKeBHMHU
migkiawdeHHsasmMu  => [link/jaoyeHHss 10 JIOKaJAbHIi Mepexi =>
BaacruBocti => IIporokoa Intepuery Bepcii TCP/IPv4 => BractuBocri
3aJ1aliTe:
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IP-anpeca: 10.0.9.151 (y Bac, BiANOBIAHO,
inma IP-agpeca: Tak, sikmo ¢izuune im’s Bamoro koM torepa RMF05, To
—10.0.9.155)

Macka Mepexi: 255.255.255.0
OCHOBHM 1ILTIO3: 10.0.9.100
IlepeBa:xxnuii DNS-cepBep: - (3aJHMIINUTh YUCTHM)

1 kimauHite OK,

— 3 BigkpuTTsM BikHa Iligk/joueHHsI MO JOKAJBHilE Mepexi —
BaactuBocTi kiaandite OK;

— 3aKkpuiiTe BiKHO.

CrtBopiTh Ha aucky F: xartamor (mamky) st HoBoro FTP-Bysma
(mampukian, ftp_home) i ckomitoiite B HBOTO SIKHIT-HEOYAb HEBENUKUIM
(atin abo nanky 3 (aiaamu.

YTBoOpiTH HOBHIi ftp-By30.1:

— Iyck => AnminicTpyBanns => {ucnerdep ciyx0 I1IS;

— Binkputa RMF151 (nokansHui KOMIT 10TEp);

— Yy KOHTeKCTHOMY MeHIO myHKTy [list Bubpatun CtBopuTH => FTP-
By30.11;

y BikHi Maiictep crBopennsi FTP-By3na => Jlajgi =>BBectn
Petrov ' ftp_site (BuKOpHCTOBYIATE CBOE MIPI3BHIIE);

— y BikHi HamamryBanus |P-agpecu i mopra Bubparu 10.0.9.151.
TCP-nopt 3anummurtu 21;

— vy BikHi I30asuis kopucryBauiB FTP o6epits He i3onoBaTu
KOPHUCTYBaYiB;

— vy Bikai KopeneBuii karamor FTP-By3na Bkazatm numax o
crBopenoro karaiory (F:\ftp_home);

— vy BikHi J03Bin Ha goctyn g0 FTP-By3na BuOepith uMTaHHS Ta
3anmc;

— 3akputu Maiictep cTBopennsi FTP-By3na knamnnite I'oToBO;

— vy Bikui Internet Information Services mepeBipre cTBOpeHHs
Hosoro ftp-By3ia Petrov_ftp_site;

— 3po0iTh aKTUBHUM TUTEKH HOBHIA ftp-By3en:

1) knanHiTH MPaBOIO KHOMKOK MUl 1o psaky FTP-Byzon 3a
3aMOBYYBaHHAM 1 BuOepiTe 3yNMUHMTH; IpH LbOMY a0 iMeHi FTP-By304
3a 3aMOBYYBAHHSAM jo1actbes (3ynunka);

2) KJIAIHITh IPABOK KHOMKOK MUIII IO PSIKY 3 iM’sIM Bamioro ftp-
By3na (Petrov_ftp_site) i BubGepits Ilyck.
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s omepariss € HEOOXigHOW0, Tak sk oOuaBa ftp-By3nma OIHAKOBO
Hajmaromkeni mo IP-agpecam i TCP-mopram, ToMy omuH 3 HHUX Tpeba
BIAKIIFOYUTH.

3akpuiite BikHO JJucnerdep cay:xo I1S.

2.5 KongirypyBauus ftp-By3.is

Mpumitka. Tlpu o3HalioMJeHHI 3 MeToAaMu KOHQIrypyBaHHS
BJIACTHBOCTEH okpemuXx ftp-caifTiB 3MiHIOBATH OTpUMaHIi 32 3aMOBUYBaHHSAM
BiacTuBOCTI ftp-By31a He 00OB'I3KOBO.

BrnactuBocTi kKOHKpeTHOTO ftp-caiiTa Ha piBHI caiiTa Malke 1IeHTHYHI
BJIACTMBOCTSIM Ha PiBHI CepBepa, 3a BUHATKOM TOrO, III0 BiJICYTHS BKJIaJIKa
Cayxo6a. Y naHomy po3Jiii MU PO3IIISHEMO Pi3HI HACTPOIOBAHHS, SKi BU
MOKeTe KOH(DIrypyBaTH it okpemoro ftp-caiita 3a J10moMororw Horo BikHa
BracTuBOCTeH. [lam’sTaiiTe, MO HACTPOIOBAHHS PIBHS CaliTa ISl 3HOBY
CTBOpIOBaHUX ftp-CalTIB yCITaJKOBYIOTHCS 3 3aJ]aHUX BIIACTHBOCTEH (IUIst
piBHS cepBepa), 3MiHa HACTPOIOBaHB Ha PiBHI caiiTa «3aTONTYE» aHAIOTIUHI
HaCTPOIOBaHHs, CKOH(ITYpOBaHi Ha cepBepi.

Buxonaiite Ilyck => AaminictpyBanns => /[ucnerdep ciay:xo6 IIS.

Biakpwuiite IH mepen 3HaukoM cepBepa.

Kiamuite mpaBor0 KHOIIKOIO MUIII IO 3HAYKy Bamoro ftp-Bysma
(Petrov_ftp_site) i Bubepits BiracTuBocTi.

Y BiKHi, IO BITKPHIIOCS, BCTAHOBITIOIOTHCS BCi HEOOXiTHI TTapaMeTpH.

Bkaaaka FTP-By3oa1. Ha miit Bkmaami Bu3Hadaroteesi [P-ampeca
By37na, Homep nopty TCP, MakcuMasibHe YUCIO OTHOYACHHUX MiIKITIOYEHb,
qac YeKaHHs i mapaMeTpH KypHay.

o6 ftp-caiiTn Ha ogHOMY ¥ TOMY X KOMI'FOTEpi Manu O yHIKalbHI
imenTuikamii, BOHM MMOBUHHI BiIPI3HIATHCS APYT BiA Apyra xoda O OXHUM
mapamerpoM igeHTr(ikamii. [1lo6 MaTi Ha ogHOMY cepBepi mekinmbka ftp-
caiiTiB, MO>KHa CKOPHCTATHCh OJJHUM 3 HACTYITHUX METOJIIB:

— ckoH(pirypyBaTi Kinbka IP-agpec s OZHOTO MepexeBOro
aganrtepa cepepy 1 BuOpatu pizai [P-ampecu ans koxxHoro 3 ftp-caiitis, He
3miHtor0un ycranoBky nopty TCP na 21 (21 - cranaaprauii nopt TCP s
nporokony FTP). KiienTn 3M0okyTh 3'eqHYBaTHCS 3 MOTPIOHUMU caliTaMH,
BHKOpHCTOBYtouM abo IP-ampecy caiity, ab6o iioro DNS-im'zs (sxmo B
Mepexi gocTynHui cepBep DNS un K110 Ha Kimie€HTi cKoHGIirypoBaHo daiin
nokaiabHUX XocTiB). Leit MeTox kpamuii 11 myoaiunux ftp-caiTis,
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— ckoH(irypyBatu Tineku oany IP-aapecy s mepexeBoro
ajamnTepa cepBepy i 3acrocyBatu 1o [P-aapecy amnst koxxHoro 3 ftp-caiiris,
3agaBiy iM pizHi moptu TCP (3 HOMepamu, ski Outemie 1023). ¥V upomy
BUIA/IKy KOPUCTYBadi, MI00 MaTH MOXJIMBICTH 3'€THYBaTHCS i3 caliTamH,
noBuHHI 3HaTH ixHi moptu TCP. Ileli MeTon 3aCTOCOBYEThCS 11100 CXOBATH
BiJ] meperisiy npuBatHi ftp-caiiu.

3a nonomororo kHonku [loTouni ceancn Ha Brnaii FTP-By3oa Bu
MOJKETE BIJIKPUTH JiasioroBe BikHO F T P-ceaHcu j1yist JaHoro caiira. ¥ 1ipoMy
BiKHI MOXHA MOJUBHUTHUCS, SIKI KOPUCTYBadi B JaHWH MOMEHT MalOTh
3'eqHaHHs 13 caiiTom, Bu moxkere BHOpaTH KOXHOTO 3 KOPUCTYBadiB i
BiJ’€IHATH KOO Bijl BAIOro CaiTy, a MOYKHA HATUCHYTH Ha BimkiounTn
ycixX i 3aBepIINTH BCi CEAHCH HA BAIIOMY CAMTi.

Bxkaanka Be3neuni o6uikoBi 3anmcu. FTP migrpumye nuiie nBa
METO/I ayTeHTU(IKaIl: aHOHIMHY 1 0a3ucHY. Y TaOMNHIlI HUXKYE ITOKa3aHo,
SK PpI3HI BapiaHTH YCTaHOBKH TparnopiiB /o3BoJuTH aHOHIMHI
miaKaYeHHs i /03BOJIUTH JTHIIe AHOHIMHI MiAKJII0OYEeHHS MAfOTh BILJIUB
Ha MOXJIMBOCTI aHOHIMHOT'O TOCTYIY 1 0a3ucHOI ayTeHTHdiKamii. koo Bu
JO3BOJIIETE aHOHIMHHMM JOCTYI, TO It IIS HeoOXimHO BBECTH OOIKOBHI
3amuc KOPUCTyBada, 3a IOTIOMOTOI0 SIKOT0 Oy7e 3MiHCHEHNH TaK|ii JOCTYII.
3a 3aMOBYyBaHHIM 3a7a€Thes o0mikoBuii 3amuc IUSR Im’sCepsepa, aie B,
SIKITIO XOYeTe, MOXKeTe 3afaT iHmui oomikoBwi 3anuc. (IlepexonaiiTecs,
110 KOPUCTYBa4 Ma€ MPaBoO BXOAUTH B CHCTEMY JIOKAJIbHO HA KOHCOJIi
cepBepa, TOMY 110 [1e HeoOXiIHO IJIsi po6oTH 6a3ucHOI ayTeHTHikaii)
(Tab6m.2.1).

Tabmuns 2.1 — [pasa moctymny

Mpanopeus Allow | TIpanopeus Allow | Pe3yabTart

anonymous only anonymous

connections connections

Bcranosneno Bceranosneno Jlo3BosieHo TUTBKH
AHOHIMHHH JOCTYT

BceranorieHo 3HATO Jlo3BosleHO 1 aHOHIMHHIA
JIOCTYTI, 1 OasncHa
ayTeHTH(DIKAIiA, ame 3
MOYaTKY BiIOYBa€ThCA
cpoba aHOHIMHOTO AOCTYITY

3HATO He mae 3HaueHHS Jlo3BolleHa TiNBKK Oa3uCHA
ayTeHTH(]iKawisn
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Mpumirka. SIxmo BamM MOTpPiOHO TO3BOJMTH Ha BalIOMY cepBepi
0a3ucHy ayTeHTU]IKAIi0, TO T 3SMOXKYTb IPOUTH 1 MIAKITIOYUTHUCS 10 CAUTY
JUIIE KOPUCTYBadi, sIKi MalOTh MPaBO BXOAWTH B CHUCTEMY JIOKaJbHO Ha
cepepi IIS, sxuit miarpumye nanmii ftp-caiit. [lepeBipte, mo6 cepsep OyB
(i3MYHO 3aXUIICHUHN BiJ| 3JIOBKHBaHb 13 OOKY TaKMX KOPUCTYBadiB (SKIIO
BOHH MPAIIOIOTh y Ballliid opraHizarii).

Bxiaaaka TToBinomJyeHHs. Ftp-caiitu MAaoTh HACTYIHI
MOBIIOMJICHHS: TIPUBITAJIbHE, TPOIIAIbHE (ITOBIIOMJICHHS, IKE BUBOAMTHCS
0 3aKiHUEHHI CEaHCy) 1 PO TPaHWYHE YHCIIO MiJKII0YEeHb. 32 JOOMOT 00
Briaaku CooOIeHNs BU MOYKETE 3a/1aTH TEKCT LIUX [TOBIIOMIIEHb.

Bxkaagka KopeneBmnii karamor. Y FTP MoxiuBi aBa BapiaHTH
pO3MIIlIEHHsT JIOMAalIHbOro kataynory. OauH crmocid - 1e 3aBJaHHs
JIOKaJBHOTO KaTaJOTy Ha OJHOMY 3 JWCKIB cepBepa, HIIWI crocid - 3a
noromororo  UNC-uuisixy 10 MEpeKEBOro PpO3JIUIIEMOrO  pecypcy,
po3miieHoro Ha ¢aiioBoMy cepBepi jaech Iiie B Mepexi. [Ipu moctymi 10
MEPEKEBOT0 PO3UISIEMOr0 pecypcy MpUHIEThCsl BBOJUTH TOCBITUESHHSI.

PiBHi mocTymy mo BMmicTy momammaboro kartajory B FTP mpocrime
piBHIB gocTyry B WWW:

— YWUTaHHA. SKIOI0 BCTAaHOBUTH IIeH TIpamoperb, KOPHCTyBadi
MOKYTh YHTATH YU 3aBaHTAXyBaTH 10 ceOe (aiiau, sKi 30epiraroThCs B
JIOMAaITHEOMY KaTaJo31, 1 eperyIaaaTy JIICTUHT BMICTy KaTaJory,

— 3ammc. Ko BCTaHOBUTH Iiei mpamopenb, KOPUCTyBadi MOXYTh
TIoMIIaTH («IepeaaBaT») cBoi (paitnmy B JoMamHii KaTajor,

— 3aluc 10 KypHaJay. SIKI0 BCTAHOBHUTH LiEW Mparopelb, TO IpU
KO)KHOMY 3aBaHTa)XyBaHHI 4 Tiepemadi Qailily KIieHTOM 3/y JOMamIHIi
Karajmor Oyme pgomaBathcs 3amuc y peectpamidHi ¢aim  IIS. 3a
3aMOBYYBaHHIM PEECTpalisi TOCTYITY JI0 TOMAIITHHOTO KAaTaJory BKIIOYEHA.

Komm Be6-Opayzep 3miiicHIOe goctyn no ftp-caifty, Toai KoprucTyBad
ofiepKye€ (SIKIIO JUTsl JOMAITHBOIO KaTaJIory /i€ MOBHOBa)KeHHs UHTAHHS)
JICTHHT KaTajory, TOOTO CIHCOK Woro BMICTY. JIicTHHT kartamory Moxe
Bunasatucs abo B mepBicHomy ctwii FTP (ctump UNIX), abo B crmii,
crangaptHoMmy it Windows (ctmiie MS-DOS). V Oynp-sixoMy BHNaaKy
iH(hopMaIlis Ta cama, TUTBKH BUTJISIIAE TPOXH iHAKIIE. SIKIIO BH PO3MICTHIIH
nyoniuaui ftp-calit ans larepuery, To BuOuMpaiite crmip UNIX, mo0
3a0e3Mevn T MaKCUMAallbHy CyMICHICTb [T KOPUCTYBAadiB, SIKi MPAITIOIOTH 13
CTapUM KIIIEHTCHKUM IpOrpaMHUM 3abe3nedeHusiM st FTP.
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Bxkaanka Be3neka katanory. Ha it Bkiasii B MOXKeTe HaJaTH YU
3a0oponuTu goctyn pno ftp-sysnma Ha miacraBi [P-agpec BigmazeHux
KOpUCTyBadiB 4u I1imx IP-mepex, 3BiIKM HagXOmsATh 3alHMTH Ha
MMAKTIOYEHHS.

[Ticnst o3HalOMIICHHS 3 IPEACTABICHOIO IHPOPMAIII€IO:

— 3akpwuiite BikHO BiiacTuBocTi;

— 3akpuiite BikHO Internet Information Services.

2.6 TectryBanus HoBOTO ftp-By3.,1a

3BEpHITHCS J10 CTBOPEHOI0 CalTy 3 cepBepa mo [P-ampecy:

— 3zamycrtith Internet Explorer, s 4oro KIamHiTh M0 HOTO 3HAYKY
Ha MaHei 3a1ad4, 1 y BikHI BeO-Opaysepa, 10 BiIKPHIIOCSH, KJIAIHITH IO
3HauKy 3yNUHUTH,

— Binkpuiite URL ftp://10.0.9.151, mio Bu3Havae HoBuit ftp-caiit (y
Bac, BianoBiaHo, inmmi URL);

— TpH [HhOMY Y BiKHI Opay3epa BU I100aYUTE BMICT TAIKH
F:\ftp_home;

— 3aKpuiiTe BiKHO BeO-Opay3epa.

BxrodiTe B 30HY IPsAMOTO Tieperiisiny ciry>kou DNS HoBuit ftp-By3omn
=> [Iyck => AnminicTpyBanns => DNS:

—  BIOKpHITE Ha PSOKY RMF151 (y Bac, BimoBigHO, 1HIIHIA
PAIOK);

— Binkpuiite I Ha psaaky X 3onu npsiMmoro nmeperasny;

— BHIUITH JiBOpyd Kypcopom muii psaok H domainOl.local (y
Bac, BIATOBIAHO, 1HIITNH PSIOK);

— Ha CTOJI IPaBoOpyd (Ha YHCTOMY ITOJTi) KIAIHITH TPABOIO KHOITKOIO
Mmuti i BuOepitTh koMaHTy CTBOPUTH BY30J1 (A 260 AAA).

VY Bikai HoBuii By30.1, 110 BiTKPHIIOCS:

— y nomi IM’s BrmtniTh iM'st caiity (ftp-new);

— y nomi IP-agpeca Boumrite 10.0.9.151 (y Bac, BiamoBigHo, iHIIA
IP-ampeca);

— knanHite JlonaTu By30.1;

— vy BikHi DNS, mo Bimkpuiocs (3 MOBiIOMIIEHHSM TIPO YCHilIHE
yTBOpEHHs 3anucy Bysia ftp-new.domain01.local), knamnite OK;
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— 3 moBepHeHH:AM y BikHO HoBwmii By3oa1 knauHite I'otoBo (mpu
upoMmy y BikHi DNS, mpaBopyu, 3’sBUThCsS momatkoBuid 3amuc ftp-new
By3oa (A) 10.0.9.151);

— 3akpwuiite BikHo DNS.

3BepHITHCSI IO CTBOPEHOI'O CATy 3 CepBepa Mo iMeHi:

— 3amycrite Internet Explorer i y BikHi Be0-Opay3epa, mio
BIZIKPUJIOCSI, KJIAIHITH 110 3HAYKy 3yNUHUTH;

— y TekcroBoMy Tioni Aapec Boumrite ftp:/ftp-new.domain01.local
(y Bac, BiamoBimHO, iHIIA ajpeca) i HATUCHITH KiaBimy Enter (mpu mpomy
MOBHHEH 3'sBUTHCSA BMicT manku F:\ftp_home, posmimenoi na caiiri ftp-
new.domainOl.local);

— 3aKpwuiiTe BIKHO BeO-Opay3epa.

3BepHITHCS 1O CTBOPEHOTO By3Jia 3 OY/Ib-SIKOT0 KOMIT'FOTEpa MEpexi
10.0.9.0:

— 3aBaHTAXTE Ha CYyCIIHBOMY KOMITOTepi (Hampukiaja, Ha
komn'torepi 3 ¢izuunuM iM'sm  RMF02) OC Microsoft Windows
(xopucTyBau - admin, mapoins - 1234567);

— HaJamTyWTe iHTepdeiic MepexeBoro aganTepa Tak:

IP-anpeca: 10.0.9.52 (y Bac,
BimmoBimgHoO, iHma [P-aapeca: Tak, Km0 ¢izuyHe iM’ S BaIIoro KOMII roTepa
RMFO06, To — 10.0.9.56)

Macka Mepexi: 255.255.255.0
OcCHOBHUI 1JTI03: 10.0.9.100
IepeBaxxuuii DNS-cepnep: 10.0.9.151 (y Bac, BiAIOBiTHO, iHIIA

IP-ampeca, ane nie IP-agpeca Bamoro Be6-By3nal);

— 3amycrite Internet Explorer, ast 4oro KiIamHiTh Mo HOro 3Ha4Ky
Ha TaHelN 3a1ady, 1 y BikHI BeO-Opay3epa, IO BiIKpWIOCH, KIAIHITH IO
3Ha4YKy 3yNMHHUTH,

— CTBOpiTh Ha AWCKYy F: manky (Hampukiaj, TanKy 3 BalliM
npizBuieM Petrov);

— y TekcToBoMy mom  Axapec  Brommite - ftp://ftp-new.
domainOl.local (y Bac, BiamoBiaHO, iHIIA ajpeca) i HATHUCHITH KJIaBilly
Enter (npu npomy mnoBuHeH 3'sBuTHCS BMmicT manku F:\ftp_home,
po3mimieHoi Ha caiiti ftp-new.domainO1l.local).

[Ticns 3'emnanns 3 ftp-caiiTom BU 3MOXKeTe BUKOHYBATH Pi3Hi [il 3a
noromoroto Internet Explorer, mo6 3aBanTaxuTu ¢aiin (manky) Ha CBiid
KOMIT'IOTEp:
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— KJIAIHITh NPaBOIO0 KHOIMKOK MUl Ha Horo (ii) 3Hauky y BikHI
Opay3epa;

— Bubepits KomiroBaTu 10 mankm;

— y BikHi Orisig mamok BKaXiTh IIbOBY MAamnKy Ha CBOEMY
komm'torepi (F:\Petrov) i knamnite OK;

106 nomictuTu daiin (manky) Ha ftp-caiit (3aBaHTaXUTH Horo Ha ftp-
cauT):

— TEpeTATHITh (32 JONMOMOTOI JIBOi KHONKM MHINI) TanKy
C:\NetDrv\Surecom, 1m0 3HaxXOAWTbCA Ha BAlIOMY JIOKAJbHOMY
KOMIIT'IOTepI, Y BIkKHO Opay3epa;

— 100 MOJUBHUTHUCS THII, MIiCIe PO3TAIlyBaHHS, PO3MIp 1 IaTy 3MiHH
opurinany ¢aiiny (mankm), o 3HaX0AUThCs Ha ftp-caiiri:

— KJAIHITh TPaBOI0 KHOMKOI MUIII Ha WOro 3HAYKy y BIKHI
Opay3epa 1 BuOepith BiacTuBocri;

— SIKIOIO JIOCTYI KOHTPOJIOEThCS 1O IMEHaX KOPUCTYBadiB, TO 32
JoroMoror koManau Paiin-YBiidTi sik y MeHIo Opay3epa MO)KHA BBIHTH
Ha ftp-caifT AK IHIINA KOPUCTYyBaY;

— SKIO MA€EThCS MPHUBITATBHE MOBIMOMIICHHS Ha ftp-caiiTi, To Hioro
MOXKHa  TIPOYHTATH 3a  JomoMorord  MeHro  JloBigka-BiTajbHe
noBigomJieHHs cepBepa FTP;

— 3aKpuiiTe BiKHO BeO-Opaysepa.

2.7 YcTaHOBKA Ta HAJTANITYBAHHS BipTYaJIbHOT0 KATAJIOTY

QaiinoBa qUPEKTOPis, SKa PO3TAIIOBAaHA B JOMAITHFOMY KaTaosi ftp-
BY3JIa, JOCTYIIHA BiJJaJICHUM KOPHUCTyBadaM, 110 IPUEAHAINCS A0 cepBepa
FTP. Bu moxere ckopucratucs go3onamu ¢aiinosoi cuctemu NTFS, mo06
OOMEKHUTH JTOCTYII A0 JASSIKUX TATOK, aJie B PsA/Ii BUTIAJKIB BHHUKAE OaKaHHS
cxoBatu ix. llg 3amaua BuUpIOIyEThCS 32 JIOMOMOTOI0 BipTyajbHOIO
katanory FTP. BipryanpHuii kaTaor — 9acTHHA JOTi9HOI CTPYKTYypH ftp-
BY3JIa; BUIIIAJAE BiH K MiIKATAJIOr JOMAIIHBOr0 (KOPEHEBOr0) KaTaory. Y
TUMCHOCTI (hi3MYHA JUPEKTOpis, 110 BUKOPHCTOBYE BipTyallbHUH KaTajor,
MOJKE€ 3HAXOAUTHCS Ha IHIIOMY JUCKY UM HABITh HA IHIIOMY KOMIT'IOTEPI.

KopucryBaui, siki 3HaIOTh MPO iCHYBaHHS BIPTYyallbHOT'O KaTallOTy,
MOXYTh MEpEHTH B HHOro, NOAaBIIM iM'st kaTajory B kiHens URL mpu
migkmodeHHi go ftp-Bysnma depe3 BeO-oruisigad, YW CKOPUCTaBIIMCH
koMaH 1010 €d y KoHcomi ftp-kiieHTa.
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CrBopitb Ha komm'ioTepi 3 ftp-By3nmom oOmikoBuid —3ammc
KOpHUCTYyBaua:

— IDyck => AaminicTpanisi => Active Directory — kopuctyBaui Ta
KOMII'I0TepH;

— Binkpuiite 1 na psanky 1 domainOl.local (y Bac, BiamosiaHoO,
THIIUH PSAAOK);

— Y KOHTEKCTHOMY MeHI0 myHKTy Builtin BuGepite CTBOpHTH =>
Kopucrysau;

— y nigBikai HoBuii 06'exkT-KopueryBau:

— y noni IM’sl BOUIIITE MPi3BHUIlle KOPUCTYBaYa (HApuKiaz petrov);

— ynomni Im's BXoay KopucTyBa4a BIUIIITh MIPi3BHIIE KOPHCTYBaYa
(petrov);

— xianHite Jladi;

— y noni [TapoJb BBeiTh mapoib koprctyBada (102w3edr5t&);

— y mnom IlinTBepaskeHHsI BBEHITh MIATBEPPKCHHS IAPOJIS
kopucTyBada (192w3e4r5t&);

— BCTaHOBITH TIpamnopIti 3adopoHUTH 3MiHy napoJsi
KopuctyBadeM i Tepmin aii mapoJist He 00MeKeHMId ;

— KmanHiTs Jai;

— xnannite TotoBo (mpu 1pomy y Bikai Active Directory —
KOPUCTYBa4i Ta KOMI'IOTePH B CIUCKY TPYI 1 KOPUCTYBadiB 3'ABUTHCA i
CTBOPEHHI BaMH OOJIIKOBUH 3aITiC KOPUCTYBAYa);

— 3akpuiite BikHO Active Directory - kopucryBaui Ta
KOMII'I0TepH.

Ilpu3HauTe CTBOpEHOMY OOJIKOBOMY 3aMMCy KOPHCTyBayda IPaBO
JIOKAJBHOT'O BXOAY B CUCTEMY:

— 3agaiite Ilyck => AnmMiHicTpyBaHHs => YnpaBJliHHAI TPyNOBOI
MOJITHKOIO,

— Binkputu Jlec: domain01.local => Tomenn => domainO1.local:

— y koutekctHomy wMmenio Default Domain Policy subGpatu
3MiHUTH,

— y BikHi PemakTop ympaBjiHHS TPYNmOBHMH MOJITHKAMH
Binkputn Konpirypauis komn'torepa => Koungirypauis Windows =>
Mapamerpn Oe3nexu => JlokajabHi moaitukun => Ilpu3HayeHHs1 npaB
KOPHCTYBaya;
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— y nepeniky BuOpat JlokajabHMii BXiA 10 cucTeMu (TIpaBe BiKHO)
=> BijacTuBocTi;

— y BikHi BaacruBocri: JlokaabHUil BXi 10 CHCTEMH BCTAHOBUTH
ragoyky Ha BHU3HAYMTH HACTYNHI mapaMeTpH MOJITHKH Ta HATUCHYTH
Jonatu xopucryBaya abo rpymy;

— JI0JlaTH Tpyny AAMiHICTpaTopu Ta KopucTyBaua Petrov;

— HatucHyTH 3actocyBatn => OK;

— 3aKpHUTH BiKHa.

CrBoputn Ha aucky F: xaranor (mampukian, F:\petrov_ftp) i
CKOITIIONTE B HBOTO SIKHH-HEOyAb HeBeNWKHU (aiiin uu manky 3 Qaiinamu
(mampukian, manky F:\Inetpub).

CTBOpITH BipTyalbHUN KaTAJIOT IS BAIIIOTO TICEBIOHIMA PEtrov:

— Iyck => AaminicTpyBanns => Jucnerdep ciay:x6 11S 6.0;

y BikHi Internet Information Services:

— Bigkpuiite 1 Ha pagxy H RMF151 (y Bac, BiamoBiaHO, iHIIMH
PSIIOK);

— KJIAIHITH TPaBOI0 KHOIKOI MHIN 1o psaky Petrov_ftp site i
BubepitTh CTBOPpUTH => BipTyaqbHuii kaTasjor;

— KmanHiTs Jai;

— y migBikai IlceBaoHiM BipTyaJbHOro Kartajgory y 1ol
IIceBaonim BruIIiTh Petrov i kmamHite Jai;

— vy migsikai Karanor Bmicty FTP-By3na y moni IlyTh Brmmiite
HUISIX 10 manku 3 BmictoMm By3na (F:\petrov_ftp) i knaunite Jai;

— vy minsikai IlpaBa gocTynmy BCTaHOBITH YMTAHHSI Ta 3amMMC i
KmanHiTh Jai;

— xiaudite I'oToBo;

— BimkpuiiTe Ha PSIKY Petrov_ftp_site i yGenitecs B
HasIBHOCTI y By3i1a Petrov_ftp_site miaBysna (To6TO BipTyaabHOr0 KaTauory
petrov). MoxHa KIaHYTH MPaBOI0 KHOMKOIO MHIII MO 3HAYKy HOBOTO
BipTyanpHOro Katamory i BuOpatu BuaactuBocti. Ilicis mporo moxHa
YTOYHHUTH NapaMeTpH BipTYaJIbHOTO KaTaJIoTy;

— 3akpuiite Bikao Internet Information Services.

JInst  1oAaTKOBOrO HACTPOIOBAHHS PIBHIB JIOCTYIy JIO BMICTY
BIpTyallbHOTO KaTayory mpu3Haure BiamoBigHi no3Bomu NTFS mami
F:\petrov_ftp (manpukian, BCTaHOBITH TICeBIOHIMY PELrOV moBHUIT 1oCTYyI
JI0 1Ii€T Tankw):

— KJAIHITHP NPaBOI0 KHOMKOK Mumi Ha mamui F:\petrov_ftp i
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BUOepiTh BaacTuBocrti,

— TepeuiTh Ha BKIAJKy be3meka,

— kiauHite Jlogaru;

— y HOBOMY MiJIBiKHI BCTaHOBITH Kypcop Ha psaok petrov (...) i
kinanHite Jomamn, knamuite OK;

— y noni Im’s1 BUAiniTE Kypcopom iM'st Petrov (...) i BCTaHOBITH IS
Hboro 703811 [loBHUI J0cTynN (TOOTO BCTAHOBITH BiAIIOBITHHIA MPATIOpENb);

— xiauHite OK.

2.8 TecTyBaHHSI po0OTH BipTyaIbHOr0 KaTAJIOTY

[Tpu BukopucTaHHI BeO-Opay3epa KOpUCTyBa4aM HEOOXiTHO BKa3aTh
O0JIIKOBHIA 3amuc Mpu MijKIoveHHi 3a aapecoro URL 3a ymoBw, mo nei
3aIc He BHKOPUCTOBYETHCS JUIS aHOHIMHOI'O JIOCTYITY J0 By3na. Anpeca
URL 3amaetscs y Buai ftp://user_name@site, me user_name - im's
00ITiKOBOTO 3arwucy, Site - iM's ftp-Bysia.

Hampuknan, Bxim y cucteMy 3 OOJIKOBUM 3allMCOM KOPHICTyBada
petrov mis 3eepranus no Bysna ftp-new.domain0l.local morpebdye ampecy
URL ftp://petrov@ftp-new.domainOl.local (mpu upomy Internet Explorer
3aIIPOCUTEL BBECTH M’ 1 TapOJTh OOJIIKOBOT'O 3aITUCY ).

3BepHITHCS 10 CTBOPEHOI0 BY37a 3 OyIb-sIKOr0 KOMIT'FOTEpa MEPEKi
10.0.9.0:

— 3aBaHTaXTE Ha CYyCiTHPOMY KOMM'IOTepi (HampHUKIa;, Ha
komir'torepi 3 ¢ismunuMm  iM'sm RMF02) OC Microsoft Windows
(xopuctyBad - admin, maposp - 1234567),

— HacTpoiiTe iHTepdeiic MepexeBoro aianrepa Tak:

IP-anpeca: 10.0.9.52 (y Bac,
BimnoBinmHoO, iHMmIa [P-agpeca: Tak, skmo $izudHe iM’S BAIIOro KOMIT I0Tepa
RMF06, to — 10.0.9.56)

Macka mMepexi: 255.255.255.0
OcHOBHM LITIO3: 10.0.9.100
IlepeBa:xxuuit DNS-cepsep: 10.0.9.151 (y Bac, BiaoBinHoO, iHmIA

IP-anpeca, ane nie IP-agpeca Bamoro Be6-By3nal)

— 3amycrite Internet Explorer, ast 4oro KiamHiTh 1Mo HOro 3Ha4Ky
Ha TIaHelN 3a/1ady, 1 y BikHI BeO-Opays3epa, IO BiIKpWIOCH, KIAIHITH IO
3HAuKy 3yNUHUTH,
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— Yy TekcroBoMy moni Axpeca Bmuite ftp://petrov@ftp-
new.domain01.local (y Bac, BinmnoBinHo, iHIIa agpeca) i HATUCHITH KJIABIITY
Enter,

— y BikHi Bxix BBexith iM's (petrov) i mapons (192w3edr5t&)
00JIIKOBOT'O 3aIuCy 1 KIAHITh BXia (Ipyu 11bOMY OBHHEH 3'IBUTHCS BMICT
nanku f:\petrov_ftp, mo posmimiena Ha caiiti ftp-new.domainOl.local y
BIpTyaJIbHOMY KaTayio3i Petrov).

2.9 BinHoBJIEHHSI MOYATKOBOT0 CTAHY KOMII I0TepiB

Mpumitka. [Januii po3ain nigjsrac 000B'si3KOBOMY BUKOHAHHIO.

[Ticns o3HalioMJICHHS BUKJIaada 3 pe3yJibTaTaMH BUKOHAHHS pOOOTH
CHUCTEMYy HEOOXIIHO MPHUBECTH B MOYATKOBHMH CTaH (CTaH, 3 SIKOTO IHIIHN
CTYJIGHT 3Mir OM MIOBTOPUTH BUKOHAHHS 1i€l poOoTH). [111s 11OT0:

Ha xomm'torepi 3 ¢ismuanMm iM’sim RMFOL, ne 3aBanTaxkena OC
Microsoft Windows Server:

— Bumamite  ftp-sysonr  Petrov_ftp site => IIyeck =>
AnminicrpyBannus => Jlucneruep ciay:xo 11S;

— Bigkpuiite & Ha panky H RMF151 (y Bac, BimmoBigHO, iHIINMA
PSLIOK);

— KJIAlHITE JHBOPYY TMPaBOI0 KHOMKOIO MHINI Ha  BY3Mi
Petrov_ftp_site i Bubepits Bugaaurn, a notim — Tak;

— zakpmiire BikHO Internet Information Services;

— BHJIAJIITh 3 30HHU MPSIMOTO meperiisiny ciay:xou DNS By3o: ftp-new:

— Iyck => AaminictpyBanns => DNS;

— Bimkpwuiite Ha PSIKY RMF151 (y Bac, BiAmoBigHO, iHIIHIA
PSIOK);

— Binkpuiite I Ha psnky  3onu mpsiMmoro meperasny;

— BHIUTITH JiBOpyd Kypcopom muii psaok H domainOl.local (y
Bac, BIATOBIAHO, 1HIITNH PSIOK);

— mpaBopy4 Buaamith 3amuc ftp-new Byson (A) 10.0.9.151;

— 3akpwiite BikHO DNS;

— Buganite nanku f:\ftp_home i f:\petrov_ftp;

— BHUIANITH OOJIIKOBHH 3amuc pPetrov:

— 3anaiire Ilyck => AaminicrpyBanus => Active Directory —
KOPHCTYBa4i Ta KOMII'IOTepH;

— Binkpuiite 1 Ha psanxy 3 domain0O1.local,




40

— BunuIite Builtin;

— KJIAIHITh MpaBOI0 KHOMKOK MUIII MpaBopyd Ha 3amuci petrov i
BuOepiTh Bupanutn, a norim - Tak;

— 3akpuiite BikHO Active Directory - kopucryBaui Ta
KOMII'I0TepH;

— BIIHOBITH TOYATKOBI 3HAYCHHS IMapaMeTPiB  MEPEKEBOI0
iHTepdeicy:

— IIyck => Ilaneas YmnpapiainHsa => IleHTp ynpaBJiHHSA
Mepe:kaMH Ta 3arajibHUM JOCTYNIOM => YNpaBJiHHS Mepe:KeBHMH
migkiayeHusmMu  => Ilink/jaoyeHHss 1o JIOKaJdbHili Mepexi =>
BaacruBocti => [IpoTokoa Intepuery Bepcii TCP/IPv4 => BractuBocTi

— 3ajaire:

IP-agpeca: 10.0.9.151 (y Bac,
BianoBiHO, iHIIa [P-agpeca: Tak, sKkio (izuyuHe iM’s BAIIOro KOMIT I0TEpa
RMFO05, to — 10.0.9.155)

Macka mepe:xka: 255.255.255.0
OcHOBHUI 1JTI03: 10.0.9.100
epeBaxxuuii DNS-ceprep: 10.0.2.1

— i xnaauite OK;

— xiaudites OK;

— 3akpuiite BikHO CeThb U yAaJeHHBII JOCTYI K CeTH.

Ha xomm'torepi 3 ¢isuunum im’ssm RMF02, ne 3aBanTtakena OC
Microsoft Windows:

— BuzaniTe manky F:\Petrov;.

— BIZHOBITH IOYATKOBI 3HAYCHHS MapaMeTpiB  MEpPEKEBOTO
iHTEpdeicy:

— Ilyck => Ilaneap ynpasiainHa => Mepexa ta InTepHer =>
IenTp ympaBiiHHA Mepe:kaMH Ta 3arajibHUM JO0CTynoM => 3MiHa
napameTpiB ajanrepa,

— yBikHi CraH Iligka04eHHs Yepe3 JOKAJIbHY Mepexy KIalHITh
BaacruBocri;

— y BikHI MepexkeBi MiAKJII0YeHHA 3aITyCTiTh

IigkJI04eHHs 10 JOKAJIbHOI Mepeski

— ycraHoBiTh Kypcop Ha IIporokos Iutepuery (TCP/IPv4) i
KkinanHiTe BaacruBocri;

— 3ajaiire:
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IP-anpeca: 10.0.9.52 (y Bac,
BimnoBimHo, iHma IP-aapeca: Tak, skmo ¢i3uyHe iM’s Bamoro
koM 'torepa RMF05, to — 10.0.9.55)

Macka migmepesxi: 255.255.255.0
OcHOBHUI 1JTI03: 10.0.9.100
IlepeBa:xxnuii DNS-cepsep: 10.0.2.1

— 1 knandite OK;
— xnaudite OK;
— 3akpuiite BikHO Mepeska Ta BigmajgeHuil 10CTYN 10 Mepexi.

2.10 3micT nuceMoOBOIO 3BiTY

— Xig pobOTHM 3 ONMMUCOM BJIACHWX HAJAIITYBaHb Ta MapaMeTpiB
(dikcyeTnes i yac BUKOHAHHS pOOOTH);
— BIANOBIAI Ha KOHTPOJIbHI MUTAHHS.

2.11 KoHTpoabHi MMTaHHS

1. Sxuii moptr TCP 3a 3aMOBUyBaHHSM BHKOPHCTOBYETHCS ftp-
caitftamu IIS?

2. Mo HeoOXimHO 3po0OMTH aiMiHicTpaTopy Ha ftp-cepsepi, o0
JIO3BOJINTH JEIKIM KOPHCTyBa4aM Oa3zuCHY ayTeHTH(]iKaIito?

3. Mo Take Bipryanpuuii kaTanor FTP i ske fioro mpu3HadeHHs?

4. sdkuii Bum mae aapeca URL s Bxomy Ha ftp-By3om 1o
00JTiIKOBOMY 3arucy?
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