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USING OF ELLIPTIC CURVES ISOGENIES IN CI.?YPTOGRAPHIC
PROTOCOLS

Existing public-key cryptography is based on the difficulty of factoring and
the difficulty of calculating elliptic curve discrete logarithms. Because these two
problems can be easily and effectively solved by a sufficiently large-scale quantum
computer, now in development are approaches that appear to be resistant to the
hacker attack within the access to a quantum computer. Even if such a quantum
computer does not exist today, the prospect of its creation in the near future makes
it necessary to prepare a cryptographic infrastructure and protect our data now.
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Cryptosystems are being developed which security is based on various hard
mathematical problems that cannot be solved by a large-scale quantum computer.

In cryptography, isogeny is the rational mapping of points from one curve
to another. The algorithm developed by J. Velu [2], implemented in the work,
allows to calculate the function for such mapping.

The features of the use of elliptic curves isogenies in cryptographic
protocols are studied. Cryptosystems based on isogenies allow us not only to
improve already used, but also to implement fundamentally new cryptographic
protocols. Such cryptosystems are resistant to quantum attacks.

The reviewed Diffie-Hellman protocol using supersingular curve isogenies
(SIDH), which is similar in structure to the standard algorithm, but uses
supersingular elliptic curves and isogenies between them as a mathematical basis.
This algorithm was proposed by Jao and DeFeo in [3]. Despite the use of elliptic
curves, the security of the algorithm is provided not by the hardness of the elliptic
curve discrete logarithm problem, but by the hardness of computing large-scale
isogenies between two elliptic curves.
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