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JIJABOPATOPHA POBOTA Ne 1
BA3OBI IIU®PU. YACTOTHUM KPUIITOAHAJII3

Meta poboTu: o3HalioMmuTHCa 3 OazoBUMHU mmdpamu. Po3risHyTH
METO/IMKY YaCTOTHOT'O KPHUIITOAHAII3Y.

BuxopucropyBaHe mporpaMHe 3afe3ne4yeHHsI: cepela po3poOKU
Microsoft Visual C++.

1.1 TeopeTuuHi BitomocTi

B xpumnrorpagii 31aBHa BHKOPHCTOBYBAIHCH JIBA BUIHM IHQPIB:
3aMiHa Ta MepecTaHoBKA. [CTOPUYHUM MPHUKIAZIOM MUGPY 3aMiHU € mUdp
Lesaps. Moro cyTHicTh Taka: B CTPOKY BHITMCYETHCS aldaBiT, MiCHs 4Oro
il HAM BUIHCYEThCS TOW ke ajdaBiT 3 NUKIIYHUM 3CyBOM Ha 3 OYKBH
BITIBO.

ABBIIEEK3UNKJIMHONPCTY ®X Y I BIBHEIOS
I EEK3ANKIMHONPCTY ®XIUIIIIBILEEIOSIABB

IIpn 3ammdpyBanHi OykBa BIAKPHTOTO TEKCTYy 3aMIHIOETHCS Ha
OyKBYy, IO 3HAXOAUTHCS MiJ HEIO B HIDKHINA cTpouri. Hanpukman: PUM —
VIJIII. Krouem B mmdpi Llezapst € BenmMurHA 3IBUTY HIKHBOI CTPOKH.

1.1.1 llIngp npocToi 3aminu

[lomampmmit pozBurok mtmdpy Lleaps € odeBUAHUM: HIDKHS
CTpOYKa MO)Ke OyTH 3amucaHa 3 BHIIQJKOBUM IOpsAAKoM OykB. Takuii
mudp HOCUTH Ha3By mmdpy mpoctoi 3aminu. Kimrouem Takoro mmdpy €
MOPSAZIOK pO3TalllyBaHHSA OYKB B HIDKHIM CTpOYIl, TaK 3BaHa «TaOIHUIA
3amiamy». Skmo B mmdpi Llesaps icHye Tinpku 33 BapiaHTa KIIOYiB, TO B
mwdpi mpocToi 3aminu ix Bxke 33! (33 daxTopiam).

1.1.2 Keagpar Ioni6is

Onna 3 Bigomux Moau@ikauiii mudpy mpocToi 3aMiHM — KBajpaT
[Toni6is. Bizememo andagit 3 32 6ykB. Bubepemo xirod — Oyap-sike CI0BO,
B SKOMY HEMae OJHAKOBUX OyKB. 3amumieMo HOro B MepLIi KIITHHKA
KBaJparta po3MipoMm, Hampuknaa, 4x8. B ocraHHI KIITHMHKH 3amuiiemMo
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andasit 3a BiHHATKOM TuUX OyKB, IO 3yCTpidarOTbcs B Kmroyi. s
3amupyBaHHs OYKBU MOBIIOMJICHHS 3aMiHIOIOTHCS Ha OYKBH, IIIO CTOSTH
nio auMu B kBazapaTti [Tomibis. Hampuknan:

Kitou — «MOCKBA».

Ilosigomnennss — «HEJIB3S IIOMOYb TOMY, KTO HE
KEJAET COAYIIATH COBETOB».

Ha puc. 1.1 mnpencraBieno Ksaapar IlomiGis pmns  kimoua
«MOCKBAy.

M |[O |[C |K
B |A |B |T
I |E |X |3
nu |m |[n |H
m [P T |V
® [X |Io |4
I |ur |[bl | B
b [P [0 |4

Pucynok 1.1 — Ksagpar ITomni6is

3ammdpoBaHe MOBIIOMIICHHS
«YUTMHK®ABABMIIABUT LA YHJIATEMIBTYbELIMBA I LIA 1».

s posmudpyBaHHs OyKBH IIM(PPOTEKCTY 3aMIHIOIOTHCA Ha Ti
OyKBH, IO CTOSTH Hao HUMU B kBaapati [lomibis.

1.1.3 lllndp nepecTaHoBKU

Ob6epemo 11iTe ToAaTHE YHCII0, HAPHUKIAL, 5. CTBOPUMO BUIIAAKOBY

MiJICTAHOBKY:
12345
(3 251 4]
3ammdpyemo ¢dpasy:
«BAJKA€I BATATO 3HATH, TPEBA MEHIIE CITATH».

s nuporo JonoBHUMO (hpa3y 10 TOBKMHU KPaTHOI 5 BUIIAAKOBUMHU
CHUMBOJIaMH Ta PO3i0’€MO Ha TPYyIH 10 5 OYKB.
BAJKA€ IIBAT'A TO3HA TUTPE BAMEH HIECIIA TUBCE
BykBH KOXXHOI TpynH INepecTaBHUMO 3TiIHO OOpaHOl MiJCTaHOBKH.
OTpuMaHuii TEKCT 3amUIIeMo 0e3 IPOMYCKiB.



«AABEXKTBINAAHOTA3SPUTETEABHMIIEIIACCUTEB»

[Ipu posmmdpyBaHHI TEKCT PO3OMBAETHCS Ha TpynHu mo 5 OykB i
OYKBH TIEpPECTaBISIOTHCS B 3BOPOTHOMY mopsaky. Korouom mmdpy €
CTEMiHb MACTAaHOBKH (TYT 5) 1 MOPSJOK PO3TAIyBaHHS YHCEN B HUKHBOMY
PSAKY MiJCTaHOBKH.

1.1.4 llndp Tpurtemin

B XV cromirri abat Tpuremiii (I'epmanist) 3anpornonysas mmdp Ha
ocHoBi “rabmuni Tpuremis”. Jns pociiicbkkoro andgasity BOHa Mae
HACTYNHUHN BUTJIA;

ABBIIEEXGUIAKIMHOIIPCTY dXLULLLIBIEHEIOS
BBIAEEK3UNKIMHOIIPCTY ® XYL BEDIOSIA
BLAEEK3UMKIMHOIIPCTY®XUIILBIBEIIOSIAB
[ IEEXSUIKJIMHOIIPCTY ® XYL BbIIOSAEB
JEEXSUAKIMHOITPCTY O XYL BbIIOSABBI
EEIUMKIMHOITPCTY®XIUILIIIBI BEIOSIABBI
EX3UMKIIMHOITPCTY O XI[UILIIBIBEIIOSIABBIIE
K3UMAKJIMHOIIPCTY O XLUILIIBIBbIIOIABBI IEE
3UUKJIMHOITPCTY ®XIUIIIIBIBERIOSIABBIIEEK
UUKJIMHOIIPCTY®XIUIIIBIBBRIOS ABBI IEEK3
HMKJIMHOIIPCTY®XIUIIIBIBbRIOS ABBT IEEXK3U
KJIMHOIIPCTY @ XUl bbOI0S ABBT IEEXK3UI
JIMHOITPCTY® XYL BbIOSIABBI IEEXK3UIK
MHOIPCTY®XIUIIIIBI bbIIOSABBI IEEXK3UIKIT
HOITPCTY® XYL B0 SIABBI AEEX3UIKIIM
OINPCTY® XYL BEIOS ABBIAEEX3UMKIIMH
[IPCTY® XYL BEAIOS ABBIAEEXUMKIMHO
PCTY®XIUIIILBI B0 ABBIAEEK3UMKIMHOIT
CTYOXUUIIIIBIBbIIOSABBIJEEK3UIAKIMHOIIP
TYOXIUIIIBI BB ABBI IEEK3UUKIMHOIIPC
YOXIUIILBIBbAIOSABBI NEEX3UIKIMHOIIPCT
OXIULILIBIBERI0SIABBT IEEXK3UUKIMHOIIPCTY
XIYLIIIBI BbIIOSI ABBLIEEXUMKIMHOIIPCTY ®
LULIIIBI BEIOSIABBLAEEXUIKIMHOIIPCTY ®X
YL BbIOSI ABBLIEEK3UMKIMHOIIPCTY ®X1]
LB EBRIOS ABBI NEEK3UMKIIMHOIIPCTY DX
LB BbIIOSIABBI AEEK3UIAKIIMHOIIPCTY O XIIYILI
BIBLRIOSABBIIEEK3UMKIMHOITPCT YO XITYILIIL]
'BbOIOSIABBI IEEXK3UIAKIMHOIIPCTY dXIUIIILBI
bRIOSIABBI IEEK3UMKIIMHOIIPCTY O XYL b
DIOSIABBIIEEK3UMKIMHOIIPCTY O XITUIIIIBI Bb
I0SIABBI IEEX3UIKIIMHOIIPCTY XU LhD
SIABBIIEEGUMKIIMHOIIPCTY O XYL B0

Pucynok 1.2 — Tabmust Tpuremist st pocifickkoro andasity
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TyT mepma cTpouka € OZHOYACHO 1 CTPOYKOI OYKB BiKPHUTOTO
tekcty. [lepma OykBa TekcTy mm@pyeTbest MO MepIliid CTpodLi, Apyra — 1Mo
apyriit 1 T.4. Ilicast ocTaHHBOI CTPOYKH 3HOBY MOBEPTAEMOCH IO MEPLIOI.
Hampuxnan, CJIOBO “KPHIITOI'PADUSA” 3MIHUTBCS Ha
“KCKTIL[YAY3ITH”. Onnaxk, B TakoMmy BapianTi, B mudpi Tpuremis 6yB
BiJICYTHIH Kimto4. B momanbmomy ymockoHaseHHs M¢py HilUIK 110 ABOM
[UISIXaM:

- BBEJICHHS BUIIA/IKOBOT'O MOPSAKY pO3TallyBaHHs OyKB aydaBiTy;
- 3aCTOCYBaHHsI OUTBII CKJIaJHOTO TIOPSJIKY BHOOPY CTPOK TaONHIIi
npu M pyBanHi (1Mo KIko4y).

1.1.5 YacToTHHI KPUNTO aHATI3

YacroTHuid KpunToaHami3 0a3yeTbcs Ha 3aCTOCYBaHHI CTATHCTHKH
JUIsl aHai3y TekcToBoi iHpopmarii. TeKCT CKiIagaeThes i3 CIiB, clIoBa i3
mirep. Kinbkicte iTep B KOXKHI MOBI oOMmexeHa. BaxmmBumu
XapaKTepUCTUKAaMH TEKCTY € TIOBTOPIOBAHICTE JiiTep, map Jjirep (Oirpam) i,
B3arali, m-rpam, OEJHAHHS JITEp IPYT C APYroM, YepeyBaHHS TOIOCHUX
1 TIpUTONIOCHUX 1 T.A. BCl I XapakTEepHUCTUKH € IOCTaTHBO CTIHKUMU 1
MOXKYTh OyTH BHUKOpPHCTaHI JUIs aHanizy mmdprekcrie. B tadn. 1.1 ta 1.2
TIpUBeIeH] 0HOOYKBEH1 HMOBIPHOCTI aHTIIIHCHKOI Ta pOCIHCHKOT MOB.

Tabmuus 1.1 - OnHOOYKBEHI HMOBIPHOCTI aHIITIHCHKOT MOBH

Jlitepa HNmosipHicTh Jlitepa HNmoBipHicTh
A 0.0856 N 0.0707
B 0.0139 0 0.0797
c 0.0279 P 0.0199
D 0.0378 Q 0.0012
E 0.1304 R 0.0677
F 0.0289 S 0.0607
G 0.0199 T 0.1045
H 0.0528 U 0.0249
| 0.0627 \Y 0.0092
J 0.0013 w 0.0149
K 0.0042 X 0.0017
L 0.0339 Y 0.0199
M 0.0249 z 0.0008
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Ta6muns 1.2 - OgHoOyKBeHI HMOBIpPHOCTI pOCIHCEKOI MOBH

Jlitepa | Mmosipnicts | Jlitepa | Mmosipnicts | Jlitepa | MmosipnicTh
A 0,062 K 0,028 ) 0,002
b 0,014 J 0,035 X 0,009
B 0,038 M 0,026 I 0,004
r 0,013 H 0,053 q 0,012
I 0,025 o 0,090 I 0,006
E 0,072 I1 0,023 1 0,003
X 0,007 P 0,040 bl 0,016
3 0,016 C 0,045 b,b 0,014
u 0,062 T 0,053 2 0,003
" 0,010 v 0,021 {0) 0,006

A 0,018

IIponiec kpunrToaHaau3y MOXKHA MPEICTAaBUTA HACTYITHUM YHHOM.
Kpunroananituk mijipaxoBye yactotu OykB B mmgporekcti. Jlani Bin Oepe
B MU(PTEKCTI CUMBOJ, IO 3YCTPIYaeThCs HAMOLIBIN YacTo, W MPUITYCKAE,
mo 1e mpobim. IloriMm Oepe HACTYymHHUN CHMBOJN, IO 3yCTPIYAETHCS
HaWOLTBIII YacTo, W MpHUITyckae, mo me E (ams aHmimiiickoi MOBH), U T..I.
[InsxoM Tpod i MOMHIIOK TakKUM METOJT MOXE TMPHBECTH JIO PIlICHHS
3amadi. KpiMm Toro, mpm mimcraBieHHI OyKB 3aMICTh CHMBOJIB
aHATI30BaHOTO MH(PTEKCTY KPUIITOAHATITHK BPAaXOBYE HYaCTOTH IIOSBU
CHONYYeHb 13 TBOX OYKB (miarpam), TpbOX OYKB (TpUTpamm) i T.JI.

1.2 3aBaanus Ha J1aGopaTopHy po0oTy

1.2.1 Po3pobutut mporpamu mudpyBaHHS Ta PO3MH(pPYBAHHSI
HACTYITHUMH UG PaMHA:
- mmdp IpocToi 3aMiHH;
- kBazpart [lomibis;
- mmdp NepecTaHOBKH;
- mmdp Tpuremis 3 BUOOPOM CTPOK IO KITFOUY;
1.2.2 Bukonaru YaCTOTHUUN KpPHUIITOaHAII3 OTpUMaHUX
3amu(ppoBaHUX TEKCTIB.
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1.3 3micr 3BiTY

1.3.1 TutynbHuU OHUCT, TEMa 1 MeTa pOOOTH.

1.3.2 BinnoBini Ha KOHTPOJBHI MUTAHHSI.

1.3.3 Tekctu mporpam.

1.3.4 OOGpane noBigoMIIeHHS A5 U (pyBaHHS.

1.3.5 OOpanwmii kito.

1.3.6 3amm¢poBaHe MOBITOMIICHHS.

1.3.7 PozmmpoBaHe MOBiTOMIICHHS.

1.3.8 PesynbraTh NpoBeeHHS YaCTOTHOTO KPHIITOAHATI3Y.

1.4 KoHTpOJIbHI MU TAHHA

1.4.1 Onuurite mudp [Tomibis.

1.4.2 Onuurite mudp NpocToi 3aMiHH.

1.4.3 Onumrite mudp Tpuremis.

1.4.4 Onuurite mUdp NepecTaHOBKH.

1.4.5 Yu e mmdp Ilomibis mmdpom mpocToi 3aminn?

1.4.6 Sk 3a1eXUTh CTIAKICTD IKM(PY BiJ TOBKUHUA Kiroda?

1.4.7 Onummite METOX YaCTOTHOTO KPUIITOAHAIH3Y.

1.4.8 B sxkux BHIaJKax MOXHA 3aCTOCOBYBATH METOJ[ YaCTOTHOTO
KpUIITOAHAIHU3Y?
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JIABOPATOPHA POBOTA Ne 2
PEXUMU IN®PYBAHHSA BJIOKOBUX IIU®PIB

Mera po6OTH: O3HAHOMHUTHCS 3 MPOrPAMHOID  pealizalliero
anroputMy cummerpudyHoro OmokoBoro umdpyBanHs RIJNDAEL.
Po3pobuti  mporpamu  MOoro BHUKOPHCTaHHS Y PI3HUX peKuUMax
mmdpyBaHHSL.

BukxopucroByBaHe mporpaMHe 3afe3nedyeHHs: cepea po3poOKH
Microsoft Visual C++. Kpuntorpadiuna 6idmiorexa Miracl.

2.1 TeopeTnuni BizomocTi
2.1.1 Onmc anropurmy nm¢ppysanisa RIJNDAEL

Ha et yac B Ykpaini, sik 1 B Pocii gi€ Mbkaep:kaBHHI CTaHIAPT
cumerpuunoro mudpysanns 'OCT 28147-89. B 1997 porii HalioHaIbHUA
iHctuTyT crannaptie 1 Texaonorii CILLHA (NIST) o6’sBuB mpo moyaTok
MPOrpaMy 110 MPUHHSATTIO HOBOTO CTaHNAPTY KPUNTOrpadiqHOro 3aXUCTY
JUIS  3aKPUTTS BaxIWBOI iH(opMamii ypsmoBoro piBHs. DiHaIiCTOM
koukypcy crtaB RIJNDAEL, AES (Advanced Encryption Standart)
OenepanbHUI CTaHAapT muQpyBaHHS CIIA 3aTBEPKCHUN
miHictepcTBoM TopriBii CIIA sk cranmapt 4 rpymas 2001 poky. Micme
po3pobku 1997 pik, Bemsris. Asropu MHoan Jlamen (Joan Daemen)
Buncent Paitmen (Vincent Rijnmen).

AnroputM cumerpuaHoro OmokoBoro mudpyBanHs RIJINDAEL
CTAaHOBUTL OCOOJMBHH IHTEpeC SK HOBHM aMEpPUKAHCBKUH CTaHIapT
KpunTorpadigHoro 3axucry — crangapT XXI B. Ui 3aKpHUTTSA Ba)KITUBOI
iHbOopMaIIil ypsimoBoro piBHs, IO MPUIIIIOB Ha 3aMiHy iCHyIo9oMy 3 1974p.
anroputmy DES, HalimommpeHimoMy KpHUOTOITOPUTMY V CBIiTi. B
anroputmi RIINDAEL He BusiBIIeHO Cl1ab0CTeH Y 3aXHCTI.

Moro Binpi3HSIOTS:

- BUCOKa e(heKTUBHICTh Ha OyIb-SKUX IIaThopMax;
- BUCOKHH PiBEHD 3aXUIIEHOCTI;
- mmdp no0pe MiAXoAuTh JUIS pealizamii B smart-kapTax depe3 HU3bKi
BHMOTH JIO TIAM'ATi;
- MIBHJIKA TIpoIietypa (OpMyBaHHS KITIOYa,
- TapHa MITPUMKA MapajenizMy Ha piBHI IHCTPYKIIIH;
- MATPUMKA Pi3HHUX JIOBXHH KITF04a 3 KpOKoM y 32 Oira.
[Mapamerpu mmdpy RIINDAEL naBeneni B Tadu. 2.1.
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Tabmuus 2.1 — [Mapamerpu mmdpy RIINDAEL

po3mip Onoka, OiT 128, 192, 256

po3Mip Kitoya, OiT 128, 192, 256

YHUCIIO PayHIB 10, 12, 14

PO3Mip KIIFOYOBOI'O elieMeHTa, OiT 128, 192, 256 (mopiBHIOE PO3MIPY
0J10Ka)

YHUCJIO KITIOYOBBIX €IEMEHTIB 11, 13, 15 (na 1 Ouibie yucia
payHIiB)

Kinpkicte payHaiB mmpyBaHHs 3aJ1€KHUTh BiJl pO3MIpiB Kiroua Ta
O110Ka.

Tabnuug 2.2 — Kinbkicts payHIiB mudpyBaHHs
Po3mip kitova 128 192 256
Po3mip Giioka
128 10 12 14
192 12 12 14
256 14 14 14

OmuH payHa mudpyBaHHS Ha TICEBIAOKOII BUTIIAIAE HACTYITHHM
YHHOM:

Round (State,RoundKey)

{

ByteSub(State);

ShiftRow(State);
MixColumn(State);
AddRoundKey(State,RoundKey);
}

OcranHiii payHa mdpyBaHHs Ha TICEBIOKO/[I BUTIISAIAE TaK:
Round (State,RoundKey)

{

ByteSub(State);

ShiftRow(State);
AddRoundKey(State,RoundKey);

}
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Y 1bOMy KpPUNTOAITOPUTMI JEAKi orepanii BUKOHYHOTBCS Hal
OaiiTamMu, IO PO3TIIANAIOTHCS K €IEMEHTH ITOJIS GF(28) . Enemenramu

GF(28) e ngiiikoBi GaraTowrenu cremeni N<8, 1o MOXyTh OyTH 3a1aHi
psiakoM cBoix koediuieHTiB. [Ipu Takomy mpeacTaBieHHI €IeMEHTIB OIS

JI0JIaBaHHA B I1OJI1 GF(28) — 1e onepaiis mopaspsaaoro XOR, a MHOKEHHS
— Il 3BHYaiiHa OIepalisi MHOYKEHHSI 0araTOWIEHIB 3 y3ATTSAM PE3yNbTaTy
M0 MOJIYJII0 JESIKOro HE3BIJHOrO JBIHKOBOro OaraTtowieHa #(X), 3

BUKopucTaHHsAM omepanii XOR mnpu mnpuBeneHHi MomiOHMX wieHiB. Y
RIINDAEL o6panuit Hesigumii mominoM  @(X) = X8 +x* +x% +x+1

nokasHuka 51.
BJ'IOK JaHUX HpeI[CTaBHSIGTLCSI y BHFHH,Z[i MaCI/IBy 3HAYCHb.

Tabmuus 2.3 — [pecraBiieHHs OJIOKIB TaHUX

a0o an ao2 ao3
ao an ap a3
az an a 8z
a3o as1 as as3

Y npouenypi ByteSub a;; 3miHioeThes Ha aﬁl B moti ['anya GF(2%) .
a;; *a;t =1(mod(x® +x* +x% + x+1))

AdinHe mepeTBOpEHHS i€ 3a TPaBUIIOM:
Y =C*x+C, (mod(x® +1))

Yo 10001111 %] |1
Y1 1100011 1] |x/| |1
Y, 11100011 |x 0
Y3 |_ 1111000 1|, (x N 0
Ya 1111100 0] (x4] |O
Vs 01111100 |x5] |1
Yo 00111110 |x] |1
Y] 100 01 111 1| |x] (0]
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VY npouenypi ShiftRow ocranHi Tpu psaku cTaHy UUKIIYHO
3coBYyIOThCs Ha pizHe umcno Oaiftie (Cl, C2, C3) y 3anexHocTi Bij
nosxxunan 010Ky Nb.

Tabmuus 2.4 — 3cyB psakiB

Nb Cl C2 C3

4 1 2 3

6 1 2 3

8 1 3 4

Y mporenypi  MixColumn croBOIi cTaHy pO3TISAarOTBCS 5K
Garatouwnenn Hax GF(2%) i momHOXyloThcs Ha GararouieH

g(x) =03 x> +01'x? +'01'x+'02' 3a Mozystem (x* +1) :

bo] [02 03 01 01] [a,
b | |01 02 03 01| |a
b,| |01 01 02 03| |a,
by| |03 01 01 02| |a,

3aranbHe 9uciIo OiTiB payHIOBUX KITIOUIB TOPIBHIOE TOBXKHUHI OJIOKY,
ITOMHOKEHOT Ha YHCIIO PAyHIIB, TUTIOC | (HampHUKIam, Ui JTOBXKUHH OJIOKY
128 6itr 1 10 mukiiB Oyne morpidro 1408 Oit mukioBoro kimoda). Kirod
muQpyBaHHS PO3IMIMPIOETECS B PO3MIMPEHUH KII04. PayHAoBi Kioui
OepyTbCsl 3 PO3MIMPEHOr0 KI0Ya B TAKUHM CIIOCIO: MEepImid payHIOBUI
kiro4 Mictuth nepiri Nb criB, apyruit — Hactymai Nb ciB i T.1.

2.1.2 Pe:kxumu g pyBaHHs

[lin pexumom mmUbpyBaHHS PO3YMIETHCS TaKUH  aITOPUTM
3acTocyBaHHs Oj0KOBOro mudpy, IO TpH BiAMPaBICHHI MTOBIIOMIICHHS
JO3BOJISIE TIEPETBOPIOBATH BIiAKPUTHHA TEKCT y IMHMPOTEKCT 1, TichA
nepenadi pOro MHUQPOTEKCTY MO BIAKPUTOMY KaHalIy OJHO3HAYHO
BIZIHOBUTH TEPBICHUH BIAKPUTHHA TEKCT. SIK BUIHO 3 BH3HAYCHHS, CaM
OmokoBuii mmM(p Temep € TUTbKA YacTUHOK IHIIOTO AQJTOPUTMY —
anroputMy pexumy mudpysanHs. lle oOymoBieHO THUM, MO OJIOKOBHI
mm@p Npakoe TUTBKK 3 OKPEMUM OJIOKOM JIaHMX, Y TOM 4Yac SK alrOPHTM
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pexUMy IUGPYBaHHA Ma€ CIIPaBy BXKE 3 LUIMM MOBIAOMIICHHSM, 110 MOXKE
CKJIaZiaThCs 3 AESKOro uucia N OnokiB. binbli Toro, moBizomieHHs B3araii
He 3000B's13aHe cKiIagaTucs 3 OJI0KiB, Y TIM 3MICTi, IO 11€ TIOBIJOMJICHHS HE
3aBKIM MOYKHA PO30OMTH Ha IijIe YUCJIO N OJOKIB. Y I[bOMY BHUIAIKY B
PI3HUX peXUMax MUPPyBaHHS TPUXOIUTHCS AOMOBHIOBATH MOBITOMIICHHS
PI3HOIO KiNBKICTIO OiT.
[epenbaueHo MOXIMBICTh (YHKIIOHYBaHHS OJIOKOBUX HIM(PIB y

HACTYITHUX PeXUMax MH(QpyBaHHS:

- pexuM enekTpoHHa kojpoBa kuura (ECB);

- pexuM 3iitienHs 6mokis mmdporekcry (CBC);

- pexuM 3BOPOTHOrO 3B’s13Ky 1o mudporekcty (CFB);

- pexuM 3BOPOTHOIO 3B’s13Ky 1o Buxoxay (OFB);

- pexum mudpyBanaa 3 niuniasHEKOM (Counter).
Ha pucynkax 2.1 — 2.5 mpuBeneni cxemu IUQGpyBaHHS B IHX
pexxumax. BukopucTaHi HaCTYITHI TO3HAYESHHS:
Pi— i-i GJIOK BIAKPUTOTO TEKCTY;
Ek — dynxuis 3amudpyBans Ha kiroui K;
Ci — i-ii 610K 3a1r(poBaHOro TEKCTY;
DK — dyrkiis posmudpyBaHss Ha KiTrodi K;
Si — i-Te 3HaYEHHS JIYIIBHHKY,
S0 — CHHXPOMOCHIIKA.
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Pucynok 2.1 — PexxuM eJeKTpOHHA KOI0BA KHUTa (EC B)
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Pucynok 2.2 — Pexxum 3uiruieHHs 6J10KiB mIH(POTEKCTY (CBC)
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Pucynok 2.3 — Pexxum 3BOPOTHOTO 3B’ 3Ky IO HIH(PPOTEKCTY (CF B)
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Pucynok 2.4 — Pexxum 3BOPOTHOIO 3B’ 13Ky I10 BUXOIY (OFB)
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Pucynok 2.5 — Pexxum mndpyBanns 3 miumwisaukom (Counter)

PosrnsanyTi pexxumu mudpyBaHHS NPEACTaBICHI B JOKYMEHTI
Recommendation for Block Cipher Modes of Operation. NIST Special
Publication 800-38A. Technology Administration U.S.Department of
Commerce. 2001 Edition, mo 6y Bumanumii NIST CIIIA i mae Ha3By
«PexoMenpmamii s pexxumiB mudpyBaHHS 3 OJIOKOBHM HIH(PPOM.
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2.2 3aBaHHS HA J1a00paTOPHY PpodOTY

2.2.1 CtBoputn mpoekT 3 miakmodeHHsMm Oibmiorekn MIRACL
srinHo nomatky b. Jlomatm mo mpoekTy ¢aitn mraes.c 3 kaTaiory
\miracl\source. BimxomminioBatu Ta 3amycTHTH mporpamy. [lo Tekcty
nporpaMu po3ibpaTu MporpaMHy peawi3alfifo ajJropuTMy CHUMETPHUYHOTO
umdpysanas AES (RIJNDAEL).

2.2.2 Pozpobutu mporpamy BukopuctanHs ainroputmy RIINDAEL
B HACTYITHUX PeKAMaX MM PYBaHHS:

- pexuM enekTpoHHa kojpoBa kuura (ECB);

- pexuM 3iimtenns 6okis mmdporekcry (CBC);

- pexuM 3BOPOTHOrO 3B’s13Ky 1o mudporekcty (CFB);
- pexuM 3BOPOTHOrO 3B’s13Ky 1o Buxoxay (OFB);

- pexum mudpyBanaa 3 niuaniasHEKOM (Counter).

2.3 3micr 3BiTY

2.3.1 TurynabHHI JTUCT, TeMa 1 MeTa POOOTH.

2.3.2 BiamoBiai Ha KOHTPOJIbHI MUTAHHS.

2.3.3 Omnuc ¢yukmii 6i0miorekn MIRACL mist peanizanii AES.
2.3.4 TekcTu mporpam.

2.3.5 Pe3ynpratu poOOTH IPOrpam.

2.3.6 BHCHOBKH.

2.4 KoHTPOJIbHI MUTAHHS

24.1 3 sxkux omepamiii CKIAJaeTbCs OJWH pPayHI AalTOPUTMY
RIJINDAEL?

2.4.2 TlosicHITH poOOTY alTOPUTMY B PEXHUMI €EeKTPOHHA KOIOBa
kaura (ECB).

2.4.3 TlosicHITH po0OOTY anTOpUTMy B PEKHMI 3IMIMJICHHS OJIOKIB
mmdporekcry (CBC).

2.4.4 TlosicHITb poOOTy alNTOpPUTMYy B PEXKHUMIi 3BOPOTHOTO 3B’SI3KY
no mugporekcry (CFB).

2.4.5 TlosicHITE poOOTy alNTOpUTMy B PEKHMI 3BOPOTHOT'O 3B’SI3KY
o Buxoxy (OFB).
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2.4.6 lloscHiTe pOOOTY anropuTMy B pexuMi mMGpyBaHHS 3
nmiunneaukoM (Counter).

2.4.7 Yomy umdpu 'OCT 28147-89 ta RIINDAEL HnazuBatoThes
OnokoBuMH mHdpaMu?

24.8 Slkumu MoxyTh OyTH J[OBXKMHA KiIoya W OJloKa B
I'OCT 28147-89 ta B RIINDAEL?

249 B 4omy 1momsrae = OCHOBHMH  IIar  KPHUITOCHUCTEM
I'OCT 28147-89 Ta RIINDAEL?

2.4.10lTepeuyncniTh OCHOBHI pPE&KHMH INUQPYBaHHS OJIOKOBHX
muQpiB.

24114k ocnoBHi mnapamerpu 1wmmdpiB ['OCT 28147-89 Ta
RIJNDAEL?

2.4.12B goMy momsIrae peskuM MpocToi 3aMiHu?

2.4.13B yoMy MoJSIrae peXKUM raMyBaHHS?

2.4.14B yomy moJsra€ raMyBaHHS 31 3BOPOTHHUM 3B’ I3KOM?

2.4.15B yoMy momsIra€ peKUM BHPOOITKH IMITOBCTaBKH?
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JIABOPATOPHA POBOTA Ne 3
KPUIITOI'PA®IA 3 BIAKPUTHUM KJIIOYEM.
®YHKIISA TELNYBAHHS

Mera poOOTH: O3HAWOMHUTHUCS 3 HAWIPOCTIIIOW (QYHKIIIEO
TCIIyBaHHA Ta CXEMaMH eJIeKTpOHHOro Iudpororo mianucy RSA Ta
ElGamal.

BukopucroByBaHe nporpaMHe 3a0e3MeYeHHs : MaKeTH
MaTemaTruHHX oburciaens MathCad i Maple.

3.1 TeoperuuHi BizomocTi
3.1.1 AcuMeTpMYHi KPUNITOCUCTEMHU

EdextuBHUMU cHCcTeMaMH KpUOTOrpadidHOro 3aXUCTy JaHHUX €
acumempuyni Kpunmocucmemu. B Takux cucremax Ui 3amm@pyBaHHS
JAHUX BUKOPHUCTOBYETHCS OJMH KIIIOY, a JUIs pO3IIM(PYBaHHS — IHIIHH.
[IpuyoMy K09l TOB’A3aHI MDK COOOI0 IIEBHUM MaTEMaTUIHHM
CIIBBINHOIICHHSIM, 10 POOUTh MOXJIMBHM TIPOIEC aJeKBATHOTO
posmmudpyBanHsa. KoHIeENiss TakuX KpPUNTOCHCTEM OCHOBaHa Ha
3aCTOCYBaHHI OJHOHAIPABICHUX (HYHKITIH 3 CEKPETOM, IO TO3BOJISE JIETKO
OTPUMATH BITKPUTHH KITIOU 13 CEKPETHOT0, ajic He HaBIaKH.

JIByxKkito4oBa KpHunTorpadis BHKOPUCTOBYEThCS B JIBYX CXEMax:
yughposoeo nionucy i cnpamosarnozo wugpysanns. B mepriomy BUTIAIKy
TIOBIIOMIIEHHST TIAMUCYETHCS 3aKPUTHM KIIOYeM 1 OyJp-sika ocoba Moxe
YIEBHUTHCA B HOTO MIHCHOCTI 32 IOMOMOTOI0 BIIKPUTOTO Kirtoya. B cxemi
CHpsAMOBaHOTO MU (PyBaHHS, HABIAKH, ITOBITOMIIEHHS 3ali(hPOBYETHCS Ha
BIIKPUTOMY KIIfOUi OTpuMyBada. Po3mmdpyBatd TOBITOMIICHHS Ma€
MOXIIUBICTh TUIBKH CaM OTPUMYBad 3a JIOMOMOTOK) CBOT'O CEKPETHOro
KITIOYa.

B npoTokonax nmudpoBoro mmucy 3aCTOCOBYEThCS TaK 3BaHA Ielll-
(hyHKITS.

Tew-hynxyieli HazMBacThCs TEpeTBOpeHHsA H, 1o mepeBoauTH
noBijiomiieHHst M 0BibHOT 1oBkHHK Y moBigomieHHs H(M) dikcoBaHoi
noBxkuHMU. [eri-yHKIlis MOBUHHA 3a0BOJBHATH TAKAM BUMOIaM:

- HE BHINE YMM MOJIHOMiaJbHa CKIAJHICTh OOYHCIICHHS 3HAYEHHS
remr-¢ yHKIII;
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-HE HIKYEe YHM CKCIIOHEHI[ialibHa CKIQJHICTh BH3HAYCHHS
noBizomieHHss Mi o Bizomomy 3HauenHto H(Mi);

- IPaKTUYHA 3aXHIICHICTh Bi KOMi3iH, Konu MokHa 3HaiiT Mi ta Mj,
taki, mo H(Mi)=H(Mj), 3 imoBipuictio He Bume unm PK, me Pk 3aBimomo
3aJlaHe 3HAUCHHS.

3.1.2 Anroput™m RSA B cxemi cnipsiMmoBaHoro mmpyBaHHs

Anroputm RSA 3anpononysanu y 1978 p. Tpu aBTopa P.PaiiBecr,
A.lllamip, A.Anneman. CriliKicTh anroputMmy 0a3yeThCsi Ha CKIIAJHOCTI
¢dakropuzanii BEIMKHX 4YHCET 1 TPYAHOCTI OOYHMCICHHS JUCKPETHUX
JorapuQmis.

AnroputM RSA BHKOPHCTOBYEThCS B MOJIENi B3a€MHOI HeoBipH. i
CYTHICTh TOJIATAE B TiM, II0 KOKEH KOPHUCTYBay reHepye KoYl caMm coOi.
Ocobuctuii  kmioy 3anumae B cebe 1 3a0esrmedye HoOro Crpory
KOH(DiNeHIIHHICTh. BiKpuTHIi KIIOY pO3CHIIa€ BCIM KOpHUCTyBadam, 3
SKMMH BIiH 3B's3aHuil. BiH Takox 3a0e3mnedye IUTICHICTh 1 JIHCHICTB
BimkpuTux Kmo4iB. TakuMm dYnHOM, OyIb-XTO MOXKE HaIicIaTH HOMY
MOBIIOMIIEHHSI, 3aIM(POBaHE HA BiJOMOMY BIIKPHTOMY KJIFOUi, SIKE MOXE
MIPOYUTATH TUTBKH CaM KOPHCTYyBad, 00 TUTHKH BiH BOJIOAIE BiAITOBiTHUM
CEKPETHUM KITIOUEM.

Auroputm 3.1

1. O6upaemo moxmyns meperBopedb N=P*Q, ne P, Q — Bumaaxosi
BEJTHKI IPOCTI YrCIa.

2. O6uncmoemo @(N)=(P-1)(Q-1), ne ¢(N) - dyukuis Eiinepa,
0 BKa3ye KUTBKICTh JONATHUX MUIHMX 4ducend B iHTepBaii Bix 1 7o N, mo
B3aeMHO mpocTi 3 N.

3. Bimkputwmii Kmou € BUOHMpAEThCA  BHIIAJKOBO  TakK, 1100
BHUKOHYBAITUCh YMOBH

1<e<p(N), HOH(e p(N))=1
4. OGUUCTIOEMO 3aKpUTHI KITF04Y d 3 YMOBH
ed =1mod p(N), abo

d=emod(P-1)Q-1)"
BUKOPHCTOBYIOUH po3umpennii aaroputm Esxiina. Kiou d ta momysns N
MTOBUHHI OyTH B3a€EMHO TTPOCTHMH.
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5. 3ammdpysanus nosigomneHas M BinOyBaeThcs 3a Gpopmynoro

C=M*modN
6. PosmmdpyBanHs MoBiIOMICHHS BiOyBa€eThCA 3a (HOPMYIIOO
M =C®modN

3.1.3 Iludporuii migmuc Iab-I'amans

Hudposuit  mignuc  Onbp-I'amanss  Ga3yeTbecs  Ha  BEJIUKIH
O0UYHMCITIOBABHIN CKIIQJHOCTI 3a/1a4i JAUCKPETHOTO JIorapupMyBaHHS.
ITozHauenHs:

p — BeNMKE MPOCTE YHUCIIO0, MOYJIb IEPETBOPEHb;
a — MepBICHHUI KOPiHb 32 MOJyJIeM P;

X — CEKpETHUM KJTI0Y;

y — BigkpuTuii kmou y =a* mod p ;

M — moBimomienns, mo migmucyersest (M<p);

r, s = f(M,x) — migmuc.

Aaroput™m 3.2

dopmyBangs nianucy Dnp-I amas

1. 3renepyBaTH BUMAAKOBE YUCIIO K, 1110 3a/10BOJIBHSIE YMOBAM
O<k<p-1u HOH(k,p-1)=1
2. O6uncnuta r=a“(mod p)
3. OOumcnuTy S 3 pIBHAHHSA
M=xr+ks (mod(p-1))

3 Teopii uncen BiIOMO, IO TaKe PIBHSHHS Ma€ PIllIeHHS UIA S, SKIIO
HO/[(k,p-1)=1.

IIepeBipka mignucy Diuas-I"amaiis.

Sxmo (a")=a"a“=y'r* (mod p) miamuc € gificHnM.
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3.2 3aBnaHHsA Ha JadopaTopHy podoTy

3.2.1 CtBopiTh rem-odpa3 NoBiTOMIICHHS
«BBIJATb CTO TI'PH TJIBYX [®AMUIIUA]»,
3 BUKOPUCTaHHIM (HOpPMYITH

Hiz(Hi,1+Mi,1)2 mod 33

1 Ko0BoI Taburl. 3HaueHdHss H ¢ =9.

Tabmuns 3.1 — Kogosa Tabinumis

A|1[00001 M| 9 |01001 |C |17 10001 |II|25 | 11001
b|200010 | K |10 | 01010 | T |18 10010 |b | 26 | 11010
B|3]00011 |JI |11 01011 |V | 1910011 |BI |27 | 11011
I' 400100 | M |12 | 01100 | @ | 20 | 10100 | b | 28 | 11100
J]15(00101 | H |13]01101 | X | 2110101 | D |29 | 11101
E|6]00110 | O | 14 | 01110 | IT | 22 | 10110 | FO | 30 | 11110
K| 700111 |IT |15]01111 |4 |23 |10111 |4 |31 | 11111
31801000 | P | 16 | 10000 | III | 24 | 11000 | _ | 32 | 00000

I em-06pa3 MOBiOMIIEHHS TIPEICTABTE B ABIHKOBOMY BHTJIALII.

3.2.2 BUKOpUCTOBYIOUH BiAKpUTHil € = 7 1 3akputuit d =3 kmodi
Ta Momyih N = 33 cxembl RSA, 3dopmyiiTe Ta mepeBipTe nudppoBHii miamuc
JUTSL IOB1TOMJIEHHS.

«BBIJATb _CTO TPH TJIBYX [®AMUIIUA]»,

Tem-o6pas
MIPEJCTaBTE B IBIHKOBOMY BH/II.

Cdopmyiite Ta mepeBipTe mudpoBuil minmuc 3hOpMOBAHOTO Tell-

BI3BEMITH

13

3aBgaHHs  3.2.1;

obpa3za 3a jpornomororo cxemu EIGamal.

IUGPOBUHN  ITi/IIHIC




27

3.2.3 Jlnst 3a1aHOTO MOBIIOMIICHHST B JIBIHKOBOMY BHJII,
00101011 10001000 11100001 10111010 00000000
01101000 01000000 11000100 10101101 01101001
01110011 01000000 01001000 00110100 00000101

01001100 00001100 10101001 00111010 00011001

- BIJIOKpEMIJIITh TOBiMOMIICHHS 1 HU(POBUI MiANKC, CTBOPEHHH 3a
noromoroto aaroputmy RSA (5 6it);

- TIOBIIOMJICHHS 1 U POBHIA MIAMKUC IPEJACTABTE Y ACCITKOBOMY BH/II;

- 3a JIOOMOrOK BiAKpuTOro Kirwo4ya € = 17 1 momyias n = 33
posumdpyiiTe MUbpOBHIA TTNUC;

- chopmyiiTe Tem-o0pa3  BIIOKPEMJICHOI'O IOBIIOMJICHHS  (CM.
3aBmanHs 3.2.1);

- TIepeBIpTe KOPEKTHICTh IOCTABICHOTO MIANHKCY, TOPIBHABIIH
pPe3yNBTAaTH IBOX IONEPETHIX MYHKTIB;

- IPOYUTANTE TTOBITOMIICHHSI.

3.3 3micr 3BiTY

3.3.1 TurynpHUl TUCT, TEMA 1 MeTa POOOTH.
3.3.2 BiamoBiai Ha KOHTPOJIbHI MUTAHHS.
3.3.3 Ommuc anroputmiB RSA ta ElGamal.
3.3.4 TekcTu mporpam

3.3.5 Pesympratn po3paxyHKiB.
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3.4 KoHTpPOJbHI NTHTAHHS

3.4.1 TlonstTs kpunTorpadii 3 BITKPUTHM KITFOUEM.

3.4.2 TlousaTts rem-dynkiii. Ii BmactupocTi.

3.4.3 Monuenb B3aEMHOI HEJIOBIpH.

3.4.4 3aranpbHa cxema (OpPMYBaHHS Ta TMEPEBIpKU MHPPOBOroO
MIJHCY.

3.4.5 3aranpHa cxema CIpsMOBaHOTO MH(PPYBaHHSI.

3.4.6 Cxema nugpooro migmucy RSA.

3.4.7 [lokazaTu MaTeMaTHYHO KOPEKTHICTh aroputmy RSA.

3.4.8 Cxema nudposoro nianucy ElGamal.

3.4.9 Jlokazatu MareMaTU4dHO KOpeKTHicTh anroputMmy ElGamal.

3.4.10Bix voro 3axwuiae nudposuii mianuc? SIxkum anHom?
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JIABOPATOPHA POBOTA Ne 4
KPUIITOI'PA®IYHI HIEPETBOPEHHS HA
EJINITUYHUX KPUBUX

Meta po6oTH: O3HAWOMHUTHCS 3 aJrOPUTMAMH KpHIITOrpagidHuX
MEPETBOPEHD Ha IINTUYHUX KPUBHX.

BukopucroyBane nporpamMue 3a0e3Me4eHHs: HaKeT
MaremaTHuHuX obuuciaeH» Maple.

4.1 TeoperuuHi BizomocTi

Ha nanwii yac Ha Teputopii YKkpainu AitoTh:

a) 3akoH Ykpainu “TIpo enexrponHui nudposuii mianuc” — 2003,
0 BHW3HAYAE IMPABOBUU CTATYC EJICKTPOHHOrO HU(POBOro MiAmMUCy Ta
perymnroe Bi)IHOCI/IHI/I, 10 BUHUKAIOTH IIpH BI/IKOpI/ICTaHHi CJIICKTPOHHOI'O
U(GPOBOTo MiMHUCY;

6) 3akoH Yxkpaiam “lIpo eneKTpoHHI JOKYMEHTH Ta €IEKTPOHHUN
nokyMeHT000ir” — 2003, 110 BCTaHOBJIIOE OCHOBHI OpraHi3alliifHO-IIpaBOBI
MOJIOKEHHSI ~ €NIEKTPOHHOTO  JIOKYMEHTOOOIr'y ~ Ta  BHUKOPHUCTAaHHS
CNEKTPOHHUX JIOKYMEHTIB.

CydacHi CBITOBI CTaHAapTH HHU(POBOro MiANHCY IPYHTYIOThCS Ha
apupMeTHII eTINTUIYHNX KpuBUX. Hampukiar:

JACTY 4145-2002. HepxaBHuii cTtaHmapT Ykpainw. [HbopMmariiai
texHonorii. Kpunrorpadiuauii 3axuct inpopmartii. Ludposuit miamnuc, mo
IPYHTYEThCS Ha ENMNTUYHUX KpuBuUX. DopMmyBaHHs Ta TepeBipka. Kuis:-
Hepxcranmapt Ykpainu, 2003.

I'OCT P 34.10-2001. T'ocymapcTBeHHBIN CTaHAAPT POCCHICKON
tdenepanun. Muadopmanmonnas texnonorusi. Kpunrorpadgudeckas 3ammra
nHpopmarun. [Ipomeccs! hopMupoBaHUS U TPOBEPKH MUPPOBOI MOIITUCH.
M.: T'occrangapt Poccun, 2001.

ANSI X9.62. Public Key Cryptography for the Financial Services
Industry: The Elliptic Curve Digital Signature Algorithm (ECDSA), 1999.

Enintnyna kpuBa - 1e MaTeMaTHYHUNA OO'€KT, IO MOXe OyTH
BHU3HAYCHHUI HaJ OyIb-SIKMM MOJEM, 30KpeMa HaJl TMOJIeM JIHCHUX YHCel
a0o0 Haj CKiHYeHHUM moneM [ amya.

VY 3araibHOMY BHMAJIKY CIINTHYHA KPUBa HaJ rmojeM K Mae BUTIISA

E: y+axy+by=x+c’ +dx +e,



30

nea, b, cdeeK.
Ha puc.4.1 nopmanuii mpuknan eminTUYHOI KpUBOi, BHU3HAYEHOI
PIBHSHHSAM

y=x3+x+1,
HaJI [1oJIeEM IificHUX uncen R.

|/

=104
Pucynox 4.1 - Ipuxan eninruanoi kpusoi y> = X2 + x + 1 nax R.
4.1.1 Eaintnyni kpusi Haa npoctuMm nojeMm I'anya GF (p)

VY kpuntorpadii 3acTOCOBYIOTBCS ENINTHYHI KPHBi, BU3HAUEHI HAJ
ckinueHHuMuM moisivu [amya GF (Q). YV 1boMy BHIIaIKy BOHHU SIBJISIOTh
coboro MHOkuHY Touok E(GF(Q)), xoopauHaTH SKHX 3aJ0BOJBHSIOTH
PIBHSIHHIO KPHBOI.

Hpuknazn. Jauo exintaany kpuBy Y- = X2 + X + 1(mod 5) nax morxem
GF(5). llpomy piBHSHHIO 3aJIOBONIGHAIOTH &8 CKiHYEHHHX TOYOK 13
koopauHatamu 3 GF(5). Ha puc.4.2 mogaHo npukiaj miei KpUBoi.
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L=, 4L [0 1[04 [2,1L[3 1], (3. 4], [4,2).[4, 3]]
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Pucynok 4.2 - Ipuxnax eninrnanoi kpusoi Y2 =X + X+ 1 mod 5 sag nozem GF(5)

PosrstHeMo enminTryHi kKpuBi Hag mpoctuM momem GF (p):
y>=x3+ ax + b (mod p), (4.1)

ne p - TIPOCTE YHCIO - MOAYJIb IEPETBOPEHB; MapaMerpd KPHBOI
a, b € GF (p) - HeBix'emHi i 3aI0BOJNBHAIOTE YMOBI TJIaIKOCTI KPUBOL
4a® +27b* = 0(mod p), 3minni X, y €GF (p).

Kpim To9oK (X, V), IO 3aI0BONBHSIOTH PIiBHSHHIO (4.1), Y MHOXHHY
TOYOK eTNTHYHOI KPUBOI TaKOX BKITIOYAETHCSI HECKIHYEHHO BimmaieHa
Touka O .

Hanpuknan, mpu p = 2 TOYKAMH  IINTUYHOI  KPHUBOL
y* = x3 +x +1 (mod 2) € Tpu Toukw - (0,1), (1,1)i O.

[Noznaunmo uepes Ep(a,b) MHOXHMHY TOYOK eninTHYHOI KpPHUBOI
Buy (4.1).

Ha wmuoxuni Ey(a,b) BBememo omepamito momaBaHHs +  3a
npaBuioM: Hexai P1=(Xy, Y1) 1 Po=(Xp, Y2) — TOUKH eTINTHYHOI KPUBOI, TOJI
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KoopauHATH CcyMH Touok P3 = P;+P, = (X3, Yy3) Bu3HAualOThCA 3a
¢dopmynamu

X3=(22—X1—Xz) mOdp
Y3 = (4 (X1 —X3) —y1) mod p

Axkmo PP, to A = u(mod p) .
2 X
2 -
M mod p )

Sxmo P1=P,, o A =
1
Beaxxaemo, mo P+ O =0 +P.

Trepmkenns. MHoXHHA TOYOK eninTuaHoi kpuBoi Ep(a,b) 3 onepaiero
JOIaBaHHA + YTBOPIOE aIUTUBHY aOeleBy TPYIy 3 HEUTpAIbHIM (HYJIHOBHM)
eitemeHToM O, TOOTO BUKOHYIOTHCS YMOBH TPYIIH:

a)sxmo PiQ € Ep(a,b), 10 P+ Q € Ey(a,b);

0) w11 Oymb-sIKHX TPHOX TOYOK KpuBoi P, Q, S € Ey(a,b)

P+(Q+S) = (P+Q)+S;

B) st Oy ap-sikoi Touku P = (X, Y) € Ey(a,b) icuye obepHena touka —P,

taka, mo P+ (—P) =0 ; touka (—P) mae xoopmunatu (X, —Y) .

[pukian. 3HaiineMo TOIKH eminTiaHoi kpuBoi Y2 = x° + x + 1(mod 5).
Mosxmusi 3nauenns 3minnoi X € {0, 1, 2, 3, 4}. 3amaroun 3HaueHHSA X,
3HalIeMo Y :

x=0y*=1 = y=1, y=—1 abo y=4
x=1y*=3 = PO3B'A3KIB HEMAE
x=2y'=11=1 = y=1 y=4
x=3y=31=1 = y=1 y=4

Xx=4 y*=69=4 = y=2 y=-2aboy=3

Taxum guaOM, onepkumo touku (0,1), (0,4), (2,1), (2,4), 3, 1), (3.4),
(4,2), (4,3) i nobasisiemo Touky O. Enminrtuuna kpuBa Es(1,1) wictute 9
TOUOK.

Busnayenns. Ilopsinkom rpymu Todok emintuyHOi KpuBoi Ey(a,b)
HAa3MBAETHCS YHCIIO JIEMEHTIB i€l rpynu. [losHauenns - # Ep(a,b) .
I'pyna Touok enintiuynoi kpuBoi Es(1,1) mae mopsimok piBHuMIA 9.
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4.1.2 Anroput™M 004MCIeHHS] TOYOK eJTiINTHYHOI KPHBOI

Hexaii 3amaHa emintuuna kpusa y° = X° + ax + b (mod p). Jlns
KOXKHOTO 3HaueHHst X, 0<x<p-1:

a) obuncmoemo A = X3 + ax + b (mod p);

6) Bupimyemo mopisuaaHs Y*=A (mod p). SIKiI0 MOpIBHSIHHS Mae
pO3B'sI30K, TO € naBa 3HaueHHs Yy (kpiM Bumaaky y = 0) — vy, Vi
yi? =A (mod p). ¥ npomy Bumaaky Toukn (X, Y1) i (X, Y2) Hamexath
SNMNTHYHIA KPUBIH.

4.1.3 Mpukiax 10AaBaAHHA TOYOK eJiNTHYHOI KPUBOI > = X° + X + 1(mod 5).

Hexan Pl = (0,1), Pz = (4,2), X1 = 0, Y1 = 1, Xo = 4, Yo = 2.
a) P1+ P2=(X3, y3)

Tak sk Py = P, , TO l:u(mod p) ,

2 =%
A=(2-1)/(4-0) = Yamod 5 = 4.
Xs= (A =X —X)modp=16-0-4=12mod5 = 2.
Ys=(A(X1—X3)—Yy1)modp=4(0-2)-1=-—9mod5=1.
Takum unaoMm, (0,1) +(4,2) = (2,1).

b) 2 Py = (X3 Y3)

3x’ +a -

Tak sk P;=P,, 10 A= fod p

Y1 i
4= (30 +1)/(2-1)= 1/2mod 5 = 3,
Xs= (A2=X—%)modp=9-0-0=9mod5=4.
Ys=(A(X1—X3)—y1)modp=3(0-4)-1=-13mod5=2.
Taxum unroMm, 2-(0,1) = (4,2).

¢) AHAITOTIYHO MOXKHA OOYHCITUTH
3P, =2P;+P;=(4,2)+(0,1) =(2,1)
4P;=3P;+P;=(2,1) +(0,1) =(3,4)
5P, =4P;+P;=(3,4)+(0,1) =(3,1)
6P, =5P;+P;=(3,1)+(0,1) =(2,4)
7P;=6P;+P;=(2,4)+(0,1) =(4,3)
8P, =7P;+P;=(4,3)+(0,1) =(0,4)
9P, =8P, +P;,=(0,4)+(0,1)=0



34

Busnauenns. Touka P e Ep(a,b) nasuBaerhcs 6a30Bo0 TOUKOIO
niarpynu To4ok enintuyHoi kpuBoi Ey(a,b), skmo Oynb-sika Touka Q miel
minrpynu mMoxke Oytu momana y Burimsimi Q = kP, me k=1,2,...,n,
1€ N - NOPSAOK TiArpyIIH.

st 6a3oBoi Toukn P wmae micue piBaicte NP =0.
[pukmnan. Touka P = (0,1) e 6a30BOO I TPYIH TOUOK IINTHIHOL
kpuBoi y* = x>+ X+ 1 (mod5).

TBepokeHHs (Teopema Xace). 3HAUEHHS TMOPSAKY TPYIMH TOYOK
eminTuaHOI KprBoi Haj nosieM [anya GF(Q) Mae BEpXHIO i HIKHIO MEKI:

q+1-2/q < #E,(ab) < q+1+2/q

puknaa. Hexait Q = (2,4) - Touka eminTHYHOT KPHUBOT
y2 =x3 + x + 1 (mod 5).

Tomi 2-Q=(2,1), 3:Q=0.
Touka Q = (2,4) mOPOmKYE NUKIIYHY MATPYILY IMOPSAKY 3:
2,4), (2,1), 0.

Busnauenns. ITopsakom Toukn Q eMiNTHYHOI KPUBOI HA3UBAETHCS
HariMente uncio k, take mo k-Q =0 .

Touka Q = (2,4), U0 HANEKUTH TPYMi TOYOK ENINTHYHOI KPUBOT
y’=x3 + x + 1 mod 5, Mae opsiIOK, piBHHiL 3.

4.1.4 Anroput™ 004MCIeHHS MOPAAKY TOUKH eTiNTUYHOI KPUBOI

Hexaii 3a1ana eminmiasa kpuea y° = X + ax + b (mod p)  Hax monem
GF(p), i Touka P HanexuTh 3aqaHiil KpuBii. 3HaeMO MOPSIIOK TOYKUH P .
s 11b0ro HeoOXiTHO BUPIIIATH TOPIBHIHHS

x-P=0

(amuTUBHUI aHAJIOT 33a/1a4i TUCKPETHOTO JIorapuMyBaHHS).

3acTocyeMO aNropyuT™ BETUKUX-MAJIUX KPOKIB.
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Hexait n - MakcumainbHa OI[iHKa HOPSAKY TPYHH TOYOK €TIMTHYHOI
KpHBOI, OTpUMaHa 10 TeopeMi Xace, P - Touka eninTHYHOI KpUBOI.
O6uncumo m :=[ +/n 1, me [al - oxpyrenns 3 HammmKOM.

1. Byayemo tabmumro nap (j,jP) ms j=1,2,m.

2. OOumcisemo a:=-mP,
3. y=0.
4, Huknmno i Bix0 go m-1

4.1 nepeBipsieMo, YH € Y JAPYror KOMIIOHEHTOIO y Tabmuili 1. 1
4.2 sxuioy = j P, To BBa)KaEMO X =M - i+ j
43 v =y+a.

Hpuknan. Bisememo emintuuny kpuBy y° = X° + X + 1 Hax npoctum
moiaem GF(p), p = 5. Tlo teopemi Xace MakCHMajbHa OIiHKA MTOPSAKY
IPyIH TOYOK KPUBOI HOpiBHIOE N= P +1+ 2\/6 = 5+1+2+/5 ~10. 3Bimcu
m=4.

3a JI0MOMOro0 QJrOPUTMY BEIMKHAX-MAIUX KPOKIB 3HaiieMo
mopsmok Toukn P = (0,1).

[ToOymyemo TabHIIO
j 1 2 3 4
jP1 (01|42 ] 21)] G4

Buaiigemo t:=-mP=-4(0,1)=-(3,4)=(3,-4) =(3,1).
v:=0.

i=0 y=y+t=0+(3,1)=(31).

i=1 y=y+t=(3,1)+(3,1)=(0,1).

i=2 j=1 = x=m-i+j=42+1=0.

[opsimok Touxku P = (0,1) mopiBHtoe 9.

Ha puc. 4.3 nokasanuii mpukian enintudanoi kpusoi Hax notem GF (23)

y? =x% + x+1(mod23)

3 mapamerpamu @ = 1, b = 1, p = 23, 4a°+27b°=8=0 (mod 23). Toukn
KpHMBOi BH3HaueHi sK yci pimrenns pismsaas Y° = X° + X +1(mod23),

BKJIIOYAIOYM HECKIHUYEHHY TOUKy. OTXe, MOPSIOK TPYIIH TOUOK JOPIBHIOE
27+1=28.
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El Maple 7 - [metod. mws - [Server 1]] =] E3
vﬁ File Edit Miew Inzert Fomat Spreadshest Options Window  Help =] x|

DleE[E e (=] ZTE] S5 (== € =]=] 8
| =[] [w] /4]

[> M:=msolve{y"2=x"3+x+1,23) ; a
M={y=20,x=17},{y=3.2=17}, {x= 18,y =3}, {x = 19,y = 18},
(x=18, =20}, {x=19, =30}, {z=0,y=22} {x=0,p=1},
fv=T,x=1 . {y=16,z=1},{x=3, =10}, {x=3,y= 13}, |
(x=d, =0}, {y=4,x=0},{x=0,y=19}, {y=4, x =6},
(=19 2=6}, {y=11,x=T7} {y=12, =T}, {y="1x=9},
{y=16,2=9), {y=3x=11},{z=11p=20}, {y=4,x= 12},
| {y=19x=12}, {y="Tx=13}, {y=16,x=13}
[> for i from 1 to 27 do A[i]:=subs(M[i], [x,¥]) od:
L =[seq({A[i]  i=1..27)];
plot(L,x=0. .23 ,style=point) ;
L=[[17,20],[17,3],[18, 3], [ 1%, 18], [18,20], [ 1%, 5], [0, 220, [0, 1],
[L7L[1, 16, [3, 10, [3, 12, [4, 00, (5,40 [5, 18], [6, 4], [ 6, 19],
[F 1L 0712, [ 7L [% 16, [11, 3, [ 11,200, [ 12, 4], [12, 18], [ 13,71,
[13, 16]]
204 oo ¢o EE
15_ & & £
o] -
5- & A & “
0 : . . :
5 10}{ 15 20 LI

[[Time: 1135 |Bytes: 387M | Available: 1.08G

Pucynok 4.3 - [lpuknan enintuanoi kpuBoi Haj monem GF(23).
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Hagenemo mpoTtokon mu¢poBOro miAMMCy Ha ENINTHYHUX KPUBHX
I'OCT P 34.10-2001.

Ta6auus 4.1 — I[Iporokon nmudposoro mianucy 'OCT P 34.10-2001
®opmyBannsa mugposoro nmignucy | Iepesipka nugposoro mianucy
Bxin: CEKpEeTHU I KJIFOY d, | Bxix BiJIKPUTHI KITFOY Q,
BiJIKDUTHI K04 Q=dxP, | saransnocucremni napamerpsi, 111
3araJbHOCUCTEMHI TapaMeTpH.
Buxina: 111 (r, S> I

noBigomenns M .

(r 'S '> , 1 oBimomierns M ',

Buxin: ITignuc nificauii uu Hi.

1. e=h(M)modn; 1. e=h(M)modn;

2. O6upaemo 2. w=el modn;
ke 1,..,n-1; 3.z, =swmodn;

3. kxP=(xy); 4. z,=—rwmodn;
r=z(x,y)modn; 5 (X,y)=z,xP+2,xQ;
s=(rd +ke)modn. 6. V=rx(XY);

7. r'=v

4.1.5 ANropuTM CKAJISIPHOTO MHOKEHHS HA eJTiNTUYHIN KpUBIii
J1st MHO>KCHHSI TOYKH CJIINTHYHOI KPWUBOI HAa BEIUKE ITLIE YHCIIO
3aCTOCOBYETHCS HACTYITHHUM aJTOPUTM:
Buxinui gani: gncio d=0, Touka P, eminTiuna kpusa E = <a,b,p>.
Pesynbrat: Touka Q = dxP.
1. Axmo d=1, To Q:=P; 3akiHunTH pOOOTY AITOPHTMY.
2. k:=lg—2; Q:=P, ne lq — nosxuna muoxxuuka d B 6irax;
3. Jlnis i, mo npuiimae 3HadeHsst Bix K 10 0, BukoHatu rmaru 4-5.
4. Q = Q+Q.
5. Skmo i-# 6it d gopiaioe 1, To Q := Q+P.

6. 3aKiHYUTH POOOTY ANTOPUTMY.
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4.2 3aBaaHus Ha J1abopaTOpHy POoOOTY

4.2.1 Jlano  eninTHYHY  KPHBY y? =x% + ax+b(mod13).
IMapamerpu a, b BiamoBinarTs HOMepy BapianTa (Tabi. 4.2). HeobximmHo:
- 3HAWTHU BCl TOYKH, 110 HAJICKATh 3aJaHiil KPUBIH 1 MOPSIOK KPUBOI.
Bukopucrosysatu naker Maple;
- 3HaTH 0A30BY TOUKY;
- TIPEJICTABUTH KOXKHY TOYKY SIK KpaTHY 0a30Bili (3HAWTH MOKa3HUK
KpaTHOCT).

Tabnwus 4.2 — Bapiantu 3aBiaHb

1l.a=1b=1 11.a=2,b=1 21.a=2,b=11 | 31.a=3,b=11 | 41.4a=4,b=10
2.3=1,b=2 12. a=2,b=2 22.3=2,b=12 | 32.a=3,b=12 | 42.3a=4,b=12
3.a=1,b=4 13. a=2,b=3 23. a=3,b=1 33.a=4,b=1 43. a=5,b=1
4. a=1,b=5 14. a=2,b=4 24. a=3,b=2 34. a=4,b=3 44.a=5b=2
5. a=1,b=6 15. a=2,b=5 25. a=3,b=4 35. a=4,b=4 45. a=5,b=3
6.a=1,b=7 16. a=2,b=6 26. a=3,b=5 36. a=4,b=5 46. a=5,b=4
7.a=1,b=8 17. a=2,b=7 27. a=3,b=6 37. a=4,b=6 47. a=5,b=5
8.a=1,b=9 18. a=2,b=8 28. a=3,b=7 38. a=4,b=7 48. a=b,b=6
9.a=1,b=11 19. a=2,b=9 29. a=3,b=8 39. a=4,b=8 49. a=5,b=7
10.a=1,b=12 | 20.a=2,b=11 | 30.a=3,b=9 40. a=4,b=9 50. a=5,b=8

4.2.2 Peanizysatu B Maple anroput™ HmH(POBOro  MiANKHCY
I'OCT P 34.10. [ns TecTyBaHHS BHKOPHUCTATH HACTYIIHI TapamMeTpu
(B mectTHamIIATEpiuHINA Popmi):

Monynb nepeTBOpeHb
m=8000000000000000000000000000000000000000000000000000000000000431,
EninTuana xpuBa
y2 =x3+ax+b (mod m)
a=7;
b=5FBFF498AA938CE739B8E022FBAFEF40563F6E6A3472FC2A514COCEIDAE23BTE;
Basosa touka P(X,y);
Px=2;
Py=8E2A8A0E65147D4BD6316030E16D19C85C97FOAICA267122BI6ABBCEATESFCS;
IMopsimok 6a30BOT TOUKH:
n= 8000000000000000000000000000000150FE8A1892976154C59CFC193ACCF5B3;
CexperHuil KoY
d=7A929ADE789BB9IBEL0ED359DD39A72C11B60961F49397EEE1D19CEIBI1EC3B28;
Pesynbrat MHOKeHHS (BiAKpuTHi Kir04) Touka Q(QX,Qy)

Qx=7F2B49E270DB6D90D8595BEC458B50C58585BA1D4E9B788F6689DBDSES6FD80B;
Qy=26F1B489D6701DD185C8413A977B3CBBAF64D1C593D26627DFFB101A87FF77DA.
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4.3 3micT 3BiTY

4.3.1 TurynpHMIA TUCT, TEMA 1 MeTa POOOTH.
4.3.2 BiamoRiai Ha KOHTPOJIbHI TUTAHHSL.
4.3.3 Tekcrtu nporpam.

4.3.4 Pe3ynbpraTé 0OYHCIICHB.

4.3.5 BucHOBKH.

4.4 KoHTpPOJbHi MMTAHHS

4.4.1 Jlaty BU3HAYCHHS CIINITUYHOI KPUBOI.

4.4.2 Sk BU3HAYUTH TOYKY, OOEpPHEHY JaHiit?

4.4.3 Ski mapameTpu eNNTUYHOT KPUBOI HEOOXIJHO 3HATH st ii
3aCTOCYyBaHHSA?

4.4.4 Jlaty BH3HAYECHHS MOPSIKA IPYITU TOUOK ENIMTHYHOI KPHBOT?

4.4.5 JlaTy BU3HAYCHHS MOPSIKA TOUKH €IIMTHIHOI KPUBOI?

4.4.6 Sk Bu3HaYMTH 0a30BY TOUKY?

447 Y sxuxX KpUNTOrpaiuHUX aJrOpUTMax 3aCTOCOBYIOTHCS
SIITHYHI KPUBi?
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JIABOPATOPHA POBOTA Ne 5
CTETAHOTPA®IYHHUU 3AXUCT

Mera poGoru: o3HalOMHUTHCS 3 METOAAaMH cTeraHorpagidHoro
3axucTy iHpOopMaIii.

BukopucroByBane mporpamMte 3a0e3nedeHHsi: cepela pPO3poOKH
Visual C++.

5.1 TeopeTnuni Binomocti

Y  pami cUcTeM  HEOOXIiAHO  3a0e3MeUuTH  HE  TUIBKH
KOH(QIACHIIHHICTD, IUIICHICTh 1 JIMCHICTh MepelaHuX KOMaHH, ajie i
cxoBaTtd caMm (dakr rnepemadi i€l  iHpopmamii. Llum 3aliMaeThCs
creranorpadis.

[Mix creranorpadiero po3yMmieTbesi Crocid TaWHOIUCY, SIKUH OUTBII
JNaBHIMMKA HiK cama kpunrorpadis. OCHOBHOIO MeTOI Kpurrorpadii €
3a0e3nedeHHss  KOHQIACHIIAHOCTI, I[UTICHOCTI, CIIOCTEPEKHOCTI  Ta
JMOCTYITHOCTI 3a pPaxyHOK BHKOPHCTAHHS METOIB KPUOTOrpadiaHOro
3aXHCTy iHpOpMAITii.

CreraHorpadiss - Ii¢ Hayka NpO IPUXOBaHHSA OfHiel iHopmariii
cepen immoi. Ile Merom opranizaiii 3B'sS3Ky, IO BJIACHE XOBa€ CaMy
HasIBHICTH 3B'SI3KY.

Ha Bigminy Big kpumnrorpadii, 1e BOpor TOYHO MOXKE BU3HAYUTH UH
€ TepemaHe  TOBIAOMJIGHHS — 3amm(poBaHUM  TEKCTOM,  METOIH
creraHorpadii m03BONAIOTH BOYMOBYBAaTH CEKPETHI IIOBIIOMIIEHHS B
3araibHi TIOCTAaHHS TaK, O[00 HEMOXIWBO OyJO 3amigO3pUTH ICHYBaHHS
yOyZOBaHOTO TAEMHOTO ITOCITAHHS.

CrnoBo '"creranorpadis" y mepekigami 3 TPEIbKOro OYyKBaJIbHO
o3Hauae "TaifHOmHC" (steganos - CeKpeT, TaeMHUIS; graphy - 3ammc). o
Hel BIIHOCUTHCS BETMUE€3HA MHO)KHHA CEKPETHUX 3aC00IB 3B'A3KY, TAKUX SIK
HEBUIMME YOPHWIO, MIKpO(POTO3HIMKH, YMOBHE pO3TAallyBaHHS 3HAKIB,
Ta€MHI KaHaIH 1 3aco0M 3B'SI3Ky HA YaCTOTaX, IO TIABAKOTh, 1 T.II.

Creranorpadis 3aiiMae cBOIO Hillly B 3a0e3medeHHi Oe3neKu: BOHa He
3aMmiHse, a JonoBHIOE KpunTorpadiro. I[IpuxoByBaHHS TOBiOMIICHHS
MeToJaMu cTeraHorpadii 3HAaYHO 3HMKY€E IMOBIPHICTh BHSBJIEHHS CaMOTO
(dakTy mepenmadi MOBiAOMIIEHHS. A SKIIO II€ TOBIIOMIIGHHS IO TOTO K
3amm@poBaHe, TO BOHO Mae€ I O/INH, JIONAaTKOBHH, PIBEHb 3aXHCTY.
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B nmanmit yac y 3BI3Ky 3 OypXJIMBHUM PO3BHUTKOM OOYHCIIOBAJIBHOT
TEXHIKM 1 HOBUX KaHaNmiB mepedauyi iHQopmamii 3'sBUIHMCS HOBI
creraHorpadiuHi  MeTromu, B  OCHOBI SKUX JIeKAaThb  OCOOJMBOCTI
MpeaCcTaBlieHHs iH(opMalii B KOMI'tOTepHUX (aiiyiax, 00YMCIIOBAILHUX
Mepexkax i T.m. Lle Ia€ MOXIJIMBICTH TOBOPUTH NPO CTAHOBJICHHS HOBOTO
HaTPSAMKY - KOMITIOTEpHOI cTeranorpadii.

5.1.1 Creranorpadiuna cucrema
Creranorpagiuna cuctemMa uu crerocucrema (puc 5.1) - 1e

CYKYIIHICTh 3ac00iB 1 METO/IB, 10 BUKOPUCTOBYIOThCS IS (hOPMYBAHHS
CXOBaHOTO KaHAITy riepenayi iHpopmarrii.

e o Tt
Koo Kmioy
Eoumalkinep
::f KoHTeRkep {nycToR) -,L!
Borpaneasmoe Bovpaneanue mﬁ* Haaneyeuwue
| coobuseHue =5 CooGuieHme 4
". & ', "\._/
OTnpasdTank Nanyuarans

Pucynok 5.1 - Creranorpagiuna cucrema

IIpn moOymoBi crerocucTeMH TOBHHHI BpPaXOBYBATHCSA HACTYITHI
MOJIOKEHHSI:

- CYIPOTUBHUK Ma€ IIOBHE MPEICTABICHHA PO CTEraHorpadiday
cucreMy 1 gerani ii peamizamii. €xuHO0 iH(OPMAIIIEIO, MO 3ATHIIAETHC
HEB1ZIOMOIO MOTEHLIHHOMY CYNPOTHBHHUKY, € KJIIOY, 32 JOIOMOI'OI0 SKOT'O
TUTBKM MOro BIIACHUK MOXE€ YCTAaHOBUTH (aKT MPUCYTHOCTI 1 3MicT
CXOBaHOI'O ITOB1JOMJIEHHS;

- IKIIO0 CYNPOTHBHUK SIKUMCh 00pa3oM JOBimaeThcsi Tpo (akT
ICHyBaHHsSI CXOBAaHOTO IIOBiOMJICHHS, 1I€ HE MOBHHHO JO3BOJIUTH HOMY
BUTAITH NOMIOHI MOBIIOMIIEHHS B IHIIMX JaHUX JOTH, IIOKH KJIIOY
30epira€Thcs B TAEMHHII];

- IOTEHI[IHUI CYNPOTUBHUK TOBUHHUN OyTH 1MO30aBIeHUN SKUX-
HeOy/Ib TEXHIYHMX 1 IHIIMX TepeBar y po3Mi3HaBaHHI YU PO3KPHUTTI 3MICTY
TAEMHUX MOBIZIOMJICHD.
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Koumeitinep - Oynp-sika indopmaliis, npu3HaueHa Uil MPUXOBAHHS
TA€EMHUX MOBIJOMJICHD.

Tlopoorcniti  kowmetinep -  KOHTeWHep 0Oe3  yOyJIOBaHOTO
MOBIJIOMJICHHS; 3allOBHCHUH  KOHTCHHEpP YW CTEro - KOHTEWHEp, IO
MICTUTh yOyIOBaHy iH(OpMaIlito.

Yoyoosane (cxoeane) nosioomnenusi - TIOBIJOMIIGHHSI, IO
BOYZIOBY€EThCS B KOHTEHHED.

Cmezcanoepagpuueckuti  KaHaJl YU TIPOCTO CME2OKAHAL - KaHAI
nepenayi cTero.

Cme2oknoy 9 TIPOCTO KITFOY - CEKPETHHH KIFOY, HEOOXIMHWH st
MPHUXOBYBaHHS iH(OpMaIii. Y 3aleKHOCTI BiJl KUTBKOCTI PiBHIB 3aXUCTY
(Hanpuksiaa, BOYJOBYBaHHS IMOMNEPEIHBO 3aIIM(PPOBAHOIO MOBIIOMIICHHS)
Yy CTErOCHCTEMI MOYKE OyTH OMH YH JISKLIbKA CTErOKJIIOIB.

5.1.2 LSB-meton (Least Significant Bits) npuxoByBannst ingopmauii

B nmaHmii uyac HaHOUIBII PO3MOBCIOUKEHHM € METOJ 3aMiHU
HaMEHIUX 3Hadymux OiTiB un LSB-Meron. Bin momnsrae y BUKOpUCTaHHI
TIOTPIIITHOCTI  TUCKPETHU3aIlil, IO 3aBXIW ICHYyE B OMU(PPOBAHUX
300pakeHHAX 4M aydauo- i Bimeodaitrax. JlaHa MOrpIMIHICTh JTOPIBHIOE
HAMEHIIIOMY 3HAYYNIOMY PO3pSly 4YHCIa, [0 BU3HAYAE BEIHYHHY
KOJIPHOI CKJIaIoBO1 elleMeHTa 300paxkeHHs (mikcenst). Tomy Mommudikaris
Momommmx OiTiB y OUIBIIOCTI BHITAAKIB HE BUKIMKAE 3HAYHOL
TpaHcdopmarii 300pakeHHs 1 He BUSBIIIETHCS Bi3yaIbHO.

Cytp Meromy Taka. LlnpoBi KapTHHKH CKIIAJAIOTHCS 3 OKPEMEX
KpAaIloK, Tak 3BaHUX ITIKCETiB. SIKIIo 300paxeHHs 8-0iToBe, Ie 3HAYUTH, 110
JUTSL OTIHCY OJHOTO TIKCEeNs KApTUHKY MPUIUIAETHCS OOUH OalT rpadiaHoro
(atimy. OguH 0aiT, K BiIOMO, CKIIATAa€THCS 3 BOCBMU OIT, KOXKHUN 3 SIKHA
MOXK€ JOpiBHIOBAaTH HYym0 4M omuHHI. [Iporpama - creranorpad Tex
MOBMHHA 3amucaTd (aili-oBiqOMIICHHS HYISAMHA W OJUHUISIMH, i BOHA
po3mimae 11i 6iTH MOBEpX caMUX OCTaHHIX BOCBMHX OiTiB KOXHOrO 0aifTa B
rpadivHOMy (aiimi. SIKImo HyIb 9u OXUHUII (ailiTy-TTOBiJOMICHHS BOJIEIO
ciydaro 30iratoThcs 3 HyJIeM Yd OAWHHUIIEIO (pailiTy-KOHTEeHHepa, TO HisKHX
3MiH HE BinOyBaeThcs. SIKIIO X BOHM He 30irarTbes, mMporpama -
creraHorpad 3amucye octaHHiH OIT Tak, K i mOTpiOHO.

3BHuaiiHO, micis LBOro Bech OANT rpadiuHoro Qaiiay 3MiHIOE CBOIO
3HAYEHHS, ajle OCKUIBKH 3MIHIOETHCS TIILKH OCTaHHIM Horo 01T — HaliMeHIII
3HAUYIUH, TO OAWT 3MIHIOETHCS TUIBKH Ha OAWHUIO. Hampukman, skimo
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cmouaTky OalT AOpiBHIOE M'ATAECATHOM, TO Tichs cTeranorpadii BiH
JOPIBHIOE T'STIECIT OJHOMY YU COpPOKa JieB'sTH. Taka 3MiHa, 3BUYAIHO,
3MIHIOE KOJIip OJTHOTO IMIKCENs, M0 BIIHOCUTHCS 10 3MiHEHOro Oaiita. Ase
TOMY IO OalT 3MIHIOETHCS TUIBKM HA OJWHUIIO, TO 1 BINTIHOK MIKCENs
3MIHIOETHCS HE3HAYHO, 1 MOMITUTH HOro Ha OKO MPAKTUYHO HEMOXKIIMBO,
0COOJIMBO SIKIIIO MOBa Hie Mpo 4OpHO-01my doTorpadito, OCKINBKH Ipagamii
CIpOro JItoJIMHa PO3Pi3HsI€E HAbaraTo Tipile KOJbOPOBUX BiATIHKIB.

B no6aBok 1o 11poro, rpadiunuii darin moxe OyTa He 8-mu, a 24-
OiTHMM, Tak 3MBaHUH true-color, y SKOMy KOXEH IIKCelb MOXe MaTH 16
MUIBHOHIB BiATiIHKIB. KpiM TOro, SKIo TmOBIIOMJICHHS, IO XOBa€
creraHorpad, MajeHbKe, T¢ 30BCIM HEe 000B'SI3KOBO 3MIHIOBATH KOXKEH OAMT
KapTUHKHU - IUJIKOM JOCTaTHbO MOXE BHUSBUTHUCS KOXXHOIO JIECATOr0, YM
HaBITh KO)KHOTO COTOro OaiTa.

5.1.3 ®opmat BMP-¢aiiny

daitin popmary BMP (ckopoueno Bix BitMaP — GitoBuii 00pa3s)
36epiratots 300pakenHs B True Color. Posrimsaemo ¢opmar ¢aitmy BMP
st 24-po3psimHoro pucynky. @aitn BMP Biimodae 3aromoBok — 54 Gaiitu
Ta OiToBHI 00pa3z 300pakeHHs. KoxkHa TOYKa 300pakeHHS — ITKCENh
(picture element) — omucyeTbes TppOMa GaiiTaMu, IO BKITIOYAIOTH CKJIaI0Bi
gactuHM Komeopy - uepBoHa (Red), 3emena (Green), cums (Blue)
(muB. puc. 5.2). [HTEHCHUBHICTh CKIaJJOBHX YaCTHH KOJbOPY 3MIHIOETHCS B
Mexax Big 0 mo 255. Ilnsxom Bapiarlii iHTEHCUBHOCTI KOXKHOI CKIa0BOL
JaCTUHU MOXKHA 3MIHIOBATH KOJIIp BiJl YOPHOT0, KOJHM iHTCHCHBHICTH BCIX
ckinanoBux dactud mopiBaioe 0 (00 00 00), mo Gijoro, KOJW IHTEHCHBHICTH
BCIX CKJIaJOBMX YaCTHH MakKCHMajbHa i gopieuioe 255 (FF FF FF).
Hampukian, Tovka 4YepBOHOrO KOIMbOpYy 3amaerbes sk (255,0,0) a6o
(FF 00 00).

300paxeHHs 3aUCYEThCA B (hail mo cTpokam. llepmioro ckaHyeTbes
HIKHS CcTpoka (3miBa HampaBo). CKaH - CTpPOKH BUpIBHSHI 1o 32-0iTHii
rpanuti (4 Oaiiti). ToOTO, SIKIMIO MMpHHA 300pa)KeHHS HE KpaTHA 4, TO
iH(bOpMAaIlis PO CTPOKY JOMOBHIOETHCS HYJILOBUMH OaiiTamu.
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Pucynok 5.2 — IlpencraBieHHs: KONbOpy TphOMa CKJIa0BUMHU yactuHamMu RGB

Po3mip 3aronoBky 24-po3psiHoro pucyHky — 54 Gaiitu. B Tadum. 5.1
HABEJICHO MPU3HAYCHHS OKpeMUX 0aiTiB 3aronoBky BMP - gaitny.

Tabnuiyt 5.1 — [lpusznauenns Gaiiti 3aroioBky BMP - daitny.

1-2 Gaiitu : T ¢aitry - BM (bit mapping)

3-6 Gaiir : po3Mip ¢aitny

7-10 GaiiTi : | HE BUKOPUCTOBYIOTHCS

11-14 Gaiitu : | 3cyB maHux 0iTOBOro 00pa3y OT 3aroJioBKy B Oaiitax - 54
15-18 Gaiitu : | umcno Gaiit 1o Havana GiToBoro oopasy - 40

19-22 Gaiitu : | mpuHa GiTOBOro 00pasy B miKcenax

23-26 Oaiitu : | BUcoTa OiTOBOro 00pa3y B mikceaax

27-28 Gaiitu : | 4Mcio OITOBUX IUIOMIMH MPUCTPOIO - 1

29-30 Gaiitu : | ymcino GiTiB Ha HiKcenb - 24

31-34 Gaiitu : | T cTHCKY - 0 (0e3 cTHCKY)

35-38 Oaiiti : | po3mip KapTHHKH B OaliTax

39-42 GaiiTi : | TOPH3OHTANIBLHE Pa3pelIeHNe NPUCTPOIO, MKCETb/M
43-46 GaiiTh : | BepTHKaJIbHE pa3pelleHre MPUCTPOIO, MKCENb/M

47-50 Gaiitn : | KIJTBKICTh KOJIBOPIB, IO BUKOPHUCTOBYIOTHCS - ) (BC1 KOIBOPH)
51-54 Gaiiti : | KUTBKICTh "BaXJIMBHUX" KOJIHOPIiB
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Hani tiayre pgani OiToBoro oOpa3y KapTHHKH. KokHui mikcen
MPEACTaBIAETbCA TpbOMa OalTaMH — 1HTEHCHBHOCTSIMH YEpPBOHOTIO,
3€JI€HOr0, CHHBOT 0.

5.2 3aBnanHs Ha 1a0OpaTOpPHY POGOTY

PeanizyBatu meron LSB B makeri Visual C++. B sikocTi KoHTelHEepa
3acrocyBatu (aitn ¢dopmara .bmp. B sikocTi MOBiIOMIICHHS BHKOpiCTaTH
croe «[IpizBuie Im’s [TobaTbKOBI».

5.3 3micT 3BiTY

5.3.1 TurynbHUH IKCT, TEMA 1 MeTa POOOTH.
5.3.2 BiamoBiai Ha KOHTPOJIbHI MUTAHHS.
5.3.3 Tekct nporpamu.

5.3.4 Pe3ynbraT poOOTH MIPrpamMH.

5.3.5 BuCHOBKH.

5.4 KoHTpoOJIbHI MUTaHHSA

5.4.1 Yum BiapizHsieTbes cTeranorpadis Big kpunrorpadii?
5.4.2 Illo Take cTeroKoOHTEHHEpP?

5.4.3 B uomy cytHicTh Merona LSB?

5.4.4 S$Ix BUKOPUCTOBYIOTHCS IU(PPOBi BOASHI 3HAKH?

5.4.5 SIxi Hemomiky cTeraHorpadigHOro 3aXUCTy?

5.4.6 Illo Take creranorpaduyeckuil MeTo/I 3aXucTy iHPOpMAIlii?
5.4.7 o Take KOHTEHHEP?

5.4.8 Illo moxe BUCTYyIAaTH K KOHTEHHEP?

5.4.9 Bumoru, mponoHOBaHi JI0 CTETO - TIOB1IOMIICHb?

5.4.101lo Taxe undpoBi BoasHI 3HAKH?

5.4.114Ixi meroau BOyIOBYBaHHS TIOBiTOMJIEH BU 3HAETE?
5.4.1211lo B maHiit mporpami Moke OyTH BUKOPHCTAHUH SIK KITFO4?
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6. MIATAHHSA JJISI CAMOCTIMHOI POBOTH

6.1 BipryanbHi mpUBaTHI MEpeExi.

6.2 Apxirektypa i koHQirypauis Farewall.

6.3 3axwumieHi onepaniifHi CHCTEMH.

6.4 Cwmapr-kapTu: apxiTeKTypa, TEXHOJIOT'11, raiay3i 3aCTOCyBaHHS.
6.5 bBaHKIBCHKI TEXHOJIOTII.

6.6 Komm’toTepHni Bipycu. Knacudikaris. Meroau npoTuuii.

6.7 3axuieHi 0a3u JaHUX.

6.8 Cucrema 6e3nekn Windows XP.

6.9 bBesneka Internet - Gi3Hecy.

6.10 Texniuni 3aco0u 3axUCTy iHpOpMAILii.



9.

47

JITEPATYPA

. Pomanen 10.B., Tumodees I1.A., lllansrun B.®. 3ammra nndopmanmu

B KOMIIBIOTEPHBIX cucteMax u cetsx / Ilog pen. B.®. lllanbruna. — 2-¢
u31., nepepad. u gon. — M.: Paguo u cBsase, 2001. — 376 c.

[erpakoB A.B. «OCHOBBI MPaKTHYECKOW 3alIUTHI HHPOpMAU» — M.:
Panuo u cBa3k, 1999. — 368c¢.

HanoB M.A. Kpunrorpadguyeckue MeToapl 3amiuThl HHQOpMAIUU B
KOMITBIOTEpHBIX cuctemax u cersix. MK KYIUI[-OBPA3, 2001 —
386c¢.

Bapuues C.I'., 'onuapoB B.B. OCHOBbI COBpEMEHHOW KPHUIITOTPaQHH.
M.: T'opsiuast muamst - Tenexom, 2001 — 120c.

Xopomko B.A., YekatkoB A.A. Meronsl W CpeICcTBa 3aIllUTHI
nnpopmarun / [og pen. FO.C. Kosranbka — K.:U3a-Bo FOuMop, 2003. —
504c.

XKenpaukoB B. Kpunrtorpadust or mammpyca 10 KomibroTepa. M.:
ABF, 1996 — 336¢.

Kypuan “Koudumenr. 3ammra wuHpopMmaimu.” CHEUBBITYCK II0
crerarorpadun. — 2000, Ne 3.

. T'OCT 28147-89. Cucrembl 00paboTkn HHGOPMAIUN. 3amIuTa KPUIITO-

rpaduyeckas. AJTOpUTM KpunTorpaduyeckoro mnpeoOpasoBaHus. M.:
IN'ocymapcreennsrit komuter CCCP 1o cranmapram, 1989.
Bunorpanos .M. OcuoBsl Teopun gucen. — M.: Hayka, 1981. — 168 c.

10.Pocroeiiee A.I'. AnreOpamdeckue ocHOBbI kpunrorpaduu. — CIIG.:

HITO «Mup u cembs, OO0 « Unatepmaitay, 2000. — 354 c.

11.Menezes A., van Oorschot P., Vanstone S. Handbook of applied

cryptography. CRC Press, 1997.

12 JIupn P., Huneppaiirep X. Koneunsie moms. — M.: Mup, 1988.
13.Heuwaes B.U. Dnementsr kpuntorpaduu (OCHOBBI TEOPHH 3aIIUATHI

nH(popmarun): Yued. mocodbue s yH-TOB W med. By3oB / llom pen.
B.A.CanoBauuero — M.: Beicmrk., 1999. — 109c.

14.Canomaa A. Kpunrorpadus ¢ oTkpsITeIM KitodoM: Ilep. ¢ aHrm. — M.:

Mup, 1995. —318c.

15.Topics in cryptography

http://en.wikipedia.org/wiki/Topics in_cryptography



http://en.wikipedia.org/wiki/Topics_in_cryptography

48

Joaatoxk A

Tabauust mpocTUX YUCes

1 2 3 5 7 11 13 17 19 23

29 31 37 41 43 47 53 59 61 67
71 73 79 83 89 97| 101 | 103 | 107 | 109
113 | 127 | 131 | 137 | 139 | 149 | 151 | 157 | 163 | 167
173 | 179 | 181 | 191 | 193 | 197 | 199 | 211 | 223 | 227
229 | 233 | 239 | 241 | 251 | 257 | 263 | 269 | 271 | 277
281 | 283 | 293 | 307 | 311 | 313 | 317 | 331 | 337 | 347
349 | 353 | 359 | 367 | 373| 379 | 383 | 389 | 397 | 401
409 | 419 | 421 | 431 | 433 | 439 | 443 | 449 | 457 | 461
463 | 467 | 479 | 487 | 491 | 499 | 503 | 509 | 521 | 523
541 | 547 | 557 | 563 | 569 | 571 | 577 | 587 | 593 | 599
601 | 607 | 613| 617 | 619 | 631 | 641 | 643 | 647 | 653
659 | 661 | 673 | 677 | 683 | 691 | 701 | 709 | 719 | 727
733 | 739 | 743 | 751 | 757 | 761 | 769 | 773 | 787 | 797
809 | 811 | 821 | 823 | 827 | 829 | 839 | 853 | 857 | 859
863 | 877 | 881 | 883 | 887 | 907 | 911 | 919 | 929 | 937
941 | 947 | 953 | 967 | 971 | 977 | 983 | 991 | 997 | 1009
1013 | 1019 | 1021 | 1031 | 1033 | 1039 | 1049 | 1051 | 1061 | 1063
1069 | 1087 | 1091 | 1093 | 1097 | 1103 | 1109 | 1117 | 1123 | 1129
1151 | 1153 | 1163 | 1171 | 1181 | 1187 | 1193 | 1201 | 1213 | 1217
1223 | 1229 | 1231 | 1237 | 1249 | 1259 | 1277 | 1279 | 1283 | 1289
1291 | 1297 | 1301 | 1303 | 1307 | 1319 | 1321 | 1327 | 1361 | 1367
1373 | 1381 | 1399 | 1409 | 1423 | 1427 | 1429 | 1433 | 1439 | 1447
1451 | 1453 | 1459 | 1471 | 1481 | 1483 | 1487 | 1489 | 1493 | 1499
1511 | 1523 | 1531 | 1543 | 1549 | 1553 | 1559 | 1567 | 1571 | 1579
1583 | 1597 | 1601 | 1607 | 1609 | 1613 | 1619 | 1621 | 1627 | 1637
1657 | 1663 | 1667 | 1669 | 1693 | 1697 | 1699 | 1709 | 1721 | 1723
1733 | 1741 | 1747 | 1753 | 1759 | 1777 | 1783 | 1787 | 1789 | 1801
1811 | 1823 | 1831 | 1847 | 1861 | 1867 | 1871 | 1873 | 1877 | 1879
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Honatok b

Hingkaoyenns kpunrorpadiunoi 6id.riorexkn MIRACL

1. CtBoputu HOBuUH npoekT «KoHconbHOE MpH

noxenue Win32».

2. MoxgkmrounT 10 KoMmisAnii karaior ...miracl/include.

**.. lab3_miracl - Microzoft ¥izual C++ - [lab3_miracl cpp]

JJ File Edit Miew Insert | Project Build Tools Window Help — =] x|
Hé | = G | 4 [ Sethctive Projsct b |E\it|c:leate_divisul
0 Add To Project 3
J] [Glabals) E in
Dependencies. ..
¢ Nz, -
i) \whorkspace lab3_mirac Ewpart Makefile. 'miracl h"

= lab3_miracl files

727 Source Files

Irzert Project inta wWarkspace. .
-[Z7] Header Files

i
i1 Resource Files

EE External Dependencies =
| 3

< baze 10,

miracl *#mip=mir=swv={5000,10};

E000 digits per big

4| return 0

BE ClassMisw | FiIeViewI [ 4] _'IJ
ﬂ e
2 =]

]

[ [T Build { Debug & Findin Files 1 3 Findin Files2 7

JEN Llﬂ

Edits the praject buld and debug settings

Lni.Col1  |REC [COL OV [READ 4

Pucynok b.1 — Kpok 1
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Project Settings 7] x|

Settings Far: [\win32 Debug j General I Debug  CAC++ | Link | Hesourc{ EE
iacl Category: | General j Heset |
. General .
Warning lef 04+ |anguage 1013
I Code Generation I
Level 3 C_us:tomiz_e (D ebug] *
™ wami L'St'.ng F"?S rate browse info
Optimizations
Debug i F'ru:om ed Headers

Pragram Databaze for Edit and Continue

Preprocessor definitions:

w/IN32_DEBUG, COMSOLE,_MBCS

Project Optiohs:
fnologo AMLd AW3 /Gm /G 220 A0d /D MWwWINE2T D i’

" DEBUG" /D "_COMSOLE" /D "_MBCS"
/Fp"'Debugslab3_miraclpch M AFoDebug”

[].4 I Cancel |

Pucynok b.2 — Kpok 2

Project Settings 7| x|

Win32 Debug j General I Debug  CAC++ Lirk: | Hesourc(: EE

Category: | Prepracessor =l fEser |

Preproceszzor definitions:
IWIN32,_DEBLIG,_CEINSEILE,_MBCS

Settings Far:

Undefined symbals: [ Undefine all symbals

Additional include directonies:
|C:‘\Prc-grarn Files'WCa8mirachinciude

™ Ignore standard include paths

Project Options:

fmologo ML A3 AGm AGx /2] A0d D WINSZ D i’

" DEBUG" /D " _COMSOLE" /D "_MBLCS"
AFp'Debugdlab3_miraclpch™ A% AFo"Debug!

Ok I Cancel |

Pucynok b.3 — Kpok 3
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3. Jlo6aBuTu 10 npoekry ¢aiin ...miracl\lib\ms32.1ib
*t.. lab3_miracl - Microgoft ¥izual C++ - [E:A_ . \lab3_miracl.cpp]

m
A

Eile Edit Yiew Insert | Project Buld Tools “Window Help 18] x|
e | =l ﬁ | e Set Active Project 4 || gy [create_divisor

Mew...

[Globals) - 'g
—| Dependencies. . i Mew Folder...
Seftings... Alt+FF ,@
. Workspace 'lab3_mirac Esport Makefile...
=--1E8] lab3_miracl files @ Components and Controls...

[:| Source Files Insert Project into ‘Workspace. . |
{21 Header Files =
{0 Resource Files miracl *mip=mirsy=(5000.10});

Ela External Dependencies = < baze 10, 5000 digits psr big
4| | » return 0;

: ¥ -
Oy Class\-"iewl FiIeViewI [«]] _'l_l

ﬂI.INK © warning LHK4098: defaultlib "LIBC" conflict= with use c;l

f

lab3_miracl . exe — 0 error(=s). 1 warning(s) J
4>, Build { Debug  Find in Files 1 % Find in Files2 7 IENRE I

Inserts existing file(s) into project [ Lni4 Col1 [REC|COL[OVR [READ] 4

Pucynok b.4 — Kpok 4

. lab3_miracl - Microsoft Yisual =10 =1

JJ@ File Edit “iew Inzert Project Build Toole ‘Window Help 8]

”@ | =] Insert Files into Project

“[GIobaIs] Danea: | (3 ib 3] - & -
———— | Joete ]l (S ot bat ﬂ

be3z b MIRACLA
=] be32doit bat riracl.mak.
] bldoit. bat
%] bexdait. bat ms32dait bat
% gedoit. bat miziodoit. bat

B30 Mra patina [ms32ib ILI —'I_I

ﬂ LINE | Tun dafince: IBce paiine [**] j OThEHa | =8 c;l
1ab3 Ingert into: {1ab3_miracl = J
4
[ ] F I Build {Debug & Findin Files1 3 Find in Files2 / IENNE I
Fieady [[n14,Coll ||REC[COL|OWR [READ 4

Pucynok b.5 — Kpok 5
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4. Habpatu mporpamy y BikHI KOZy.

o3 muoot Mwiosel Visoal Cos  JE L Vo) muodd con *1
| B3 St Edv Mooor pwer Fomect bl Tovdr rroer ol =lzlx)
@@ A - s (RS G eeme dviie 2 LR
I | () =l e~ =K.
— bl Srdron y Loloulate lactoriml =
finclude stdio h
7] extern *C
= Hoader Fine #include “miraci.h” imclude NIRACL
) Remumos Fins
B R
A Edoing Depordomcmes aoid mainl ) o -
B reeact { sizul - al f nus 1‘ > .

—
I
F—}
abd_mirecl exo 0 erzor(e). O warniog(s)
=
UG Tiall o
[ GRCaT T s A heAD

Pucynok b.6 — Kpok 6

5. 3amyCTUTH MTPOEKT HAa KOMITUISAIIAIO Ta BHKOHAHHS.
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