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1 JABOPATOPHA POBOTA Nel
Cuy:x0a TepMiHagiB

MeTta po060TH — O3HAHOMIICHHS 13 3arajJbHUMH IpaBHUIaAMH POOOTH
CITy>KOM TepMiHaJIB Ta aqMiHICTPYBaHHS BiAJaJeHUX pOOOYHX CTOJIIB.

1.1 3araanui BizomocTi
1.1.1 Cayx0u TepminaiB

Cnyx0u Bigmanenux pobOoumx croyiB (Remote Desktop Services,
RDS), panime Bigomi sk cmyx6u TepmiHamiB (Terminal Services, TS)
Windows Server 2008, — 1ie pynxirist cuctemu Windows Server 2008 R2,
JgKa HaJa€e MOJMJIMBICTh BiIIaJIeHO TIPallOBaTH 3  NPHKIAJHUMH
nporpamMamMu Ta ceaHcamMu Windows, 3amylieHUMH Ha BiJJajeHMX XOCT
cepBepax,BUKOPUCTOBYIOUH Pi3HOMAHITHI MPUCTPOI Ta MEPEKHI 3’ € THAHHS
NpakTUYHO Oyab-akoro tumy. Ciy:x0u BiggaleHuX poOOYHX CTOJIB TAKOXK
JIO3BOJISIIOTh  OTPUMYBAaTH JAOCTYNm A0 ceanciB Windows Ha 0asi
BipTyaJbHHX MAIIUH 3a JomoMoror Hyper-V, po3MilieHMx Ha XOCT
cepBepax. CepBep, Ha TKOMY PO3MIIIIEHI cecii BigaaeHuX poOOInX CTOJIB,
Ha3MBAETHCS cepBep BinmaieHux podounx croiiB (Remote Desktop Session
Host, RDSH) Ta cepBep, Ha skoMy po3MillieHi cecii BiamaaeHnx poOodnx
CTONiB Ha 0a3i BipTyaJlbHUX MallMH Ha3MBA€THCS CEpBEp BiAaleHUX
BipryanpHuX pobOounx cromiB (Remote Desktop Virtualization Host,
RDVH).

Cry>x0H1 TepMiHAIB € TOJaTKOBUM KOMIIOHEHTOM CHCTEM CiMeicTBa
Microsoft Windows Server 2008. Cnyx0u TepMiHaTIB HT03BOJSIOTH
BUKOpUCTOBYBaTH rpadiuauii iHTepdeiic Windows Ha BHIaIeHHX
MIPHUCTPOSX , MAKIIIOYSHHUX JI0 JIOKAILHOI Mepexi , TII00aIbHOT Mepexi abo
InTepHery.

Cayx0u TepMiHaJIiB MOXKYTb IPALIIOBATH B IBOX PEXUMaXx:

— Remote Desktop for Administration (simommii sk Terminal
Services in Remote Administration mode). Lieii pesxuM npusHaueHUd JUist
HaJaHHSI oOIeparopaM 1 aaMiHICTpaTopaM MOKJIMBOCTI  BiIIaJIeHOTO
JIOCTYIIy J0 CEepBepiB i KOHTpoJuiepiB noMmeHiB . CepBep , HANAIITOBAaHUI
JUIL  BIAJAJCHOTO  aAMIHICTPYBaHHS HE  BHUMarae  J0JaTKOBOTO



JIeH3yBaHHSA, B IOMY pPEKHMI MOJXIJIHWBO TiIbKH [IBa OJHOYACHUX
MIJIKII0YEHb,

— Terminal Server mode. Ileii pexxum He Mae OOMEKEHb IO
KUIBKOCTI ~ MiJKJIIOYEHb, aJieé BHUMAarae J0JaTKOBOIO  JIIICH3YBaHHS.
Bupimennto npobnemu akTHBalii HEOOXITHMX JiLEH31H 1 mpUCcBAYeHA LS
cTarTs. Y HeaKTHBOBaHOMY cTaHi cepsep nponpamioe 30 -120 aHiB.

[Tepm 3a Bce moTpiOHO BKIOunTH peskuM Terminal Server mode, 1ie
pobutbcs uepes aruter naneni kepyBanas (Control Panel) «Add or Remove
Programs». Tak camo HaM HeoOXimHa BCTaHOBJIEHa ciyx0a Terminal
Server Licensing .

Jami mMoxHa Ge3mocepeIHb0 MPUCTYIATH 0 aKTUBAIl HEOOXiTHIX
minen3iii. Lle 3aBnanHs ckiagaeTses 3 ABOX yacTuH. [lepma - me akTuBamis
minensii ans camoro Terminal Server, a npyra - e ycranoBka client access
licenses (CALs) - umineHsidd, 10 BU3HAYAIOTh KUIBKICTH OJHOYACHO
M IKITIOYEHUX KoprcTyBadiB. OTke, HalTOJIOBHIIIE:

— 3amyckaemo Terminal Server Licensing ( Start => Control Panel
=> Administrative Tools => Terminal Server Licensing);

— BUOHMpPAEMO TEPMIiHAT CEpBEp SKHUH MH XOYEMO aKTHBYBATH, Halli
right - click i Properties. Ha Bkiaaui Installataion Method BuGupaemo
MeToJ yctanoBku Web Browser.

1.1.2 Bumoru 1o JineH3yBaHHs ciayx0 BingajeHuX po0o4YHX
CTOJiB

Mopnenp ninen3zyBanas Windows Server 2008 R2 mepenbauae
HasSBHICTb CEPBEPHOI JIMEH31i I KOXKHOTO 3aIlyIIEHOTO EK3eMIUIIpa
cepBepHOro mporpamHoro 3adesneueHHs. Ciry:kOM BijalieHuX poOouYnx
CTOJIIB € CKJIAJOBOIO MMporpaMHoTo 3abe3medeHass Windows Server.

JInsg KOXKHOTO KOpPHUCTyBada abo MPHUCTPOIO, IO OTPHUMYBATHME
JIOCTYIl 10 TmporpaMHOro 3abesmeueHHs Windows Server, mnotpiOHa
kiieHTchka Jinensis Windows Server. [lyis Toro mo0 BUKOPUCTOBYBATH
cnyxOu  BigmajgeHux poOoumx cromiB  Windows Server, HeoOxinHa
KJTieHTChKa Jrinensist ciayx6 tepminaiis (TS CAL) Windows Server 2008
a00 HOBa KIIE€HTCHKA JIEH3is cayk0 BimmaneHux pobouux cromiB (RDS
CAL). Kiienrceki minen3ii TS abo RDS motpiOHI ans KOXKHOTO



KOpHCTyBada abo0 MpHUCTPOr0. BiacHWUKM Kii€HTChKHX JineHsi TS WS
2008 a6o RDS WS 2008 mMoxyTh 37iiICHIOBATH IOCTYI JIO CEPBEPIB Iij
kepyBanHsM Windows Server 2008 R2. Kiienrcbka minensis RDS €
(yHKIIIOHAIEHUM €KBIBaJICHTOM KJTIEHTCHKOI JieH3ii TS.

1.1.3 KnienTenki Jinensii ciryx0 BigmageHux podounx cToJiB

CporogHi  MpOMOHYIOTBCSI TakKi  KIIEHTCHKI  JIHeH3il  ciayx0
BiJIAJICHUX POOOYMX CTOJIIB:

— KIIE€HTChKAa JiIEH3is ciayxk0 BigmadeHuX poOOYMX CTONIB Ha
MPUCTPIH, IO TO3BOJISIE OJHOMY IPHUCTPOIO (3 SKHM TIPAIOE OyIb-TKHMA
KOPHCTYBau) KOPUCTYBATHCS CIIy>KOaMH BiiJaneHuX poOOYHMX CTOJIIB Oyab-
SIKUX CepBEPiB OpraHizaiii;

— KIJIEHTChKa JIIEH3IS Ciayxk0 BigmaaeHux poOOYMX CTOJIB Ha
KOpHCTyBaua, sKa J03BOJISIE OJHOMY KOPUCTyBadeBi (L0 Mpamroe 3 Oy/b-
SKHM TIPUCTPOEM) KOPUCTYBATHUCS CITy>)KOaMHU BifJalieHHX poOOYHX CTOJIB
OyIb-IKHMX CepBepiB OpraHizaii;

— minensis External Connector ciy>x0 BigmajgeHHX poOOYUX CTOJIB,
dKa HaJa€ MpaBO HEOOMEXKEHIN KUIBKOCTI 30BHIIIHIX KOpPUCTYBayiB
3BEPTATHCA 0 OTHOTO cepBepa BiITAICHUX POOOYNX CTOMIB. 3a HaSBHOCTI
KIJIBKOX TaKMX CEpBEpPiB Oprasizallisi MOBHHHA MPHUI0ATH KiJbKa JIiLEH31H
External Connector;

— JineHsiiiHa yroga mocravanbHUKIB mocayr (SPLA), skino
KOMITaHISA-IOCTaYaJbHUK HaJa€ 3aMOBHHKAM MOCIYTH 3 JIOCTYIY 0
CEpPBEPIB BiIIAJICHUX POOOYHX CTOJIB,

Tum KkiTieHTChKUX JiNeH3id (Ha mnpucTpiii abo KopuCTyBaua)
opraizarlisi MO>ke BUOpATH Iij] uac npuadaHHs cepsepHoro 113.

Jns KIieHTChKHX JIIEH31d ciyk0 BimmaneHuXx poOOYMX CTOINIB
JOCTYIHHH JIUILIE PEXUM JIIIICH3YBaHHS «HA KOPUCTyBaua abo MPUCTPii».

Y 1mpoMy pexuMi KOXKHOMY KOPHCTyBady ab0 MPHCTPOIO, IO
BUKOpUCTOBYe cepBepHe [13 Ha Oyapb-skMX cepBepax oprasizamii ado
3BEPTAETHCS JO HHOTO, HEOOXiTHA KITIEHTChKA JIIEH31s CITy0 BiImaeHuX
pobounx cromiB. Oprasizamisi Mae MpaBo IepeAaBaTH KIIEHTCHKI JileH3ii
CcIyxk0 BiImaleHWX poOOYMX CTOJIIB Bil OJHOTO KOpHUCTyBada abo
NPUCTPOIO 1HIIOMY KOPUCTYBadeBi a00 MPUCTPOIO JIHUIIE Y BUMAIKY, SKILO
Take TepeaaBaHHS 3MIHCHIOETHCS: a) OE3MOBOPOTHO;, 0) TUMYACOBO ISt



BHKOPHCTAHHS ITi€l KIIIEHTCHKOI JIIMEH31i Ha 3aMiHHOMY MPHCTPOi, MOKH
BUXITHUH TpUCTpili mepeOyBae B CTaHi HemMpane3laTHOCTi, abo as
BUKOPHCTAaHHS THMYacOBHM CIIBPOOITHMKOM Ha dYac BiJCYTHOCTI
CHiBpOOITHHKA, SIKHI1 BUKOPUCTOBYE ii IOCTIHHO.

KimieHTCRKI JTiIIeH311 cyx0 BigmaaeHuX poOOINX CTONIB HE JOCTYITHI
B PeXHMi «Ha CepBep», OCKUIBKM B LbOMY PEXKHMi HE NO3BOJSIETHCS
BUKOPHCTOBYBATH CEAaHCH BiJJaieHMX pPOOOYMX CTOJIIB Ta BipTyalbHI
MAI1HH.

1.1.4 Texnouaorias RemoteApp

Terminal Services RemoteApp ( TS RemoteApp ) - e TexHoIoris,
10 JTO3BOJIIE KOPUCTYBauaM OTPUMYBATU JOCTYI JI0 BiJIaJICHUX JOJIATKIB
yepe3 cimyOu TepMmiHaniB. Bimmameni mporpamu Ha 6a3i Texnousorii TS
RemoteApp mnoBoasTbCS Tak, HIOM BOHHM 3amlylleHi Ha JIOKATLHOMY
KOMITTOTepi KopuctyBada. KopucTyBad MoOKe NpaIioBaTd 3 BiATaIeHUMHU
nporpaMamMM TOYHO TaKk CaMoO SIK 1 3 JIOKQJIbHUMH, BCT@HOBJICHHMH Ha
JKOPCTKUH NUCK Komm'ioTepa. [l KopucTyBaua BifjajieHi IMpOrpaMu
RemoteApp BurmsnaioTh, sk HIOM BOHM BHKOHYIOThCS 0€3MOCEpEeAHBO Ha
foro xKoMm'roTepi. SIKIO KOpHWCTYyBad IPAIIO€ OJHOYACHO 3 JEKIIbKOMa
BiJaJICHUMH TIpOTpaMaMH Ha OJHOMY CepBepi TepMiHamiB, TO BCi Wi
3amyIieHi IporpaMy BUKOHYIOTECS B OJTHIN cecii CIy)0 TepMiHaIiB.

Bu MokeTe BUKOPUCTOBYBATH BeO-10CTY 10 ciny>k0 TepmiHainiB (TS
Web Access), mo € pomwio cioyx0 TepMiHamiB, s 3a0e3MedeHHS
KOpHUCTyBauaMm JnocTymy 1o nojarkis TS RemoteApp 3a momomororo BeO-
Opay3epa.

3aMiCTh 3BHYAHHOTO YSBJIEHHA Ha poOOYOMYy CTOJIi 1KOHKH
BIZIKPUTTS HOBOi TepMiHaJbHIA cecii iKOHKM 1 mporpamu RemoteApp
IHTErpyIOTECS 3 POOOYMM CTOJIOM KJi€HTa, MPU IbOMY KOXKHa Mporpama
Ma€ BJIACHE BIKHO 3 MOXIIMBICTIO 3MIHH PO3MIpiB, SKOMY BIAMOBiAa€e
OKpEMHI €JeMEHT Ha MaHeldi 3aBJaHb. SIKIIO MporpaMa BUKOPUCTOBYE
3HA4YOK B 00JacTi MOBiIOMIICHb, LIl 3HAYOK BifoOpakaeThCst B 0OJACTi
CHOBINIEHh ~Ha  KII€EHTChbKOMY  KoMmm'torepi.  CrummBarodi — BikHA
NEPEHAIPaBIISIOTECS HAa POOOYMI CTUT JIOKaJbHOTO KOMITIOTepa abo
TOHKOTO KiieHTa. JIOKajubHI JWUCKM Ta TIPHUHTEPU MOXYTh OyTH
nepeHanpasieHi B nporpamy RemoteApp. bararo kopuctyBadiB HaBiTh He



MTOMIYaroTh, IO TIporpamMa RemoteApp 4uMoCh BiIpi3HIETHCS Bid Mporpam,
SIKi BAKOHYIOTBCS JIOKQTBEHO.

1.2 BukoHaHHsi po6oTu. OpraHizaiiss aBTOHOMHOI0 J0OMEHY

Hpumitka. Mertoanyni BKa3iBKu Ans Li€el poOOTH CKIaieHi 3
Opi€HTAII€}0 Ha BUKOHAaHHA pPOOOTH Ha KOMI'IOTepax 3 (I3HYHUMH
imenamu RMFO01 i RMFO02.

JInst uX KOMIT'TOTEPiB, MAaEMO:

— mpwu 3aBaHTaxeHHI kiienTcbkoi OC Microsoft Windows 7:

IP-anpecu: 10.0.9.51 i 10.0.9.52 BigmosimHoO,

mepexeni imena: RMF51 i RMF52  BignosinHo;

— TIpu 3aBaHTaXeHHI Ha HUX cepBepHOi OC Windows Server 2008:

IP-ampecu:  10.0.9.151 i 10.0.9.152  BignoBimHO, MEPEKEBI
iMeHa: RMF151 1 RMF152 BIAMIOBIAHO, TOBHI IMeHA:
RMF151.domain0l.local i RMF152.domain02.local BixnosinHo.

— domainO1.local (y Bac, B COOTBETCTBHH C MPUBEICHHBIM paHEe
HpUMEeYaHHeM, APYroe UMs JTOMEHA).

Ockinpkn OUIBLIICT, 3 Bac MPAIIOE 32 KOMITIOTEpaMH 3 1HIIHNMUA
¢i3MyHIMH iMEHaMH, TO TPU BHUKOHaHHI pPOOOTHM BaM JOBEACTHCS
BUKOPHUCTOBYBATH BiAMOBinHO iHmI (“cBOi”) IP—ampecu, KOpOTKi i MOBHI
MepeKeBi iMeHA.

1.2.1 Ha xomn'toTepi 3 ¢pizmunum im'am RMFO01

3asantaxre OC Microsoft Windows 2008 Server:

— KOpHUCTyBad — AAMUHHCTPATOP;

— mapomp —  102w3edr& abo 1092w3edr5t& (B pycckoii
packaaake).

Hanamryi#ite MepexxeBuit inTepdeiic:

— IHyck => Ilanear Ynpapjenusa => IleHTp ynpaBJieHus
ceTsIMH H  O0IIUM  JOCTYIOM =>  YOpaBileHHEe CeTeBbIMH
noakiawyeHusimu  => [loagkioyeHue mo JOKaJAbHOH cerm =>



CaoiictBa => IIporokon UntepHera Bepcuu TCP/IPv4 => CaoiicTBa
3ajaiire:

IP-agpec: 10.0.9.151 (y Bac, BiamoBigHo, inmia IP-agpeca:
TaK, Ko (izuuHe iM’s Bamoro koM orepa RMFO05, to — 10.0.9.155)

Macka noaceru: 255.255.255.0

OcCHOBHO# HLTI03: (3UTMIIIATH YHCTUM)

Hpennountaembrii DNS-cepBep: (3UTMIIIATH YUCTUM)

— 1 kianHiTh OK;

— 3 BigkpurTsM BikHa Iloak/jiodyenue mo JIOKAJIBHO# certm =>
CpoiicTBa => kaauHite OK;

— 3aKpuiiTe BIKHO.

1.2.2 Ha xomn'torepi 3 ¢piznunum im'asm RMF02

3agantaxxre OC Windows 7 (ITosms3oBatens - admin, Ilapons -
1234567 ).

IinkT04eHHs 10 JOKAJBLHOI MepexKi:

— 3apanite Ilyck => Ilanesas ynpaBiaenusi => Cerb n UHTepHeT
=> lenTp ynmpaBijieHHsl ceTsIMH W 00mMM aocTynoMm => N3meHeHme
napaMeTpoB ajanTepa;

— vy BikHi CeTeBble moAKJIIOYeHHs 3amycTiTh [logkiIoueHue mo
JIOKAJILHOM CeTH,;

— vy BikHi Cocrosinue => [loakJil0oueHune Mo JOKAJIbHOH ceTH =>
knanHiTe CBolicTBA;

— ycraHoBiTh Kypcop Ha IIporoxon UutepHera (TCP/IPv4) i
KkinanHiTe CBOMCTBA;

— Bubepith onmiro HMcnmoan3oBath chaenywomumii IP-anpec i
BBE/ITH:

IP-agpec: 10.0.9.52  (sxmo ¢izugHE iM'S BaIIoOro
komm'rorepa RMF01+50)

(anasoriuno, ko ¢iszuyHe iM's Bamoro komm'rorepa RMF25, o —
10.0.9.75)

Macka noaceTu: 255.255.255.0

OCHOBHOH 1ILTIO3! 10.0.9.151
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— y po3aini Ucnoan3oBaTth cienymonue aapeca DNS-cepBepoB y
noni [pexnountaemsiii DNS-cepBep Beenite 10.0.9.151;

— knanaite OK;

— ycTaHoBiTh npanopeus [Ipu mogk/04YeHnn BHIBECTH 3HAYOK B
o0J1acTH yBeIOMJIEHHUIH 1 KITAITHITS 3aKPBITh;

— 3akpuiite BikHO CocTtosinne => [loakirouyeHue Mo JOKAJILHON
ceTH;

— 3akpuiite BikHO CeTeBble MOAKIIOYEHHS;

— 3 BiakpurTsaM BikHa CeTeBble mapaMeTpsl BuOepits omiito CeThb
NpeAnpPUATUS | KIAHITE 3aKPbITh.

[Migxarouite kKomMm'ioTep 3 MepexeBuM iM'sMm RMF52 mo momeny
domainOl.local, To6To0 n0 OOMEHY € KOHTPOJEPOM € KOMI'IOTEp 3
¢iznuanM iM'ssm RMFOL1:

— Moii komnbioTep (IIPaBor0 KHOMKOIO mwumii) => CpoiictBa =>
HNmsa komnborepa => U3MeHNUTD;

— y BikHi MH3meHenme wuaeHTHUKanuu BUOEpITH  OMIiIO
sIBisieTcs1 YJI€HOM JIOMeHa, y TekcToBoMy ot Brmmrite domain0l.local
(y Bac, BiIMIOBiTHO, iHIIE iM's foMeHa), knarHiTh OK;

— vy Bikai UmMA M mapoap mnoJib30BaTesii B JOMEHe Y TIOJi
Moab3oBaTens BBeniTh AaMuHHCTpaTop, a y mnom [Mapoas -
192w3e4r& (mns &-shift+7);

— xiamuite OK;

— dYepe3 AesKUH Yac BIAKPUETHCS BIKHO 3 3allPOIICHHSAM JI0 JOMEHY
domainO1l.local;

— xianite OK;

— TOTOABTECS 3 TMPOIO3HINEI0 TIEPe3aBaHTAKUTH KOMITTOTED,
knanHyBmn OK (mpu unpoMy B moBepTaeTech y BikHO CBoiicTBa
cucremsl); kinarHiTe OK, nmotim — Jla;

— TicIs Iepe3aBaHTaKEHHS KOMIT'IOTEpa BUKOHANTE BXill B CHCTEMY
3a TphOMa apaMeTpamu:

Kopucrysau domain01\AamuHuCcTpPaTOP

IMapois (192w3e4r&) (ms &-shift+7)

Bxin B — DOMAINO1 (y Bac, BimmoBimHo, Oyzae “cBoe€” im
JIOMEHY ).

s
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1.3 HaaamryBaHHs BiajJeHOro po0o4oro crouay (TepmiHaiy)

Ha xomm'torepi 3 ¢iznunum im'ssm RMFO01 Bukonaere nHactymHi
omepartii:
. . n n — =
— YBIMKHITH CiIy)0y "Opanamayep" => Jlucmerdep cepBepa =>
Hacrpouts ynajeHHblii paboumii €To;
— BCTAaHOBITh NlEpeMMKay B NOJI0KEeHH Pa3pelmuTs noak/IroueHune
0T KOMIBIOTEpPOB ¢ J1000i BepcHell yJgaJleHHOro padouero croJsa
(omacHee).

1.3.1 IlepeBipka TepMiHAJBHOTO 3’ €THAHHS

Kimiear cmyx6 BigmameHnx poOOYMX CTOJIB € TOMEpPeTHBO
BcranoBiieHuM B Windows 7.

Bpaxyiire, mo ais podoru 3 Windows Server 2008 R2 neoOxinHa
BEpCisi TEpMIHATIBHOTO KIli€HTa 6, a00 BHUIIIE.

Ha xomn'torepi 3 dpizmunnm im'sm RMFO02:

— BukoHaiite Ilyck => IIporpammsl => CrTaHgapTHble =>
Ioak0ueHue K ynajeHHOMY padodemMy cToJy abo MStsc.exe;

— BrumwiTh iM'st cepepa (rmfl51.domainOl.local);

— iM's kopuctyBadya (AAMHHUCTPATOP);

— mapoub kopuctyBaua (1g2w3edr& B pociiichkiil po3kiaii);

— xiarHiTh [oaAKII0YHT.

Bpaxyitite, mo 3 MipkyBaHb O€3NEKH IMOTOYHHH  CEaHC
aJIMiHiCTpaTopa Ha cepBepi Oy/e 3aBepIIeHO.

UYepes neskuii 4ac BU MOBUHHI IIO0AYHUTH 1iepe]] o000 poOOUHiA CTi
cepsepa.

Le Bce, mo mMoTpiOHO 3pOOUTH IS TMEPEBIPKU 3'€IHAHHS 3 BY3JIOM
CEaHCiB BilJaIEHUX POOOYUX CTOJIB.

3akpuiite => YaJeHHbIH padoumii cToJI.
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1.3.2 lonaBaHHs cepBepPHOI PoJIi ciIy:k0 TepMiHAJTIB

Ha xomm'torepi 3 ¢iznunum im'sm RMFO1 Bukonaere nHactymHi
omeparii (rependavaeThbcs, MO PEKUM BiITAICHOTO aaMIiHICTPYBaHHSI HE
BCTaHOBJICHH):

— Iyck => AapmunucTpupoBanue => JIlucmeruep cepBepa =>
Posau => JIo6aBUTH poJib;

3’siBuThes [Ipuriamenne Mactepa yCTAHOBKH PoJield, KIAIHITh
Hanee;

— 3’SBUTHCS CMHCOK JAOCTYIHBIX poJieii cepBepa;

— BuOparu Cuay:x0bl TepMuHaJIOB => [lasee.

MacTep yYCTaHOBKH TIOKa)k€ OCHOBHY iHQoOpMaIlifo mpo MdaHi
CITy’KOH, HaJacTh OCUIIAHHA Ha JI0JATKOBY iH(OpMAIIif0 PO HUX, a TAKOXK
BKaXX€ Ha T€, 110 JIaHy OCHACTKY HEJOLIJIbHO BHKOPUCTOBYBAaTH B IIUIIX
BiJUIaJICHOTO aJIMiHICTPYBaHHS:

— TPOAOBXHUTH YCTAaHOBKY, HATUCHYBIIHU Jlanee;

— BIIKPHUETHCS BIKHO, B SIKOMY OyJi€ CIHCOK JOCTYIHHX CIYXO st
JIAaHOT POJTi;

— BuOepiTh CepBep TepMUHAJIOB 1 HATUCHITH Janee,

— 3'IBUTHCA NOMNEPEIKEHHS MPO Te, 0 YCTAaHOBKA TEPMiHATBHUX
cmyx0 pasom 3i ciyxbamu Active Directory 3HmKye Oe3rneky poOoTH
cepBepa. OCKUIBKM MH BHPOOJIIEMO YCTaHOBKY OCHACTKH 3 METOIO
HaBUaHHA, TPOITHOPYWTE 1ie NOMNepeMKeHHs, BHOpaBin Bcee paBHO
YCTAHOBHTb... ;

— TICJISA YOTO HATHCHITH Jlanee.

MaiicTep 3ampomnoHye BHOpPAaTH METOJ TEPEeBIpKH aBTEHTUYHOCTI.
Bubepite => He TpeGoBaTh NPOBEPKY NOJJIUHHOCTH HA YPOBHE CeTH
=> Jlanee.

MaiicTep 3amporoHye BHOpAaTH pPEKHM JIICH3YBAHHSA  JUIA
BifialeHNX KJi€HTiB. Tak sk MM BCTaHOBJIOEMO OCHACTKY B HaBYaJIbHUX
isIx, BuOepiTh => HacTpouth mo3:ke => Jlasee.

Byne notpiOHO BHOpaTH TpynH KOPUCTYBaviB, SIKi MAlOTh AOCTYII 110
cnyx0 BimmameHux poOounx cToiiB. Tak SK B IIbOMYy CIHCKY BX€ 3a
3aMOBUYBaHHIM IepeOyBae rpymna agminictpatopis => Jlasee.

3'SIBUTbCS MOXJIMBICTH JOJAaTH JOJATKOBI PpIiBHI B3aeMOmil 3
KOpHCTyBaueM (HaNpUKIaa, BIITBOPEHHS ayJlio Ta BiJeo 3 cepBepa), aie
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OCKITBKH B paMKax JabopaTopHOi poOoTH Iei (yHKIIOHAT HE MOTpiOeH,
NpOCTO HATHCHITH JlaJiee.

[lepen mouaTkoM yCTaHOBKM MaiicTep IIe pa3 BigoOpa3wTh Bci
oOpani Bamm mapamerpu [Uis BCiX BCTaHOBIIOBAHUX POJBOBUX CITyXkKO.
[TepeBipTe, Yn HE NOMIJIWINCSI BH Ha OJHOMY 3 CTaIliB i HATHCHITH
YcTaHOBUTS.

PozmouneTrpcs meprmmii  e€Tam yCTAaHOBKHM, MO 3aBEPIIEHHI SKOTO
3'SBUTHCSI OTIEPEIPKEHHS PO HEOOXIHICTh Iepe3aBaHTaKeHHS CEpBeEpa.

Harucuits 3akpbITh 1 HOroJbTECS 3 MIPOTIO3HITI€F0
Tiepe3aBaHTAXUTH CEPBEP.

[Ticns mepe3aBaHTaKEHHS TOYHETHCS APYTHIl eTan yCTAaHOBKH, SIKUI
MIPOJIOBXKUTHCS MICIS BXOAY B cUCTeMy. bynp llacka, Tmodekaiite, MOKH
BiIKpHEThCA JlMcneTuep cepBepa i 3aBepIIUTh YCTAHOBKY.

[lo 3aBepmieHHi MaiicTpoM Oyle BHBeIeHa KOPOTKE 3BEIEHHS IIPO
pe3yabTaTH yCTaHOBKHU.

OznaifomTecs 3 Hero, nepekoHaiiTecs mwo st Cay:k0bl yAaJdeHHbIX
paGoyux CTOJIOB BHCTaBJICHHUH CTAaTyC YCTAHOBKA NPONLIA YCHELIHO,
HaTUCHITH 3aKPbITh.

1.4 Koudirypauis mogaTkiB 3a J0NOMOIroK  TEXHOJIOTIl
RemoteApp

YacTo HamaHHA KIIEHTY MOBHICTIO (YHKLIOHAIBHOTO BiAJaTeHOTO
poOodoro CTOMy € HEIOUUIPHUM, HANpHUKIa] B CHTyallisfX, KOJHU
KOPHCTYyBaueBi MOTpPiOHO 3amyckaTH Ha cepBepl BCbOTO JEKiJIbKa
PECYpPCHOMICTKHX JOJATKIB.

TexuHoioris RemoteApp JI03BOJISIE HaJIaTH BITAJIEHUM
KOPHCTYyBauaM BHOIPKOBHI TOCTYII 0 TaKHWX JojAaTKiB. [Ipu mpomy podora
3 BiIaJIEHUM JOJATKOM JUIS HBOTO MPAKTUYHO HiYMM HE BiAPI3ZHATUMETHCS
BiJl pOOOTH 3 JIOKAJIBHO BCTAHOBJICHOIO IPOTPAMOIO.

RemoteApp - me mporpamu, BimJaleHHd JOCTYI IO SKAX MOXHA
OTpUMATH Yepe3 CIykOW TepMIiHAJIB 1 sKi MPALIOIOTh TaK, 5K HIOW BOHU
3aIlylIeHi Ha JIOKAJIbHOMY KOMII'toTepi kopuctyBauya. KopucryBaui MOXyThb
3alycKaTH mporpamu  RemoteApp pazoM 31 CBOIMH  JIOKaJbHUMHU
nporpamamu. KopucTyBaui MOXYTh 3ropraTM 1 pO3rOpTaTu BiKHO
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MporpamMy, 3MIHIOBaTH HOTO PO3MIPH 1 3 JIETKICTIO 3aIlyCKaTH Bigpasy
JeKiIbKa Iporpam.

Skmo xopucTyBad 3amyckae Ounbie onmHiei mporpamu RemoteApp
Ha OJHOMY cepBepi TepMmiHauliB, mnporpamu RemoteApp OynyTsb
3HAXOIUTHCS B OJTHOMY CEaHCI CIIyk0 TepMiHaTIB.

1.4.1 Ha xommn'toTepi 3 ¢pisuunum im'asm RMFO1

Buxonaiite: Ilyck => AaminictpyBannsa => Ciy:x0u TepMiHaJiB
=> Jlucnmerdep Binmadenux mnporpam RemoteApp abo BuKOHaBIIN
remoteprograms.msc.

VY mento [lis BikHa mucrieTdepa BuOepiTh MyHKT Jlomatu BimmameHi
nporpamu RemoteApp:

— BIJKPHETHCS 3aMPOLICHHS MalCTpa BiJaleHUX IpOrpam;

— HaTUCHITH Jai.

MaiicTep 3amponoHye Ham BHOpaTH TMpOTpamMH U BiJJalieHOro
KOPHCTYBAaHHS 31 CITUCKY BCTAHOBIIEHUX Ha CEpPBEpP MPOTrpaMm.

Bubepite WordPad, i HatucHiTs Bactusocri.

Y BIIaCTHBOCTSX MPUCYTHI HACTYIIHI ApaMETPU:

iM's BimmaneHoro mporpamMu RemoteApp - iM's, mig skum Oymae
BijoOpakaTHCs JaHUM J0JATOK HA KOMITTOTEPI KITi€HTA;

— PpO3MIlIEHHS - UIAX JI0 T0JaTKa Ha CepBepi;

— TICEBOHIM - iM'd CTBOpIOBaHOTO rdp —aiina;

— mnyHKT Bimmanene momarok RemoteApp moctymHO depes BeO -
JIOCTYIl JI0 BifjgalieHuX poOOYMX CTOJIB - BIANOBIZaE€ 32 MOXIIUBICTh
3aIyCcKy MporpamMu BigaaieHo dyepe3 BeO —iHTepderic;

— 00K ApryMEHTH KOMaHJIHOTO PSJIKa - BiJTOBIIa€ 3a BU3HAUYCHHS
MOJKJIBHX TIepEIaHUX KIIIEHTIB apTyMEHTIB MU 3aIlyCKy IpoTpamu;

— TMepeKkoHaiiTecs, MmO BHOpaHO TMYHKT BigmaneHe momaTox
RemoteApp mocTymHO uepe3 BeO -A0CTyI 10 BilJAIEHUX pOOOYHX CTOJIIB,
1I€ 3HaJ00MUTHCSA HAM Haaall;

— wnarucHiTh OK;

— motim Jdai.

Maiictep  BimOOpa3uTh  CIOHCOK  CKOH(GOHUTYPUPOBAHHHUX IS
BiJIaJICHOTO 3aITyCKY JIOAATKIB.
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Harucuits I'oToBO.

O6panoi Bamu nporpamu npucyTHs B ciucky Binmaneni nporpamu
RemoteApp nucnerdepa.

Temep HeoOXimHO 3pOOMTHM HOro AOCTYNHUM KOpucTyBaueBi. [lms
IIBOTO € TPY IIISXU:

— ctBoputd RDP - ¢aiin, mo 1o3Bosie mpu 3amycKy KOpUCTyBadeM
nepedTH 6e3nmocepeHkO 0 A0JaTKa, MOMepeIHh0 OOPaBIIN TOCTYITHI AJIS
BiJ[IJIEHOT'O TIPOTPaMU JIOKaIbHI pecypcH;

— CTBOPHTH IHCTAJATOp IUIA BiAJaJ€HOTO MPOTPaMi, BU3HAYWBIIN
mapaMeTpy MiAKIIOYEHHS, OUIAX JUISI BCTAHOBIICHHS Ta PO3MIMIEHHS
APJIMKIB B KIIEHTCHbKIM cucremi. Cinij 3a3HA4YMTH, 110 "BUKOHYBaHHM"
(atinom s BigmaneHoi mporpamu 6yzae Bce Toi ke RDP —daii;,

— KOPHCTYyBau MOXeE 3allyCTHTH JOJaTOK depe3 BeO- iHTepdeiic,
ToTIepeTHFO0  OOpaBIIM AOCTYIHI IS BiANAJCHOTO TPOTrpaMH JIOKaJbHi
pecypcu. (0yae po3riIsiHyTO B HACTYITHHUX ITyHKTAX )

CTBODITH IHCTANATOP I 0OPAHOTO BaMU MPOTPAMHU.

s nporo BuOepiTh foro B MeHro Binnaneni nporpamu RemoteApp,
HATHCHITH TpaBy KHONKY MHUIII, ICIAS YOTr0 B KOHTEKCTHOMY MEHIO
BuOepiTh MyHKT CTBOpEHHS NakeTa ycTaHoBHHKAa Windows.

Binkpuerbcst MaiicTep CTBOPEHHS iHCTAISATOPA, HATUCHITH Jlami.

VY moni Beenite po3ranryBaHHs 11 30epeKEHHS TaKeTiB HEOOXiTHO
BKa3aTH MaInKy, B Ky Oyne 30epeXeHnii CTBOPEHHI iHCTAISATOP

— wHarucHiTs Orig;

— cTBOpITh Nanky Test Ha aucky F: Ta BUOepith i 11 30epekeHHs;

— mepekoHaiitecs, mo B Omoui [lapamerpu cepBepa By3iia ceaHCiB
BimaleHnx  poboumx crtomiB y myHKTi CepBep  3HAYUTHCA
rmf151.domain01.local;

— HaTUCHITH Jlai;

— BaM OyJe 3ampolOHOBAaHO BHOpATH TapaMeTPHU PO3TANTyBaHHS
SPJIMKIB BIJAJICHOTO MPOrpaMH, a TaKOX BCTAHOBUTH acCOIIaIlil0 MIX
BiJIaJIeHNM JOJATKOM 1 BiNOBITHUMH HOMY THIIaMu (aiiiis;

— y Omomi Ilikrorpamu sipimkiB BuOepiTh PoOoumit crTin, iHmI
MYHKTH 3aJIUILTE SIK €;

— HaTUCHITH Jlai;

— HatucHith ['oTOBO.



16

Y NpoBITHUKY BIAKPHETHCS TAmKa, BUOpaHa SIK pO3TAITyBaHHS IS
30epekeHHs NakeTiB. Bigkpuiite crinbHUi OCTYN 10 HEl, 100 KIiE€HT Mir
OTPUMATH IHCTAIATOP.

VY BikHI NPOBIAHMKA HATUCHITH HA KHONKY 3arajbHHUil AocTynm =>
BinkpuTu cnijibHUi 10CTYN 10 Wi€i mamkm.

Harucuits 3actocyBatu => OK => 3akpurn.

1.4.2 3anmyck BinjgaJieHOro 101aTKY Ha CTOPOHI KJIi€HTa

Ha xomm'rorepi 3 piznyanM im'ssm RMF02 BukonariTe:

— WRMF151\Test. BigkpueThcs mamka, IO MICTUTh IHCTAIATOD
BiZIaJICHOT'O IPOTPaMH,

— 3aImycTiTh HOTO.

[To 3aBepmieHHIO poOOTH IHCTAIATOPA HA POOOYOMY CTOJI 1 B MEHIO
[Tyck 3'sBnsarecs spauku st WordPad.

3amycTiTh BiIJaJIeHU# TOMATOK. 3'IBUTHCS TOMNEPEPKEHHS PO TE,
o BM 30upaeTecss MiOKIIOYUTUCS OO BiJAAIEHOIO0 KOMITIOTEpPA, TaKOX
Oy/JyTh BKa3aHi MapaMeTpH MIAKIIOUEHHS 1 esAKi JaHi PO 3aIyCKarThCs.

HarucnyBmm kHomky BimomocTi, BU MoOXeTe BKasaTu AOCTYIHI
BiJIIAJICHOTO KOMITTOTEpa JIOKAIBHI pecypcH Balloi MallMHU. Y BUIAIKy
poboTtu 3 TekcroBuM mpouecopom Tumy WordPad, 3py4dHo, Hampukiaz,
HaJIaTH AOCTYII 0 JIOKAIBHOTO MPUHTEPA, U100 PO3APYKYBaTH JOKYMEHT.

Beenits Bci mapameTpu BXOmy:

— iM'a KOMITTOTEpA,

— JIOMEH;

— KOpHCTYyBady,

— Tapois;

— H"aTucHITh [TIIKIIFOYnTH.

3ayekaiiTe, TMOKU BIAKPUETHCS BijjasieHa mnporpama (y HaIioMmy
Bumnaaky - WordPad).

CrBopiTh HOBHII JOKyMeHT RemoteApp test 3 Bmictom Test, i
30epexiTh oro Ha poOboYOMY CTOII cepBepa.

[lepeBipTe HasABHICTH JOKYMEHTa Ha po0OYOMY CTOJII CepBepa
(RMF151).

3akpuiiTe BiJJaJICHUH IOIaTOK .
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1.5 BinnoBJieHHs KOMII'I0TepiB y MOYATKOBUI CTaH
1.5.1 Ha xomn'toTepi 3 ¢pisuunum im'asm RMF02

BunmaniTs paninre BCTaHOBJICHE BiIaaeHUH T0IaTOK.

Buxonaiite Ilyck => Ilanens ynpapiiHHA => YcTaHOBKa i
BHJAJIeHHs nporpam => WordPad => Bupaauru.

Big'ennaiite 1eit xomm'totep Bim gomeny domainOl.local.
BiBenite pobouy craHmiro 3 AOMeHy, moBepHyBmH ii y Pobouy rpymy
WORKGROUP:

— vy Bikai IM'"m Ta maposib KopucTyBada B JOMEHI B IOl
KopucryBau BBenith - Aaminicrparop, a B none Ilapons - 102w3e4r& B
pociiichbKii po3kiani i kiranHiTe OK;

— depe3 JCAKHH Yac BIIKPHETHCS BikHO MepekeBa imeHTrdikaris
13 3aMpOILEHHAM 10 poOoyvoi rpynH, knanHite OK;

— BHJIATH 3allUC TpOo poOody CTaHII0 Ha cepBepi y BKIAALI
IIyck => AnmunuctpupoBanue => Active Directory — Iloab30BaTesn u
KoMIBIOTEpBI => Computers;

— TIOTOABTECS 3 TPOIO3HINEI0 TIEPE3aBAHTAXKUTH KOMITTOTED,
knanuysiu OK;

— y BikHi, BmactuBocri cucremu xnamnite OK => Tak.

[Ticng mepe3aBaHTaKEHHS KOMITIOTEpa BUKOHANWTE BXiJl B CHCTEMY 3a
JIBOMa MapaMeTpamMHu:

KopucTyBau — admin;

naposb - 1234567.

BinHOBITP  TOYaTKOBI  3HAYCHHS  MapaMeTpiB  MEPEIKEBOTrO
iHTepeicy.

HanamryiiTe inTepdeiic MepexeBoro aganTepa Takx:

— 3apaiite llyck => Ilanean ynpaBiaenusi => Cerb n UHTepHeT
=> llenTp ynpaBjeHusl ceTsIMH M 00IIMM Joctynom => N3meHeHme
napaMerpoB ajantepa;

— vy BikHi CeTeBble MoAKJIIOYeHHA 3anycTiTh [logkiI0ueHune mo
JIOKAJILHOM CeTH;

— y Bikai Cocrosinne IlogkioyeHne mno JIOKAJIBHOH CeTH
kiauHiTh CBOIiCTBA;

— ycraHoBiTh Kypcop Ha IIporokosa Hurepuera (TCP/IPV4) i
Kki1anHiTh CBOMCTBA;
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— Bubepite onimiro HMcmoas3oBath ciaexyrommii  IP-aapec i
BBEJITh:

IP-aapec: 10.0.9.52 (y Bac,
BiNOBIHO, iHIIA [P-aapeca: Tak, skuio (izuuHe iM’sI BAIIOTO KOMIT I0TEpa
RMF06, To — 10.0.9.56)

Macka noaceru: 255.255.255.0
OCHOBHO IIILTIO3: 10.0.9.100
IpennounTtaemerii DNS-cepBep: 10.0.2.1

— kaanaite OK;

— 3 BigkpurtsaMm BikHa IlogkjioueHHe MO JIOKAJBHOW CeTH —
cBolicTBa kiaanHith OK;

— 3aKpHiiTe BIKHO.

1.5.2 Ha komn'totepi 3 ¢pizmunum im'ssm RMFO1

BukonaiiTe HacTymHi Aii:

— Bupanite ctBOpeHi mokymeHTH RemoteApp test i Web- access
test 3 pobOUYOTO CTONY;

— BHJAJIITh CTBOpPEHY BaMu manky F:\Test;

— Bupanite pons Cnyx0 Bimganenux pobouux croiniB. s nporo
BukoHaiite Ilyck = > AnminicTpyBanns => Jlucneryep cepsepa => Pouri
=> BugaJanTH poJi, BiIKpHeTbest BikHO MaiicTpa BUIaJIeHHS PoJieii;

— HaTuCHITH Jlami.

VY cnucky, BCTaHOBJIGHHX pOJICH 3HIMITH Mpamopii 3 HACTYIHHX
poJieii:

— BeO- ceprep (IIS), y crumBarogoMy BiKHI 3 TTONEPEHKEHHSIM TIPO
3aJIeKHUX cIyk0ax BuOepiTe Bunanutu ciy:x0u 3aJe:KHOI0 Poti;

— cnyxOu BijTaneHnx poOOYHX CTOIIB,;

— HaTUCHITH Jlai;

— BIOKPHUETHCS BIKHO MiATBEPDKCHHS BUAAICHHS OOpaHUX POJICH.
Harucuite Bupaanrn.

[To 3aBepmieHHI BHOAJICHHS 3'IBUTHCA  IMOBIMOMJICHHS — TIPO
HEOOXiIHICTh Mepe3aBaHTAXXEHHS cepBepa.

Hatucuite 3akpuTH 1 TOTOBTECS 3 TIPOTIO3ULIIEI0 TIEPE3aBaHTAKUTH
cepBep.
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[licns mepe3aBaHTaXeHHA 1 BXOAY B CHCTEMY JodYeKaiTecs
BigKpuTTs ucneryepa cepsepa.

Binkpuerscs wmaiicrep 3 iH(pOpMAIi€El0 TPO peE3yibTaT omneparii
BUAAICHHS poJieil cepBepa. IlepekoHaiiTecs, Mo Bce MPOMIUIO YCHIIIHO i
HATUCHITH 3aKpHUTH.

BigHOBITH BUXiIHI MapaMeTpu MEPEKEBOTO iHTep(eiicy, BUKOHANTE:

IIyck => Ila”enn YnpagsieHusi => IleHTp ynpaBJieHUs] CeTIMU
H 00IIMM JOCTYNIOM => YmpapJjieHHe CeTeBbIMH NOIKJIIYECHUAMH =>
Hoaknaoyenne mno JoKaJbHOI cerm => CpoiictBa => IIpoToxo.a
HNnrtepuera Bepcun TCP/IPv4 => CpoiicTBa;

— 3ajaiire:

IP-anpec: 10.0.9.151 (y Bac, BiAMOBIAHO,
imma IP-ampeca, skmio ¢isuune iM’s koM’ rorepa RMF05 — 10.0.9.155)

Macka nojaceru: 255.255.255.0

OCHOBHO¥ ILTIO3: 10.0.9.100

Ipennountaemuriit DNS-cepsep: 10.0.2.1

— xianite OK;

— 3 BigkpurtsaMm BikHa IloakiroyeHue MO JOKAJLHOH CceTH —
cBoiicTrBa knanHiTe OK;

— 3aKpHiiTe BIKHO.

Bupanite peectpariiinuii 3amuc komm'rorepa RMF02 B nmomeni
domainO1.local:

— BHKOHaMTe:

Myck => ApvmuaucrpupoBanume => Active Directory -
IMoab3oBaTe I 1 KOMIBIOTEPHI.

Poskpwmiite nepeBo (Knammite Ha 3nauky "+") domain0l.local (y
Bac, BiIMOBIAHO, IHIITHI ToMeH), BUAUTITE Computers.

Y moisii mpaBopydY KIALHITH MPaBOI KHOMKOK MHUIINI Ha 3alucu
rmf65 (y Bac, BiINOBiIHO, aHAIOTIYHA 3aITUC).

B xoHTeKkcTHOMY MEHIO BUOEPiTh BumanuTu, y BikHI MiTBEPKCHHS
HATHCHITH Jla.

3akpuiite BikHO Active Directory - TIloab3oBatean u
KOMIbIOTEPHI.
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1.6 3micT nucpMOBOTO 3BIiTY

— TEOpPETHYHI BIJIOMOCTI;
— Xix pobotu;
— BIJATOBI/II HA KOHTPOJIbHI MMUTAHHS.

1.7 KonTpoJbHi NUTaHHS

. IlepeBaru BpoBaKEHHS CITYKOH BiIalIeHUX POOOYHX CTOIIB.
. OCHOBHI peXUMHU pOOOTH BifJIaJIeHHX pOOOYHX CTOJIIB.

. Twumm ninensiit coyx6 BigganeHNX poOOYNX CTOIIB.

. OcobnmBocTi TexHomorii RemoteApp.

A WON -
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2 JABOPATOPHA POBOTA Ne2
Binnanenuii moctyn 10 Mepe:ki 3 Bukopuctanuam VPN

Meta po6oTH — B YMOBaX KOMITIOTEPHOTO KJIACY TIO3HAWOMUTHCS 3
MIPOIIECOM OpTaHi3arlii BiJIaJeHOTO AOCTYIY J0 MEPEXKi 3 BUKOPHUCTAHHIM
BipTYaJIbHOTO TPUBATHOTO 3'€ JHAHHSI.

2.1 3araabui BizomocTi

B naHuit yac ocoOnuMBY aKTyanbHICTh HaOyBae TMHUTAHHS
3a0e3reveHHs 0e3rnedHoi B3aeMOIii JBOX XOCTIB, SIKi 3'€IHYIOTHCSI OJIMH 3
OJTHUM 32 JIOTIOMOT 00 Pi3HOTO POJY BIIKPUTHX MEPEK.

3po3yMisio, MOXKHA OPraHi3yBaTH B3a€MOJIIIO0 JBOX XOCTIB HAIPSIMY
yepe3 MojeMmHe 3'emHaHHA. OHAK TakWid crocid Mae TEBHI HENONIKH.
Moske OyTu moOTpiOHA oOJHOYACHA poOOTa 3 JEKIIbKOMAa IOAIOHUMH
XocTamMd. B 11bOMy BHIIQJIKy JUIsi KOXHOTO 3'€IHAHHS MOTPIOHA OKpema
TenedoHHa JiHig. KpiM TOro, SKIIO XOCTH PO3TAIIOBYIOTHCS Ha BEJIMKIiH
BiJICTaHI ONWH BiJ OIHOTO, BapTiCTh TAKOTO PIIlICHHS MOXE BHUSIBUTHUCS
HaJIMIpHO BEJHKa.

Habararo  OimbIm  pO3yMHMM  TIPEICTABISETHCS  CTBOPEHHS
sipmyanvroi npusamnoi mepesci (Virtual Private Network, VPN). B iisomy
BHITAJKy TIPOIEC B3aEMOMIi JBOX XOCTIB € EMYJIEID MOUYKO8020
3'eOnannsa. MexaHi3M  BIPTyalbHUX INPUBAaTHUX MEPEX  JI03BOJISIE
3MiCHIOBAaTH O€3MeuHy 1 HalidHy B3a€MOMII0 3 OE3JIUYI0 BiIJAICHUX
KOPHCTYBauiB IIPH MiHIMaJIbHUX BHTpAaTax.

Bech Tpadixk MK mBOMa XOCTaMH IHKAIICYJIIOETHCS B CIICHiallbHI
MaKeTH, 3aroJIOBKH SIKMX MICTATh BCIO HEOOXimHy Ui MapmipyTu3auii B
rio0anbHii  Mepexi iHpopMmarito. [lporec IHKanCynAlii  MaKeTiB
3IHCHIOEThCS MUIAXOM Oprasizamii TyHemo. [IpoTokomnu, 3a JOMOMOTO0
SKHX OPraHi30BY€EThCS MPOIIEC Mepeiadi MaKeTiB uepe3 TyHeNb BipTyalbHOT
MPUBATHOI MepeXi, MPUHHATO HA3UBATH NPOMOKOAAMU MIYHENIPYS8AHHSL.
[Ipu bOMy Ha MOYATKy TYHEJIO MAKETH JaHHMX OJHOTO 3 MiATPUMYBaHUX
mepexxanx nporokoniB (TCP/IP a6o AppleTalk) inkancymororees B
CreliaNbHi MaKeTH, sIKi MepeJaroThesl [0 TYHEII0 B TOUKY NpU3HaueHHs. B
i}l TOYIIi TAKETH TAHUX BUTATAIOTHCA 1 IEPEAarOThCs BiIIOBITHOMY XOCTY.
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OCKIBKM  B3a€EMOJisl 3MIACHIOETHCS Yepe3 3arajbHOIOCTYITHY
MEpexy, OUEeBUAHO, 110, TEepII HiX BipTyaJbHE NpUBATHE 3'€IHAHHS Oyne
YCTaHOBJIEHO, KOXXHHH 3 HOro y4YacCHWKIB TOBHMHEH OyTH 3a3Iaieriipb
ayTeHTU(IKOBaH.

TynenipyBanHs came 1Mo co0i He BHpimNIye 3amadi 3abe3redeHHS
Oesmekn mepemaui naHux. CrenianbHi MakeTH, IO 3aCTOCOBYIOTHCS NHPHU
TyHEJpyBaHHI, MPU3HAUY€HI BCHOTO JIMIIE I MapIIpyTH3alii NaHUX B
TOUKy npu3HaueHHs. CaMe ToMy 3'€IHaHHS BipTyaJIbHOT IPUBATHOI MEpexi
MOBHHHE TMepefdavaTd MeXaHi3MH [MU(QpYyBaHHS JAHUX 3 METOH0
3abe3mnedeHHs ix Oe3neku B mpoueci TyHenipyBaHHA. OCKUIBKU Oyab-sKUHA
umpp Moxke OyTH 3 YacoM 3laMaHHWil, HeoOXimHO TmependayuTu
MOJJIMBICTb ~ NEPIOAMYHOI  3MiHM  KJIIOYa, 3aCTOCOBYBAHOTO  JJIS
nmpyBaHHs JaHUX, MO NepenaroThes. KpiM Toro, B minsx 3abe3rneveHHs
HaAIHHOCTI Tepenadi MaHWX B KOKHHMH ITaKeT BKIIIOYAETHCSA 1H(OpMAIIis,
110 JI03BOJISIE BU3HAYMTHU HOTO IUTICHICTH 1 YHIKAIBHICTb.

IcHyrOTH 1Ba METOIM OpraHi3allii B3a€MO/Iii yYaCHHUKIB 3'€THAHHS:

— 3'eHaHHA 3 BiJJAJIECHUMU KOPUCTYBadaMHu,

— 3'eJIHAaHHS MapIIPyTH3aTOPIB.

2.1.1 3'eqnannda 3 BigmajJeHHM KOPUCTyBayeM

Ileti MeTon Haraaye BigmalieHW# AOCTymI 10 cuctemu. KopuctyBau
BcTaHoBMIOE 3'emHaHHs 3 VPN-cepBepoM, onepkyroun npu mboOMy JOCTYII
JI0 PecypciB Mepexi B MeXax IMpaB, BU3HAYEHUX JIJISI HBOTO Y BiATOBITHIN
HOJTITHII BigtaneHoro pocrymy (puc. 2.1).

[Tpu nanomy croco®i opranizaiii B3aeMo1ii MOXKIMBICTE TIPALFOBATH
3 pecypcamu BimmameHoi Mmepexi mictae Bukiaro9HO VPN-xmient. Iami
KOMI'toTepy, GisnyHo migkiarodeHi g0 VPN-kiienTa, He MOXYTh
3MIMCHIOBATH B3aEMOII0 3 BIINAICHOIO JIOKATBLHOIO Mepekero. OmHak
VPN-cepsep moxe ob6cimyroByBatu 6e3itid VPN-KiTi€HTiB.

[Iporpamue 3abe3neuenns kiieara VPN omep)kye Bim MpOTOKOJIIB
BEPXHBOTO PiBHS MAKETH AaHUX, IHKATICYJIIOE iX y (hopMar, HeoOXiTHHUI ISt
nepefadi mo TyHedro, 1 mepenmae ix cepepy VPN, posramoBaHomy Ha
IHOIOMY KiHII TyHens. Toi y CBOIO 4Yepry BHUKOHYE 3BOPOTHE
MEPETBOPEHHSI, BUTSATAIOYM TMAKETH JAaHWUX 1 Mepelaroud iX MpOTOKOJIaM
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BEPXHIX PiBHIB IS TIOJANBIIOT JOCTABKH B TOUKY MPHU3HAYCHHS.

el xeoT He MoXe
BIACMOJ[IATH 3 HAIEH0m
MEPEEEK

VPN - gniesT

VPN - KIieHT

Pucynok 2.1 - 3'eqHaHHA 3 BigmaJeHUM KOPUCTYBaUEM

€ nBa cnocodu moOymOBU BipTyalbHOI MPUBATHOI MEPEXi 3aIeKHO
BiJl TOTO, sIKa Mepexa BuOpana six maricrpains VPN:

— opraxizanis BipTyaJibHOI NpuBaTHOI Mepe:xi yepe3 IHTepHeT.
Hns Toro, mo® oTpuMaTth JOCTYH MO PECYpCiB BiIHAJICHOT MEpPEexi,
KOpHCTyBau TOBWHEH YycraHoBuTh 3'emHaHHa 3 VPN-cepepom. Jlns
YCTAHOBKH 3'€IHAHHSI BUKOPUCTOBYETHCS TI100abHA Mepexka [HTepHerT;

— opraxizaunis BipTyanbHoi NPUBaTHOL Mepe:xi B
KOpHoOpaTuBHiid Mepexi. 3acTOCyBaHHA LBOIO METOAY JO3BOJISIE
3a0e3MeUnUTH HAMIMHUN 1 OE3MeYHUU JOCTYN JESKUX KOMITHOTEPIB 0
pecypciB nokanpHOT Mepexi. [Ipumyctumo, B mimax 3abe3nedeHHs Oe3mexu
BU BUIUIAETE BCi KOMI'IOTEpH Oyxrantepii B okpemy migmepexy. JHocrym
0 IIi€l  miaMepeki TOBWMHHI OJEPKYBAaTH BHUKJIIOYHO aBTOPH30BaHI
KOPHCTYBaui, HallpUKal, TpaIiBHUK BiAUTy KaapiB, YU KOMIITOTEp
3HAXOAUTHCS B IHIIN mmigMepexi. B miil cuTyamii MOXHa peamizyBaTH
HACTYIIHY CTPYKTYpY. SIK MapmpyTu3aTop MiK migMepexkero Oyxranrepii i
pemTol0  KOpIOpaTUBHOI  Mepexi  ycraHoBmioeThesi  VPN-cepsep.
Komn'torepu kopucTyBauiB, Oa)karoumx OTpHUMATd JOCTYN A0 pPecypciB
migMepexi  Oyxranrepii, BuctymaroTh gk VPN-kmieatn. VPN-cepsep
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aBTOpU3yE KOPUCTYBadiB 1 Hamae iM IOCTymn A0 pecypciB miaMepexi
(manpuknan, 0asam naHux). [Hmi xopucryBawi, He aBTOpm3oBaHi VPN-
CepBEpOM, HE 3MOXYTh OTPHUMATH JOCTYIl 0 pecypciB MiaMepexi
OyxranTtepii.

2.1.2 3'enHaHHA MapIIPyTH3ATOPiB

B mpoMy Bumaziky BipTyalilbHa IPUBAaTHA MEpeXa BUKOPUCTOBYETHCS
JUTS 3'€THAHHS JBOX TiaMepex (puc. 2.2).

Jloxam:Ha Mep exa A Jlowanena mMepexa B

{ =]

W= A

PucyHok 2.2 - 3'enHaHHs ABOX MapLIpyTH3aTOPiB

IIpu upoMy OyIb-IKMH KOMITIOTEp, WO HAICKHUTH A0 OJHI€l 3
miMepeX, Ma€e MOJMJIMBICTh B3AaEMOJIATH 3 KOMITIOTEPaMH  iHIIOT
miaMepexi. B3aeMomis 3IiHCHIOETBCS dYepe3 MapIIpyTHU3aToOpH, SKi i
peani3yloTh 3'€HaHHS BIPTyalbHOI NMPHBAaTHOI Mepexi. MapupyTusarop,
o iHilitoe 3'eqHaHAs, BBaKaeThcs: VPN-KIlieHTOM, a MapmpyTu3arop, 1o
nputiMae 3'eqHanns, — VPN-cepeepom. B 1iii cutyarii Mapiipyruzarop
omepxxye HOBy (yHKIioHanpHicTE. Ha BiamiHy Big mpocrtoro
MapUIpyTH3aTopa, SKUHA MapIIpyTU3ye Bechb MEpeKHHH Tpadik, He
3BEpTAalOYM yBarM Ha HOro JUKEpeso, cepBep BipTyalbHOI NPUBATHOI
Mepexi nporyckae Tpadik TIIbKK aBTOPU30BaHUX KIJIIEHTIB.
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[Ipu TakoMy crroco0i opranizariii B3aeMoJil XOCT A MOXe ofepKaTH
JIOCTYTI 10 pecypciB xocta B (puc. 2.3), Ko y HROTO € Ha IIe BiAMOBIIHI
npasa. MapipyTuzarop npuiiMae akeTu JIaHWuX, IPU3HAYEH] TS niepeiadi
B IHINY MiAMEpexy, IHKAlCYJIO€ iX BCEpPEeOUHYy CIICLiaJbHUX IaKeTiB,
NpUAATHUX 10 Iepenadi depe3 TyHelb. MapmpyTusaTtop, po3TalloBaHUil
Ha 1HIIOMY KiHII TyHeNs, NpUHAMae MaKkeTH 1 MOBEPTAaE HaHUM iX
novyarkoBui hopmar. Jlani 1i JaHi nepenaroTbes B TOUKY IPU3HAYCHHSI.

JloxansHa Mepeka A JlocameHa Mepexa B

XocT A Xocr B Xocr C Xocr D

m

( =

RN

IP-marer gna | [P-marer g [P-maker i
zocta zocta D voera D

gl

Pucynox 2.3 - Ilepenaga maketiB uepes 3'ennanns VPN

Opranizamiss BipTyaqbHOI MPUBATHOI MEpPEXi M CTBOPEHHS
Oe3neyHOro 3'eMHAHHS NBOX INIMEPEX MOXKe OyTH pealri3oBaHa JBOMaA
croco0amu:

— riaobdajbHa Mepe:ka IHTepHeT BHKOPHCTOBYETBCS  fIK
MaricTpajb BipTyaJbHOi npuBaTHOi Mepeski. Ileit meron oTpuman
IIMPOKE PO3MOBCIOKEHHS 1 MPAKTUYHO IMOBCIOJHO BHKOPHUCTOBYETHCS B
MaHuii  Yac OUIBINICTIO KOpmopaiiii. BHKOpHUCTOBYIOUM MEXaHI3M
BIpTyaJIbHUX NPUBATHUX MEPEK, OKpeMi MiAMepexi ¢imianiB yTBOPIOIOTH
€IMHY KOPIIOPATHBHY MEPEXKy, BKIIOYAIOYM B ii CcKian ¢parMeHTH
riobankHOT Mepexki [HTepHerT;

— BipTyaJbHa TIpUBaTHA Mepeka CTBOPIOETHCH ycepeanHi
KopropaTuBHOi Mepexi. Haituactiime HeoOXiHO 3a0e3neunT OC3NeUHy
B3a€MOMII0 JIESIKAX IMiMepeX, PO3TAllOBaHUX B PI3HUX JUITHKAX
KopropatuBHOi ~ Mepexi. Hampuknax, QiHaHcoBuil  Bigmin — Moxe
3HAXOOUTHCS B aAMIHICTpaTWBHIN OymiBii, TOMi K KEPiBHHUIITBO
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KOopropatlii — B CyCiiHii 0yI0Bi.

[Ipy wpomMy KOMMO'IOTEpH BIAMOBIZHMX MiAPO3AUIB HalEXKaTh g0
miaMepex, QI3UYHO po3fineHHM Oe3miudio mimgMepex. [lms Toro, mob
3a0e3neynTy Oe3MevHy mnepenady AaHuX, & TAKOX 3amo0IrTH MOXKIHMBICTH
iX TepexoIUIeHHd 1 3MiHHW, aAMIHICTpaIis MOXKE YIaTHCS IO TOTMOMOTH
TYHENipyBaHHA AaHUX.

IIpumitka. MeTomudai BKa3iBKH 1 Ii€l poOOTH CKIaneHi 3
Opi€HTAIli€}0 Ha BHMKOHaHHS pPOOOTHM Ha KOMI'IOTepax 3 (i3MYHMMHU
imenamun RMFO01, RMFO02 i RMFQ3.

Jis IMX KOMI'IOTEPiB, HAraJaeMo, MaEMO:

— TIpH 3aBaHTaXEHHI Ha HUX KiienTcbkol OC Windows 7:

IP-agpeca xomm'rorepa: 10.0.9.51, 10.0.9.52 1 10.0.9.53 BignosimHO;

Mepekese iM's komm'rorepa: rmf51, rmf52 i rmf53 siamosinHo;

— TIpu 3aBaHTaXXeHHI Ha HUX cepBepHOi OC Windows Server 2008:

IP-anpeca xomm'rorepa: 10.0.9.151, 10.0.9.152 i 10.0.9.153
BIJAIOBIIHO;

Mepekese iM's komm'rorepa: rmfl51, rmfl52 i rmf153 signosiano;

MOBHE im'st KOMITFOTEpa: rmfl151.domain01.local,
rmf152.domain02.local i rmf153.domain03.local BimmosigHo.

A ockinbku OiNBLIICTE 3 Bac Mpamlioe 3a KOMITIOTEpaMH 3 1HIIUMHU
¢Gi3MYHUMH  IMEHaMH, TO TPM BHUKOHaHHI POOOTH BaM JOBEICTHCS
BUKOPHUCTOBYBAaTH BiAMOBinHO iHII (“cB0i”) IP—ampecn, KOpoTKi i MOBHI
MepeKeBi iMeHa.

2.2 Po6oua cxema Mepesxi

30epite poboUy cXeMy Mepexi 3TiJHO pUCYHKY 2.4:

— na xkomm'torepax RMFO1 i RMF03 3aBantaxxre OC Windows 7
(admin, mapons - 1234567);

— na xomm'torepi RMFO02 3aBantraxxre OC Windows Server 2008
(admin, maponp 1q2w3edr& ado 1q2w3edr5t&) (pociiicbka po3kiiaaka
KJIaBiaTypn).

3po0iTh HATAMITYBAHHS MEPEKEBUX aIanTepiB Ha BCIX KOMI'TOTEpax
3 ypaxyBaHHIM 310paHOi CXeMHu.
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[pumitka. Ha pucyHky HaBeseHa KOMI'IOTEpHA MEpEKa:

— wmepexa 10.0.9.0/24 - BiamoBigae 3’€IHAHHIO JKOBTOr0 Kabesro
(mo ckmamy mimmepexi BrmodeHi cepBep (10.0.9.100) komm'totepu 3
¢iznunumu imenamun RMFO01, ..., RMF25 i komyTarop);

— migmepesxa 100.0.9.0/24 - Binmosigae 3’enHaHHIO ciporo Kadesro
(mo ckmamy migMepexi BKIIOYEHI KOMI'IOTEpH 3 (PI3UYHMMHU iMEHAMH
RMFO01, ..., RMF25 i komyTtarop);

— (¢yHK1ii MapupyTu3aropa Bukonye komm'rorep RMF02 (dizuune

iM’sT).
Mepexa 10.0.9.0/24 Mepexa 100.0.9.0/24
3’ AHAHHS 110 3’eqnanng no
10.0.9.51 | xosTomy KaGemio cipomy kabeno

100.0.9.152

=
% RMF01

VPN - kimieHT VPN - cepaep

O VPN - TyHens )

Pucynok 2.4 - Poboya cxema Mepexi

2.3 HanamryBanusi VPN-cepBepa (komn'rorep RMF02)

Hacrpoiite Mepexuuii intepdeiic 3 mepexero 100.0.9.0/24:

— Hyck => Ila”ens ynpasijennss => CeTb W MHTEpPHeT (SKIIO
pexum npocmotpy Kareropusi) => IleHTp ynpasBjaeHMsl ceTMH U
001IUM 10CTYIIOM;
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— B JiBi yacTWHI BikHa KIanHiTe Mo H3MeHeHHe mapameTpoB
ajanrepa,

— KJIAIHITh MpaBo0 KHONKOw Muni 1o [loakiawoyenue mo
JOKaJNbHON cetm 2 => BHOepith CBoiicTBa => BHALUIITH IIpoToxona
HNnrtepHera Bepcun 4 (TCP/IPv4);

— kianHiTh CBoOlCTBA;

— YCTaHOBITh HACTYIIHI TApaMeETPH:

BuOepiTh omniito Ucnmoan3oBath caenyomuii IP-agpec

IP-aapec: 100.0.9.152 (y Bac, BiAMNOBigHO,
1HIIIa ajapeca)

Macka nojaceTu: 255.255.255.0

OCHOBHOM 1TI03! 100.0.9.152 (y Bac, BiAmOBiITHO,
IHITIa azpeca)

Hpennountaembrii DNS-cepBep: 100.0.9.152 (y Bac iHma
aznpeca)

1 knangite OK;

— YCTaHOBITH mpamnopenb BbIBecTH 3HAYOK MOAKJIOYEHHS Ha
naHeasb 3aaa4 i knanHite OK.

Hacrpoiite Mmepexuuii inrepdeiic 3 mepexero 10.0.9.0/24:

— 3Haxons4uch y BikHI CeTeBble MOAKJIIOYEHHS, KIIAIHITH ITPABOIO
kHOMKo0 Mumi no IloakawyeHne Mo JOKaJBLHON ceTH => BUOEPITH
CaoiictBa => Buninite Ilporokon Untepuera Bepcun 4 (TCP/IPv4) =>
KinanHiTe CBOiCTBA;

— YCTaHOBITH HACTYIIHI MTapaMeTpu:

IP-aapec: 10.0.9.152 (y Bac,
BiJINIOBiTHO, iHINIA aJipeca)

Macka nojacern: 255.255.255.0

OCHOBHO 1TI03! 10.0.9.152 (y Bac,
BIJIMIOBITHO, 1HINA ajipeca)

Hpennountaembriit DNS-cepsep: 10.0.9.152 (y Bac iHma
anpeca)

1 kiarHite OK;

— YCTaHOBITH TMpamopels BbIBecTH 3HAYOK NOAKJIIOYEHHS Ha
naHeJb 33444,

— xianaite OK;

— 3akpuiite BikHO CeTh M yAajJJeHHBbIi J0CTYNl K CETH.

Homnaiite poss Ciry:0bl MOJUTHKH CETH U T0CTYNA



29

Myck => AnmunucTpupoBanmne => /lucneryep ceppepa;
B JIiBil YaCTHHI BikHa BHOEpiTh MyHKT PoJn;

— B IpaBiil yacTHHI BiKHa KJIAHITH Jl00aBUTH PoOJIM, BiIIKpUETHCS
MacTtep nodaBJieHHs poJieit;

— skmo mepuiolo  cropinkoo € Ilepex Hayagom padoThI,
npormyckaemo ii, knaiHite Jasee;

— Ha cropinni Posim cepBepa BcraHoBiTH npanopeus Cury:KObI
MOJIMTUKH CETH U A0CTYNA, KIalHITH Jajiee;

— mpomyckaeMo CTOpiHKy Cuy:k0bl MOJMTHKHU CeTH M JOCTyMa,
KIaHiTh Jaee;

— Ha cropinni Cuayxk0b1 poJieil BcTaHOBiTH mpanopend Ciay:K0bI
MapLIPYTH3AIMHU U YAAJEHHOT0 J0CTyNna, KIanHiTh Janee;

— MiATBEPJiTh 0OpaHi HANAIITYBaHHS, KJIAIHITH Y CTAHOBHUTH;

— TI0 3aBEpUICHH] YCTaHOBKH KJIALHITh 3aKPbITh;

— 3akpwiite BikHO /lncneT4ep cepBepa.

Hacrpoiite cny:x0y Mapmpyrusanus ¥ yJaJeHHBIH JOCTYN Ha
poboty sik VPN-cepsep:

— Ilyek => AjamuHucTpHpoBaHue => Mapumpyrusauusa u
yaaJIeHHBbIH 10CTYyI;

— B JiBill YacTHHI BiKHA KJIAIHITH MPABOIO KHOITKOIO MHUIII TIO BY3ITY
Bamoro cepsepa (RMF152 (1o0kanbHo));

— 00epite nyHKT HacTpouTh M BKJIIOYHTH MAPUIPYTU3ALMIO U
yaaJileHHBId J0CTym, BIOKpueThcss MacTep HACTPOHWKH cepBepa
MapLIPYTH3ALUU U YAAJEHHOI0 J0CTYNA;

— y BiKHI MaiicTepa MPOMyCTiTh MEPIIY CTOPIiHKY;

— KIanHiTh Jlanee;

— Ha cropiami Koudurypanus o6epite myHKT Joctym K
BUpTyanbHO# YyacTHOi cetn (VPN) n NAT;

— KIanHiTh Jlanee;

— Ha cropiami Coexunenune mo VPN o6epite IloakiaodeHue mo
JIOKAJILHOM CeTH 2;

— xuarHiTh Jasee;

— Ha cropinni Ha3nauenue IP-aapecoB o0epith nyHkr W3
32/1aHHOTO IMATIA30HA A/IPECOB;

— xuarHiTh Jamee;
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— Ha cropingi Ha3snauyenue nuanazonoB IP-aapecoB kiauHiTh
kHoniky Co3aaTh...;

— vy Bikai HoBslii Anana3on IPv4-aapecoB BKaxiTh:

Hauanwubiii IP-agpec (manpukian 100.0.9.241)

Koneunwlii IP-agpec (nampukian 100.0.9.254)

— xnanHiTe OK, kinanuiTe Jasee;

— Ha CTOpiHII  YmpaBJjieHHe HeCKOJbKHMH  CepBepaMu
YIaJEeHHOro aocTyma o0epiTh nmyHKT HeT, He HCHOJB30BATH CIYKOY
MapUIPYTU3ALHMH U YAAJTeHHOI0 JOCTYNA JJIsl IPOBEPKH NOJIMHHOCTH
3aMPOCOB HA MOAKJIIOYEHHE;

— xkuianHiTh Jajee, xnaiuite I'oTOBO.

[Ticns mpoT0 BIZKpHETHCS iHMOpMaIIiiiHe BikHO, KinarHiTh OK.

CTBOpITH 1 HacTpoOiiTe BipTyaJbHUN MOPT ISl IPUHAOMY MiJKIIOUEHb
yepe3 VPN:

— 3HaXOAfYHChH Y BikHi MapuipyTu3zauusi M yAaJeHHBIH AOCTYII,
PO3KpHIiTE CIMCOK By3JIa BAalllOr0 CEpPBeEpa;

— KJamHITh mpaBoto KHomkoio Mumi 1o Iloprel i BuOepiTh
CBoiicTBa,;

— vy BikHi CBoiicTBa: IlopThl 3 BCiX MepepaxOBaHUX MPHUCTPOIB
(mopTiB), MmO BHKOPHCTOBYIOTBCS MapIIpyTU3aIi€l0 1 BigJaleHUM
noctynom, Bubepite Mununoptr WAN(PPTP);

— xiaiHiTh HacTpouTs;

— vy BikHi Hacrtpoiika ycrpoiictBa - Mununmopt WAN(PPTP)
3ajMMmTe TUTbKM mpanopens Ilogk/io4eHHst yOaJIeHHOro [10CTyma
(TOIBKO BXOASIIIHE);

— ximanuits OK;

3 mnoBepHeHHsM y BikHO CBoiictBa => IlopTbl BuKOHAliTE
BIZIKJTIOYEHHS TIOPTA, 10 BUKOPUCTOBYE npoTokoa L2TP:

— Buatite Mununopt WAN(L2TP), knaunite HactponTs;

— yKaxith MakcuMaabHOe Y1 cjI0 MOpPTOB piBHUM 0]

— ximanHiTh OK, knanuiTe [da;

— 3 TOBepHEHHsM Yy BikHO CBoiicTBa: [lopThl kiamHiTE OK.

V BikHi MapmpyTu3anus u yiajaeHHbIi 10CTyI:

— KJAUHITh MpaBol0 KHOMKolo wmuul Ha IloauTHKH BexeHMs:
JKyPHAJIOB YIaJIeHHOTO I0CTyNa Ta 00epiTh MyHKT 3amyck NPS;

— y BikHi CepBep ceTeBbIX NOJMTHUK KIAIHITH YUeTHBIE JaHHBIE;
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— iarHiTh HacTpoiika y4eTHBIX JaHHBIX,

— KIanHiTh Jlanee;

— o0epiTh TyHKT Bectm kypHan B TekcToBOM (aiije Ha
JIOKAJIbHOM KOMITBIOTEPE;

— xuarHiTh Jasee;

— YCTaHOBITH TUIBKHU Tparopers 3anuchbIBaTh 3aMPOChl MPOBEPKH
MOJTUHHOCTH ...;

— xuarHiTh Jasee;

— xiarHiTh Jasee;

— KJIAIHITh 3aKPBITh,

— 3akpuiite BikHO CepBep ceTeBbIX MOJIUTHK;

— 3aKkpuiiTe BiIkHO MapmipyTu3auus 4 yAaJeHHbIi 10CTym.

CTBOpITH KOpHICTyBada 3 MpaBaMH Ha BiJJalieHe MiAKIIOYEHHS [0
mepesxi 100.0.9.0/24:

— IIyck => ApamuHucrpupoBanue => Active Directory -
MO0JIb30BATE]H U KOMIIBIOTEPHI;

— PO3KpHiiTe CIMCOK By3Ja BallOro cepBepa (SKIIO BiH He
PO3KpUTHIA);

— KJIAIHITH JTIBOPYY MPaBOI0 KHOMKOIO Mutmi mo USers i BuOepiTh
Cosznats => [loab30BaTelIb,;

V BikHi HoBblii 00bexT-I10s1b30BaTEIb!

— y noii UM BBexiTh Userl,;

— y noni Umst BXoa moJib30BaTesisi BBEIITh USErl;

— xknainHiTh Jdamee.

VY BikHi HoBblii 00bekT-Il0/IB30BaTEND!

— vy noui IMaposw BBenitTh 102w3e4r5t& (B pycckoii packiaake
KIJIaBHATYPHI);

— vy mnomi IloarBep:kaenue BBemiTh 1Q2w3e4rSt& (B pycckoid
packiajKe KIaBHaTyphl);

— YCTaHOBITH  Tpamopeln  3ampeTuTh CMEHY  mapoJs
noJb30BaTelIeM;

— yCTaHOBITh npanopeib CpoK AeiicTBHS MAPOJIsA He OTPAHUYEH;

— xknanHiTh Jajee, xnamuite I'oToOBO.

3 moBepHenHsM y BikHo Active Directory — moab3oBatein
KOMNBIOTEPHI:

— BHIUTITH JiBopyd USers;
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— TpaBOpyY Ha €KpaHi KIAHITh MPaBOI0 KHOMKOIO MuIi no userl i
BuOepiTh CBOMCTBA;
— vy Bikai CBoiicTBa:userl mnepeiinitTh Ha BkIagKy Bxoasimme

3BOHKH;

— YCTaHOBITH ommio Pa3pemuTs 10CcTym;

— xkiangite OK.

3akpuiite  BikHO Active Directory - moJb3oBaTean H
KOMIIbIOTEPHI.

2.4 HanamrtyBanusi VPN-kiienta (kommn'rorep RMF01)

[NepeBipTe HaCTpOHKY MepeKHOTO iHTepeiicy:

— Hyck => Ilanens ynpasijiennss => CeTb M MHTEpPHeT (SKIIO
pexum npocmotpy Kareropusi) => IleHTp ynpasjeHMsl ceTssMH H
001IUM 10CTYIIOM;

— B JiBill YacTWHI BiKHa KIamHiTh o M3MeHeHHMe mapaMeTpoB
ajganrepa;

— KJauHiTh TpaBol0 KHomkoro wmumi mno IloakiawouyeHue mno
JOKaJIbHON ceTm => BuOepiTh CBoiictBa => BuuiIiTs IIpoToKo0Na
HNnrtepnera Bepcun 4 (TCP/IPv4);

— kiangite CBoiicTBA.

Y CTaHOBITh HACTYITHI ApaMETPH:

BuOepiTs omito Mcnoas3oBath caenyomuii IP-agpec

IP-anpec: 10.0.9.51 (y Bac, BiamoBiaHoO, iHIIA ajapeca)

Macka noaceru: 255.255.255.0

OcnoBnoii mutio3:  10.0.9.152 (y Bac, BianoBigHO, iHIIA agpeca)

Hpennountaembrii DNS-cepep: 10.0.9.152 (y Bac inma ampeca)

1 kinangite OK;

— YCTaHOBITH mpanopenb BbIiBecTH 3HAYOK MOAKJIIOYEHHS HA
naHeJab 3a71a4,

— ximanuite OK;

— 3akpwuiite BikHO CeTeBble MOJKII0OYEHHUSI.

CTBOpITH HOBE MiAKITIOYCHHS 1 yCTAaHOBITH 3'eqHaHHS VPN:
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— Hyck => [lanens ynpasijennss => CeTb W MHTEpPHeT (SKIIO
pexum npocmotpy Kareropusi) => IleHTp ynpasBjaeHHsl CeTMH H
001IUM 10CTYIIOM;

— KJanHiTh Mo HacTpoiika HOBOro MoaAKJII0OUYEeHHs WIN CeTH,

SIKIIO BiAKpHUETHCS BikHO CBeNeHUsI 0 MECTOHAXOKIEHUH, TO:

— y TtekcroBoMmy psanky CtpaHa, rae Bbl ceiiyac HAX0QHUTeCh
YCTaHOBITh YKpauHa,

— y TekctoBoMy psnky Tesedonnsiii koa ropoaa srumitse 0612;

— Tun HaOopa HOMepa — UMITYJILCHBIN HA00D;

— xiangite OK;

— 3 BimkputrTsaM BikHa Tesedon u moaem xiarHiTh OK;

— vy BikHi HacTpoiika moak/ja04eHusi WJIH CeTH BHOEPITh BapiaHT
MmepexxHoro miakmoueHHs ([loakiaoyenne Kk padoyemy MecTy),

— xuarHiTh Jasee;

— iaiHiTh Hcnmoan3oBaTh Moe moakiawodenne Kk HHTepHery
(VPN);

— SKIIO BiAKpHeThcs BikHO HacTpouTs mNOAKIIOYEHHE K
HntepeneTy mepex npoaoxeHuemM? - obOparn oniito OTI0KUTH
HACTPOiiKy noakJ4YeHus: kK Unrepenery;

— vy momi Anapec MWurepHera BBemiTh [P-ampecy VPN-cepsepa
(10.0.9.152; y Bac, BigmoBiAHO, iHINA ajapeca), YCTAHOBITH OO
Pa3zpemiuth MCMOJIL30BaTh 3TO NMOAKJIIOYEHHE IPYTUM MOJIb30BaTEIAM
ta omniito He moakiawuyaThes ceifiyac, TOJIbKO BBINOJHUTH YCTAHOBKY
AJIS OAKJTIOYEeHNST,

— KIanHiTh Jlagee.

Y BikHI BBeguTe wuWMHA moJib30BaTENS W MAPOJIb oJis
IHoab3oBaTenb i I1apob 3aHITUTH YUCTHMH.

— xyarHiTh Co31aTh, KIAIHITE 3aKPHITH;

Binkpwuiite BikHOo CeTeBble MOAKIIOYEHHUSI:

— Ilyck => Ilanenb ympaBJjienusi => CeTb M HHTEpHeT (SIKIIO
pexum npocMoTpy Kateropus) => lLleHTp ympaBieHusI CeTAMH H
001MM JI0CTYIIOM);

— B JBIH 4YacTMHI BiKHa KJalHiTh o M3MeHeHMe mapaMeTpoB
ajganrepa;

— KJIAIHITH MPaBOI0 KHOIKOIO MHUII 0 CTBOPEHOMY ITiAKIIOYCHHIO
VPN-nogko4yenne;
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— 00epiTh CBo¥iCTBA,

— TepedmiTh Ha BKIAAKY be3onmacHocTs;

— y posaimi Tun VPN BuGepits TyHHeJbHBIH MPOTOKOJ TOYKA-
Touka (PPTP);

— inarHiTh OK Ta 3akpuiite BikHO CeTeBble MOAKIIOYEHH.

[Miaxmouite KomioTep 10 qomera domain02.local:

— Moii koMnbIOTEp (IIPaBOIO KHOIKOIO MuIIi) => CBoiicTBa =>y
po3mini UMsi KoMmbOTepa, MMsi J0MeHA M MNapaMeTpbl padouei
rpynnsl  KianHiTh MW3MeHHTH mNapaMeTpbl => KIAIHITH KHOIKY
HN3MeHHuTh...;

— y BikHi U3MeHeHne UMEHH KOMIILIOTEPA WJIU JOMeHa BHOEPITH
onmito SIBasiercsl YJEHOM [0Me€HA, y TEKCTOBOMY TIOJNi BIHIIITH
domain02.local (y Bac, BianoBiaHo, iHire iM's qomena), knamnHite OK;

V BikHi UMs1 M napoJib nosib30BaTelisi B JOMeHe:

— y nomi [osb30BaTesnb BBeOiTh USErl,;

— vy momi IMapoaws BBemite 102W3e4r5t& (B pycckoii packiamke
KIJIaBUATYPHI);

— kaanHite OK;

— d4epe3 JesKUil 4ac BiIKPUETHCS BIKHO 3 3aIPOIICHHSM B JOMEH
domain02.local, xknaunits OK;

— TOoroAbTecsi 3 MPONO3HLIEI0 MEPe3aBaHTAXKUTH KOMII'IOTED,
wianaysmu OK (npu npoMy Bu BepTaetecs y BikHo CBOiiCTBa CHCTEMBI),
knarHiTe OK, notim — Jla;

[licns mnepe3aBaHTaXeHHsT Komim'torepa (IiJf 4Yac KOTPOTO HE
3a0ynbpTe TepeBectd Kypcop Ha psmok Microsoft Windows 7) Bukonaiite
BXiJl B CHCTEMY 3a TPhOMa ITapaMeTPaMH.

KOopHcTyBad — Userl,;

naponb — 102w3e4r5t&;

Bxig B — DOMAINO2 (y Bac, BiamoBigHO, iHIIE iM 51 JOMEHA).

Binkputite BikHO CeTeBble MOAKIIOYEHMHS:

— IHyck => Ila”ens ynpasieHuss => CeTb W MHTEpPHeT (SKIIO
pexum mpocMoTpy Karteropusi) => IleHTp ynpaBJieHMSl CeTAMHM H
001IUM 10CTYNIOM);

— B JiBill YacTWHI BiKHa KIamHiTh o M3MeHeHHe mapaMeTpoB
ajganrTepa;

— y BikHi CeTeBble noaxka04YeHus kiauHite VPN-noak/iouenne;
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— vy Bikdi [Hoakawuyenue: BupryajibHoe 4acTHOe NMOAK/IIOUYEHHE
BBEJITh:

KopHcTyBad: USerl;

MapoJib; 192w3e4r5t&;

— 1 knauHiTs Hoakarouenue.

2.5 TecTyBaHHSI BipTyaJIbHOT0 MPUBATHOTO MiAKJIIOYeHHS

Ha xomm'totepi RMFO3 mepeBipre HacTpoliky MepesKeBOTO
iHTEpdEHCcy:

— IHyck => Ila”eas ynpapjenus => CeTb M HWHTepPHeT (SKIIO
pexum npocmorpy Kareropusi) => IleHTp ynpasjeHusi ceTssMH U
001IUM 10CTYIIOM;

— B JBil yacTMHI BikHa KialHiTh 0 W3MeHeHMe mapaMeTpoB

ajganrepa;
— KJAHITh MpaBolo KHOMKo wwumi 1o IlogkawdeHue mo
JIOKAJIbHOi cerm => BuOepith CBoiictBa => Bunainite I[IpoToxon

HNutepuera Bepcuund(TCP/IPv4) => knannite CBolicTBa;

— YCTaHOBITh HACTYIIHI TApaMETPH:

IP-aapec: 100.0.9.53 (y Bac, BignoBimHO, iHIIa aapeca)

Macka nogcerun:  255.255.255.0

Ocnopnoii mumo3: 100.0.9.152 (y Bac, BiAMOBIHO, iHIIA agpeca)

Mpeanountaemsiii. DNS-cepBep: 100.0.9.152 (y Bac inma
anpeca)

1 kiarite OK;

— YCTaHOBITh Tpamnoperr BbIBecTH 3HAYOK MOJKIIYEHUS Ha
naHeJb 3aaa4 i kiaanaite OK;

— 3akpuiite BikHO CeTeBble MOIKIIOYEHNS.

Ha xomm'rorepi RMFO3 3po6ite manky G Takoro, IO CHUTBHO
BUKOPHUCTOBYETHCS:

— Binkpuiite KomnbioTep;

— KJIAIHITH PaBOXO KHOMKOIO MuIlli Ha Mucky G 1 BuOepite O0mmid
poctyn => PacuinpenHasi HacTpoiika o01Iero A0cTyna...;

— KJIAUHITh KHOTIKY PacuimpeHHas HacTpoiKa;
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— BuOepith onuito OTKPBITH OOLIMI AOCTYNm K 3TOH mamnke i
ximanHite OK;

— kaanaite OK.

Ha VPN-kmienri (komm'rorep RMF01):

— 3amaiite Ilyck => Bce mporpammbl => CraHaapTHble =>
BoImotHUTE,

— y Bikai 3amyck mporpammbl Habepith \\100.0.9.53 (y Bac,
BIJINIOBITHO, iHIIIA aapeca) i kiaanHiTe OK;

— y BikHI BBox cereBoro mapossi BBeJiTh iM's KOpHCTyBaua
(Admin) i mapoms (1234567) i knamuite OK;

3BepHuTH yBary, mo mnpu Bxoai B OC Windows7 nokaibHO,
KopucTyBad AamuHucTparop Mae jgorida ADMIN.

— vy Biknai 100.0.9.53 (y Bac, BiAmoBinHO, iHIIA aapeca) BiAKpuiiTe
nanky G;

Bigkpuiite BikHo Coctrosinue VPN-noak/oueHue:

— Iyck => Ilaneap ynpaBaenuss => CeTb M HMHTEpPHET (AKIIO
pexum npocmorpy Karteropusi) => IleHTp ynpasjaeHusi ceTssMH U
001IUM 10CTYIIOM;

— B JiBill YacTWHI BiKHa KIamHiTh o M3MeHeHHMe mapaMeTpoB
ajgamnTepa,

— KJAIHITh NpaBo KHONKow wmuini Ha VPN-moakiarodenue i
BroOepiTs CocTosiHUE;

— CKOIIIONTE AKy-HeOy1b manky 3 manku G Ha poOounii ctin VPN-
KJieHTa (mpu upoMy npocrtexre y BikHi CocTosinue Bupryaabnoe VPN-
MOAKJII0YeHHUe 33 3MIHOIO CTAaTUCTHKH);

— 3akpuiite BikHO CocTosinue VPN-noak/iroveHue;

— 3akpuiite BikHOo G Ha 100.0.9.53;

— BUAANITH Ha POOOYOMY CTOJIi CKOMIOBaHy MaIKy.

2.6 BinHoBJIeHHs1 KOMII'IOTEPIB Y NOYATKOBMIi cTaH

(maHmit po3min mimnsArae 000B'S3KOBOMY BHKOHAaHHIO B yKa3aHii
NOCHiOBHOCTI!).
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¥YBara! CriouaTky BUKOHAiiTe BiTHOBJIEHHS KJIIEHTCHKUX MAIIUH,
a noTiM cepBepa.

Ha xomn'rorepi RMFO03:

— 3HIMITh CIIBHUIN AOCTYI 0 namnii G;

— BIJHOBITH HACTPONKHU MEPEKHOTO iHTEpdEiiCy:

— IHyck => Ila”ens ynpasjennss => CeTb M MHTEpPHeT (SKIIO
pexum npocmotpy Karteropusi) => IleHTp ynpasBjaeHMsl ceTMH U
00IIMM 10CTYIIOM.

B niBiii wactmHi BikHa KiIamHITE Mo M3MeHeHHe mNapaMeTpoB
ajganrtepa:

— KJAHITh MpaBolo KHOMKO wwumi 1o IlogkiawodeHue 1Mo
JIOKAJIBLHOI ceTn => BuOepiTh CBOMCTBA;

— vy Bik"i IlogkjaiodyeHne mo JIOKAJAbHOH ceTH - CBOiicTBa
BuniniTh IIporokon HWutepuera Bepcuu 4(TCP/IPv4) 1 xmanHiTh
CpoiicTBa;

— 3amaire:

IP-anpec: 10.0.9.53 (y Bac,
BinoBiHO, iHmIa [P-ampeca)

Macka moaceTu: 255.255.255.0

OCHOBHO¥M ILTIO3: 10.0.9.100

Ipennountaembrii DNS-cepsep: 10.0.2.1

1 xiranaiTe OK,

— 3 ToBepHEHHsM y BikHO IloakiioueHue mo JIOKAJIbHOU ceTH —
cpBoiicTrBa knaiHiTs OK;

— 3akpwiite BikHO CeTeBble MOAKIIOYEHH .

Ha xomn'rorepi RMFO1:

— Tmepe3aBaHTaXTe Komm'rorep (MiJ 4Yac Mepe3aBaHTaXCHHS HE
3abynpTe TepeBecTH Kypcop Ha psgok  Microsoft Windows 7) 3
BUKOHAHHSIM BXOJ1y B CUCTEMY 32 JIBOMa IapaMeTpamMu:

KopucTyBad — admin;

napoib — 1234567,

puainite VPN-nmoakaouenue:

— IMyck => Manenbr ynpaBaenuss => CeTb M HUHTEpPHeT (SAKIIO
pexum npocmorpy Kareropusi) => IleHTp ynpasjiaeHusi ceTssMH U
001IIUM 10CTYIIOM;

— B JiBii yacTWHI BikHa KnanHiTe Mo H3MeHeHue mapamMeTpoB
ajganrepa;
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— KJAIHITh MpaBolo KHOMKor Mumn 1o VPN-moakiaodeHue =>
BUOEPITh Y AaJauTh => KIanHiTh Ja;

— 3akpwiite BikHO CeTeBble MOIKJIIOYEHN S ;

— Big'eanaiiTe komm'totep Bix qomena domain02.local:

— Komnbiorep (nmpaBoro kHomkoroo wmuini) => CpoiictBa => y
po3nini UmMs kKomnbloTepa, MMs JI0OMEHAa W mNapaMeTpbl padoueid
rpynims.I;

— inarHiTh MW3MeHMTh mNapaMeTpbl => KJAIHITH KHOIKY
N3meHuTSH...;

— y BikHi MH3meHenme wuaeHTH(UKAuMU BUOEPITH  OMLiIO
SBasiercsi 4ieHOM pafoyeii rpynnbl, y TEKCTOBOMY TMOJiI BIHIIITH
WORKGROUP, kmanHiTe Jlon0JHATENBHO;

— vy BikHi DNS-cyppuxe u NetBIOS-ums komnbioTepa y
TekcroBomy moisi  Bumanite DNS-cypduxkc domainO2.local (y Bac,
BignoBimHO, “cBiif” DNS-cydikc), ToOTO 3p00iTh YUCTUM TEKCTOBE IOJIE, i
kianuite OK;

— 3 IIOBEpHEHHsM Yy BikHO U3MeHeHHMe HaeHTU(UKALIMM KIALHITH
OK;

— depe3 AesKui Jac BiAKpUEThCs BikHO CeTeBasi HIeHTH(UKAIMS
3 3aMpOIIeHHsIM y pobody rpymy, ki1anHiTe OK;

— TOTOoAbTECS 3 TIPOIO3HINEI0 TIEPe3aBaHTAKUTH KOMITTOTED,
knanayBun OK;

— Mcas Tepe3aBaHTAXEHHS Komm'rorepa (IiJ Yac KOTpOro He
3a0yapTe mepeBecTr Kypcop Ha psaok Microsoft Windows 7) Bukonaiire
BXiJI B CHCTEMY 3a JIBOMa IapaMeTpaMu:

KopucTyBayd — admin;

naposb — 1234567

— BIJHOBITH HACTPONKH MEPEKHOTO iHTEPEHCY:

— IIyck => Ilanenab ynpasiienuss => CeTb U MHTepPHeT (SKIIO
pexum npocmotpy Karteropusi) => IleHTp ynpasieHuss cerssMH U
00IIUM 10CTYIIOM;

— B JBIH 4YacTMHI BiKHa KJalHiTh o M3MeHeHMe mapaMeTpoB
ajanrepa;

— KJAHITh MpaBolo KHOMKOW wmwumi 1o IlogkawdeHue mo
JIOKAJILHOI ceTn => BubOepite CBOMCTBA;
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— vy Bikai IlogkiiodyeHne mo JIOKAJbHOH ceTH - CBOiicTBa
Buainite Ilporokos HurtepHera Bepcuu 4 (TCP/IPv4) 1 kianHiTh
CpoiicTBa;

— 3ajauTe:

IP-agpec: 10.0.9.51 (y Bac, BignoBiaHo, inmia IP-ampeca)

Macka noaceru: 255.255.255.0

OCHOBHOW 1ITIO3: 10.0.9.100

Hpennountaembrii DNS-cepBep: 10.0.2.1

— 1 kmanHiTe OK;

— 3 moBepHEeHHAM Yy BikHO Iloak/ioueHune mo JOKaIbHOH CeTH —
cBoiicrBa kinanHiTe OK;

— 3akpuiite BikHO CeTeBble MOAKIIOYEHMSI.

Ha xomn'torepi RMFO02:

— BHJAIITh peecTpamiiHuii 3amuc komm'iorepa RMFOL1 y momeni
domain02.local i kopucTyBaua 3 mpaBaMu Ha BifTaIeHe MiAKIIOYCHHS:

— IIyck => AjamuHucTpupoBanme => Active Directory—
M0JIb30BaTe]H U KOMIBIOTEPDI;

— KJalHITh Ha 3Hauky + y psaky domain02.local (y Bac,
BIJITOBITHO, “CBOE”™ iM's TOMEHA);

— sugimite Computers;

— Ha TOJIi MPaBOPYyY KJIANHITH MPaBOI0 KHOITKOIO MUII Ha 3aIucy
rmf51 KomnbloTep (y Bac, BiAMOBiAHO, aHANOTIYHUHN 3amuc) i BHOEPITH
Yaanute, notim — Jla;

— BunutiTh USErs, miciis 40ro Ha I0Jii PaBoOpyd KIIAIHITH MPaBOI0
KHOTIKOTO MHIII Ha USerl i BuGepite ¥YaaauTh, motim — Ja;

— akpuiite BikHO Active Directory - moap3oBaTesim H
KOMIBIOTEPHI;

— BIIKIIOYITH CITy>KOy MapIupyTH3amii 1 BigaieHoro JOCTyIy:

— IIyck => AnamuHucTpUMpOBaHue => MapupyTuzauusa u
yAaJeHHBIH 10CTyII;

— KJAUHITh NPaBOI0 KHONKOIO MHII BY30JI Balioro cepsepa i
BUOEPiTh OTKIIYUTH MAPUIPYTH3AIMIO U yAAJeHHBIN J0CTY;

— iaiHiTh [la;

— 3aKkpuiiTe BikHO MapmpyTu3anus 4 yAaJeHHbIH J0CTY;

— BuAaniTh posb Ciryk0bl NOJUTHKHU CETH H A0CTyNA:

— Ilyek => AnmuHucTpupoBaHue => Jlucneruep cepBepa;
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— B JiBil yacTHHi BikHa BUOEpiTh MyHKT PoJiu;

— B TpaBiif YacCTWHI BiKHA KJIAIHITH YAAJUTH POJIH, BiIKPHUETHCS
Macrep yaaneHus poJei;

— sKkmo mepmoio cropinkoo € Ilepexy Havyagom padoThI,
MPOITycKaeMo ii, KnamHiTh Jaee;

— Ha cropinui Poam cepBepa 3HimiTe mnpanopens CuyKObI
NOJUTHKH CeTH M A0CTYyNA, KianHits Janee;

— TiATBepIUTH OOpaHi HAMAMITYBAHHSI, KJIAHITH Y AAJUTh;

— TI0 3aBepIIeHHI po0OTH MaicTpa KIAIHITh 3aKPbITh.

BigHOBITE HACTPOHKM MEpEXHOTO iHTep(eiicy BepXHBOTO aanrepa:

— Ilyeck => Ilanenb ympasJjeHusi => CeTb M HHTEpHeT (SIKLIO
pexxum npocmotpy Kareropus) => LleHTp ynpaBieHusi ceTsMH U
001IUM 10CTYIIOM;

— B MBIl YacTWHI BiKHA KJIamHITh 10 M3MeHeHHe MapaMeTpoB
ajganrtepa;

— KJauHiTh npaBolo KHomkoro wmumi no IloaknawouyeHue mno
JOKaJIBHOH cerm 2=> BuOepith CBoiictBa => Buainite I[IpoToko.
HNureprera Bepeuu 4 (TCP/IPv4) => knaunits CBoiicTBa,

— Bubepitp ommii [loayuurs IP-agpec aBTOMaTHYecKH i
Hoayunts anpec DNS-cepBepa aBTromaTnyeck i knannite OK,

— xianaite OK;

— BIIHOBITHP HACTPOMKHM MepeXHOro iHTepdeicy HHKHBOTO
ajanrepa:

— 3HaxoAas4uch y BikHI CeTeBble MOAKIIOYEHHUS, KIAHITH IPaBOIO
kHONKOIO Mutii 1o IloakarodyeHue mo JIOKAJLHOW ceTH => BHOEPITH
CpoiicrBa => Buainits [Iporokon Unrepnera Bepcun 4 (TCP/IPv4) =>
knanHiTe CBolcTBA,

— YCTaHOBITh HACTYIIHI TApaAMETPH:

IP-agpec: 10.0.9.152 (y Bac, BiamoBigHo, iHma [P-anpeca)

Macka nmoacern: 255.255.255.0

OcHosHoii munio3: 10.0.9.100

Mpeanountaemsiii DNS-cepsep: 10.0.2.1

— 1 xnauHiTs OK,

— xiranaite OK,

— 3akpuiite BikHO CeTeBble MOIKIIOYEHMSI.
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2.7 3micT MHCHLMOBOTO 3BiTY

— TEOPETHYHI BiZIOMOCTI;

— 3arajibHi CXEMU;

— Xig pobotu;

— BIJATOBi/II HA KOHTPOJIbHI MUTAHHS.

2.8 KonTpoJibHi nuTaHHSA

1. SIxi mepeBarm Mae BigmaNeHWH IOCTyn JO Mepexi 3
BUKOpHUcTaHHAM VPN B NOpiBHSAHHI 3 BIJJIAJICHUM JIOCTYIIOM J0 MEPEXKi 10
JHIT, IO KOMYTy€TbCs?

2. SIki iCHYHOTh METOJY OpraHizailii B3a€EMOJil y4acHHKIB 3'€THAaHHS
1 SIKi y HUX 3aCTOCOBYIOThCS crtocoou modymnoBu VPN?

3. SIkuit MmeToxa opraHizalii B3aeMO/il YY4aCHHKIB 3'€JHAHHS 1 CIIOCIO
noOynoBu VPN OyB posrisiHyTHI B 1abopaTopHiit poOoTi?
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