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PEDEPAT

[TosicHIOBaJIbHA 3amycKa JI0 IMIUIOMHOI KBaji(ikaiiitHoi pobotn OakanaBpa:

254 c., 12 Tabmn., 72 puc., 2 nox., 17 mxepen.

3AXUCT JAHUX, ANDROID JOJATOK, AES, HIM®PYBAHHI,
KOH®IJTEHIIMHICTD, ANDROID KEYSTORE, OBD®YCKAILILA,
AUTHENTICATION, BAHKIBCBKA KAPTKA.

O0’exT mocalmKeHHs — Oe3neKa JaHuX.

[IpenMer nochipKeHHS — NporpamMHe 3a0e3NeyeHHs Ui 3aXUCTy JaHUX
HAaTUBHUX aHAPOI1J 3aCTOCYBaHb.

Meta poOoTH mossirae y MiJBUIIEHHI 3aXUIICHOCTI JAaHUX KOpPUCTyBaua B
aH/ApOiN JOJATKY.

Martepianu, METOAM Ta TEXHIYHI 3aCOOU: CTPYKTYpHE Ta 00'€KTHO-OPIEHTOBAHE
OporpaMyBaHHs, HaTMBHa pO3poOKa aHIpOiJ 3aCTOCYHKIB, MOBa IpOrpaMyBaHHS
Kotlin, 6a3za manmx SQLite, apxitektypa Model-View-Intent, iHTepderic OyB
po3pobienuii 3a fonomoroto Jetpack Compose, npuctpiit Xiaomi Redmi 9.

Pe3ynbratu: po3po0seHo aHApoil 10AaTOK-TaMaHelb AJis 30€peKeHHs TaHuX
0aHKIBCHKUX KApPTOK JUISl aHAPOI/A 3aCTOCYBaHb 3 BUKOpUcTaHHAIM Kotlin, mo peanizye
mu@pyBaHHs, a THM CAaMHM 3aXUCT JaHUX 3a JonoMororo airoputmy AES.

BucHOBKH: TIpoaHani30BaHO Ta PO3pPOOJICHO AaHIPOIN AOAATOK, SKHA MOXKE
0e3reyHo 30epiraTu JaHi.

["amy3p BUKOpHUCTaHHS — KOPUCTyBadyli MOOLTBHUX TeleOHIB HA OCHOBI

onepauiifHoi cuctemMu Android.



ABSTRACT

Explanatory note to the diploma qualifying work of the bachelor: 254 pages, 12

tables, 72 figures, 2 appendices, 17 sources.

DATA PROTECTION, ANDROID APP, AES, ENCRYPTION, PRIVACY,
ANDROID KEYSTORE, OBFUSCATION, AUTHENTICATION, BANK CARD.

Research object — data security.

Research subject — Security software for native Android applications.

The purpose of the thesis is to increase the security of user data in the Android
application.

Materials, methods and technical means: structured and object-oriented
programming, native development of Android applications, Kotlin programming
language, SQL.ite database, Model-View-Intent architecture, interface was developed
using Jetpack Compose, device Xiaomi Redmi 9.

Results: An Android application-wallet was developed for storing bank card
data for Android applications using Kotlin, which implements encryption and thus data
protection using the AES algorithm.

Conclusions: analyzed and developed an android application that can store data
securely.

Field of use — users of mobile phones based on the Android operating system.
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HEPEJIIK CKOPOYEHD

— Android Debug Bridge;

— Advanced Encryption Standard;

— Application Programming Interface;
— Android Application Package;

— Cipher Block Chaining;

— Synthetic Initialization Vector;

— Card Verification Code;

— Data Encryption Standard;

— Dependency Injection;

— Domain-Specific Language;

— Galois/Counter Mode;

— Integrated Development Environment;
— Java Virtual Machine;

— Kotlin Multiplatform Mobile;

— Model-View-Controller;

— Model-View-Intent;

— Model-View- Presenter;

— Model-View-ViewModel:;

— Near Field Communication;

— Null Pointer Exception;

— Personal Identification Number;

— Public Key Cryptography Standards;
— Rivest-Shamir-Adleman;

— User Interface;

— Uniform Resource Identifier;

— Extensible Markup Language;

— 006’extHO OpienToBane [IporpamyBaHHS.



BCTYII

VY cydacHOMY CBITI aHIPOia MIPUCTPOI 3alMaIOTh JyKE BAXKJIMBE MICIE Y JKHUT1
JTIOAMHU. MU 3BUKJIM TPUMATH CBOT KOH(IACHIIIIHI JaH1 HA MPUCTPOSIX, TO MOXKE OyTH
¢dororpadii, sSKicb 3aMITKH YU TOBIJOMJIEHHS Yy MeceHmkepi. | 3BicHO mpu Takiii
MOMYJIIPHOCTI OyJ1e 3pOCTaTH 3arpo3a BiJ MIaxpaiB sSKi XOUyTh BUKPACTH 111 JaHl. X04
3a ocraHHi poku (Google i craB poOWTH OUTBIIMK aKICHT Ha O€3MeKy TaHuX
KOPUCTYBaYiB, ajie 3arpo3a Bce K 3amuiaerbes, Android sk i paHilie 3aUIIAETHCS
OUIBII CXUJIBHUM JI0 3aTpo3 IIKIATUBOTO MPOTPaMHOro 3a0e3MeYeHHs, a TOMY 1 TeMa
€ aKTyaJIbHO 17151 po3poOHuKiB Android momaTkis, 60 iM Tpeba OpaTh 3aXHCT NaHUX Y
CBOI PYKH.

O0’exTOM JOCHIIHKEHHS € Oe3leKa JaHNX.

[IpenMer nocnipkeHHS — NporpamMHe 3a0e3NeueHHs JUIsl 3aXUCTY JaHuX
HaTUBHUX aHAPOI/ 3aCTOCYBaHb.

Meta poboTH monsirae y MNIJBUIIEHHI 3aXUILEHOCTI JAaHMX KOpPUCTyBaya B
aH/ApOiN JOJATKY.

JI71s1 TOCSATHEHHS TOCTABJICHOI METH y pOOOTI BUPILTYBAIHCS TaK1 3aBIaHHS:

—  JIOCTIJUTHU IKUMH CIocO0aMM MO>KHA 3700yTH JaH1 10JaTKa;

—  BHUBYMTH K OPOTUIISATH cripobam 3100yTH AaH1 107aTKa;

—  po3pobutn HatuBHUK Android mogaTok SKHH CHPOMOKHIN 3aXHCTUTH
BHYTPIIITHI JaHi;

—  0pOpMHTH MOSACHIOBAIbHY 3aIUCKY.
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1 AHAJII3 IPEJIMETHOI OBJIACTI

1.1 Anani3 icHyH4YHX J0AATKIB, 10 BUPIIIYIOTH AHAJIOTIYHI NpodaeMu

1.1.1 Tonarok «SecureCard»

SecureCard [1] — e 3acToCyHOK 15 30epiraHHs TUCKOHTHUX Ta OAHKIBCHKUX
KapTOK. 3aCTOCYHOK Ma€ MOXKJIMBICTh JI0JIaBaTH JUCKOHTHI Ta OaHKIBCHKI KapTKH 3a
JOTIOMOT'OX0 PYYHOTO BBOJIY, POOUTH TIOIIYK CEPE HUX, 3MIHIOBATH TEMY, BMUKATH Ta
BHMHKATH 3aco0m 3axucty sk [1IH Ta ckanyBaHHS BIZOWTKA MMAJTbIIS, TAKOX MA€ 3aXUCT

Bij 3amucy ekpana (puc. 1.1).

3:57PMO &

Bank

Enter PIN Code zﬁ
00O0O0 5555 5555 5555 5555
JPY w 11,25

2 CARDHOLDER

NANE )
Erase your contaner from this device after 10 fadled PIN Cod
‘attempts. You can always restore your container from |
cloud storage using Master Password

Pucynok 1.1 — 3HiMKH ekpaHa 3 QyHKIIIOHATIBHICTIO JoAaTka SecureCard

1.1.2 Monatok «Google Wallet»

Google Wallet [2] — e 3acTocyHOK cnipsiMOBaHMiT Ha 30epiraHHsi KapTOK Ta

po3paxyBanHs HuMH 3a goromororo NFC. JlomaTtok BukopucroBye au3aiin Material 3.
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3i croponu ¢yHkiionana, e NFC po3paxyHok, 10o1aBaHHsS KapTOK PyYHHUM CIIOCOOOM

4K CKaHyBaHHSIM, € 3aXHUCT BiJ| 3arucy ekpaHa (puc. 1.2).

Pucynok 1.2 — 3niMku ekpana 3 ¢pyHKIIoHaIbHICTIO HoaaTka Google Wallet

1.2 MeTtoau po3poOKu MOOLILHUX T0JATKIB

SIKmio BUATH Ha BYJMIO 1 MOYATH 3alHUTyBaTH JIIOJCH, Y MalOTh BOHHU
cMapTdoH, To Oy/e CKJIaJHO 3HANUTH JIIOJUHY, sIKa HE Maja O MOOLILHOTO JeBaiicy, 1 e
POOUTH Tay3b MOOLTBEHOT PO3POOKH TyKe PUBAOIUBOIO NS Oi3HECY.

HoOpe, myxe mpuBabnmBa st 6i3Hecy, ane 3 yoro moyatu? Ilouatm cming 3
BUOOpPY MeETOIy pO3pOOKHM MOOUTBHHMX 3acTocyBaHb. MaOyTh, BH KOJHUChH UYJHU
CyNepeukH, M0 Kpalle HaTHUBHA ab0 MyJbTHILIaT(GOpMHA po3polOka abo me sK il
Ha3WBaIOTh KpocriaThopmoBa?

o Take HaTHUBHA MOO1JIbHA PO3pOOKa — 1€ pO3poOKa 3aCTOCYBaHb VISl TIEBHOI

orepailiiiHoi cucreMu — B OUTbIIOCTI BUNaakiB e 0yae Android ym 10S. i 3acTocyHku
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PO3pOOJISIFOTHCS 3 TIEBHUM HaOOPOM IHCTPYMEHTIB, I MpUKIIaay BisbMeMo Android,

00 CTBOPHUTH HATUBHHM JTOAATOK MM IOBHHHI IMHCATH MOBOIO MporpamMyBaHHS Java
i Kotlin, y Bunaaky 3 10S — e Objective-C, uu HOBia MoBa sik Swift.

[ITo Take mynpTUILIATGOPMHA PO3pOOKa — 11e pO3po0Ka 3aCTOCYBaHb sAKa Oye
CyMiCHa MDX JEKIJTbKOMa ONEpaliiHUMU CHCTEMaMH, B OUIBLIOCTI BUMAAKaX II€
Android ta 10S. [Jlns po3poOKM BUKOPUCTOBYIOTH TaKi MOIIUPEH1 (perMBOpKHU 3
BiIKpUTHM BuUXigHUM KojgoMm sik: React Native, Flutter, Cordova uym Kotlin
Multiplatform Mobile Takox Bigomuii sk KMM [3]. IIpoBemeHo mnopiBHSHHS

HATUBHOTO 1 MyJIbTHILIATGOpPMHOTO Jonatka (auB. Tadur. 1.1).

Ta6murs 1.1 — [lopiBHSIHHS JOMATKIB

HatuBHuii nomatokx

MynbrumiatgopmMHuit
JOJTATOK

Mae niepeBary, uepes

[TocTymaerbest, TOMy 1110
MOTPIOHO CHUIKYBaTHCS

[IponyktuBHIiCTh | mpsiMe ciikyBaHHs 3 APl | yepe3 mocepeaHuka i
Jo/1aTka (GYHKIIIOHATBHICTIO Ta Ma€ | 3a3BUYail BUKOPUCTOBYE
0a30By MPOTpaMHy MOBY MOCEPETHULIBKY MOBY
MpOrpaMyBaHHS
[TocTynaeTbes SIKIIO
noTpiOHO 3pOOUTH JIBa
) p PODHTI L Mae nepesary, KO
Bapricts JIOJTATKH Ha P13H1 :
MOTPiOHO 3pOOUTH HE TyKe
PO3pOOKHU miatdopmu. Mae niepeBary, y
: CKJIQJIHUM JTOJATOK.
SKIIO MOTPiOHO 3po0UTH
CKJIQJIHUU TOJATOK
Mae nepesary, AKIIO
[IBuaKICTH Mae nepesary 1s MOTPIOHO 3POOUTH HE JTyXKE
PO3pOOKHU CKJIQIHUX JOJATKIB. BEJIMKUH Ta CKJIQIHUN

J04aTOK

Pusuku pi3HOi

ITocTymaerscs, ToMy 110

Mae nepesary, TOMy 0 Ma€

JIOT1KH Ha Ma€ pi3HUN BUXITHUMA KOJI . : o
. €IMHUM BUX1IHUHA KOJT
miatrgopmMax JI0 KOKHOI 11aTgopMu
IToctynaerscs, Tomy 110 HE

: : Mae nepeBary, TOMy 1110 Ma€ IpsIMOTro JIOCTYIY 10

@OyHKI10HAIBHICTD pesary, Y P AOCTYILY A
Ma€ OpsIMUI JOCTY J10 3a0e3neyeHHs! MPUCTPOIO,

no/1aTka

320€3IeUCHHS TIPUCTPOIO

TOMY SIKMHCh (DyHKLI1OHAI
MOKe OyTH BTpaue€HUM




Kinenup Tabaum 1.1
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HatuBHuii nomatokx

MynbrumiarGopmMHuit
JOJJATOK

[aTyiTHBHUI 1HTEpdEiic

Mae nepesary, ToMy 110
KO’KHA oTiepariiiina
CHUCTEMa Mae€ CBIi
IHTYITUBHUH 1HTEpdEiC
710 SIKOTO KOPHCTYBadi
3BUKJIH

Iloctynaerbest, TOMy 110
Oyne enuHuii iHTEpderic, a
TUM CaMHUM MEHIII
IHTYITUBHUHN T
KOpPHUCTYyBaua KU 3BUK 0
HAaTUBHOTO 1HTEepdeiicy

Mae nepeBary, Tomy 110
MIITPUMKOIO 3aiMaIOThCS
IUCTPUO'TOTOPH
omnepamiitHoi CHCTEMH

[TocTymaerbcsi, TOMY IO
MIITPHUMKOIO 3aiMarOThCS
MEHIII IOBIPEHI KOMIIaHii

[TinTpumka

KoxeH MeTon Mae CBOi HEIOJNIKM Ta NEpeBarv, TOMy BUOIp METOJa MOBUHEH
BUXOJUTH 13 METH, SKIIO OI0/KET 0OMEKEHHUH 1 MOTPIOHO IMIBUAKO 3pOOHTH HE JTyKe
BEJIMKHUI Ta CKJIaJHHUIA MPOEKT, Kpale po3po0siTH MYJbTUILIATPOPMHHIA JOIATOK. Y
BUIIAJIKy KOJIM BM MAa€Te YITKUWA IJIaH, TIOCTATHHO PECypciB 1 OauuTe 110 HATUBHA
(GYHKI10HATBHICTh MA€ TOJIOBHY POJIb Y 3aCTOCYHKY, TO Y IIbOMY BUITQJIKY CJIiJl BUOpaTH
PO3pOOKY HATUBHOTO J10JIaTKA.

Takox OyBae KOIM MYJIbTUIUIATHOPMHUN [TOAATOK CTa€ YCHIIIHUM, 1
MPUIAMAETHCS PILIEHHS PO3BUTKY Ta JI0AaBaHHS HOBOTO (PYHKIIOHAILY, TO MOXKE CTaTH
TakK, 110 TOJaJibllla pO3pO0Ka MOKE CTAaTH CKJIAIHIMIOW Ta JOPOrol HiXK HAaTHBHA
po3po0Ka, B IbOMY BHUIIQJKy Ma€ CEHC MITpyBaTH J0JaTOK HA HATUBHUM JIOATOK.

S BuOpaB HATHBHY pO3pOOKY, TOMY IO T'OJOBHOK METOK MO€I TUIJIOMHOI
poboTH € po3poOKa 3aXUCTy JaHUX B aHIPOIA JOJaTKaxX, a OCKUIbKH MEHI Tpeba
pPO3pOOUTH JONATOK TIIBKM Ha OAHY IuiaTdopMmy, TO Hallkpauum BuUOOpoM Oyje

HaTHBHA pO3poOKa.
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1.3 3axucT gaHux

Jy’Ke KpUTUIHUM KPUTEPIEM JOAATKY € 3aXHUCT IMUTICHOCTI 1 KOH(1ICHIIIHHOCTI
JaHUX, a TOMY B@XXJIMBO 3a0€3MEUYUTH 3aXUCT JAHUX B 3arpo3 MPHUPOIHOTO YU
MITYYHOTO XapakTepy.

[TpuponHa 3arposa — 1e 3arposa, sKa MOXOIWTh Bia (PI3UIHOTO BTpYYaHHS,
HalpuKIa] Kpaaikka MOOUTBHOTO TIPUCTPOI0 Ta Oe3mocepeaHbO  30BHIIIHE
(inTepdeiicHe) BTpy4YaHHs y JaHi J0aaTKa.

[Mtyuna 3arpo3a — Ii¢ HaBMNaKH 3arpo3a, sKa MOXOAWTH BiJl BHYTPIUIHHOTO

BTPYYaHHsI y IPOrpamy, HallpUKJIaJ BIPYCH YU 37I0M JIOAATKY.

1.3.1 3axucr Bia inTepdeiicHOro BTpy4aHHs

[nTepdeiicHe BTpydyaHHS HaMmpocTiiie Ta HaWyacTima (opma OTpUMaHHS
noctyny 1o nanux. 11lo0 3a0e3nednTy 3aXMCT AaHUX HA IIbOMY pPiBHI, MU IOBHHHI
nonati ekpaH aBropusaiii. lle moke OyTh mapoiib, 4u OIOMETPUYHUN METO.

aBTOpU3aIlii K CKaHYBaHHS BIJOUTKA MaJIbIIS UM PO3MI3HABAHHS OOIUYYS.

1.3.2 llludgpyBaHHsA TaHUX

[udpyBanHs Mae HaAWBKIUBINIY pPOJb Y 3aXUCTy BiJA BHYTPIIIHHOTO
BTpYYaHHA, SKOM MHU(PPYBaHHS HE ICHYBaJlo, TO OyAb-sIKUWA BIPYC SKUW 3AaTHHUMA
BUTATYBATH JlaH1 3 (ailiiiB 10JaTKa, MaB OU ycnix. A ToMmy Tpeba BUOpaTH NMpaBUIbHUAN
AJIITOPUTM.

Bubupatoun mmdpyBanHs, Tpeda 3BEpHYTH yBary Hi KiJibka (pakTopiB:

—  piBEHb 3aXHUCTY;

—  MeTa 3axucTy;

—  JIOCTYIIHI PECYPCH.



15
PiBeHb 3aXUCTY 3aJIC)KUTD BiI[ TOro, o MM XO4YEMO 3aXUCTHUTH, HAITPHUKJIAI, AT

iMeHi, Mpi3BHUILIA a0 BiKy, 3aXUCT Oy/ae HUKYMAM, HDK JUIs 30€peKeHUX MapojiB abo
JaHuX 0aHKIBCHKUX KapTOK.

MudpyBanns mixg yac mepenadi JaHUX, ado MiJ Yac 3aBaHTAKEHHSA y 0a3zy
JaHUX — 1€ META 3aXUCTY 3 KO0 HEOOXiTHO BU3SHAUUTHCS.

AnroputMu mMQpyBaHHA BHUMAaraloThb pecypciB Jid IMQPpPyBaHHS Ta
nemudpyBaHH JaHUX. K10 MOTpiOHA MBUIAKICT, OO AemudpyBaTH Oarato JaHuX,
Tpeba oOupaTu ajJroOpUTM CIPSMOBAHHUM Ha OMTUMI3AIlII0 €()eKTUBHOCTI.

Cporoani HalimommmpeHinn BUAM MWHUGPYBaHHA — 1€ CHMETPUYHI Ta
ACUMETPHUYHI.

CumerpuyHe mudpyBaHHSI BUKOPUCTOBYE OAMH KIIOY, Ui MUGPYBaHHS Ta
nemmdpyBanss. [Ipuknaan anroputmis 3 cuMmeTpuyHuM mudpyBanusam: AES, DES 1
Blowfish. TIlepeBaroro € mBUAKICTh, IO MOXE OyId BIAJIMM BHOOPOM JIJIs
mudpyBaHHS Ta AemUGPYBaHHS BEIMKUX 00cATIB AaHuX. OJHAK € 1 HEOMIK — IIe
000B’s13K0Ba Nepeaya Kioda MK BIAIPABHUKOM 1 OJIEpKyBadyeM, 10 pOOUTH KIIIOY
Bpa3JIMBUM JI0 aTak, ajie JUIsl I[bOTO ICHYI0 acuMmeTpuyHe mudpyBaHHs. [lopiBHAHHS
anroputMmiB (auB. Taoi. 1.2) [4].

AcumerpuuHe mudpyBaHHs — 1€ MKUGPyBaHHS SKOI TOJIOBHA MeTa € 0e3NeYHui
OOMIH JTaHUMHM MDK BIANPAaBHUKOM Ta OTpuMyBaueM. Ha BiIMiHYy CHMETPUYHOMY
MiJIX0AY, ACUMETPUYHE Ma€ JBa KJIto4a, OJUH MyOaiuHuil Ta mpuBatHuil. [1yOmiunumu
KITF0OYaMU, SIK MOKJIUBO 3/I0Ta/IaTUCS 3 Ha3BH, OOMIHIOIOTHCSI MK JJBOMa CTOPOHAMHU.
[IpuBaTHuii HaBnaku TpuMaeTbesa B cekpeTi. o6 3po3ymiTu sk 1€ mpaltoe, MOKHA
B3SITH 3a MPUKJIA] MOLITOBUH SIIMK, MOIITOBUM AIIMK — 1€ MyOJIYHUN KITIOY, Y SIKUN
MOKYTb KUHYTH JTUCT Oy/[b-XTO, a MPUBATHUMN KIIIOY, 11€ Balll KJIIOY 3 IKUM BU MOXKETE
BIIKDUTH TIOIITOBUM AWK, Ta JOCTAaTH JIMCTH, HA BIAMIHY I[bOTO TPHUKIATY, Y
nporpaMyBaHHI MyOJIYHUN Ta MPUBATHUN KJIHOY MaTeMaTUYHO IMOB’s3aHl. AJe 1el
3B’SI30K € Ty’K€ 3aTPATHUM 1 MOBUTHHUM, 1110 MOXKE€ HE MiIIATH JJIA ASSTKUX BUTAIKIB.
e mmdpyBanns peanizytots RSA Ta Hidpdi-I'ennmana. [lopiBHSIHHS aIrOpUTMIB (IUB.

taba. 1.3).
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Tabnuis 1.2 — [TopiBHSIHHS CUMETPUYHUX aJITOPUTMIB

DES AES Blowfish
Posmip 610ka
(bits) 64 128 64
PosmIp Ko 56 128, 192, 256 32-448
(bits)
Cnabwuii piBeHb CHbHimi PIBCHE | e nnit piBEHB
besneka AXHCT 3aXUCTY HIXK Y SAXHLCT
Y Blowfish y
[IBuaKICTH [ToBiIbHMI By KMt LHBHEEI; HK
JloOpe TectoBaHuM Meniu
. BaxaeTbcs oo
CrangapTusanis . Ta TIOITYJISIPHUH HIXK
3acTapiyiuM .
CTaHJApPTU30BaHUN AES

Bupsanucsa nepemoxisimu Blowfish ta AES e nBa xopour anropurmu, ane
SIKIITO BUOMPATH 3 IIUX JIBOX, TO BUOIp Braje Ha AES, Tomy 1110 BiH O1JIBIII TIepeBipeHUI

Ta CT&HI[&pTPI?;OB&HHfI.

Tabmuusg 1.3 — [TopiBHSHHS aCUMETPUYHUX AITOPUTMIB

RSA Hibdi-T'ennmana
Po3mip kmroua
P 1024-4096 1024-4096
(bits)
. ) ) Ha ocHOBI cKkIIagHOCTI
I'eneparis Ha ocHOBI cki1agHOCTI
OOYUCIICHHS TUCKPETHUX
KJII09a PO3KJIaIaHHS YUCEeT )
jorapudMiB
besneka CunpHuli piBeHb 3aXUCTY CunpHuUl piBEHb 3aXUCTY
[IBuakicTh [ToBuTEHMI IBuammit aixk RSA
. BukopucroByeTrbes s BukopucroByeTbcs nepeBaxHo
Cranpaprtuzaris ) g .
1IM(pOBUX MIJIMKCIB JUJIsl OOMIHY KJIFOUaMU

VY 1boMy MOpiBHSHI MOKHA cKka3aTu Hiuus, ToMmy 1o RSA ta lidhdi-T'emnmana

CITYKaTh PI3HUM IILJISIM.
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1.3.3 3axucT BUXiIHOT0 KOAY Bi/l 3BOPOTHOI po3po0dKH

[lIndpyBanHs gaHuX, IIe J100pe, aje Iie¢ He 3MOXKE 3aXHUCTUTHU BiJ (akTopa
JIOMHA — POOUTH TOMWIKKA. MOXHa BpaxyBaTH BCl METOAM 3aXUCTy JaHUX, aie
mporpamMa Bc€ OJIHO Oyje CXWbHA J0 3JIOMY, SIKIIIO 3JIOBMHCHHK 3MOXE JICTaTH
BUXIJHUHM KOJ J10JaTKa 32 JOTIOMOI'OI0 3BOPOTHOI PO3POOKHU Ta 3HAUTH BPA3JIMBI MICLS
MIPOTPaMH.

3BOpoTHa po3po0Ka — Ii€ MPOIeC BIATBOPEHHSI O13HEC-JOTIKH IMporpamu i3
KIHIIEBOTO MPOAYKTY. L]e Moke BUKOPUCTOBYBATHCS B 3aKOHHUX IUISX, HATTPUKIIAT JJIS
HaBUYaHHS, aJI¢ TAKOK MOXKE BUKOPUCTOBYBATHCS B HE3aKOHHUX ITIJISAX, HAPUKIIAT IS
BUKPAJICHHA 1HTEJIEKTYyaIbHOI BIACHOCTI a00 MOUTYK BPA3IMBUX MICIIb 3 METOIO 3JI0MY.

[I{o6 3MeHIIUTH PU3UKHU BiJ BUKpaJaHHS BUXIJHOTO KOAY, MOTPIOHO TOAATH
oO0(dyckariito y rpoiiec OyayBaHHs MPOEKTY. ToMy 1[0 OTpUMATU AOCTYI JI0 BUX1JHOTO
KOy Jy’K€ JIETKO, MpocTo, Biikputu APK 3 maiixe 3 Oy1b-SKIUM apXiBaTOPOM.

OO6dyckaliga — 11e TEXHOJIOTIS siIka pOOUTh KOJI CKJIaAHUM Jyisl po3yMmiHHs. Lle
JOCUTH 0a30Ba TEXHOJOTIS IiJl YaC MPOEKTYBAHHS MPOrpaMU, BOHA HAJAIITOBYETHCS
JOCHTH JIETKO 1 IIBUAKO, Ta MA€ MPUEMHUHN TUTIOC SIK 3MEHINIEHHS PO3MIpy MPOTpaMH,
10 TAaKOXK Ma€ BEJIMYE3HY POJIb IS ISSIKUX KOPUCTYBaviB, ajle € 1 MiHyCH, YCKJIaTHIOE
TECTYBaHHS 1 3MYIIy€ CTEXHTH 3a BUHATKAMHU I oOdyckarii, ToMy o 06e3

o0dyckailii mporpaMma Mo»e HOpMaJIbHO MPAIIOBATH, a 3 HEI0 MOXKYTh OyTH MOMUJIKH.
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2 BUBIP ITPOT'PAMHUX 3ACOBIB

2.1 Bu6ip moBu nporpamyBanust Kotlin un Java

HatuBHi aHpoix momaTku TUIIYyThes 3a jgonomororo Java um Kotlin, me

MOJKITUBO 32 JIONIoMoTroro Kommisii koga y ByteCode sikuii 3anyckaerbes Ha JVM [5].
[TopiBustHHS MOB (1uB. Tabi. 2.1) [6].

Tabmuns 2.1 — IopiBusuus Kotlin ta Java

OyHKIIIs Kotlin Java

CWIbHO TUII30BAHUH 3

CUJIBbHO THITI30BAHUH 3
HESIBHUM OTOJIOIIEHHSIM

SIBHUM OI'OJIOILIICHHAM

TumizoBaHICTh

THUITIB THUITIB
besneka Big NPE Mae 3axuct He mae 3axucry
OOI1 Mae niaTpumMKy Mae niaTpuMKy
PynKuioHanbHe Mae niaTpumMKy Mae niaTpuMKy
IporpaMyBaHHs
TeopeTnyHO MeHIIA TeopeTnyHO BUCOKa
EdexTuBHICTD €(EeKTUBHICTb, aje €()EeKTUBHICTb, aje
CTaTUCTUYHO OLIbILA CTaTUCTUYHO MEHIIA
JIakOHIYHICTh Mace niepeBary ITocTynaerbcs
[IIBraKiCTh HAITMCAHHSA
Koty Mae nepeBary IToctymaerbcs

Mae mMeHI1Ie TTOMHJIOK,

TOMY III0 3aXHIIAE BiJ Hewma 3axucry Big NPE,
HaNMOMIMPEHIIIOT
nomuiku NPE, a Tomy

KipKiCTh MOMHIIOK CKJIaJHIIINHA CHHTAKCHC,

a TOMY IIOCTYIA€TbCA

Mae TepeBary
QDYHKIIOHAJIBHICTh Mace niepeBary ITocTynaeTbcs
. CuHTaKCUC CKIaIHIIINH,
CuHTaKCcHuC JCTIINH, ajie :
ajie SIKIIO € J0CBifg
: Mae 0araTto KiIH04OBHX . i
CKJ1agHICTh HaBYAHHSA ) . po0OoTH 3 Ci-TToAIOHUMU
CITIB, SIKI MOXYTh OyTH
.. MOBaMH, TO IPOOJIEM 3
HE3PO3YM1iJIl CIIOYATKY
BUBYCHHSM HE OyJie

Ax 6aunte, Kotlin mae mepeBary nisi po3poOku, 1 1€ He AUBHO, ajkKe Java

nucanacs marematukamu, a Kotlin po3poOnukamu asist po3poOHHKIB, a TOMY Mili BUOIp
nagae Ha Kotlin.



19
2.2 Bubip iHTerpoBaHoro cepeaoBuIla po3pooKu

IcHye Oarato cepefoBHUI PO3pOOKH, JOCTYNMHHMX s HamucaHHs android
3acTocyBaHb. OCh JIeK1IbKa MPUKIIA/IIB!

Eclipse — nie cepenoBumie po3poOKH 3 BIIKPUTUM BHUXITHHM KonoM. [lepria
Bepcis IDE Oyna Bunymena 29 nucronama 2001 poky. Eclipse miarpumye 6arato MoB
nporpaMmyBaHHs, BkIodatoun Java. 1l[o6 mowatu 3aiimatucs aHapoin po3poOKOIo
Tpeba 3poOuTH Jeskl HamamTyBaHHsA. L{sg cepema, Hagae OaraTo pPI3HOMAHITHUX
iariniB, omauM 3 Hux € rmiarim Android Development Tools, skwuii 3a0be3meuye
CTBOPEHHSI POEKTY, PEJAKTOP MAKETY Ta IHILI IHCTPYMEHTH.

Visual Studio — monynsipHa cepena po3pobku Big Microsoft, 1i rojoBHa mijb e
po3po0ka Ha Takux MoBax mporpamyBaHHs K C, C++, C#. [[ns1 po3poOku MOOITEHUX
noxatkis, IDE mponoHye iHCTpYMEHT JiIsl MyJIbTUILIATGOPMHOI po3poOKu Xamarin.

Android Studio — cepenosuiie po3podku Big Google Ha ocHosi IntelliJ IDEA.
IDE Oya anoncoBana 16 tpaBus 2013 poky Ha Google 1/0 koudepenttii. ['o10BHA iJTb
CEpelloBUINlA € PO3pOOKa HATUBHUX AHJIPOIJ] OJATKIB, ajie TAKOXK Ma€ BEIUKY 0azy
MJIAriHIB, cepell SKUX € IUIAriHU HAIJIeHI Ha MyJbTUIUIaTGOpMHY po3poOKy. Och
neskuil pyHKioHan sskuii npononye IDE:

—  kouBeprairis Java koay y Kotlin (puc. 2.1);

—  HamarojpkeHHs (puc. 2.2);

—  IPOIOHYE BEJIMKHI BUOIp emyJsitopiB (puc. 2.3);

—  mpodaiinep (puc. 2.4);

—  Ttpancis ¢izuunoro mpuctporo B IDE (puc. 2.5).



Optimizing

Pucynox 2.1 — IIpouec kouBepTanis Java koay y Kotlin

Pucynok 2.2 — BepxHs naHenb HalaroKEHHs

4 Virtual Device Configuration

0 Select Hardware

Choose a device definition

[ Pixel 2

Phone

Pucynok 2.3 — BikHo BHOOpY eMyJsTOPiB



(UL DR (| 0 « o 8 B

Vodafone UA | K & Bl all 7 G4

a i u e 0

% H

L = =
ka t£:21< ;7i:

7.)\ = Friday®4/14 Lj-

sa shi su se

g Ly 9
ta chi tsu te
b
na ni nu
AN PO A
ha hi fu
o

mu

T

yu

kD

ru

3

n

Charr%lg/é?“n

Pucynox 2.5 — BikHO 3 TpaHCHsIi€0 eKpaHa (Pi3UIHOTO MPUCTPOIO

SAx moxkna momitut Android Studio mae 3HauHy niepeBary Haj IHIITUMH

IHTErPOBAaHUMHU CEPEIOBUIIAMH PO3POOKH, TOMY Oy1eMO ii BUKOPUCTOBYBATH.
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2.3 ApxiTeKTypa Ta NaTepHU NMPOEKTYBAHHS MPOrPaMHOI0 3a0e3nevYeHHsI

ApXITeKTypa Ta TMaTepHU IPOEKTYBaHHSI — II€ CTPYKTYpHI pIIIEHHS, Kl
BUKOPHUCTOBYIOTHCS JJIs1 TIOI0JIAaHHS OIIUPEHUX MPoOIeM Mpu po3poOIli J0AaTKY.

[Tomupeni natepuu npoexkyrBanus: MVC, MVP, MVVM ta MVL

MVC (Model-View-Controller) — ma0yTh, HaimpocTimInii Ta HaicTapilIHii
naTepH MPOEKTYBAaHHA. | 0JIOBHA i/1esl MOJIsSIrae y MpsIMOMY CIIUIKYBaHHI MK €KpaHOM

Ta MOJCIUIIO JaHMX (JKEpeso JaHMX, perno3uTopiii) (puc. 2.6).

Ty i
SANHTY E—
KopucTyeay Hatmcka View/Controller Model
[ 4——Bignoeigas
A p

Pucynok 2.6 — 3o0paxxenns ¢pynkuionyBanas MVC

MVP (Model-View-Presenter) — mie BmockoHasienudi MVC, pi3HHIS MiX
naTepHaMH y J0JlaBaHHI MK 1HTep(deiicoM Ta MOJIEIUTIO, TAKUM MPOMDKHHUM IIaPOM,
sk presenter. Presenter mae mocuiiaHHs Ha VIEW, Ta VIEW Mae TIOCHIIaHHS Ha presenter i

TaKUM YMHOM BiZIOyBa€ThCS KOMYyHiKalis (puc. 2.7).

BurnmEae—m| JanuTye )
KopwcTyeay Hatucka View FPresenter Model
[€——OHoanoe l—EBignoeigae
—

Pucynok 2.7 — 300paxeHnHns pynkiionysanass MVP

MVVM (Model-View-ViewModel) — moxxe 6ytu cxoxum vHa MVP, Tomy 1110
TEX Ma€ II0Ch CX0Ke Ha presenter sik viewModel, ane 38’5130k Mixk view Ta viewModel
Binpi3HseThess. Ha Biaminy presenter, viewModel we 306epirae mocuianHs Ha ViEw.
KomyHikamiss BifnOyBaeTbcss 4vepe3 3miHHy State y wmaci viewModel nHa sy

nianucyeThes View, a viewModel cBoero ueproro TijbKH OHOBITIOE IFO 3MIiHY, PO IO
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ompa3y K VIEW JIi3HA€TbCI Ta MOXKE JicTaTH MHOTPiOHI mami. lLledt miaxig €

HANTIONMTUPEHIIUM Ha el vac (puc. 2.8).

Janutye___ g

Bwknweae:

KopucTyBau Hatucka View ViewMaodel Model

l¢——EBignoeigae

MignucyeTses OHoamoe
Ha OHOEMEHHA

State

Pucynok 2.8 — 3o0paxkenns ¢pynkiionyBanus MVVM

MVI (Model-View-Intent) — meii matepn Baockonamoe mareps MVVM. 3
gyacom kinac MVVM wmoxe CUIIBHO pO3pOCTUCH, IO 3POOUTH MOr0 BAXKKUAM MJISI
PO3yMIHHA 4M Ae0arrinry, Ha JornoMmory mnpuiine nareps M VI, ronosHoro nepesaroo €
OJTHOCTIPSIMOBAaHUM TMOTIK JaHUX, SIKAH JO3BOJIE AY’KE JIETKO PO3YMITH 1€ 1 IO
B1I0yBa€eThCsA. AJie € 1 HEJIOJIKU: MO-MeplIe, 1Ie CKJIAIHICTh PO3yMIHHS MaTEpHY, MO-
Apyre, BUMYLIye MucaTd Oarato maOJOHHOTO KOAY, LI0 BUMAarae yacy. Alne He
3Ba)KalOUM Ha II MIHYCH, LIeH MaTepH € KpaluMm BHOOpPOM Il MaclTaOyBaHHS Ta

HiATPUMKH MpoekTy (puc. 2.9) [7].

Bignpaennae intent FaAnNUTYE—
ViewModel Moseprae intent UseCase Model
«— | Bignosi
anoBigac—
Buknukae
Bignpaenae intent
I}

KopucTyeay Hamucka

MignucyeTeca

Ha3 OHOEMEHHA, Moseprac state

State

Pucynok 2.9 — 300paxenns ¢pynkiionysanass MVC

Sk GaunTe BCi L1 MATEPHU €BOJIIOI[IOHYBAJIM OJIMH B OJIHOTO, 1 TOMY HAaCTYTTHHMA

MaTTEepPH BUPIIIYBAB MPOOJIEMH MTONIEPETHHOTO.
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Jns mporpamu s Bu6paB MVI marrepH, Tomy 110 3 HUM JIETIIE BIACTEXKYBaTH

JIOTIKY, SIKY TIHIIENI 1 JIETIIE T0AaBaTH HOBUM (yHKITIOHAT.

2.4 Bubip cxoBHIIA JJI JAHUX

VY angpoiny € BOynoBaHa iMIieMeHTarlis 6a3u qanux SQLite, Tomy mu 6yaemMo
BUKOPHUCTOBYBATH 11 JJis 30epiranHs JaHux 3 KapTku. HasBHe cminkyBaHHS 3 023010
JAHUX JIOCUTH HE 3py4He, TOMYy HaMm Tpeba BuOpaTu 3pyuHiiie st Hac APIL. S BuOpan
610miotexy Room po3po6nenoi I'yriom, ne API ans pobotu 3 6a3zoro manux SQLite.
IlepeBara pOTO PINIEHHS, 11€ MOXJIMBICTh MIJIMUCATUCS Ha OHOBJICHHS JaHUX Yy 0asi
naHux, 3pyune APl mo6 poOutu 3anuTu 10 0a3u JaHUX, MOXKJIUBICTE MITpallii 3 pI3HUX
Bepciil 0a3 JaHuX, a TAaKOXK AY>Ke 3py4yHO MHpyBaTH 1 AemudpyBaTu 1aHi.

It 36epiranns PIN kony kopuctyBauda 6a3a qanux SQLite Oyzie He 3pydHOIo,
NOTPIOHO IIOCK JIETIIe NIl 30epiraHHs Mmapy KIo4Y-3HAYeHHS. Y 1bOMY BUMAIKY €
BOynoBaHe pimeHHs Big ['yria sik SharedPreferences sikoro nocrarapo, 100 MOKpUTH

BC1 MOTpeOH.

2.5 llludpyBanus nanux

byno BupimeHo He po3poOJSITH CBOK peai3allilo  alrOpUTMIB, a

BUKOPHCTOBYBATH BXKE HAsIBHI PIIICHHS 3 PI3HUX 010J110TEK.

2.5.1 llIndppyBanus 6a3u JaHUX

[[lo6 3ammdpysatu mani B SQLite 6a3i ngaHux, HaM MOTPIOHO Oyjae nodaTH
MoMyJIsIpHY Ta nepeBipeny 0i0mioreky SqlCipher.

SqlCipher — e xpunrorpadiuna 0i0moTeka po3podacHa KOMITaHieo Zetetic
LLC, me y 2008 pormi ¥ 3 Toro 4acy BOHa craja JoBoJii momysspHoro B Android
po3po0Oiri. bibmioTeka BUKOPUCTOBYE HAUTIOMIMPEHINIUN adTOpUTM IHUQpyBaHHSI 256

oitoBuii AES anroputm 3 CBC pexumMoM, 110 BIiANOBIAAE MEPEMOXKIIO 3 paHiIIe
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MOPIBHSAHHUX aiNropuTMmiB mmdpyBaHHa. bibmoreka He Mae CBO€i peamizarii

mu@pyBaHHs, 1 LBOTO BHUKOPUCTOBYIOTBCA CTOpoHI Oibmiotexu. Ilig dac
HaJTAINTYBAaHHA MU(PYyBaHHS, MU MaEMO TiepenaT OaiToBuid mapois. [licis nepenadi
naposs, cuctema SqlCipher reHepye ko4 3a JIONOMOTOI0 CTaHAApPTy (opmMyBaHHSA
kmoua PBKDF2-HMAC-SHAS512. Ilim kamoTtoM KOXHa CTOpiHKa B 0a3i JaHUX
mUGPYETHCS OKPEMO, a PO3MIp CTOPIHKH BianoBijgae 4096 6aiiTiB, aje po3Mip MOKHA
3agaty iHmui, 4096 0aiTIiB — 3HAYCHHS 32 3aMOBUYCHHSIM.

baittoBuii maposib, kUil OyB 3rajlaHui BUINlE, Tpeba TaKOX JecCh 30epiraTw,
1HaKIIe 3JOBMHCHHMK 3MOXe aemudpyBatd ngaHi 0a3u ganux. | mo0 OGesmedyno
30epiratd maposib, HaM MOTpiOHO Oyne BukopuctoByBatn Android KeyStore i
616mioTeky Java Cipher.

Java Cipher — mnamae xpunrorpadiunmii (QyHKIIOHAT MHUPpPyBaHHS 1

nemmmdpyBanHs (IUB. Ta0I. 2.2).

Tabmuus 2.2 — [Mintpumyrounii pynkuionan Cipher

AJroputmMu Pexumu JIlonoBHEHHS
AES CBC 1SO10126
AESWrap CCM OAEP
ARCFOUR CFB, CFBx PKCS1
Blowfish CTR PKCS5
DES CTS SSL3
DESede ECB -
DESedeWrap GCM -
ECIES OFB, OFBx -
PBE PCBC .
RC2 - -
RC4 - -
RC5 - .
RSA - -
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Ak moxuna nobauutu Java Cipher nmiarpumye anroput™m AES, sikuii Ham OyB 1

MOTpiOeH.
[I{o6 3mycutu npairoBat Java Cipher Ta Android KeyStore pazom, noTpiOHo
OyJie HamMcaTH CBOIO IMILIEMEHTAIi0 JUIs 30epexeHHs mapoiis (KeyStoreHelper i

PasswordProvider).

2.5.2 lllnppysanns SharedPreferences

Jna mudpysannas PIN kopuctyBaua Mu 6yZieMO BUKOPHUCTOBYBATH MIEPEBIPEHY
yacoMm 010moteky sk EncryptedSharedPreferences, Bona 3a nac mudpye gani. binbin
toro EncryptedSharedPreferences ycmankoByeTbcst Big  BOYyJOBaHOTO — Kjacy
SharedPreferences, 110 3p00UTH Ay’ke 3pyUHUM y pa3i KO HaM Tpeda Oyzie MirpyBaTu
31 3BuvaiiHux SharedPreferences na EncryptedSharedPreferences.

3 Bubopy anroputmiB EncryptedSharedPreferences mintpumye Tinbku 256
6itoBuit AES anroputwm 3 pexxumamu CIV mis xkinrouiB 1 GCM 111 3Ha4EHB.

Ha Bigminy Bin Bpy4yHY HallMCaHMX KJAciB JiJIsl 30epiraHHsl maposis, K Ie
poOutbest st 06a3u JaHuUX, TYT Bce Jerme. Sk 1 B NepuiomMy BHUIAJKY, MapoJib
30epiraetbes 3a gonomororo Android KeyStore, ane cTBopeHHs mapodis Ta 30€pexeHHS
B Android KeyStore pobutbcst B 0i0mioTeli i KamoToM.

I ux stKOCTEH ORI HiK JOCTAaTHBO, 00 00patu EncryptedSharedPreferences

s 30epiranss PIN xoay Ta iHIIMX KiIr0Y-3HAYCHHS JaHUX.

2.6 Bubip cucremu BnpoBakeHHst 3aiexknocti (D)

[Ipu po3po0i1i goaTka, 3'IBIASE€ThCS Ay’Ke 0arato 3aJeKHOCTEH 1 1HIIami3amis
KJIaCy CTa€ BXKKOIO MPAIICto, a TOMY € 0€3MePEeYHO CyTTEBUM BUKOPUCTOBYBATH ITOCH,

10 3MOTJIM O MOJETTINTHU 1HIIIATI3aIi0 KIaciB, 1 Ha 1€ TPUXOAUTh TaKUM MaTepH SK

Dl.
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DI — e maTepH npoeKTyBaHHS HAIlIJICHUH Ha CIIPOIICHHS 1HIIIaIi3alii Kiacy,

[ JIOCSTAEThCSA 3a JOMOMOIOI0 HANMCAaHHS 1HCTPYKINI iHiIiami3aiii KOMIIOHEHTIB.
[cHyrOTh pi3H1 Bapiallii peanizailii BIPOBaKEHHS 3aJI€KHOCTI:

—  BOPOBa/DKCHHA KOHCTPYKTOpa — Yy Il peamizamii BIPOBAIKCHHS
BIIPOBA/KYIOTHCS U€Pe3 KOHCTPYKTOP KIIacy;,

—  BHIPOBaKEHHA 1HTepdency — el cnocid BU3Hayae peanizaiiio 00’ eKTa
3aneXHO BiA 1HTepdeiicy, ToOTO s pi3HUX 1HTep(deiiciB Moxke OyTH pi3Ha
1HIIlAT13a14;

—  BIPOBAHKCHHS ceTepa — CIOCiO, J€ BIPOBAKEHHS PEaNi3yeThCA 3a
JIOTIOMOTOI0 CETEPiB 00’ €KTA.

VY anapoin po3pooil, € KiJTbKa MOMMPEHUX Bapiallii 010110TeK M0 peani3yoTh
DI:

—  Dagger 2;

—  Dagger Hilt;

—  Kaoin.

Dagger 2 — ue onuu i3 Haunmomwupenimux DI nns Java, sxuit mpo6pe
iHTerpyeThes B aHIpoin po3pobwi. Moro BinMiHHa prca, Lie TeHepalis Java Koxy sKuii
3aCHOBAaHUI Ha aHOTAIlISX, CBOEIO UEPrOI0 1€ 3reHepOBaHUI KOJ /1a€ MOXKIIMBICTh
noOyxyBatu rpad 3aneKHOCTEH, sSKuiM (OpMY€EThCS TiJ 4ac KoMIUIsLii. HasBHICT
rpada 3anexHocTel 3a0e3neuye O6e3rneky Ha piBH1 komnuiii. [lle cepen mirociB BapTo
3a3HAYUTH Takl: €PEKTUBHICTH 1 OMTUMI3allisl KOAY, MOXKIIMBICTH BUKOPUCTAHHS 3 Java
ta Kotlin xogoM, MonybHICTh (POOUTH KOJ JIETKO MiATPUMYyBaHHM). 3 MIHYCIB IIE:
BEJMKA KUIBKICTh IIA0JOHHOTO KOAY SKHMM TpeOa NUCaTH, MEHIIA IBUAKICTh
KOMITUTIOBAHHS TIPOEKTY Ta CKIIAHICTh BUBUCHHS.

Dagger Hilt — ne nagOynoBa mag Dagger 2, BoHa Mae CXOXi HEJOMIKH Ta
nepeBary, aje € 1o BIAPI3HIEThCS . Kpallla IHTeTpallis 3 aHIpOoiIoM, MEHINA KIJTbKICTh
mabIoHHOTO KoMy Ta jermie BuBuntd HiX Dagger 2. Takox Tpeba 3a3Ha4uTH, 110
Google pexomennye neit miaxin [7].

Koin — ne#t miaxin 3Hauno BiapisHseTses Big Dagger 2 1 Dagger Hilt, Bin e

BUKOPHUCTOBYE KOJOTCHEpAIlil0 Ta HE TEeHepye rpad 3ale:KHOCTEH, aje BiH JTyXKe
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3py4HH, TOMy 110 BUKOpucToBye DSL juist BU3HaYeHHs 3a1eXHOCTeld. X0U TOJI0BHA

MoBa Jiis1 6i0mioTekn, e Kotlin, BiH yce oqHO Moke miaTpuMye Java. 3 ILTociB Iie:
Majia KUTBKICTh IIAOJIOHHOTO KOAY (IIBHAKICTH PO3POOKH), JTOOpE 1HTErpyeThCs 3
Kotlin (BukopucToBye niepeBaru MOBH), JCTKHH JIJII BUBYCHHS, Ma€ HU3bKUH PIBCHb
BIUTMBY HA MIBUIKICTh KOMIIUTIOBAHHSA Ta MOMAYJBHICTb. 3 MIHYCIB II€: BiJICyTHICTb
Oe3neKky Ha pi1BHI KOMIIALIT (ITpH HEMpaBUJIbHIN KOH(ITYypallii, 0y1e KMIaTH TOMUJIKH
i1 Yac BUKOHAHHS MTPOTpaMH ), Mae Tipury edexTuBHicTh Koy Hixk Dagger 2 [8].

Jliis moro nomatka st oopaB Koin sik DI, Tomy 1110 11e Hal3py4HIIIe pillleHHs 3
BUIIETICPETIUCHUX CUCTEM BIIPOBAKEHHS 3asiexHOCTel. E(DeKTUBHICTD SIKY IPOTIOHYE

Koin € moctaTHBOIO 17151 TOTPEO 3aCTOCYHKY.

2.7 Bubip incTpymeHTy A1 cTBOpPeHHs iHTepdelicy KopucTyBaya.

AHJIpOil BUKOPUCTOBYE 3a 3aMOBYEHHSIM BOynoBaHui iHcTpymMeHT XML
Layouts, ane HemoaBHO 3’ IBHBCS HOBMI miaxia y po3poomi Ul sk Jetpack Compose.
Bin OyB anoncoBanuii me y 2019 pomui na Google /0, a Bxe y 28 nunust 2021 poky
OyJa BHITyIIICHA Tepia cTadiabHa Bepeis 0i0mioTexu [9].

Po3pobka inTepdeticy kopuctyBaua 3 XML Layouts 31iliCHIOETECS Ha MOBI
XML, ne mu ctBOproemo View (0a30Buit Ki1ac BCiX Bi3yalbHUX eJieMeHTIB). ICHye nBa
THUITYy €JIEMEHTIB KOHTEHHEP 1 KOHTEHT, KOMO1HAI[isl BKJIAJAECHb IIUX €JIEMEHTIB CTBOPIOE
Ul. XML kon koMmmimroeTbest y Java mij 4yac KOMIUIALII, KM BUKOPHCTOBYETHCS
aHgpoin cucremoro s BigoOpaxkenns Ul. Ilelt miaxin € jerkum ajis BUBYECHHS 1
BUKOPHUCTOBYBABCS JIOBIUI Yac, ajie BiH Ma€ CBOI HEJIOMIKHU: MO-TIEPIIIe, 11e CKIIaTHICTh
pO3pOOKK CKIAAHUX VIEW, TO-Apyre, moTpedye OaraTo IIabJIOHHOTO KOAYy — IO
3pPENITOI0 CIIO’KMBAE Yac.

Jetpack Compose — no3Bossie po3pobsiti Ul 3a 1omomMororo aekiapaTiBHOTO
cuHTtakcucy Ha ocHoBi Kotlin. bidmioreka BHKOPHUCTOBYE PEaKTHBHY MOJCITb
nporpaMmyBaHHs i OHOBIeHHs composable (kommonent B Jetpack Compose).

Onosnenns composable eneMeHTIB 3/1HICHIOETHCS OHOBJICHHSM TUTBKU TIOTPIOHUX HAM
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eleMeHTiB, Ha BinMiny XML Layouts ge Mu OHOBIIOEMO IUIMH €KpaH 3apaju OJHIET

view.

[Tepesaru Jetpack Compose nax XML Layouts:

—  Kotlin cunrakcuc;

—  peakTHMBHA MOJENh MPOTPaMyBaHHS;

—  e(eKTUBHICTh Ta ONTHUMI3AIlis;

—  MBHUAKICTh PO3POOKH,

—  3PO3YMLIICTh KOLY;

—  jerme po3poousatu ckinanni Ul enemenTy;

—  Google monyaspusye 1eit METOI PO3POOKH.

[TepeBarn XML Layouts nax Jetpack Compose:

—  JIETKO BUBYHTH,;

—  MCHII KPUTHUYHI IOMUJIKH B KOJII;

—  cTaOuIpHIIIE HAa TaHUN 4ac.

S obuparo Jetpack Compose, Tomy 1110 y MoeMy A01aTKy s Maro ckimagaui Ul
¢JIEMEHT, TakoK Joxarok Mae Google nuzaitn Material 3 1 3 miero 6101i0TEKOO JIETTIIE
IMIUIEMEHTYBaTH HOro, 1 HE MOXXHA He 3a3HauuTH, 110 Jetpack Compose Haiikparie

npairoe 3 MVI.

2.8 OnTumizanis ta oesnexka APK

[Tig gac ctBopenns peniz APK mu Oymemo BukopuctoByBatn R8. R8 — 11e
po3pobnenuit 'yriom ontumizatop 1 obdyckatop komay. Bmepime BiH OyB 3a
3aMoBueHHsM BcTtaHoBiieHuit B Android Studio 3.4, me 17 kBitHa 2019 poky,
NPUUATIOBIIM Ha 3aMiHy ctapomy oodyckatopy ProGuard. R8 mparroe mBuame Hix
ProGuard i Buxoauts APK MeHIIIIM po3mipoMm.

["onoBHi ¢pynkuii R8:

—  oOdyckaris koay;

—  BHJIAJICHHS KJIACIB 1 PYHKIIIH, 10 HE BUKOPUCTOBYIOTHCH;

—  OmTHMI3aIls KOIY;

—  BHJIQJICHHS PECYPCIB, [0 HE BUKOPUCTOBYIOTHCS.
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3 PO3POBKA ITPOI'PAMHU

3.1 AHaJti3 BUMOT 10 3aCTOCYBaHHS

3.1.1 Konnenmuis

HeoOxiaHO po3poOUTH 10AATOK, IO J03BOJSE KOPUCTyBauaM 30epiratu jaaHi
KapTOK.
JlomaTok 1OMOMOXKe MaTh KOPUCTYBAaueBl MIBUAKUN JAOCTYI IO MOTO KapToOK,

IIpH IIbOMY 30epiraHHs KapTOK € TOBHICTIO OC3IIEUHNM.

3.1.2 ®yHkuioHAAbHI BUMOTH /10 CUCTEMH

KopuctyBad moBuHEH MaTl MOKIIMBICTh T0AAaTH OAaHKIBCHKY KapTKy BPY4YHY.

KopuctyBau mNOBMHEH MaTh MOKJIMBICTh 3allOBHUTH JIaHI CKAaHYBaHHSIM
KapTKHU.

KopuctyBad moBUHEH MaTH MOKIIMBICTh peJaryBaTH KapTKy.

KopucrtyBau moBUHEH MaT MOKJIMBICTh BUAAIUTH KapTKY.

KopuctyBau mOBHHEH MaTh MOXJIMBICTh HAaJAIITyBaTU 3OBHIIIHIA BHUIJISA
KapTKH.

KopuctyBau noBuHeH Matu MOJIUBICTh BcTaHOBUTH PIN ko,

KopuctyBady TOBMHEH MaTH MOXJIMBICTh pPO30JIOKYBaTH JOJATOK 32
JIOTIOMOT'OFO BIJOWTKA MaJIbIA.

KopucrtyBau noBuHeH Matu MOAJIUBICTh CKUHYTH PIN ko/I.

Cucrema noBuHHa 0J1I0KyBaTH po30J0KyBaHHA Ha 30 CEKyHI, IKIIIO KOPUCTYBaY
3poOuB 5 HeBIAMUX Crpod aBTOopM3arlii 3a JomoMoror BBoay PIN komy.

CuctemMa noBMHHA 0JIOKYBaTH p0o30JIOKYBaHHS 3a JIOTIOMOTOF0 BIJTOMTKA MAJTbIIs
Ha 30 ceKyH]I, IKII0 KOPUCTYBau 3p0OUB 5 HEBAAINX CIIpoO aBTOpU3AILi] 32 IOTIOMOT 010
B1IOMTKA TAJIBII.

Cucrema MOBUHHA MaTH BaJIiJAIliI0 JAHUX KApPTKH, 1[0 BBOJSATHCS.

KopucrtyBau nmoBUHEH MaT MOJIUBICTh TaTH CKOIMIOBATH HOMEDP KAPTKH.

Cucrema noBuHHA M (PyBaTH AaHi, 0 30€piraloThCsl.



31
Buxigauit ko cucteMu MOBMHEH OyTH 00(yCKOBaHUM.

Cucrema MOBHHHA 3a00pOHATH MOMJIMBOCTI MEPETJIsily BHYTPIIIHBOI MMaM'aTi
JoJaTKa.

3.1.3 Cnenndikauisi npenenenty «Po3010xyBaHHs 1ogaTKa»

Y tabnumi 3.1 HaBoaAUThCA cnerudikaiis npemeneHTy «Po30mokyBaHHs

OATKa.

Tabmuug 3.1 — Cneundikauist npeueaeHTy «Po30g0KyBaHHS A0JaTKa»

OCHOBHUI

KopucryBau
BUKOHABEI[b

3arrikaBieHi ocoou | Jlomatox

Kopucrtysau 3anaB PIN xox y nomatky, y neBaiica € ckaHep

[lepenymoBa }
peiy BIJIOUTKA IAJIBIIA
KopucrtyBau ycmimHo po30JIOKyBaB JI0JAaTOK, Ta OTpPHUMaB
ITocTymoBa PUCTYBad y b yBaB JI0/aTOK, Tp
JOCTYM 10 30€peKEHUX KapTOK
Al. KopuctyBau BiIKpUBa€ J0/IaTOK.
. A2. Kopucrysau.
OcHOBHUI pacTy _
" a. sBBoauth PIN ko;
CIIeHapii

b. ckanye BiZOMTOK MabIIs.
A3. Cuctema po30JI0KOBY€E TOAATOK.




Kineup Tabaum 3.1

OCHOBHUI
BUKOHABEIb

KopucryBau

AnpTepHaTUBHI
cueHapii

B1l. Skmo kopuctyBau He 3aaaBaB PIN ko
a. KopucTtyBad BBOauTh HOBUM PIN koa 1 HaTtuckae
«Jlamiy,
b. kopuctyBau migTBepmkye PIN kxom moBTOpHHM
BBEJICHHSIM 1 HaTHucKae «IlixTBepauTny;
C. KOpUCTyBad p0o30JIOKOBYE JOJIATOK.
B2. Axmio micns kpoky A2.a, kopuctyBau BBiB HeBipHUH PIN
KOJI.
a. KOpUCTyBa4eBl HATAETHCS 4 TOIATKOBI CIpOOH,
b. micis 5 HeBnanux cnpoo, cucreMa o6itokye Big PIN
K011y Ha 30 CeKyH]I.
B3. Skmo micns kpoky A2.b, kopucTyBau MaB HEBIATy
cripoOy po30JI0KyBaTH J0IaTOK 32 JOTIOMOT'0I0 CKaHYBaHHSM
B1IOMTKA ITAJIBII.
a. KOpHCTyBa4eBl Ha/Ia€ThCs 4 10AATKOBI CIIPOOH;
b. micnig 5 HeBmamux cmpob, CUCTeMa IIOBEPTaE
MOMIIKY 1 OJIOKy€ CKaHyBaHHS BIJJOMTKA MasbIs
Ha 30 CEeKyHI.
B4. Sxmo xopucryBau He nmam’stae PIN kox, To BIH Moxe
HOTr0 CKUHYTH:
a. kopuctyBad Hatuckae «He mam’sraro PIN kon»;
b. cucrema BimoOpakae miayior i3 MOMEPEIKECHHSIM
PO BHJIAJICHHS JaHUX;
C. KOpUCTyBad HaTUCKae « Tak, BUIATUTH BCl TaH1»,
d. mam mosTopuTH aii y B1.

3.1.4 Cnenndikauisi npenenenty «logaBaHHs KaAPTKH y 10AATOK»

Tabmuns 3.2 — Cnenudikairis npeneneHTy «{omaBanHs KapTKu y T10JaTOK»

OCHOBHMUI
BUKOHABEIb

KopucryBau

3arkaBieH1 ocoou

JlomaTok

IlepenymoBa

KopuctyBau po36;10KyBaB 101aTOK

[ToctymoBa

KopucryBau ycmimHo a0/aB KapTky, 1 Moxe i1 OauuTu B
Kapycei KapToK
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Kineup Tabmaumm 3.2

OcHoBHUI
CIIeHapii

Al. KopucryBau 3HaxoAUThCA Ha TOJOBHOMY €KpaHi
J0/1aTKa.

A2. KopucTyBau HaTHCKA€ Ha KHOTIKY «+».

A3. Cucrema mokasye J1iajoroBe BiKHO JOJaBaHHS KapTOK.
A4. KopuctyBau BBOAUTH JaHi KApTKH.

A5. KoprcTyBau HaTUCKa€e Ha KHONIKY «30epertuy.

A6. Cucrema mudpye naHi KapTKU Ta 3aBaHTaXye B 0azy
JTaHHX.

A7. CucreMa X0OBa€ J1iaJIoTOBE BIKHO.

A8. CucremMa aBTOMaTUIHO BUTATYE 1 Aemndpye IaHi.

A9. KopucryBau 6auuTh 10AaHy HOBY KapTKy B Kapyceni
KapTOK.

AnbpTepHaTUBHI
cueHapii

B1l. Ilicis xpoky A4, KO0 KOpUCTYyBad BBIB HEKOPEKTHI
JlaHl, TO KHOTIKa «30epertu» Oyje 3a0JI0KOBaHa, 10 MOMEHTY
KOJIM J1aHi Oy1yTh BBEJIEHI KOPEKTHO.

3.2 ApxiTeKTypa i cTpyKTYpa A0AaTKa

33

HNonarox notpumyerbes Yucroi Apxitektypu (Clean Architecture), a Tomy

po30uTHif Ha Moyl o mapam [10].

[TepeBaru po30UTTS HA MOMTYI:

—  TIOJILJI JIOTIKH 3a IIapaMH;

—  Nepe-BUKOPUCTAHHS KOAY;

—  00MeXeHHsI ToCTymy 10 (aitis,;

—  TIOJIMILYE TECTYBAHHS,

— HE3AJIEKHICTD.

Mopyni nonaTka:

a)  J10aaToK (8pp) — rOJIOBHUN MOJYJIb, SIKHIA 3B’s3Y€ BC1 1HIII MOJIYJII;

0) mnpesenTamis (presentation) — rpyma Ul momymiB, 3 SKMMH B3aeMOJIi€

KOpPHUCTYBaY:

1) OnokyBanHs (auth) — Momynb, SKHH BIJANOBiJAa€ 3a HagaBaHHS

JOCTYITY JI0 A0JIaTKa KOPHUCTYBAYERI;



34
2) wmiii ramadens (my wallet) — y mpomy Bumagky rojoamii Ul

MOAYJh, € MU MOXXEMO J0JIaBaTH, pearyBaTH, BUIAIATH Ta TMEPErsiiaTu

KapTKH,

B) momeH (domain) — Moyib, 1110 BiJIOBiTae 3a Oi3HEC-JIOTIKY JI01aTKa, BiH
3B’s13y€e Ul Moynb 3 MOAyJieM JUist JaHUX;

r) ngani (data) — moxyIib I B3aEMOJIIT 3 JaHKUMH. MOTyJIb, SIK IPaBUIIO, Ma€
BIJIMTOBIIaJILHICTG 32 JIOKAJbHI (0231 TaHWX) YU BiJIaJIeHH] (CepBep) 3alpoOCH, Y ITbOMY
BUIAJIKY, 1€ TUTbKHA poOOTa 3 6a3aMu JIaHHX;

) saapo (COre) — rpyma MOJIYJIB, IO 00’ €qHYE MOJIYJ, SKi MOXYTb OyTH
BUKOPHUCTAaHI B 1HIIAX MOIYJISX:

1) xommoHeHTH (COMponents) — Mo ayJib ist 3aranbHuX Ul eIeMeHTiB;
2) 3arajbHe (COMMON) — MOAYJb JUIA SKHMXOCh KOPHCHHUX KJIACiB,

GyHKIIIM 44 KOHCTAHT, K1 MOXKYTh OyJly IEPEBUKOPHUCTAH1 y PI3HUX MOJYJISX,

K1 HE TIOB’s13aH1 MIXK CO00I0 3a JIOT1KOIO;

3) Temu (theme) — moaynb, MO BIAMOBIAA€ 3a TeMy JOJaTKa, BiH

MICTUTB B 001 KOJIbOPHU Ta KOHCTAHTH JIJIsl PO3MIpIB,;

4) mapiramis (navigation) — Moaysb, IO MICTUTh HAaBIraIilo Mix
€KpaHaMU Ta JIOTIKY JOMOMIXKHUX KJIACiB ISl HaBiraiiii,

5) posmnizHaBaHHs KapTok (card recognition) — MoyJib, 1110 BiNOBIIa€
3a JIOT1KY pPO3Mi3HAaBaHHS KapTOK 3a JOTIOMOT 00 KaMEpH.

JlonaTok Mae MOy, /i€ KOXKHUM 32 HUX MOXE MaTH 3aJCKHOCTI JI0 1HIIHUX

MonaymiB (puc. 3.1).
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Oonartok / app / _— ;\
| 3aransHi / common
MpeseHTauisa / presentation

Mii ramarels / Pog'j"aHaBa‘HHq Temu | themes
mywallet kapmok |
g cardrecognition

EnokysaHHa [ auth

Komnoxertw /
components

—>
Hagirauis / navigation
* '

- 3aNEeHHICTE MoaynA "BnokyBaHHA"
- 3aNEKHICTL MOAYNA "Mii raMaHels”

Y h A
_  3a3nekHicT: Mogyna "OoMeH"
Dani/ dala - 3aNEXHICTL MoAyna Po3nisHaBaHHA KapToK'
-~ 3ANEKHICTE MOZYNA "KOMMOHEHTH"

Pucynok 3.1 — 300paskeHHs1 3aJIe)KHOCTEM MOJIYJIiB ToAaTKa

Jowmen / domain

3.3 IIpoexTyBanHs inTepdeiicy

3.3.1 /Iuzaiin cucreMa i Jokajizamis

[arepdeiic Oyne Hanmucanuii 3a ponomororo Jetpack Compose, sik Bxke Oyio
3a3HAYCHO y MYyHKTI 2.7, TaKoXX TaM OyJI0 3a3Ha4€HO, II0 CUCTEMOIO Ju3aiiHy Oyje
Material 3.

Material 3 — e nu3aiin cuctema cTBOopeHa ['yrioM 3 BiAKPUTHM BHXIJTHUM
kozoMm. 22 xxoBTHs 2022 poky Jetpack Compose 6i6mioTeka, 1o miarpumye Material 3,
Oyma Bmepiie orojorieHa cradinpHo [11]. BiaMinHa puca au3aiiH CHCTEMH IS
aHJpOin JoJaTKa, MOJArae y JUHAMIYHIA MaliTpl KOJIBOPIB TEMH BIAMOBITHO 0
CHUCTEMHHX KOJIbOPIB, ajie Tpeba 3a3HAUUTH, 110 el (QyHKLIOHAT JOCTYIHUNA TIIbKU

nouynnarouu 3 Android 12 (puc. 3.2).
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Android 12
(ceiTna Tema)

Android 12
(TeMHA Tema)

Android 11
(cBiTna Tema)

1t lnoks ke, you havent added
any cards yet.

Android 11
(TeME] Tema)

1t Inoks ke, you havent adied
any cards yet.

Pucynok 3.2 — Material 3 Ha pi3HHX Bepcisfix aHApOina 1 3 pi3HUMHU TeMaMHu

Sk MoxkHa mobauntH, Ha Android 3 Bepciero 12, majiTpa AMHAMIYHA — TeMa

nojaTka 30iraeTbcs 3 Kosbopamu Immanep. Ha Android 11, ixma cutyanis — Mu

BUKOPHUCTOBYEMO MPOMHCAaHI MOMEPEHHO KOJIbOPH (UB. Tadm. 3.3).



Tabmus 3.3 — Iamitpa koawopiB s Android 11 1 Hmkue
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Android 11 >= (cBitia)

Android 11 >= (TemHa)

Material 3 light colors palette #*/

LightPrimary = Color( color BxFF714D9F)

White = Color( color BxFFFFFFFF)
LightPrimaryContainer = Color( color @xFFEEDCFF)
LightOnPrimaryContainer = Color( color @xFF2AB054)
LightSecondary = Color( color BxFFOB&58F)
LightSecondaryContainer = Color( color @xFFC7E7FF)
LightOnSecondaryContainer = Color( color BXFFOO1E2E)
LightTertiary = Color( color @xFFOB6A64)
LightTertiaryContainer = Color( color BxFFFFDADS)
LightOnTertiaryContainer = Coler( color @xFFOO201D)
LightError = Coler( color @xFFBA1A1A)
LightErrorContainer = Color( color. OxFFFFDAD6)
LightOnErrorContainer = Coler( color OxFF410002)
LightBackground = Color( color BxFFF7EDFF)
LightOnBackground = Color( color: @xFF24005A)
LightSurface = Color( color @xFFF7EDFF)
LightOnSurface = Color( color OxFF24005A)
LightOutline = Color( color 8xFF7B757F)
LightSurfaceVariant = Color( color: OxFFEBEQEB)
LightOnSurfaceVariant = Color( color OxFF4A454E)

Material 3 dark colors palette *
DarkPrimary = Color( color BxFFD9BYFF)

val DarkOnPrimary = Color( color OxFF401B6D)

val DorkPrimaryContainer = Color( color @xFF583485)
val DorkOnPrimaryContainer = Color( color OxFFEEDCFF)
val DarkSecondary = Color( color: BxFF86CFFF)

val Dark0OnSecondary = Color( color OxFFOO344C)

val DarkSecondaryContainer = Color( color OxFFO04C4D)
val DarkOnSecondaryContainer = Color( color @xFFC7E7FF)
val DarkTertiary = Color( color: OxFF58DBCF)

val DarkOnTertiary = Color( color BxFFRO3733)

val DarkTertiaryContainer = Color( color @xFFOO584B)
val DorkOnTertiaryContainer = Calor( color @xFF71F7EB)
val DarkError = Color( color @xFFFFB4AB)

val DarkOnError = Color( color BxFF698005)

val DarkErrorContainer = Color( color. BxFF93000A)

val DarkOnErrerContainer = Color( color xFFFFDADG)
val DorkBackground = Colar( color BxFF1D1B1E)

val DorkOnBackground = Color( color OxFFE7E1E5)

val DarkSurface = Color( color BxFF1D1B1E)

val DarkOnSurface = Color( color @xXFFEADDFF)

val DarkOutline = Color( color: OxFF958E99)

val DarkSurfaceVariant = Color( color BXFF4A454E)

val DarkOnSurfaceVariant = Calor( color @xFFCCC4CF)

CrocoBHO JIOKaji3allii, TO J0JAaTOK MIATPUMY€E JBlI MOBH, 1€ YKpaiHChKa Ta

3.3.2 Po30ip expaniB

aHriiicbka. Bubip MOBM B1JOYBA€ThCS Y CUCTEMHUX HAJIAIITYBAaHHSX.

SKI0 MOAMBUTHUCS Y KOJ, TO MM MAaeMO TUTBKH JBa ekpaHu: «biokyBaHH»

MOYKJIMBICTh BIJIKPHBATH CIUIMBAIOUl BIKHA.

(puc. 3.3) i «Kapycenbka kapTok» (puc. 3.4), ajie BOHM MaloTh pPi3HI CTaHH Ta
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3a07T0KOBaHHI eKpaH P030710KyBaHHA P0307I0KYBaHEA CKAaHYBaHEAM
OTOKYBaHEA BeefeHEAM PIN BIZOHTKY matena

Enter PIN code

Jiaorose BiKHO
TONepPeTKEHEA CrsopeHHa PIN koay Nigreepaxexns PIN kogy

10020MT 3 8 - D

Enter PIN code
000 AR NS

If you want to reset the PIN code, all youfdata in
the application will be erased. Are yougfure
about this, thoro will ba no possibill

the data?

[ ] ® < ] ® < [ ] ® <

10020MT # 0 8 10020MT 3 & - D

Don't remember your PIN?

Pucynox 3.3 — 300paxeHHs HaBiraiii ekpany «bIoKyBaHHS
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Jianoroee BiKHO J0JaEaHHR/ Jiamoroee BiKEO BHOOPY
EKpaH KapyCelBKE DEZaryEaHHs KapTok 200paxenns

10:00 PMTE B - E 04 PMTET 3 8

1234 5678 1234 5678

1225

1234 5678 1234 5678

@
% Photos Albums
1234567812345678 Aecent
= e
1225 S— —
L] = @ ==
SaheioT A — -
Yehor 2|-;1 ‘
Verficaisen ifibe . =
1 = i
[ '
000
000
- - -
200 o000
[ ] ) -4 L] ] 4 L] ® “

Pucynok 3.4 — 300paxkeHHs HaBiraiii ekpany «Kapycenbka KapTok»
VY HacTtynHuX yacTuHax Oyje po30ip KOKHOTO €KpaHa Ta iX KOMIIOHEHTIB.
3.3.2.1 Po306ip expana «bJIOKyBaHHSI»
Expan «brnokyBaHHS» MpeACTaBisie€ MEPIIMNA €KpaH SIKUKA BU MOOAYuTEe MpHU
BIIKPHUTTI JoaaTKa. BiH BiMOBiAa€E 3a 3aXKUCT IOCTYITY IO JOJATKA.
Ha expani «biiokyBaHHs" y Hac € iBa MOTOKHU: «PO30JIOKYBAHHS» 1 «CTBOPEHHS
PIN xomy». KoxxeH moTik Mae cBO (PyHKITIOHAJIBHICTH 1 CBOT CTaHH.

3.3.2.2 lloTtik «P03010KyBaHHS»

[ToTik «P030610KyBaHHs» Ma€ CTaH 300pakeHui Ha puc. 3.5.
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LoginState

String?

Pucynok 3.5 — Ctan notoky «Po3010KyBaHHS»

[ToTik «p030J0KYyBaHH» Ma€ TaKy (PyHKI1OHAIbHICTB:

—  po30JIOKyBaHHS 3a JIONMIOMOTOO B1IOUTKA MabIs. J|j1s 1bOro s po3poOuB
oOroptky aiisa ryriiBcekoro AP, sikuii qonomMarae npamtoBaTti 3 010miotexoro. Ilicns
BUKJIMKY (YHKIII Ha BiJIOOpaKEHHS CIUIMBAIOYOTO0 BIKHA, MM TEPEBIpIEMO Ha
NMepeOUIbIIEHHS TOMIIKOBUX CHpo0, 1 SKIIO MU TEpeOUTbIIMIN iX, TO MH
BimoOpaxkaeMo MoMMIKy (puc. 3.6), sKimo Hi, To 6i0moTeKa BioOpakae CILTUBAIOYEC
BikHO (puc. 3.7);

—  posOnokyBaHHsi 3a  jgomomororo  BBeneHHs  PIN  kxomy. Ia
(YHKLIOHATBHICTh MICTUTh B €001 nudepOnaT, KU y JIIBOMY HIKHBOMY KYTY
BiJI0Opaka€ KHOMKY JJiE BUOOPY METOy BXOJY 4Yepe3 CKaHyBaHHS BIJOWTKA MaJbIls
(SIKIIO MTPUCTPIN HE MIATPUMYE LIEH METOJT BXOY, MU XOBA€EMO 11O KHOTIKY ), Y IPABOMY
KyTy Ma€ KHOIKY «CTepTH», yci 1Hmi kHomku — e 1udpu. o6 miapaxoByBaTu
KUTBKICTh BBEJEHUX CHMBOJIIB, OYyJI0O HaMKMCaHO CIEliaJibHe T0Jie Jisl BBOIY
yoTupu3zHauyHoro 3HauyHoro PIN komay, mpu BBOAI KOAy, cHCTeMa HE BijgoOpaxae
BBEJICHI ITU(DPH, TUTBKH X KIJTBKICTh. SIKIIIO KOPUCTYBay BBIB 5 pa3 HEBIpHUIA KO, HOTO
ekpaH 0j10kyeThes Ha 30 cexyn (puc. 3.8);

—  ckuaanss PIN kogy. fIkiio kopucTyBad HEe MOKe PO30JI0KYyBaTH J0JATOK
1 Bce OJJHO XOu€ MPOJOBXYBAaTH KOPUCTYBAaTUCS TOJATKOM, TO BIH Ma€ MOKJIHUBICTh
ckunyTtu PIN ko, st uboro y camomMy Hu3sy € kHonka «He mam’araere Bam PIN kon?»,
noTpiOHO HATUCHYTH Ha Hei. [licms 1bOro BIAKPUETHCS CIUIMBAIOYE BIKHO, SIKE

noneperkae, 1o BCi AaHl OyayTh BUAAICHI, SIKIIO MPOJOBKUTH. BIKHO monepeyKeHHs
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Mae nBi KHomku: «Hi, ckacyBatn» Ta «Tak, s Xo4uy BUAQINTH JaHl A0JaTKay. SIKIIO

HATHUCHYTH Ha TEPITy KHOIIKY, TO BIKHO MOTepekeHHs XoBaeThes. 11100 HaTHCHYTH Ha
JIpYry KHOMKY cJij BuUYekaTu 15 cekyHa (e Oyno 3pobiieHo, mo0 3amobirtu
BUITAJIKOBOTO 1 HEOOJyMaHOTO HATHCKaHHS), B pa3l HATHUCKaHHA, TO BCl JaHi
BUJAJISIIOTHCS, BIKHO TOMEPEKEHHS XOBAETHCA Ta CUCTEMA 3MIHIOE «PO30JIOKYBAHHSD)

Ha «cTtBopeHHA PIN xomxy».
Too many attempts. Please try again
later.

Pucynox 3.6 — I[loBigoMeHHS IEPEBUIIICHHSIM CITPOO

Scanto login

®

h the fingerprint sensor

ENTER PIN CODE

Pucynok 3.7 — JliayioroBe BiKHO JIsl CKAHYBaHHS BIAOWTKA MaJIbIIs

Enter PIN code

000
000
000
000

Pucynok 3.8 — Po36sokyBanns 3 PIN 1 OnokyBanHs ekpaHa
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3.3.2.3 Ilotik «CTBOpennst PIN koxy»

[ToTik «CtBOpennst PIN koxy» Mae ctan 300paxeHuit Ha puc. 3.9

SetPINState ConfirmPINState

String String

Pucynox 3.9 — Ctan noroky «CtBopenHst PIN xomxy»

[ToTik «cTtBOpeHHs PIN komy» mae Taky (pyHKIIIOHAJIbHICTD:

—  BuragyBanHs PIN koxy. Y mipomy kpoiii kopucTyBau mae 1udepoiar, Ha
SKOMY JIOAATKOBO PO3TAalllOBaHa y MPAaBOMY HMKHBOMY KyTi KHOIIKA «CTHpPaHHS». 3a
s BijoOpaxkeHHs BBegeHoro PIN koxmy, cucTeMa nepe-BUKOPHUCTOBYE MOJIe BBOIY 31
CTaHy «p030JIOKYBaHHs», ajie Y IbOMY BUIAJKy CHCTEMa IMepeaae mapaMeTpoM J103B1LI
Ha BiJOOpakeHHs BBeAeHUX Ludp. Y camomy npaBoMy BEPXHbOMY KyTI MU MAaeMO
KHOTIKY «JIaJTi», SIKa 32 3aMOBYCHHSM 3a0JI0KOBaHa, 100 ii po306iaokyBaTH, Tpebda, 1moo
moJie BimoOpakeHHs 1udp, 0yio 3amoBHeHe (puc. 3.10);

—  miarBepmxkenHs PIN kony. [arepdeiic Tpoxu Bipi3HIETHCS Bl
OCTaHHBOTO KPOKY. ¥ JIIBOMY BEpXHBOMY KYTY JI0J]alaCh HOBA KHOTIKA «HA3a1», KA
MOBEPTA€E KOPUCTYBAU Ha MOMEPEIHINA KPOK. Y TIpaBOMy BEpXHBOMY KYTY 3MIHUIIACS
KHOIIKA «JaJT1» Ha «IIATBEPAUTHY, aJie IPABUIIO PO30JIOKYBaHHS 11 HE 3MIHUIIOCH
(puc. 3.11). Skiio BBeAEHUI KO/ HE BIANOBITAE KOAY 3 MHHYJIOTO KPOKY, TO
KOPUCTYBa4 OTPUMY€ OMIIIKY (puc. 3.12). Y Bunaaky yCHiliHOTO MiTBEpKEHHS,

KOPHUCTYyBaya repeMimiae 10 ekpana «Kapycenbka KapTOK».



3:08PMT » B il B G 3:08PMO » B

Set PIN code Set PIN code

i NN B il B NI N

a ® < a ® <

Pucynok 3.10 — Kpok crBopensst PIN koxy

3:14PMT » B il ol B G 3:14PMT » B

Confirm PIN code Confirm PIN code

1
®

a 4 a

Pucynok 3.11 — Kpok ninrBepmxenns PIN xomxy

Entered PIN codes don't match, please
try again.

Pucynox 3.12 — [loBimomnenns npo He301xkHICTH PIN ko/iB
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3.3.2.4 Po36ip expana «Kapyceiabka KapTOK»

Expan «Kapycenbka kKapTOk» — 1€ TOJIOBHUU €KpaH Jie MU BigoOpakaemo

KapTKH KOpucTyBada. Ekpan mMae nuiie oauH MoTiK, ajne BiH Mae 6arato Ul eneMeHTiB

Cran ekpaHy 300pakeHuii Ha puc. 3.13.

CardCarouselState
BankCard?
PopUpState
PopUpState
CardsState

String? k™ CardsState

Loaded
= S k™ Empty k™ Loading

StableList <BankCard >

Pucynoxk 3.13 — Cran expany «Kapycenbka KapTOK»

3.3.2.5 UI eaement «Kapyceabka»

[{s xapycenbka Mae JEKUIbKa CTaHIB: MEPUINH, L€ 3aBaHTAXXCHHS, IPYTUd —

MyCTHH 1 TPETI — KOPUCTYBay 3aBaHTAXKUB KAPTKHU.

VY nmepmioMy BHITaJIKy KOPHUCTyBad TEPEUINOB 10 €KpaHa 1 BiaOyBaeThCs

3aBaHTaXeHHs KapTok. Cucrema BigoOpa)kae MakeT KApTKU 3 aHIMallll y BUIJISAL

neperBaHHs nojiB (puc. 3.14).
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Pucynok 3.14 — Cran i yac 3aBaHTaxeHHs 1aHux «Kapyceabku»

VY npyromy BUNAAKy CHCTEMa BiJIoOpa)ka€ MyCTUH MakeT KapTKH, Ha SKOMY

HaITMCaHo, 1110 KapTok Hema (puc. 3.15).

It looks like, you haven't added
any cards yet.

Pucynox 3.15 — I[lyctuit ctan «Kapycenbkm»

VY TpeTboMy BUNAAKy MU B1JI0OpaKa€MO rOPU30HTAIBHUN CIIMCOK KapTOK (pHC.
3.16). Jlns Toro, mo0 BimoOpasUTH KIABKICTh 1 IMOTOYHY IO3MINIO, CHCTEMa
BUKOPUCTOBYE CIELIIAIbBHUN 1HIUKATOP, SIKUM 3HaXOAUTHCS M1J1 CHUCKOM KapTok. [1{o6
ropTaTd CIHUCOK, Tpeba 3pOoOUTH TOPU3OHTAIBHUN CBaiil (MPOBECTH MAJIbLIEM IO
ekpany). TakoX NMpPUCYTHs aHIMaIlisl MiJ 4ac ropTaHHs cmucky (puc. 3.17). Skmo
3aTHUCHYTH KapTKy, TO MOKHa ckomitoBath y Oydep oOMiHYy HOMEp KapTKH, MiCIs

KOITIFOBaHHS TMPO¥iie BiOpaIllis, sKa € iHIUKATOPOM YCITIIITHOTO KOTIOBaHHS.
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VN |
1234 1234 1234 1234
12/25 Yehor Zhyr

Pucynok 3.16 — Cran 3aBanTaxeHux aanux «Kapycenbkm»

VA |
1234 1234 1234 1234
B Yehor Zhyr u

Pucynox 3.17 — Animartist roptanss «Kapyceabkm»
3.3.2.6 UI esement «KapTka»

«Kaptka» € goBom ckimaguuMm Ul ememenTom, sikuit Oyne mepe-
BUKOpUCTOBYBatucsa B Aekubkox Ul eremenTtax. A Tomy po3poOka IbOro eixeMeHTa
3aifHANIa HAMOLIBIIMK Yac, SKIIO MOPIBHIOBATH 3 1HIIMMHU ejleMeHTaMu. CTpyKTypy

(aitniB enementa «Kaptka» moxkHa nodauutu Ha puc. 3.18.
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Pucynox 3.18 — ®aiinoBa cTpyktypu enemenTta «KapTka»

Kaptka mae ABi cTOpoHU: (pOHTaIbHY Ta 3aaHI0. Po3Mipu il OKpyTrJieHHs
KapTKH BIAMOBIAAIOTH €EBPOTIEUCHKUM CTAHIAPTAM.

Ha ¢ponTainbHiii cropoHi, cucTema BijoOpakae Taki MmoJjsi: HoMep KapTKu, 1M’ s
Ta MPi3BUINE BJIACHUKA, 1 TepMiH npunatHocTi (puc. 3.19). Cepen MOXKIMBUX KHOTIOK,
ne: 3Hadok «Bumamutu» i1 «PemaryBatm» (puc. 3.20), TakoX € BUMAIOK KOJIH MH

BijjoOpaxaeMo 3HaUOK «/logaTu MamoHOK» un « BuganuTu MaatoHOK».
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1234 1234 1234 1234
N \
Yehor Zhyr

?

Pucynok 3.19 — ®ponTtansha ctopoHa enementa «Kaprka»

@
X

1234 1234 1234 1234 1234 1234 1234 1234
12/25 Yehor Zhyr Yehor Zhyr

Pucynox 3.20 — Bapiamiero kHomok enemenTa «Kaptkay

st toro, mo0 moOayuTH 1HIIY CTOPOHY, Tpeba 3pOOMTH JBa IIBUIKHX

HAaTUCKAaHHS Ha KapTKY, MICIIs IIbOTO TIOYHETHCS aHIMaIlisl IepeBepTaHHs KapTKH (pHC.

3.21).

Pucynox 3.21 — Animarrist nepeBepTanss eneMenrta «Kaprka»

3aans cropona Mae noJie 11t CVV, 1HIII1 eJIEMEHTH 11e MYJISIKI sIKI TOBTOPIOIOTh

TEKCTYpYy peajbHOI OaHKIBCHKOI KapTKH, aje HisKOi (PYHKI[IOHAJIBHOCTI HE HECYTh

(puc. 3.22).
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Pucynox 3.22 — 3agns ctopona enemenTta «KapTka»

3.3.2.7 Ul e1emeHT KHONKA «/l01aBaHHS KAPTKH»

Knonka «JlomaBaHHS KapTKu» po3TalloBaHA y MPaBOMY JIIBOMY KyTi (puc.

3.23).

Pucynok 3.23 — Knonka «/logaBaHHs KapTKu»

3.3.2.8 Ul esiemeHT cniiuBaroye BiKHO [JIs1 J0JaBAHHS KAPTKHU

CruiiBaroye BIKHO JJIs I0JaBaHHs Ma€ JIBa CTaHy: Meplle, 1€ py4YHe J10/1aBaHHs
KapTOK 1 Apyre — CKaHyBaHHs KapTKu. llepeMukaHHd MK CTaHAMU 3/11MCHIOETHCS 32
JI0TIOMOTO10 TOPU30HTAJIBHOTO CBaiina.

VY pyduHOMy nogaBaHHi, cucteMa BimoOpaxkae Ul eneMeHTH BEpTHKAIBHO, TOXK
MEepIIMA eleMeHT, 1€ «KapTka». Cucrema mepe-BUKOPUCTOBYE BXKE PO3POOIICHHI
enemeHT. [{pyruii, 11e moJist BBOIy: HOMEp KapTKH, TEPMiH MPUAATHOCTI, 1M 51 BIACHUKA
ta HoMmep miATBepmkeHHs (CVV). BaxnuBo 3a3HauMTH, IO KOXHE TIOJE Mae

JIOJIaTKOBI/Iﬁ CTaH i1 IMMOMMWIIKH, ITIOJIC MEPEXOJUTh A0 ITIOMUIIKOBOTO CTAHY Y pa3i HE
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BIJIMOBIAHOCTI 0 TIpaBuWJI Bamigaiii moss. [Ipu BBeneHHI AaHUX y KOXKHE TMOJIe J1aHi

B1IOOpaKAIOTHCS HE TUTHKHU B TIOJISAX BBEJACHHS, a M B CHEIIaIbHO 3a3HAYCHUX IOJISIX
IEPIIOTO eJIEMEHTa «KapTKa», SAKIIO ITOJIC Ha KapTIli 3HAXOAMTHCS Ha 3BOPOTHIH
CTOPOHI, TO Oy/Ie 3aCTOCOBAHO aBTOMATHUHY aHIMAIlI0 epeBepTanHs. TpeTiil eneMeHT
— KHOTIKA JiJIs1 30€pe)KEHHS JaHNX, BOHA CTA€ aKTHBHOIO, SKIIO BCl MpaBHJIa BaJIiaamii

Oyau morpumansi (puc. 3.24).

217PMO B 4 £ B Bl il T @4 221PMO B 4 £ B B all il R G4

.1 L]
1234 1234 1234 1234 1234 1234 1234 1234
19/28 Yehor Zhyr 12/28 Yehor Zhyr

— Card number Card number

1234123412341 232 1234123412341234

(— Expiration date — Expiration date

1928 12p8

Cardholder name Cardholder name

Yehor Zhyr Yehor Zhyr

Verification number Verification number

365 365 ‘

@ ® < [ ] (O] <

Pucynox 3.24 — CruiBarode BIKHO JUTsI TOJaBaHHS KapTOK

1106 penmaryBatu BHUIIISL] KapTKH (IOJaTH MATIOHOK), KOPHCTYBa4 MOBHHECH
HATHCHYTH Ha KHOTIKY «Jlomatu MamoHOK» (puc. 3.25), sika po3TalioBaHa y BEpXHbOMY
npaBoMy KyTi enemeHTa «KapTka», miciisi HATUCKaHHS MM BUKIMKA€EMO CIIEIialbHe,
pexomengoBane ['yrinom API, ske Binkpue crumBaroye BiKHO i BUOopy dororpadii

3 ranepei (puc. 3.26).
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Pucynox 3.25 — Knomnka «/logatn MamoHOK»

218PMO B4 £ ®

This app can only access the photos you select

X Photos Albums

Recent

@
B |
=
a O] <

Pucynox 3.26 — CruuBatode BIKHO Jyutst BUOOpY pororpadii

[Ticnst BuOOpY dotorpadii, BoHa OyJie 3acTocoBaHa 0 KapTku (puc. 3.27).

[TepeBaru crnocoby 3 Google API, y Tomy, 110 HaM He Tpeba 3amuTyBaTH y
KOpHUCTyBaua J03BUI Ha JOCTYN 10 Horo doTorpadiit, 1o € ayxe 4yTKO TEMOIO s
JeSKUX KOPUCTYBauiB. bubiil Toro, 1ei crnocid € O611bin 6e3neYHruM, TOMY 10 CUCTEMa
Ma€ JOCTYII TUTbKK 70 THX oTorpadiid, siki oOpas kopucTyBau [12].

[Ipubpat ManrOHOK 3 KapTKH, MOXHa 3a JOTIOMOTOK KHONKH «Bumamutn

MAaJTFOHOK» sIKa MPHiA/Ie Ha 3aMiHy KHom «J{omaTi MaaroHoK» (puc. 3.28).
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'7../ 770

1234 1234 1234 1234
s

A

Yehor Zhyr

Pucynok 3.27 — BimoOpakeHHs 3aCTOCOBAHOTO MAJIIOHKA JI0 KAPTKH

Pucynox 3.28 — Kronka « Buganutu MamtoHOK»

VY crani A0JaBaHHS KApTKH CKaHYBAaHHSIM, CUCTEMa MOXE 3allOBHUTH TUIbKU
HOMEP KapTKU ¥ TEPMiH MPUAATHOCTI. [HIN JaH1, KOpUCTyBay MOBUHEH 3alIOBHIOBATH
PYUYHUM CIIOCOOOM.

[Ipwu cBaiimi A0 OTO CTaHy, SKIO KOPUCTYBA4 HE AaB JO3BLI HA BUKOPUCTaHHS
KapTKu, oMy OyJie TOKa3aHO J1aJloTOBE BIKHO, /i€ PO3MOBIAAETHCS HABIIIO JOJATKY
JI03BUJT HA BUKOPUCTAHHS KaMEPHU — I1€ BBAKAETHCA TApHUM TOHOM, TIPU 3aIKTI I03BOJIIB
y kopuctyBada [13]. Skio kopucTyBay HEe TOTOAMBCS, TO CHCTEMa MOBEPTA€E HOro 710
pyuHoro BBoay. Y pasi moroau, Android moka3yio HoMy BIKHO 3 3alIMTOM Ha J03BLI
BUKOPHUCTaHHA KaMmepu. SIKI0 KOpUCTyBad HE JaB J03BUI, HOMY 3HOBY IMOKa3yIOTh
BIKHO 3 ONMKMCOM MPHUYMHH, 7151 4oro e Tpeda. Ilicns Toro sk cuctema mMae A03BLI Ha
BUKOPUCTAaHHS KaMEpH, KOPHCTyBad MOKE MOOAYUTH BUPI3 JI KaMEPH Y BUTJIISII
0aHKIBCHKOI KapTKH Mo 1eHTpy BikHa (puc. 3.29). Ilicms Toro sk CKaHyBaHHS
3aBEepIINTHCS, KOPUCTyBaya Oyje MOBEPHYTO 0 PyYHOTO BOJA, MOJS HOMEp KapTH i

TE€PMiH NPUAATHOCTI OyIyTh BXKE 3alI0BHEH1 31CKAHOBAHUMU JAHUMHU.
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@@0sz17rv0 ¢ Bt ll B

Visa Classic Debit

%000 123% 5578 4040
12/24
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Pucynoxk 3.29 — JlonaBaHHs KapTKU CKaHYBaHHSIM
3.3.2.9 Ul ejieMeHT CILIUBAKOYe BiKHO U1l pelaryBaHHS KAPTKH

Hns Ttoro, mob0 BigpemaryBaTd KapTy, Tpeba HAaTUCHYTH Ha KHOIKY
«penaryBaTi» Ha KapTIll y MPaBOMY BEPXHbOMY KYTY.

CmuiBaroue BIKHO pellaryBaHHS Ma€ Takui ke 1HTepdeic [k I J0JaBaHHS
KapTOK, KpPIM TOTO, 1110 BIKHO MAa€ OJAWH CTaH — PYYHUH, CKAHYBaHHS KapTOK HE OYJIO0
JI0J1aHO, TOMY IO TIPU pearyBaHH1 He moTpiOHa 1151 PyHnkiis. [1o6 mouatu penarysaTu

Tpeba HATUCHYTH Ha KHOTIKY «PenaryBatm» B enementi «Kaptkay(puc. 3.30).

N,

Pucynox 3.30 — Knomnika «PenaryBaTtuy
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3.3.3 3axMcT Bil HIMUTYHCHKOTO MPOTPAMHOI0 3a0e31MeYeHHs

Moske Tak cTaTuCs, IO JOJATOK 3apaKeHUM BIPYyCOM, UM KOPHUCTyBau
BUITAJIKOBO BIJIKpUB JOAATOK IIiJI Yac TPAHCIIOBAHHS €KpaHa, 1 Il MOMECHTH
3arpokyroTh Oe3neni JaHux KopuctyBada. [1{o0 yHHKHYTH 1IbOro, Tpeba MpOoNHCcaTH
omHy komaHmy B kiaci MainActivity, B onCreate() metomi mepel BHKIMKOM
setContent():

window.setFlags (WindowManager.LayoutParams.FLAG SECURE,
WindowManager.LayoutParams.FLAG SECURE)

[Ticnst IbOTO MOMJIMBICTH 3POOUTH CKPIHIIOT YW BiF€O3alUC €KpaHa OyIyTh

omokyBatucs (puc. 3.31 — 3.32).

GISPMA T 5

Pucynok 3.31 — biiokyBaHH 3a1UCy €KpaHy
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Thls app doesn't aIIow taking
screenshots

Pucynok 3.32 — brnokyBaHHS 3HIMKIB €KpaHy

3.4. IIpoexkTyBaHHS JaHUX

Sk Oy10 3aTBepHKEHO y pO3aLi 3.2, MU BUKOPUCTOBYEMO YncTy ApXITEKTYpY,
a TOMY JI0JIJaTOK PO3IUICHH 3a IIapaMu, Y IbOMY PO31Ti Oy Iy Th OTJISAATUCS 1Iap JaH1

1 JOMEH.

3.4.1 Orasnx mapy data

VY nomatky 30epiraerhcs 00’ ext BankCardLocal, 1ie rosoBHa CyTHICTB J01aTKA.
O0’€eKT Mae Taki MOJIA:

—  TepMIH NpuAaTHOCTI (expirationDate) — TepMiH IPUAATHOCTI KapTKH, IO
Mae€ THI JIaHuX string, 3anucyeTbest y 4 mudpu: micss 1 pik (12/24);

—  HoMmep (number) — HOMEp KapTKH, 1110 MA€ TUII JAHUX String, 3aMUCYEThCS
y 16 mmdp (1234567812345678);

—  mocunanHs ¢otorpadii (skinUri) — mae TN gaHux string, ajie TaKoX BIH
Moxke Oytu myctum (null), dotorpadisa BimoOpaxaeTbcss Ha (PPOHTANBHIN CTOPOHI
KapTKH,

— 1M 4 BrnacHuka (cardHolderName) — iM’s BlacHUKa, Ma€ TUI JaHUX string

— igentudikarop (id) — imeHTHdiKaTOp KapTKH, Ma€ THI JdaHUX String,
CTBOPIOETHCS aBTOMATUYHO, I/ Yac J101aBaHHs KapTKH;

—  CVV (verificationNumber) — mae Tum qanux string.

Kpim 06’exra BankCardLocal, y nogatky 30epiratoThCcsi IpUMITHBH:

—  PIN xox (pin) — 4oTHPHOX 3HAYHUH KOJI, IKHIA IOTPIOCH JJIsI

pO30JI0KyBaHHS J0JaTKa, 30epiraeThesl y BUTIIS AL String;;
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—  4ac po30sokyBanHs (unlock time) — yac, KOJIU MOXKJIMBICTB;

po30s0KyBaHHs Oyze 3HOBY nocTymHa. Lle mone moTpioHo, Mo0 YHUKHYTH

MOYKJIMBOCTI MPOMYCKY Yacy ouikyBaHHs. 30epiraetbes sk UNIX gyac y purszi long;
—  mapoJib BiJ 0a3u jpaHux (Password) — € mpuBaTHUM KITFOYEM JIS

muQpyBaHHs 1 femudpyBaHHs JaHUX Y 0a31 JaHUX, 30€piraeTbesl y BUTIISIII MAaCUBY

OalTIB.

3.4.1.1 ba3za nannx WalletDatabase
Crpykrypa Tadauui bank card

CtpykTypa TabsuIi moBHICTIO Biamosigae kinacy BankCardLocal (puc. 3.33).

bank_card
String
String
String

String?

String
String

Pucynok 3.33 — Ctpykrypa tabmumi bank_card

API Tabauui bank_card

API tabnumi BimoOpakeHHi Ha puc. 3.34.
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r™ BaseDao<T>
insert(!) Unit
insert(List<T> Unit

update(7) Unit

update(List<T>) Unit

delete (7) Unit

delete(List<| =) Unit

£ BankCardDao
deleteBankCardByld ( Unit
readAll ) Flow

dropTable () Unit

Pucynok 3.34 — Ctpykrypa tadsmmi bank_card

Ane 3 ycix nux MCTOI[iB, BHUKOPHCTOBYIOTHCA JIMIIIC.
— insert(bankCard);

—  update(bankCard);

—  deleteBankCardByld(bankCard.id);

—  readAll(): Flow<List<BankCardLocal>>;

—  dropTable().

Inimiadizamia 0a3u 1aHuX

Cytnicte BankCardLocal, 30epiraerbes y SQLite 6asu manux. 11{o0 simire
OyJo mpaiftoBatu 3 623010 JIaHUX, MU BUKOPUCTOBYEMO 010s10Teky Room. Room cam
no co0i He mmdppye AaHi, ane Opu iHImamzaumii 0a3u ngaHux, Oi0IioTeka Mae
HE00OB I3KOBHUI MeTo [Uis 3amanHs ¢adpuku. biomioreka SQLCipher, mae dabpuky
TSt UpyBaHHS TaHUX, 1 110 pabpuKy MU SIK pa3 mepesaeMo B TOU MeTo1. MeTo mpo
skuil HWae moBa, me openHelperFactory(), a ¢abpuka — SupportFactory. Huxue

HABEJIECHO KOJI 1Himiam3armii 0a3u JaHux.

private fun provideWalletRoomDatabase (context: Context, passwordProvider:
PasswordProvider): WalletDatabase {

val password = passwordProvider.getPassword(fileName =
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"wallet db password.bin")
return Room.databaseBuilder (context, WalletDatabase::class. java,
WALLET DATABASE NAME) .run {
openHelperFactory (SupportFactory (password))
build()

VY koHcTpykTop SupportFactory, nepemaerbcst kitou password, 3a sikum Oyje
mmdpysartucs 1 nemmdpysaTtcs naxi. Llei kimou otpumyeThest 3 Metoxy getPassword

kiaacy PasswordProvider.

Kaac PasswordProvider

PasswordProvider mae nBa MeTomu, IMyOJIYHHM, KOTPUHA CHUCTEMa BHKIIHKAE,
o6 orpumaty napois (puc. 3.35). [Tapons 30epiraeTbes y 3ammppoBaHOMY BUTIISII
y 6iHapHOMYy (aiimi wallet_db_password.bin, sikio 1isoro ¢aiiny He icHye, TO CUCTeMa
BHUKJIMKA€E JAPYTUd METOJ, SIKUM reHepye HOBUM Maposib, mudpye oro ta 30epirae y
HOBOoCcTBOpeHoMy daiini. [lludpyBanns 1 nemmdpyBaHHs BUKOHYETHCS 32 JJOTIOMOTOIO
kiacy KeyStoreHelper — BiH € 3a1eKHICTIO IS IBOTO KJIACYy.

Ko po3pobaeHoro kiacy MoxHa 3HalTH y gojatky A kiac PasswordProvider.

k™ PasswordProvider
PasswordProvider (Context, KeyStoreHelper)

getPassword (String) Byte[]

generatePassword () Bytel]

Pucynok 3.35 — API kiracy PasswordProvider
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Kaac KeyStoreHelper

Knac Biamosigae 3a mudpyBanus i gemmdpyBanis nanux 3 dainy (puc. 3.36).
MudpyBanns nmorpedye ceKpeTHOro Kioya, ajie 30epiraTd MOro y J0AaTKy He €
0e3nmedyHrM BapiaHTOM, 100 PO3B’S3aTH L0 MPOOIeMy ICHYe€ HATMBHHM METOM Jis
30epexenns kiaouiB Android Keystore System.

Android Keystore System — pimeHHst ans 30epiranHst KpunrorpadigHux
kirouiB. Kiroui 30epiraroTees y BiTHOCHO O€3MeuHil amapaTHiil 30H1 Ha npuctpoi. Ls
30Ha OyJila CIPOEKTOBaHA TAaKUM YWHOM, MO0 OYTHM CTIMKOIO A0 aTak. Xod Ie i
BBA)XAETHCS OE3MIEYHUM METOOM, aJie sSIK 1 OyJib-siIKa CUCTEMA, BOHA MA€ BPA3JIUBOCTI,
SKIIO 3TOBMUCHUK Ma€ OOt-mipaBa Ha MPUCTPOI, TO BiH BCE K TaKU 3MOXKE OTPUMATH
JOCTYT JI0 JaHUX.

[udpysanns 1 gemmdpyBaHHS BUKOHYETHCS 3a JIOMIOMOTOoI0 Java 616110TeKu
Cipher, BoHa HalnommpeHiiia, mepeBipeHa 4acoM Ta MiATPUMY€E OaraTto ajiropuTMiB
mudpyBanHsi. AinropuTMoM uia  mmdpyBaHHs OyB oOpanuit  AES, pexum
mudpyBanus — CBC (nanutoryBanss mmdpo06iokiB), qronosHeHHs M — PKCSY.

Kon po3po0binieHoro kinacy MokHa 3HaiTu y goaatky A kiac KeyStoreHelper.

k* KeyStoreHelper

getDecryptionCipherForlv (Byte[]) Cipher
encrypt(OutputStream, Byte[]) Bytel[l
decrypt(InputStream) Bytell

Cipher

Pucynok 3.36 — APl knacy KeyStoreHelper

CxoBuiie SecuredPrefs

SecuredPrefs — kirac obroptka as pobotu 3 EncryptedSharedPreferences.



API SecuredPrefs

API SecuredPrefs 306pakeno Ha puc. 3.37.

k'™ SecuredPrefs
setUnlockTime (Long) Unit
setPIN(String) Unit
getUnlockTime () Long
getPIN() String
dropData () Unit

k™ SecuredPrefsimpl

getUnlockTime () Long
getPIN() String
setUnlockTime (Long) Unit
setPIN(String) Unit
dropData () Unit

Pucynox 3.37 — API knacy SecuredPrefs

Inimiagizanisa SecuredPrefs

Knac  SecuredPrefs  mae  ymme — omHy — 3aleXHICTH 1

EncryptedSharedPreferences.  InimiamisyBaB  EncryptedSharedPreferences

pexoMeHaiiero ['yria, B OCHOBI SIKOi JIGKUTH anroput™ mudpysanns AES [14]:

private fun provideEncryptedSharedPreferences (context: Context):
SharedPreferences {
val masterKey = MasterKey.Builder (context)
.setKeyScheme (MasterKey.KeyScheme.AES256 GCM)
.build()

return EncryptedSharedPreferences.create (
context,
"secured user prefs",
masterKey,
EncryptedSharedPreferences.PrefKeyEncryptionScheme.AES256 SIV,

EncryptedSharedPreferences.PrefValueEncryptionScheme.AES256 GCM

60
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3.4.2 Orasin mapy domain

Y mpomy Moaym Maemo gaBa penosutopii  UserDataRepository i
BankCardRepository.

[Tepmmii permo3uTopiil BiAMOBITAE 32 CTaH JaHUX KOPUCTyBada, 1e woro PIN
KOJ, 4ac po30JOKyBaHHsS CIpo0 4K BHIAJCHHS BCix maHux (puc. 3.38). Peamizaris

inTepdeiicy HaBeneHa y monatky A, kirac UserDataRepositorylmpl.

UserDataRepository

getPIN() String
getUnlockTime () Long
dropData () Unit
setUnlockTime (Long) Unit
setPIN(String) Unit

Pucynok 3.38 — API knacy UserDataRepository

Jlpyruii BiamoBimae 3a yIpaBJiHHS KapTKamMu KopucTyBada (puc. 3.39).

Peanizaris inTepdeiicy HaBeneHa y nonatky A, kiac BankCardRepositorylmpl.

BankCardRepository

updateBankCard (BankCard) Unit
deleteBankCard (BankCard) Unit

addBankCard (BankCard) Unit

fetchAll () Flow < List<BankCard > >

Pucynox 3.39 — API knacy BankCardRepository
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Sk MoxkHa obaunTh y nepeBusHadenomy meroai addBankCard() uu fetchAll(),

CHUCTeMa BUKOPHUCTOBYE (YHKIIIT po3mmpenHs s neperBopenns bankCard.toLocal()
g bankCard.toUi(). Lle Takoxx € omHOK 3 mpakTHK YucToi ApXITEKTYpH s
PO3MEXyBaHb [Iii KJIaciB JaHUX 3a mapamu. SIKmo y presenter morpideH kiac, sKuit
icHye Tinpku B data Momyi, To MOTPiIOHO 3pOOUTH TaKuii ke Kiac, aje st presenter
MojyJisi. OCOOJUBO 1€ KOPHCHO 1 3py4YHO, KOJIM Presenter Moaysib MaeMo CKJIaIHHNA
KJac, 3 SKuM OyJie BaKKo mparitoBatd y data momymi. [Ipukian 3 mpoekTy: y Hac €
presenter xinac BankCard, sxuii Mu xouemo 30epiratu B Tabmwmii, ane SQLite He
niaTpumye 30epiranns kiacy Uri, mo e tumom mosist SKinUri, i B IbOMy MOMEHTI JTyKe

3py4YHO 3pOOHTH ITIe OJMH KJIac cremianbHo i data momyis (puc. 3.40).

BankCard BankCardLocal
String String

Uri? String

String String?

String String

String String

String String

Pucynok 3.40 — Kirac kaptku y domain i data moyi

I 3BicHO Tpeba monmatu GyHKIII nmepeTBOpeHHs Mk kiacamu. Koa QyHKIn
NEpEeTBOPEHh MOXXKHA 3HaWTH y jgomatky A, xiac BankCard, ¢ynkuis
BankCard.toLocal() i dpyukuis BankCardLocal.toUi().

Sk Bxke OyJ10 3a3Ha4YE€HO, J0JIaTOK 30€pirae TaKoX MPUMITUBH, ajie JJIsl HUX HaM

HE MOTPIOHO POOUTH MO MO HIapax.
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4 EKCIVIYATAIISA, TECTYBAHHSA TA PE3YJIBTATU

4.1 CtBopeHnns 3axumeHoro APK

Hnsa ctBopenns 3axumienoro APK tpeba nomatm R8 Ta BUMKHYTH pexum
HAJIArOJKCHHS.
100 BUMKHYTH pEXXHM HaJIaroKeHHs, Tpeda 3MinuTu nepeminy iSDebuggable

Ha false y build.gradle.kts (app) y cekii Tvrr 30ipKu «BHITYCK».

android {

buildTypes {
getByName (“release”) {

isDebuggable = false

[I{o6 momatu R8, Tpeba B ycix monyisax y daitmy build.gradle.kts nonatu mi

PAIKHU.

android {

buildTypes {

getByName ("release”) {

isMinifyEnabled = true
proguardFiles (
getDefaultProguardFile ("proguard-android-optimize.txt"),

"proguard-rules.pro"
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VY moaymi build.gradle.kts (app), me gomaty ek psaok:

android {
buildTypes {

getByName (“release”) {

isShrinkResources = true

[Ticns uporo Tpeda 3MIHUTH THI 301pKK Ha «BUIYCK» (puc. 4.1).

prodRelease

Pucynok 4.1 — 3mina tuiy 301pKU Ha «BUITYCK»

[Ticnst TOro SIK MPOEKT CHHXPOHIZYEThCS, Tpeba 310paTH MPOEKT 1 OCTAHHIM

kpokoM Oyne 30ipka APK (puc. 4.2).
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Bulld Run Tools Git Window Help

Make Project tri+F9

data\proguart

_."I- APK...

Pucynox 4.2 — 36upanns npoekty 1 APK

APK 3’sutbcst y mupekropii \JetWallet\app\build\outputs\apk\prod\release
(puc. 4.3).

B « repos > AndroidStudioProjects > JetWallet > app > build > outputs > apk > prod > release

Name Date modified Type Size

i app-prod-release.apk 5/4/2023 9:30 PM APK File 15,802 KB

i output-metadata.json 5/ 9:30 PM JSON File 1 KB

Pucynok 4.3 — [lupexropis ne 3’ sButbes APK

4.1.1 IopiBHSIHHS 3aXUIIIEHOT0 Ta He 3axuieHoro APK

3a nomomororo ADB Ta ¢ynkmii y Android Studio «Device File Explorer»

MO>KHA JIETKO ToUBHUTHCS daiiinu noaaTka (auB. Tadm. 4.1).

Tabmuus 4.1 — ITopiBHSHHS BUIMMOCTI BHYTPIIIHIX JaHUX

isDebuggable = true

~ M com.zhirokejetwallet drwxrwx—x  2023-04-17 13:.08
14:11

isDebuggable = false

~ [ com.zhiroke. - wallet drwxrwx--x  2023-04-17 13:08 4 KB
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SIx MokHA MO0AYUTH, MICIA TOTO, K OyJI0 BUMKHYTO PEXHM Hajaro/KeHHS,
Android cuctema 3a00poHse mieperiisi GaiiiiB 101aTKa.
[MopiBusaus APK 3 R8 ta 6e3 (nuB. Ta0m1. 4.2 — 4.3). JlekoMmisiis koay Oyia

3po0JieHa 3a ToroMororo caity javadecompilers [15].

Ta6muns 4.2 — [HopiBasaHs po3Mipy APK 3 R8 ta 6e3

3R8 bes R8
Type: APK File Type: APK File
Size: 154 MB Size: 24.9 MB

Tabmuus 4.3 — IopiBasHES Koxy APK 3 R8 Ta 6e3

C0003d.java

+ renamed from: a.d #*/

public final class COB03d extends C1771k implements C15441<C1149s0, C1145r0> {

ﬁQb{i;Ufi:aIlf:::;n;iyfir +/ COBBBa<0bject> f4o;
E;b;i;gf::ailj::;;nfhetif */ CB236e fhp;
bQDizé“f::ailj::f;ﬂ;;ETif */ String féq;
E; FQES ;;bi;;Uf;:ail:; ;gu:ThsTi£'-:; Clel5a<0bject, Object> f7r;
DUb{;;gf;:ail:;:Egﬂfﬁfflﬁ #/ C1176x2<C15441<0bject, C5915k>> f8s;
blSc COGEBI(CoaR0a var, (O23ée elar, String str, CIo1Ss sVare, CIOSSL Siver)
super(1);

this.f4o0 = aVar;
this.f5p = eVar;
this.féq = str;

this.f7r = aVar2;
this.f8s = jlVar;




Kineup Tabaum 4.3

be3 R8

lic final class DataModuleKt {
public static final Module dataModule() {
return ModuleDSLKt.module$default(false, DataModuleKt$dataModule$l.INSTANCE, 1, (Object) null);
}

public static final WalletDatabase provideWalletRoomDatabase(Context context, PasswordProvider passwordProvi
byte[] password = passwordProvider.getPassword( fileName: "wallet_db_password.bin");
RoomDatabase.Builder $this$provideWalletRoomDatabase_u24lambda_u240 = Room.databaseBuilder(context, Wall
$this$provideWalletRoomDatabase_u24lambda_u240.openHelperFactory(new SupportFactory(password));
WalletDatabase build = $this$provideWalletRoomDatabase_u24lambda_u240.build();
Intrinsics.checkNotNullExpressionValue(build, expression: "databaseBuilder(context,..d))\n build()\n
return build;

public static final BankCardDao provideBankCardDao(WalletDatabase walletDatabase) {
return walletDatabase.getBankCardDao();
}

public static final SharedPreferences provideEncryptedSharedPreferences(Context context) {

MasterKey masterKey = new MasterKey.Builder(context).setKeyScheme(MasterKey.KeyScheme.AES256_GCM).build(

Intrinsics.checkNotNullExpressionValue(masterKey, expression: "Builder(context)\n w256_GCM)\n
SharedPreferences create = EncryptedSharedPreferences.create(context, fileName: "secured_user_prefs", masti
Intrinsics.checkNotNullExpressionValue(create, expression: "create(\n context,..onScheme.AES256_GCM\n

return create;
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Mo>kHa 3poOUTH BUCHOBKH, IO Micis miakiatoueHHs R8, posmip APK Gyio

3MEHIIEHO OLIbII HUK Yy MIBTOpa paza 1 KOJ CTaB BaXKO YHUTAOEITBbHUM 3aBISKH

o0dyckartii.

4.2 Excniryaranis 1oaaTka

Jlns1 mouaTky poOOTH 3 10JIaTKOM, KOPUCTYyBaueBi Tpeba BIAKPUTH TOAATOK, JIJIS

1IbOTO TpeOa HaTUCHYTH Ha spiuk JetWallet.

[Ticnst cTapTy AoJaTKa, KOPUCTYBA4 MOXKE Mae€ Taki Jii:

po30s10KyBaHHS 3a onomororo Beoay PIN komy;
CKaHyBaHHSI BIIOWTKY MMaJIbIIIO;
ctBopeHHs PIN kony, sikio itoro Hema,;

CKUHYTHU HaJIAIlITyBaHHA.

[Ticnst po30aoKyBaHHS J0JaTKa, KOPUCTyBaya OyJie MEpEeKUHYTO Ha TOJIOBHUN

exkpaH. Ha expani «Kapycenpka KapTOK» BIH MOXeE:

ropTaTu KapTKU — 3pOOUTH TOPU30OHTAIBHUIN CBAIl y KapyCeblll KapTOK;
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—  MeperopTraTu KapTKy — JBiiHE, IIBUKE, TOC1IOBHE HATUCKAHHS;

—  KOMIIOBaTH HOMEpP KapTKH — 3aTUCHYTU (PPOHTAIBHY CTOPOHY KapTKH,

—  BUJQIUTH KapTKy — HATUCHYTH HA I1KOHKY «BIIPO UISL CMITTS», fKa
po3TaiioBaHa Ha (PPOHTAJIBHIN CTOPOH1 KapTKH,

—  penaryBaTH KapTKy — HATHCHYTH Ha IKOHKY «OJIBEI[b», SIKa PO3TalllOBaHa
Ha (QpOHTAJIBHIN CTOPOH1 KapTKH;

—  JIOAaTH KapTKy — HATUCHYTHU Ha KHOTKY 3 IKOHKOIO «+», IKa po3TalloBaHa
y HKHBOMY IIPaBOMY KYyTy €KpaHa.

[Ticst Toro, SIK KOPUCTYBay BIIKPUB CIUIMBAIOYE BIKHO ISl TOJIaBaHHS KapTOK,
BiH Mae JIBa CIoco0y J0aBaHHS KapTOK:

—  PYYHHM CIIOCOOOM — 3aIIOBHUTH MOJISI KAPTKH 3a JOIIOMOTOI0 KJlaBiaTypH,

—  CKaHyBaHHSM — 3allOBHUTH HOMEpP KapTKU 1 TEpPMIH NPUAATHOCTI 3a
JI0TIOMOT010 CKaHepa KapTok. Tpeba cBalimHyTH BIpaBo Ta AO3BOJIUTH JOCTYI CUCTEMI
1o kamepu. [licis nuporo Tpeba HaBECTUCS KaMeporo Ha (POHTANBHUN 01K KapTKH, Ta
Jep>KaTH KapTKy y pamill JeKiIbKa CEKyHI.

106 nomaty MaMOHOK NIl KAPTKU, TpeOa HATUCHYTH Ha 1KOHKY «KapTHHKa 3
+», 14 1IKOHKA 3HAaXOUTHCS HA KapTIll, y IpaBoMy BepxHboMY KyTi. [Ticas Tpeda oOpaTu
MOTP1IOHY KaPTUHKY Y BIKHI, 10 BIAKPHUIIOCS.

[Ilo6 BuUmanWTH MaNTIOHOK, TpeOa HATUCHYTH HA 1KOHKY «X», I 1KOHKA
3HAXOAUTHCS Ha KapTIli, y IPaBOMY BEpXHbOMY KYTI.

[Ticnst TOro SIK BIAKPWIIOCS CIUIMBAIOYE BIKHO PelaryBaHHS, KOPUCTYBay Mae

TaKi 3K caMl i 10 1y BIKHI I0aBaHHs, KPIM MOKJIMBOCTI CKAaHYBaHHS KapTKHU.

4.3 TecTyBaHHS 10JaTKA

4.3.1 Unit TecTu noxarka

Jlns mepeBipku mudpyBaHHS TaHUX, OyJI0 HAMKMCaHO JCKiTbKa UNIt TecTis.
[Tepui 1Ba TecTH NEPEBIPAIOTH MOKIIUBICTB Oe3neunoro 30epiranus PIN koay qonarka
y SharedPreferences. Kox Unit TecTiB MOXHa MOAUBUTHCS Y 10JaTKy A mij daiiom

SecuredPrefsTest.kt. Tectu:
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— tect SecuredPrefsTest.reading_of encrypted_data failed() — nepesipsie,

yn Oyino mpoBeneHe mudpyBanHs npu gogaBanHi PIN komy, SKmo pesyibTar
3untyBaHHsa PIN xomy He cXOIUThCA 3 OpUTIHATBHUMU JaHUMHU, 1€ BBAXKAETHCS, 1110
TecT OyJI0 MPONACHO yCHIITHO;

—  TecT SecuredPrefsTest.reading_of decrypted data succeeded() —
nepeBipsie, Y1 MOXKe cucteMa 3untyBaTu 3ammudpoBani PIN komy. Skmo pesynbrat
3untyBaHHs PIN Koy cXonuThes 3 OpUriHaioM JaHUMH, 1€ BBAKAETHCS, IO TECT OYJII0
POUJICHO YCIIIIHO.

[To pesynpTaTam TecTyBaHHS, MOKHa MmoOaunTH, o 30epiranns PIN koxy

nparoe i € 6esneunum (puc. 4.4).

Tests Duration ~ Pixel_3a_API_29

b Test Results 807 ms 2/2
v« SecuredPrefsTest 807 ms 2/2
reading_of _decrypted_data_succeeded 6
reading_of_encrypted_data_failed

Pucynok 4.4 — Pesynbratu SecuredPrefsTest

Tperiii 1 yeTBepTHIl TeCT MepeBIps€ MOXKIUBICTH Oe3medyHoro 30epiraHHs
0aHKIBCHKOI KapTKu B 0a3i gqanux. Kox Unit TecTiB MOKHA MOAUBUTHUCS y JOJATKY A
mia daiinom WalletDatabaseTest.kt. Tectu:

—  TecT WalletDatabaseTest.reading_of encrypted data failed() —
nepeBipsie, 4 OyJio mpoBeleHe mudpyBaHHS MpH J0JaBaHHI OAHKIBCHKOT KapTKH,
SKIIO pe3yJbTaT 3UYATYBaHHS OAaHKIBCHKOT KapTKH HE CXOJIUTHCS 3 OPHUTIHAIBHUMH
JTAHUMH, 1€ BBAKAETHCS, IO TECT OYJI0 MPOMIEHO YCIIIIHO;

— tect WalletDatabaseTest.reading_of decrypted data succeeded() -
NepeBIpsie, Y4 MOXKE CHCTeMa 3YMTYBaTH 3amupoBaHi OaHKIBCHKOI KapTKH. SKIIO
pe3yibTaT 34YMTYBaHHsS OaHKIBCHKOI KapTKH CXOAUTHCS 3 OPUTIHAIOM JaHUMH, IIE

BBA)XAETHCSA, 1O TECT OYJI0 MPONICHO YCHIIITHO.
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[To pe3ynbpTaTaM TeCTyBaHHS, MOKHA MOOAYUTH, 110 30epiraHHs OAHKIBCHKUX

KapTOK MpaITioe i € 6e3nednum (puc. 4.5).

Tests Duration Pixel _3a_API_29

Al Test Results

v " WalletDatabaseTest
reading_of_decrypted_data_succeeded

reading_of_encrypted_data_failed

Pucynok 4.5 — PesynsTatt WalletDatabaseTest

4.3.2 TectyBaHHS HA peajibHUX NPHUCTPOSIX

TecTyBaHHST NPOBOAWIIOCH Ha PI3HHMX Je€Baiicax Ta 3 pI3HUMHU BEPCISIMU

anapoina (nuB. Tabm. 4.4).

Tabnus 4.4 — Pe3ynbTaTu TECTyBaHHS 10/1aTKa

[TpucTpiii Ta aHapOin Bepcis
Kpurepii - - - . - .
FeCTVBAHIS Xiaomi Redmi 5+ | Xiaomi Redmi 9 Samsung A32
Y (Android 8.1) (Android 12) (Android 13)

ATanTUBHICTH
A . KopekTtHo KopekTtHo KopektnHo
iHTEepdeicy
3axucT Bijg
HITTUTYHCHKOTO

Y KopekTHo KopekTHo KopekTHo
MIPOTPaMHOTO
3a0e3neYeHHs
[udpyBanus

KopekTtHo KopektHo Kopektno

JAHUX
3axucT
BHYTPIIIHbOI KopekTHo KopekTHo KopekTHo
mam'sTi
[1naBHICTH poOOTH Bigminzo Bigminzo Bigminno
[IIBuaKiCTH
BIIKPUTTS 1.5 cex 1 cex 1 cex
JOJATKa
[IIBuakicTh
3aBaHTaXCHHS [IpuiinsiTHa [IBuaxo [IBuako
JAHUX
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Ha Bcix aeBaiicax 3aXUCT JaHUX MPAIFOE€ KOPEKTHO. 3 TOUKHU 30PY IIBUIKOCTI

Ul, Bce Takox mpaifoe MIBHAKO, HaBITh Ha TPOXM 3acTapiiomy jAeBaiici sk Xiaomi

Redmi 5+, nogatok nparroe MIBUIKO.
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BUCHOBKHA

Pa3om 13 6akanaBpChKOIO JUIIIOMHOIO POOOTOI0, OyJ10 po3p00eHO HATUBHUIMA
Android monatok JetWallet st 6e3nednoro 30epiraHast KapToK.

[Tepen modatkoMm po3poOKu, OyIO0 JOCIITHKEHO BUMOTH J0 3aCTOCYBaHHS 1
IIPOBEJICHO aHAJII3 ICHYIOUUX aHaoriB. Takox Oyyo MOpIBHSAHHI ICHYIOY1 010110TEKH,
apXiTeKTYpHI TaTEPHH, CEPEIOBHIINA PO3POOKH Ta MOBH MIPOTPaMyBaHHS.

Po3pobka Bemace B IDE Android Studio. Ilpu BukoHaHHI pO3poOKH, OyJIH
goTpuMani npuHIUNH Yuctoi ApxiTekTypu Ta Oyno peanizoBano marepH MVI.
3aBIsSKU UM PIIIEHHSAM, OYJIO JOCSATHYTO CTaOUIbHOI, 3 MEHIIOI KUIBKICTIO OariB i
OUIBIII MATPUMYBAHOI CUCTEMH.

CrocoBHO Oe3neku AaHuX, OylIM BUKOPUCTaHI Takli METOAM: IMU(pyBaHHS
nanux, oodyckarrist APK, oOMexeHHs 10CTymy 10 BHYTPIIIHIX (QailiiB 104aTKa, €KpaH
0JIOKyBaHHsI 1 OJIOKYBaHHSI 3aMKCy €KpaHa.

Po3pob6iena cuctema BIJNOBIIA€ BCIM 3a3HAUYEHUM Yy T€M1 BUMOTaM. 3HAUTH
perno3uTopiit mpoexta moxna Ha GitHub [16].

Sk MOXHa MOKpaIaT 10/1aTOK:

—  JI0JaTH JiajoTOBE BIKHO ITi/1 Yac BUAAICHHS KapTKHU;

—  TIepemucaTH JIOTIKY Bajlijarlii, M yac J0JaBaHHs/peaaryBaHHs KapTKH;

—  TIOKpaIiaTH po3Ii3HaBaHHS KapTOK;

—  JIoJaTH MOXJIMBICTH JI0JIaBaHHS KapTok 3a qonomoror NFC.
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HEPEJIIK JIKEPEJI I IIOCHJIAHD

1. SecureCard [Electronic Resource]. — Access mode:
https://play.google.com/store/apps/details?id=com.texode.securecard

2. Google Wallet [Electronic Resource]. —  Access mode:
https://play.google.com/store/apps/details?id=com.google.android.apps.walletnfcrel

3. Native and cross-platform app development [Electronic Resource]. —
Access mode: https://kotlinlang.org/docs/native-and-cross-platform.html#what-is-
native-mobile-app-development

4. Ghosh A. Comparison of Encryption Algorithms [Text] / A. Ghosh //
International Research Journal of Engineering and Technology (IRJET). — 2020. Vol.
7. No. 6. p-ISSN: 2395-0072.

5. Kaotlin vs. Java for Android development August 17, 2022 Levi Vaguez
[Electronic Resource]. — Access mode: https://blog.logrocket.com/kotlin-vs-java-
android-development/

6. Kotlin vs Java performance [Electronic Resource]. — Access mode:

7.  https://lwww.reddit.com/r/Kotlin/comments/ubseb8/kotlin_vs_java perfo
rmance/

8. Hilt is stable! Easier dependency injection on Android [Electronic
Resource]. — Access mode: https://medium.com/androiddevelopers/hilt-is-stable-
easier-dependency-injection-on-android-53aca3f38b9c

9. Why koin? [Electronic Resource]. — Access mode: https://insert-
koin.io/docs/setup/why/

10. MVI Architecture with Android [Electronic Resource]. — Access mode:
https://medium.com/swih/mvi-architecture-with-android-fcde123e3c4a

11. The Clean Architecture [Electronic Resource]. — Access mode:
https://blog.cleancoder.com/uncle-bob/2012/08/13/the-clean-architecture.html

12. Material Design 3 for Compose is now stable [Electronic Resource]. —

Access mode: https://material.io/blog/material-3-compose-stable


https://play.google.com/store/apps/details?id=com.texode.securecard
https://play.google.com/store/apps/details?id=com.google.android.apps.walletnfcrel
https://kotlinlang.org/docs/native-and-cross-platform.html#what-is-native-mobile-app-development
https://kotlinlang.org/docs/native-and-cross-platform.html#what-is-native-mobile-app-development
https://blog.logrocket.com/kotlin-vs-java-android-development/
https://blog.logrocket.com/kotlin-vs-java-android-development/
https://www.reddit.com/r/Kotlin/comments/ubseb8/kotlin_vs_java_performance/
https://www.reddit.com/r/Kotlin/comments/ubseb8/kotlin_vs_java_performance/
https://medium.com/androiddevelopers/hilt-is-stable-easier-dependency-injection-on-android-53aca3f38b9c
https://medium.com/androiddevelopers/hilt-is-stable-easier-dependency-injection-on-android-53aca3f38b9c
https://insert-koin.io/docs/setup/why/
https://insert-koin.io/docs/setup/why/
https://medium.com/swlh/mvi-architecture-with-android-fcde123e3c4a
https://blog.cleancoder.com/uncle-bob/2012/08/13/the-clean-architecture.html
https://material.io/blog/material-3-compose-stable
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13. Photo  picker  [Electronic = Resource]. —  Access  mode:

https://developer.android.com/training/data-storage/shared/photopicker

14. Request runtime permissions [Electronic Resource]. — Access mode:
https://developer.android.com/training/permissions/requesting

15. EncryptedSharedPreferences [Electronic Resource]. — Access mode:
https://developer.android.com/reference/androidx/security/crypto/EncryptedSharedPre
ferences

16. Android Apk decompiler [Electronic Resource]. — Access mode:
http://www.javadecompilers.com/apk

17. JetWallet [Electronic Resource]. — Access mode:
https://github.com/ZhEgor/JetWallet


https://developer.android.com/training/data-storage/shared/photopicker
https://developer.android.com/training/permissions/requesting
https://developer.android.com/reference/androidx/security/crypto/EncryptedSharedPreferences
https://developer.android.com/reference/androidx/security/crypto/EncryptedSharedPreferences
http://www.javadecompilers.com/apk
https://github.com/ZhEgor/JetWallet

JTOJNATOK A

Koa nporpamu
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<?xml version="1.0" encoding="utf-8"?>
<manifest xmlns:android="http://schemas.android.com/apk/res/android"

xmlns:tools="http://schemas.android.com/tools">

<application
android:name=".App"
android:allowBackup="true"
android:dataExtractionRules="@xml/data extraction rules"
android:fullBackupContent="@xml/backup rules"
android:icon="@mipmap/ic_launcher"
android:label="@string/app name"
android:roundIcon="@mipmap/ic_launcher round"
android:supportsRtl="true"
android:theme="@style/Theme.JetWallet"
tools:targetApi="31">
<activity
android:name="_.MainActivity"
android:exported="true"
android:configChanges="orientation"
android:screenOrientation="portrait"
android:theme="@style/Theme.JetWallet">
<intent-filter>

<action android:name="android.intent.action.MAIN" />

<category android:name="android.intent.category.LAUNCHER" />
</intent-filter>

</activity>

<meta-data
android:name="com.google.mlkit.vision.DEPENDENCIES"
android:value="ocr" />

</application>

</manifest>

package com.zhiroke.jetwallet.navigation.subgraphs

import androidx.navigation.NavGraphBuilder
import androidx.navigation.compose.composable

import com.zhiroke.core.navigation.directions.AuthNavDirections



import com.zhiroke.presentation.auth.presentation.auth.AuthRoute

fun NavGraphBuilder.authGraph() {
composable (route = AuthNavDirections.auth.destination) {

AuthRoute ()

package com.zhiroke.jetwallet.navigation.subgraphs

import androidx.navigation.NavGraphBuilder

import androidx.navigation.compose.composable

import com.zhiroke.core.navigation.directions.MyWalletNavDirecti
import

com.zhiroke.presentation.mywallet.presentation.cardcarousel.Card

fun NavGraphBuilder.myWalletGraph () {
composable (route = MyWalletNavDirections.cardCarousel.destin

CardCarouselRoute ()

package com.zhiroke.jetwallet.navigation

import androidx.compose.runtime.Composable

import androidx.compose.ui.Modifier

import androidx.navigation.NavHostController

import androidx.navigation.compose.NavHost

import com.zhiroke.core.navigation.directions.AuthNavDirections
import com.zhiroke.jetwallet.navigation.subgraphs.authGraph

import com.zhiroke.jetwallet.navigation.subgraphs.myWalletGraph

@Composable
fun NavigationGraph (
modifier: Modifier = Modifier,

navController: NavHostController,
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ons

CarouselRoute

ation) {

startDestination: String = AuthNavDirections.auth.destination

NavHost (modifier = modifier, navController = navController,

= startDestination) {

startDestination



authGraph ()
myWalletGraph ()

package com.zhiroke.jetwallet.ui.theme

import androidx.compose.ui.graphics.Color

/** Material 3 light colors palette */

val LightPrimary = Color (0xFF714D9F)

val White = Color (OXFFFFFFFF)

val LightPrimaryContainer = Color (0xXxFFEEDCFF)
val LightOnPrimaryContainer = Color (OxFF2A0054)
val LightSecondary = Color (OxFF00658F)

val LightSecondaryContainer = Color (OxFFCTETFF)
val LightOnSecondaryContainer = Color (0xFFO01lE2E)
val LightTertiary = Color (OxFF006A64)

val LightTertiaryContainer = Color (OxFFFEFDADG)
val LightOnTertiaryContainer = Color (0xFF00201D)
val LightError = Color (OxFFBA1AlA)

val LightErrorContainer = Color (OxFFFFDADG)

val LightOnErrorContainer = Color (0xFF410002)
val LightBackground = Color (OxFFEF7EDFF)

val LightOnBackground = Color (0xFF24005A)

val LightSurface = Color (OxFFF7EDFF)

val LightOnSurface = Color (0xFF24005A)

val LightOutline = Color (0xFF7B757F)

val LightSurfaceVariant = Color (0xXFFE8SEQEB)

val LightOnSurfaceVariant = Color (OxFF4A454E)

/** Material 3 dark colors palette */

val DarkPrimary = Color (0xFFDORIFF)

val DarkOnPrimary = Color (0xFF401B6D)

val DarkPrimaryContainer = Color (OxFF583485)

val DarkOnPrimaryContainer = Color (OxFFEEDCFF)
val DarkSecondary = Color (0xFF86CFFF)

val DarkOnSecondary = Color (0xFFQ00344C)

val DarkSecondaryContainer = Color (0xFF004C6D)
val DarkOnSecondaryContainer = Color (OXFFCTETFF)
val DarkTertiary = Color (0OxFF50DBCF)
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val DarkOnTertiary = Color (OxFF003733)

val DarkTertiaryContainer = Color (0xFF00504B)
val DarkOnTertiaryContainer = Color (OxFF71F7EB)
val DarkError = Color (0OXFFFFB4AB)

val DarkOnError = Color (0OxFF690005)

val DarkErrorContainer = Color (OxFF93000A)
val DarkOnErrorContainer = Color (OxFFFEFDADG)
val DarkBackground = Color (0xFF1D1B1E)

val DarkOnBackground = Color (OXFFE7E1IED)

val DarkSurface = Color (0OxFF1DIB1E)

val DarkOnSurface = Color (OxXFFEADDFF)

val DarkOutline = Color (0xXFF958E99)

val DarkSurfaceVariant = Color (0xFF4A454E)
val DarkOnSurfaceVariant = Color (0xFFCCCACF)

package com.zhiroke.jetwallet.ui.theme

import androidx.compose.foundation.shape.RoundedCornerShape
import androidx.compose.material3.Shapes

import com.zhiroke.core.theme.demensions.dp 12

import com.zhiroke.core.theme.demensions.dp 16

import com.zhiroke.core.theme.demensions.dp 24

import com.zhiroke.core.theme.demensions.dp 4

import com.zhiroke.core.theme.demensions.dp 8

val replyShapes = Shapes (
extraSmall = RoundedCornerShape (dp 4),
small = RoundedCornerShape (dp_8),
medium = RoundedCornerShape (dp 12),
large = RoundedCornerShape (dp 16),
extralarge = RoundedCornerShape (dp 24)

package com.zhiroke.jetwallet.ui.theme

import android.app.Activity

import android.os.Build

import androidx.compose.foundation.isSystemInDarkTheme
import androidx.compose.material3.*

import androidx.compose.runtime.Composable



import
import
import
import

import

androidx.
androidx.
androidx.
androidx.

androidx.

compose.runtime.SideEffect
compose.ui.graphics.toArgb
compose.ui.platform.LocalContext
compose.ui.platform.LocalView

core.view.ViewCompat

private val DarkColorScheme = darkColorScheme (

primary = DarkPrimary,

onPrimary =

DarkOnPrimary,

primaryContainer = DarkPrimaryContainer,

onPrimaryContainer = DarkOnPrimaryContainer,

secondary =

onSecondary

DarkSecondary,

= DarkOnSecondary,

secondaryContainer = DarkSecondaryContainer,

onSecondaryContainer = DarkOnSecondaryContainer,

tertiary =

onTertiary

DarkTertiary,

DarkOnTertiary,

tertiaryContainer = DarkTertiaryContainer,

onTertiaryContainer = DarkOnTertiaryContainer,

background

onBackground

DarkBackground,

= DarkOnBackground,

surface = DarkSurface,

onSurface =

DarkOnSurface,

surfaceVariant = DarkSurfaceVariant,

onSurfaceVariant = DarkOnSurfaceVariant,

error = DarkError,

onError = DarkOnError,

errorContainer = DarkErrorContainer,

onErrorContainer = DarkOnErrorContainer,

outline = DarkOutline,

outlineVariant = DarkSurfaceVariant,

private val LightColorScheme

lightColorScheme (

primary = LightPrimary,

onPrimary =

White,

primaryContainer = LightPrimaryContainer,

onPrimaryContainer = LightOnPrimaryContainer,
secondary = LightSecondary,
onSecondary = White,

secondaryContainer = LightSecondaryContainer,

onSecondaryContainer = LightOnSecondaryContainer,
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tertiary = LightTertiary,

onTertiary = White,

tertiaryContainer = LightTertiaryContainer,
onTertiaryContainer = LightOnTertiaryContainer,
background = LightBackground,

onBackground = LightOnBackground,

surface = LightSurface,

onSurface = LightOnSurface,

surfaceVariant = LightSurfaceVariant,
onSurfaceVariant = LightOnSurfaceVariant,
error = LightError,

onError = White,

errorContainer = LightErrorContainer,
onErrorContainer = LightOnErrorContainer,
outline = LightOutline,

outlineVariant = LightSurfaceVariant,

@Composable

fun JetWalletTheme (
darkTheme: Boolean = isSystemInDarkTheme (),
// Dynamic color is available on Android 12+
dynamicColor: Boolean = true,

content: @Composable () -> Unit

val colorScheme = when {
dynamicColor && Build.VERSION.SDK INT >= Build.VERSION CODES.S -> ({
val context = LocalContext.current
if (darkTheme) dynamicDarkColorScheme (context) else
dynamicLightColorScheme (context)

}

darkTheme -> DarkColorScheme
else -> LightColorScheme
}
val view = LocalView.current
if (!view.isInEditMode) {
SideEffect {
(view.context as Activity) .window.statusBarColor =

colorScheme.primary.toArgb ()

ViewCompat.getWindowInsetsController (view) ?.isAppearancelightStatusBars =
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darkTheme
}

MaterialTheme (
colorScheme = colorScheme,
typography = Typography,
shapes = replyShapes,

content = content

package com.zhiroke.jetwallet.ui.theme

import androidx.compose.material3.Typography
import androidx.compose.ui.text.TextStyle
import androidx.compose.ui.text.font.FontFamily
import androidx.compose.ui.text.font.FontWeight

import androidx.compose.ui.unit.sp

// Set of Material typography styles to start with
val Typography = Typography (

bodyLarge = TextStyle (
fontFamily = FontFamily.Default,
fontWeight = FontWeight.Normal,
fontSize = 16.sp,
lineHeight = 24.sp,
letterSpacing = 0.5.sp

)

/* Other default text styles to override

titlelarge = TextStyle(
fontFamily = FontFamily.Default,
fontWeight = FontWeight.Normal,
fontSize = 22.sp,
lineHeight = 28.sp,
letterSpacing = 0.sp

)y

labelSmall = TextStyle(
fontFamily = FontFamily.Default,
fontWeight = FontWeight.Medium,

fontSize = 11.sp,
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lineHeight = 16

letterSpacing =

*/

.sp,
0.5.sp

package com.zhiroke.jetwallet.ui

import androidx.
import androidx.
import androidx.
import androidx.

import androidx.

compose.

compose

compose.

compose.

compose

foundation.layout.fillMaxSize

.material3.MaterialTheme

material3.Surface
runtime.Composable

.ui.Modifier

import androidx.navigation.compose.rememberNavController

import com.zhiroke.core.navigation.utils.attachNavController

import com.zhiroke.jetwallet.navigation.NavigationGraph

import com.zhiroke.jetwallet.ui.theme.JetWalletTheme

@Composable

internal fun JetWallet () {

val navController =

rememberNavController ()

attachNavController (navController = navController)

JetWalletTheme {

// A surface container using the

Surface (

modifier =

'background' color from the theme

Modifier.fillMaxSize(),

color = MaterialTheme.colorScheme.background

NavigationGraph (navController =

navController)

package com.zhiroke.jetwallet.utils.initmanager

interface InitManager {

fun init ()
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package com.zhiroke.jetwallet.utils.initmanager

import android.app.Application

import com.zhiroke.core.common.di.modules.commonModule

import com.zhiroke.core.navigation.di.modules.navigationModule
import com.zhiroke.data.di.modules.dataModule

import com.zhiroke.domain.di.modules.repositoriesModule

import com.zhiroke.presentation.auth.di.modules.authModules

import com.zhiroke.presentation.mywallet.di.modules.myWalletModules
import org.koin.android.ext.koin.androidContext

import org.koin.core.context.startKoin

class KoinInitManager (private val application: Application) : InitManager {

override fun init () {
startKoin {

androidContext (application)

modules (
dataModule (),
repositoriesModule (),
navigationModule (),
commonModule (),
authModules (),
myWalletModules ()

package com.zhiroke.jetwallet

import android.app.Application
import com.zhiroke.jetwallet.utils.initmanager.InitManager

import com.zhiroke.jetwallet.utils.initmanager.KoinInitManager
class App : Application() {
override fun onCreate() {

super.onCreate ()

initApp ()



private fun initApp() {

listOf<InitManager> (KoinInitManager (application

this@App)) .forEach (InitManager::init)
}

package com.zhiroke.jetwallet

import android.os.Bundle
import android.view.WindowManager
import androidx.activity.compose.setContent

import androidx.fragment.app.FragmentActivity
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import com.zhiroke.core.navigation.utils.detachNavController

import com.zhiroke.jetwallet.ui.JetWallet

import com.zhiroke.presentation.auth.utils.managers.attachBiometricAuthManager

import com.zhiroke.presentation.auth.utils.managers.detachBiometricAuthManager

class MainActivity : FragmentActivity() {

override fun onCreate (savedInstanceState:

super.onCreate (savedInstanceState)

window.setFlags (WindowManager.LayoutParams.FLAG SECURE,

WindowManager.LayoutParams.FLAG SECURE)
setContent (content = { JetWallet () })

attachBiometricAuthManager (activity =

override fun onDestroy() {
detachNavController ()
detachBiometricAuthManager ()

super.onDestroy ()

import java.io.FileInputStream

import java.util.Properties

# Add project specific ProGuard rules here.

# You can control the set of applied configuration files using the



H= #= 3 W

class:

N B

public *;

proguardFiles setting in build.gradle.kts.

For more details, see

http://developer.android.com/guide/developing/tools/proguard.html

If your project uses WebView with JS, uncomment the following

and specify the fully qualified class name to the JavaScript interface

-keepclassmembers class fgcn.of.javascript.interface.for.webview {

# Uncomment this to preserve the line number information for

# debugging stack traces.

#-keepattributes SourceFile,LineNumberTable

# If you keep the line number information, uncomment this to

# hide the original source file name.

#-renamesourcefileattribute SourceFile

-keep class net.sglcipher.** {

* .
’

object Configs {

const
const
const
const
const

const

val
val
val
val
val

val

object Libs {

compileSdk = 33
minSdk = 26
targetSdk = 33

versionCode = 2
versionName = "1.0.1"
packageName = "com.zhiroke.jetwallet"

object AndroidX {

const val coreKtx = "androidx.core:core-ktx:1.9.0"

const val appCompat = "androidx.appcompat:appcompat:1.5.1"

const val activityCompose = "androidx.activity:activity-compose:1.6.1"
const val biometric = "androidx.biometric:biometric-

ktx:${Versions.biometric}"



object Compose {
const val ui = "androidx.compose.ui:ui:${Versions.compose}"
const val runtime =

"androidx.compose.runtime:runtime:${Versions.compose}"

const val uiUtils = "androidx.compose.ui:ui-util:${Versions.compose}"

const val materiallconsExtended = "androidx.compose.material:material-

icons-extended:${Versions.compose}"

const val material3 =
"androidx.compose.material3:material3:${Versions.material3}"

const val toolingPreview = "androidx.compose.ui:ui-tooling-

preview:${Versions.compose}"
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const val tooling = "androidx.compose.ui:ui-tooling:${Versions.compose}"

const val accompanistPager = "com.google.accompanist:accompanist-

pager:${Versions.accompanist}"

const val accompanistPagerIndicator =

"com.google.accompanist:accompanist-pager-indicators:${Versions.accompanist}"

const val testJunit4 = "androidx.compose.ui:ui-test-
junit4:${Versions.compose}"

const val testManifest = "androidx.compose.ui:ui-test-
manifest:${Versions.compose}"

}

object Permissions {
const val accompanist = "com.google.accompanist:accompanist-—
permissions:${Versions.accompanist}"

}

object Coroutines {
const val core = "org.jetbrains.kotlinx:kotlinx-coroutines-
core:${Versions.coroutines}"
const val test = "org.Jjetbrains.kotlinx:kotlinx-coroutines-
test:${Versions.coroutines}"

}

object Gms {

const val textRecognizerMlKit = "com.google.android.gms:play-services-

mlkit-text-recognition:${Versions.textRecognizerMlKit}"

}

object CameraX {
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const val mlKit = "androidx.camera:camera-mlkit-
vision:${Versions.cameraXM1Kit}"

const val camera? = "androidx.camera:camera-camera?l:${Versions.cameraX}"

const val lifecycle = "androidx.camera:camera-—
lifecycle:${Versions.cameraX}"

const val view = "androidx.camera:camera-view:S${Versions.cameraX}"

object Koin {

const val core = "io.insert-koin:koin-core:S${Versions.koin}"
const val android = "io.insert-koin:koin-android:${Versions.koin}"
const val compose = "io.insert-koin:koin-androidx-

compose: ${Versions.koin}"

}

object Coil {

const val compose = "io.coil-kt:coil-compose:${Versions.coil}"

object Room {

const val runtime "androidx.room:room-runtime:${Versions.room}"
const val ktx = "androidx.room:room-ktx:${Versions.room}"

const val compiler = "androidx.room:room-compiler:${Versions.room}"

object SglCipher ({
const val cipher = "net.zetetic:android-database-
sqglcipher:${Versions.sglcipher}"

}

object Security {
const val crypto = "androidx.security:security-
crypto:${Versions.securityCrypto}"

}

object Navigation {
const val navigationCompose = "androidx.navigation:navigation-
compose:${Versions.navigation}"

}

object Lifecycle {

const val runtimeKtx = "androidx.lifecycle:lifecycle-runtime-



ktx:${Versions.lifecycle}"

const val runtimeCompose = "androidx.lifecycle:lifecycle-runtime-
compose:${Versions.lifecycle}"

const val viewModelCompose = "androidx.lifecycle:lifecycle-viewmodel-
compose:${Versions.lifecycle}"

}

object Test {
const val jUnit = "Jjunit:junit:4.13.2"
const val androiddUnit = "androidx.test.ext:junit:1.1.3"
const val espresso = "androidx.test.espresso:espresso-core:3.4.0"

const val googleTruth = "com.google.truth:truth:1.1.3"

object Versions {

const val kotlin = "1.6.21"

const val koin = "3.2.2"

const val room = "2.4.3"

const val sglcipher = "4.5.0@aar"

const val navigation = "2.5.0"

const val coroutines = "1.5.2"

const val cameraX = "1.2.0"

const val cameraXMlKit = "1.2.0-betal2"
const val textRecognizerMlKit = "18.0.2"
const val lifecycle = "2.6.0-alpha0Ol1"
const val compose = "1.2.1"

const val coil = "2.1.0"

const val composeCompiler = "1.3.2"
const val accompanist = "0.28.0"

const val material3 = "1.1.0-alphaO2"

const val biometric "1.2.0-alpha04"

const val securityCrypto = "1.1.0-alpha04"

package com.zhiroke.core.cardrecognition.composable

import androidx.compose.runtime.Composable
import androidx.compose.ui.Modifier

import com.zhiroke.core.common.permissions.RequestPermissionHelper



@Composable

fun CardRecognizer (

modifier: Modifier = Modifier,

onDismissRequest: ()

-> Unit,

onFrontSideCardRecognized: (cardNumber: String, expirationDate: String) ->

Unit,

onBackSideCardRecognized: (verificationNumber: String)

RequestPermissionHelper (

permission = android.Manifest.permission.CAMERA,

-> Unit

permissionNotGrantedContent = { onRequestPermission ->

Rationale (onDismissRequest = onDismissRequest,

onRequestPermission)

b,

permissionGrantedContent = {

UnsafeCardRecognizer (

modifier = modifier,

onRequestPermission

onFrontSideCardRecognized = onFrontSideCardRecognized,

onBackSideCardRecognized = onBackSideCardRecognized

package com.zhiroke.core.cardrecognition.composable

import
import
import
import
import

import

androidx.compose
androidx.compose.
androidx.compose.
androidx.compose
androidx.compose.

com.zhiroke.core

@Composable

internal fun Rationale(

onDismissRequest: ()

onRequestPermission:

.material3.AlertDialog

material3.Button

material3.Text

.runtime.Composable

ui.res.stringResource

.cardrecognition.R

-> Unit,

() -> Unit,

90



AlertDialog (
title = {
Text (text =
stringResource (R.string.rational permission request title))
},
text = {
Text (text =
stringResource (R.string.rational permission request rational text))
},
confirmButton = {

Button (onClick = onRequestPermission) {

Text (stringResource (R.string.rational permission request confirm button))
}
},

onDismissRequest = onDismissRequest

package com.zhiroke.core.cardrecognition.composable

import android.util.Log

import androidx.camera.mlkit.vision.MlKitAnalyzer
import androidx.camera.view.CameraController

import androidx.camera.view.LifecycleCameraController
import androidx.camera.view.PreviewView

import androidx.compose.foundation.background

import androidx.compose.foundation.layout.Box

import androidx.compose.foundation.layout.fillMaxSize
import androidx.compose.runtime.Composable

import androidx.compose.runtime.DisposableEffect
import androidx.compose.runtime.LaunchedEffect

import androidx.compose.runtime.remember

import androidx.compose.ui.Modifier

import androidx.compose.ui.graphics.Color

import androidx.compose.ui.platform.LocalContext
import androidx.compose.ui.platform.LocallLifecycleOwner
import androidx.compose.ui.viewinterop.AndroidView

import com.google.mlkit.vision.text.TextRecognition



92

import com.google.mlkit.vision.text.latin.TextRecognizerOptions
import com.zhiroke.core.cardrecognition.recognizer.DigitRecognizer
import kotlinx.coroutines.Dispatchers

import kotlinx.coroutines.ExperimentalCoroutinesApi

import kotlinx.coroutines.asExecutor

@OptIn (ExperimentalCoroutinesApi::class)
@Composable
internal fun UnsafeCardRecognizer (
modifier: Modifier = Modifier,
onFrontSideCardRecognized: (cardNumber: String, expirationDate: String) ->
Unit,

onBackSideCardRecognized: (verificationNumber: String) -> Unit

val context = LocalContext.current

val lifecycleOwner = LocallifecycleOwner.current

val cameraController = remember { LifecycleCameraController (context) }

val cameraView = remember { PreviewView (context) 1}

val cameraExecutor = remember {
Dispatchers.Default.limitedParallelism(2) .asExecutor () }

val textScanner = remember {

TextRecognition.getClient (TextRecognizerOptions.DEFAULT OPTIONS) }

LaunchedEffect (Unit) {

var recognizedCardNumber: String? = null

var recognizedExpirationDate: String? = null

val cardNumberRecognizer = DigitRecognizer (pattern = "xXxXXX XXXX XXXX
xxxx") { cardNumber ->

recognizedCardNumber = cardNumber
recognizedExpirationDate?.let { expirationDate =->
onFrontSideCardRecognized.invoke (cardNumber, expirationDate)

}
Log.d ("JET_TAG", "\n\n\n\n\nbest match: S$cardNumber")

}

val expirationDateRecognizer = DigitRecognizer (pattern = "xx/xx") {

expirationDate ->

recognizedExpirationDate = expirationDate
recognizedCardNumber?.let { cardNumber ->

onFrontSideCardRecognized.invoke (cardNumber, expirationDate)
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}
Log.d("JET_TAG", "\n\n\n\n\nbest match: SrecognizedExpirationDate")
}
val verificationNumberRecognizer = DigitRecognizer (pattern = "xxx") {
verificationNumber ->
if (recognizedCardNumber == null && recognizedExpirationDate ==
null) {

onBackSideCardRecognized. invoke (verificationNumber)

}
Log.d("JET_TAG", "\n\n\n\n\nbest match: SrecognizedExpirationDate")

cameraController.setEnabledUseCases (CameraController.IMAGE ANALYSIS)
cameraController.bindToLifecycle (lifecycleOwner)
cameraController.setImageAnalysisAnalyzer (
camerakxecutor,
M1KitAnalyzer (
1listOf (textScanner),
CameraController.COORDINATE SYSTEM VIEW REFERENCED,
cameraExecutor
) { result ->
val text = result.getValue (textScanner)
text?.textBlocks?.forEach { textBlock ->
cardNumberRecognizer.feed (textBlock.text)
expirationDateRecognizer.feed (textBlock.text.filterNot {
it.isLetter () })

verificationNumberRecognizer.feed (textBlock.text)

cameraView.controller = cameraController

DisposableEffect (Unit) {
onDispose {
cameraView.controller = null

cameraController.unbind ()

Box (modifier = modifier.background (Color.Black)) {



AndroidView (factory =

{ cameraView }, modifier

package com.zhiroke.core.cardrecognition.recognizer

import android.util.Lo

g

internal class DigitRecognizer (

pattern: String,
iterationLimitMin:

iterationLimitMax:

onSuccess: (String)
) : Recognizer (
pattern = pattern,

iterationLimitMin
iterationLimitMax

onSuccess =

override fun findBestMatch (selection:

val unrecognizedSymbol =

val bestMatch

for

if

val bestMatchesForSymbol:

for

val matchingSymbol =

if

bestMatchesForSymbol [matchingSymbol]?.let { it + 1 } 2:

of repeating ones

}

(pattern[i]

Int = 5,
Int = 10,
-> Unit

iterationLimitMin,

iterationLimitMax,

onSuccess

Selection) :
DIGIT_SYMBOL

CharArray (pattern.length)

(i in pattern.indices) {

DIGIT SYMBOL) {

(j in selection.indices) {

(matchingSymbol.isDigit ()) {

HashMap<Char,

selection([j][1i]
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Modifier.fillMaxSize())

String {

Int> =

bestMatchesForSymbol [matchingSymbol] =

{ unrecognizedSymbol }

hashMapOf ()

1 // creating selection

bestMatchesForSymbol .maxByOrNull { it.value }?.key?.let { symbol

bestMatch[i] =

symbol
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} else {
bestMatch[i] = pattern[i]
}
}
return bestMatch.filterNot { symbol -> symbol == unrecognizedSymbol
}.joinToString("") .also {

Log.d("JET_TAG", "ScurrentIteration. potential best match: $it")

package com.zhiroke.core.cardrecognition.recognizer

import kotlinx.coroutines.CoroutineScope

import kotlinx.coroutines.Dispatchers

import kotlinx.coroutines.SupervisorJob

import kotlinx.coroutines.flow.MutableStateFlow
import kotlinx.coroutines.flow.collectLatest
import kotlinx.coroutines.flow.update

import kotlinx.coroutines.launch

internal typealias Selection = List<List<Char>>

/**
* @param pattern example: "XXxXX XXXX XXxx xxxx".
* @param iterationLimitMin with this amount of iteration we guarantee not to
throw a best match
* @param iterationLimitMax with this amount of iteration we guarantee to throw
a best match
*/
internal abstract class Recognizer (
protected val pattern: String,
protected val iterationLimitMin: Int,
protected val iterationLimitMax: Int,

protected val onSuccess: (String) -> Unit

private val job = SupervisorJob ()

private val scope = CoroutineScope (Dispatchers.Default + job)



private val fedSelection: MutableStateFlow<Selection> =
MutableStateFlow (1istOf ())

protected var currentlIteration = 0
private var isFeedingStopped = false
init {

observeSelection ()

fun feed(text: String) {
if (isFeedingStopped) return
if (matchesPattern (text)) {
fedSelection.update { selection =->

selection.plus (listOf (text.toList ()))

protected abstract fun findBestMatch (selection: Selection): String

private fun observeSelection() {
scope.launch {
fedSelection.collectLatest { selection ->
currentIterationt+
findBestMatch (selection = selection).let { bestMatch =->
if ((bestMatch.length == pattern.length && currentIteration
<= iterationLimitMin) || currentIteration >= iterationLimitMax) {

isFeedingStopped = true
bestMatch.filterNot (pattern::contains) .let (onSuccess)

return@collectlLatest

private fun matchesPattern(text: String): Boolean ({
if (text.length != pattern.length) return false
for (i in pattern.indices) { // check for a pattern

if (pattern[i] != DIGIT SYMBOL && text[i] != pattern[i]) return
false



return true

companion object {

const val DIGIT SYMBOL = 'x'

<?xml version="1.0" encoding="utf-8"?>

<manifest xmlns:android="http://schemas.android.com/apk/res/android">
<uses-feature android:name="android.hardware.camera" />

<uses-permission android:name="android.permission.CAMERA" />

</manifest>

<?xml version="1.0" encoding="utf-8"?>

<manifest xmlns:android="http://schemas.android.com/apk/res/android">

<uses-permission android:name="android.permission.VIBRATE" />

</manifest>

package com.zhiroke.core.common.base.error

import com.zhiroke.core.common.base.BaseEvent

interface ErrorEvent : BaseEvent ({

val errorMessage: String?

data class DefaultErrorEvent (
override val errorMessage: String?

) : ErrorEvent

package com.zhiroke.core.common.base.error

import com.zhiroke.core.common.base.BaseEvent

import kotlinx.coroutines.flow.Flow



import kotlinx.coroutines.flow.flowOf

interface ErrorInteractor<Event> {

suspend fun tryCatch/(

onFailureHandler: ((e: Exception) -> ErrorEvent)? = null,
block: suspend () -> Event
) : Event

interface SuspendableErrorInteractor : ErrorInteractor<BaseEvent> {

/**
* Executes a block, 1in case of failure, we handle it with a defined or
default handler
*/
override suspend fun tryCatch (
onFailureHandler: ((e: Exception) -> ErrorEvent)?,
block: suspend () -> BaseEvent
) : BaseEvent {
return try {
block.invoke ()
} catch (e: Exception) {
e.printStackTrace ()
onFailureHandler?.invoke (e) ?: DefaultErrorEvent (errorMessage =
e.message)

}

interface SubscriptionErrorInteractor : ErrorInteractor<Flow<BaseEvent>> {

/**
* Wrapping in result in Flow, implementation for @see
SubscriptionInteractor
*/
override suspend fun tryCatch(
onFailureHandler: ((e: Exception) -> ErrorEvent)?,
block: suspend () -> Flow<BaseEvent>
) : Flow<BaseEvent> {
return try {

block.invoke ()
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} catch (e: Exception) {

e.printStackTrace ()

99

flowOf (onFailureHandler?.invoke (e) ?: DefaultErrorEvent (errorMessage

= e.message))

}

package com.zhiroke.core.common.base.error

interface ErrorState {

val errorMessage: String?

package com.zhiroke.core.common.base

interface BaseEvent

package com.zhiroke.core.common.base

import kotlinx.coroutines.flow.Flow

interface BaselInteractor<in State : BaseState, in Event: BaseEvent> {

fun canHandle (event: Event): Boolean

interface SuspendablelInteractor<in State : BaseState, in Event : BaseEvent>:

BaselInteractor<State, Event> {

suspend fun invoke (state: State, event: Event): BaseEvent

interface SubscriptionInteractor<in State : BaseState, in Event : BaseEvent>

BaselInteractor<State, Event> {

suspend fun invoke (state: State, event: Event): Flow<BaseEvent>
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package com.zhiroke.core.common.base

interface BaseReducer<State : BaseState> {

val initialState: State

fun reduce (state: State, event: BaseEvent): State

package com.zhiroke.core.common.base

interface BaseState

package com.zhiroke.core.common.base

import androidx.lifecycle.ViewModel

import androidx.lifecycle.viewModelScope

import com.zhiroke.core.common.coroutines.DispatchersProvider
import kotlinx.coroutines.*

import kotlinx.coroutines.flow.MutableStateFlow

import kotlinx.coroutines.flow.StateFlow

import kotlinx.coroutines.flow.collectLatest

import kotlinx.coroutines.flow.update

abstract class BaseViewModel<State: BaseState, Event : BaseEvent> (
private val dispatchers: DispatchersProvider,
private val reducer: BaseReducer<State>,
private val interactors: Set<Baselnteractor<State, Event>>,
initialEvent: Event

) : ViewModel () {

private val currentSubscriptions: HashMap<SubscriptionInteractor<State,
Event>, Job> = hashMapOf ()
private val state = MutableStateFlow(reducer.initialState)

val state: StateFlow<State> get() = state

init {

sendEvent (event = initialEvent)



@Suppress ("UNCHECKED CAST")
protected fun sendEvent (event: Event) {
_state.update { state -> reducer.reduce(state = state, event = event)
viewModelScope.launch {
val deferred = mutablelListOf<Deferred<Unit>>()
interactors.filter { interactor -> interactor.canHandle (event =
event) }.forEach { interactor ->
when (interactor) {
is SuspendableInteractor<State, Event> -> deferred.add(
async (dispatchers.io) {
sendEvent (event = interactor.invoke (state =
_state.value, event = event) as Event)
}
)
is SubscriptionInteractor<State, Event> -> {
currentSubscriptions[interactor]?.cancel() // prevent
redundant subscription
currentSubscriptions[interactor] =
launch (dispatchers.io) {
interactor.invoke (state = state.value, event =
event) .collectLatest { event ->

sendEvent (event = event as Event)

}
deferred.forEach { it.await () }

override fun onCleared() {
viewModelScope.cancel ()

super.onCleared ()

package com.zhiroke.core.common.coroutines

import kotlinx.coroutines.CoroutineDispatcher

import kotlinx.coroutines.Dispatchers
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interface DispatchersProvider
val io: CoroutineDispatcher
val main: CoroutineDispatcher

val default: CoroutineDispatcher

class AppDispatchersProvider : DispatchersProvider {

override val io: CoroutineDispatcher
get () = Dispatchers.IO

override val main: CoroutineDispatcher
get () = Dispatchers.Main

override val default: CoroutineDispatcher

get () = Dispatchers.Default

package com.zhiroke.core.common.di.modules

import com.zhiroke.core.common.coroutines.AppDispatchersProvider
import com.zhiroke.core.common.coroutines.DispatchersProvider
import org.koin.core.module.dsl.bind

import org.koin.core.module.dsl.factoryOf

import org.koin.dsl.module

fun commonModule () = module {

factoryOf (: :AppDispatchersProvider) { bind<DispatchersProvider> ()

package com.zhiroke.core.common.permissions

import androidx.compose.runtime.Composable

import com.google.accompanist.permissions.*

@OptIn (ExperimentalPermissionsApi::class)
@Composable

fun RequestPermissionHelper (

}
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permission: String,
permissionNotGrantedContent: @Composable (requestPermission: ()
Unit = { },

permissionGrantedContent: @Composable () -> Unit = { }

val permissionState = rememberPermissionState (permission)

if (permissionState.status.isGranted) {
permissionGrantedContent.invoke ()

} else {
permissionNotGrantedContent.invoke {

permissionState.launchPermissionRequest ()

package com.zhiroke.core.common.utils

import android.content.ClipData

import android.content.ClipboardManager
import android.content.Context

import android.os.Build

import android.os.VibrationEffect
import android.os.Vibrator

import android.os.VibratorManager

fun Context.copyToClipboardWithVibration (text: CharSequence) {
copyToClipboard(text)

vibrate ()

fun Context.copyToClipboard(text: CharSequence) {
val clipboard = getSystemService (Context.CLIPBOARD SERVICE) as
ClipboardManager
val clip = ClipData.newPlainText ("label", text)
clipboard.setPrimaryClip(clip)

fun Context.vibrate () {

when {

-> Unit)
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Build.VERSION.SDK INT >= Build.VERSION CODES.S -> {
val vibratorManager =

getSystemService (Context.VIBRATOR MANAGER SERVICE) as VibratorManager

vibratorManager.defaultVibrator.vibrate (VibrationEffect.createOneShot (200,
VibrationEffect.DEFAULT AMPLITUDE))
}
else -> {
val vibratorManager = getSystemService (Context.VIBRATOR SERVICE) as
Vibrator
vibratorManager.vibrate (VibrationEffect.createOneShot (200,
VibrationEffect.DEFAULT AMPLITUDE))
}

package com.zhiroke.core.common.utils

inline fun <T> T.ifThen(predicate: () -> Boolean, other: T.() -> T): T {
return if (predicate.invoke()) {
other.invoke (this)

} else this

inline fun <T> T.ifThen(predicate: Boolean, other: T.() -> T): T {
return if (predicate) {
other.invoke (this)

} else this

inline fun <T, R> R.ifNotNullThen (value: T?, other: R.(T) -> R): R {
return if (value != null) {
other.invoke (this, value)

} else this

package com.zhiroke.core.common.utils

/**



* Use case:

* val
* val

*/

response: String?

result = response?.let { handling } otherwise { handling }

= getString()

internal infix fun <T> T?.otherwise (block: ()

return this ?: block

.invoke ()

package com.zhiroke.core.common.utils

import androidx.compose.runtime.Composable

import androidx.compose.runtime.remember

@Composable

inline fun <T> rememberLambda (lambda:

<?xml version="1.0" encoding="utf-8"?>

<manifest xmlns:android="http://schemas.android.com/apk/res/android">

</manifest>

package com.zhiroke.core.components.animations

import
import
import
import
import
import
import

import

androidx.compose.
androidx.compose.
androidx.compose.
androidx.compose.
androidx.compose.
androidx.compose.
androidx.compose.

androidx.compose.

@Composable

animation.core.*
foundation.background
material3.Text
runtime.Composable
ui.Modifier
ui.geometry.Offset
ui.graphics.Brush

ui.graphics.Color

fun animatedShimmerBrush (

shimmerColors: List<

Color.LightGray.
Color.LightGray.
Color.LightGray.

Color> = 1istOf(
copy (alpha = 0.5f),
0.2f),

copy (alpha
copy (alpha = 0.5f),

T) = remember { lambda }
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)
) : Brush {

val transition = rememberInfiniteTransition ()

val translateAnim = transition.animateFloat (

initialvalue = 0f,
targetValue = 1000f,
animationSpec = infiniteRepeatable (
animation = tween/
durationMillis = 1200,
easing = FastOutSlowInEasing

)y

repeatMode = RepeatMode.Reverse

return Brush.linearGradient (
colors = shimmerColors,
start = Offset.Zero,

end = Offset(x = translateAnim.value,

@Composable

y = translateAnim.value)

fun ShimmeringTextSize (modifier: Modifier = Modifier, text: String) {

Text (

modifier = Modifier

.background(brush = animatedShimmerBrush())

.then (modifier),
text = text,

color = Color.Transparent

package com.zhiroke.core.components.buttons

import androidx.annotation.StringRes

import androidx.compose.material3.Button

import androidx.compose.material3.ButtonDefaults

import androidx.compose.material3.Text

106



import
import
import
import
import

import

androidx.compose.
androidx.compose.
androidx.compose.
androidx.compose.
com.zhiroke.core.

com.zhiroke.core.

@Composable

fun ButtonText (

modifier: Modifier

text: String,

enabled: Boolean =

onClick: () -> Unit

val buttonColors =

containerColor

contentColor =

Button (

modifier = modi

runtime.Composable
ui.Modifier
ui.res.stringResource
ui.tooling.preview.Preview
theme.utils.MaterialColor

theme.utils.MaterialShapes

= Modifier,

true,

4

ButtonDefaults.buttonColors (
= MaterialColor.secondary,

MaterialColor.onSecondary

fier,

colors = buttonColors,

shape = MaterialShapes.small,

onClick = onCli

enabled

enabl

ck,
ed,

Text (text = text)

@Composable

fun ButtonText (

modifier: Modifier

= Modifier,

@StringRes textResId: Int,

onClick: () -> Unit,

enabled: Boolean =

ButtonText (

true,
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modifier = modifier,
text = stringResource(id = textResId),

onClick = onClick,

enabled = enabled,
)
}
@Preview
@Composable
private fun ButtonTextPreview() {
ButtonText (text = "Create") ({

package com.zhiroke.core.components.card

import androidx.compose.foundation.layout.Box

import androidx.compose.foundation.layout.BoxScope
import androidx.compose.foundation.layout.aspectRatio
import androidx.compose.foundation.layout.fillMaxWidth
import androidx.compose.runtime.Composable

import androidx.compose.ui.Modifier

@Composable
fun EuropeanCardRatioContainer (modifier: Modifier = Modifier, content:

@Composable BoxScope. () —-> Unit) {

Box (
modifier = modifier
.fillMaxWidth ()
.aspectRatio(ratio = 1.647f),

content = content

package com.zhiroke.core.components.cardwrapper

import androidx.compose.foundation.gestures.detectDragGestures



import
import
import
import
import
import
import
import
import
import
import

import
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androidx.compose.foundation.gestures.detectTapGestures
androidx.compose.foundation.layout.Box
androidx.compose.runtime.Composable
androidx.compose.ui.Modifier
androidx.compose.ul.geometry.Offset
androidx.compose.ui.graphics.TransformOrigin
androidx.compose.ui.graphics.graphicsLayer
androidx.compose.ui.input.pointer.PointerInputChange
androidx.compose.ui.input.pointer.pointerInput
androidx.compose.ui.layout.LayoutCoordinates
androidx.compose.ui.layout.onGloballyPositioned

com.zhiroke.core.common.utils.ifNotNullThen

@Composable

fun StatelessCardWrapper (

modifier: Modifier = Modifier,

rotateX: Float,

rotateY: Float,

onDrag: ((change: PointerInputChange, dragAmount: Offset) -> Unit)? = null,
onDoubleTap: ((Offset) -> Unit)? = null,
onLongPress: ((Offset) -> Unit)? = null,
onGloballyPositioned: ((LayoutCoordinates) -> Unit)? = null,
cardContent: @Composable () -> Unit
) A
Box (modifier = modifier) {
Box (

modifier = Modifier
.pointerInput (Unit) {

detectTapGestures (onDoubleTap = onDoubleTap, onlongPress =

onLongPress)

}
.1fNotNullThen (value = onGloballyPositioned) {

onGloballyPositioned ->

onGloballyPositioned (onGloballyPositioned =

onGloballyPositioned) // Android Studio bug

}
.1fNotNullThen (value = onDrag) { onDrag ->

pointerInput (Unit) {

detectDragGestures (onDrag = onDrag)



}

.graphicsLayer {

transformOrigin = TransformOrigin(0.5f, 0.5f)

rotationX = rotateX

rotationY = rotateY
cameraDistance = 8f * density
}
) A
cardContent.invoke ()

package com.zhiroke.core.components.column

import
import
import
import
import
import
import

import

androidx.compose.
androidx.compose.
androidx.compose.
androidx.compose.
androidx.compose.
androidx.compose.
androidx.compose.

androidx.compose.

@Composable

foundation.layout.Arrangement
foundation.layout.Column
foundation.layout.ColumnScope
foundation.rememberScrollState
foundation.verticalScroll
runtime.Composable
ui.Alignment

uil.Modifier

inline fun ScrollableColumn (

modifier: Modifier =

verticalArrangement:

horizontalAlignment:

content: @Composable

val state = remember

Column (

true),

modifier = modif

verticalArrangement

Modifier,

Arrangement.Vertical Arrangement.Top,

Alignment.Horizontal = Alignment.Start,

ColumnScope. () -> Unit
ScrollState ()
ier.verticalScroll (state = state, reverseScrolling =

verticalArrangement,

horizontalAlignment = horizontalAlignment,
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content = content

package com.zhiroke.core.components.pager

import
import
import
import
import
import
import

import

androidx.compose.foundation.layout.Column
androidx.compose.foundation.shape.RoundedCornerShape
androidx.compose.runtime.Composable
androidx.compose.ui.Alignment
androidx.compose.ui.Modifier
com.google.accompanist.pager.*
com.zhiroke.core.theme.demensions.dp 2

com.zhiroke.core.theme.utils.MaterialColor

@OptIn (ExperimentalPagerApi::class)

@Composable

fun HorizontalPagerWithTransition (

modifier: Modifier = Modifier,

count: Int,

content: @Composable PagerScope. (page: Int) -> Unit

val pagerState = rememberPagerState ()

Column (horizontalAlignment = Alignment.CenterHorizontally)

HorizontalPager (
modifier = modifier,
count = count,
state = pagerState,

) { page ->

PagerItemWithTransition (page = page) {

content.invoke (this@HorizontalPager, page)

HorizontalPagerIndicator (
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pagerState = pagerState,
activeColor = MaterialColor.primary,
inactiveColor = MaterialColor.primaryContainer,

indicatorShape = RoundedCornerShape (dp 2)

package com.zhiroke.core.components.pager

import
import
import
import
import
import
import
import
import

import

androidx.compose.foundation.layout.Box
androidx.compose.foundation.layout.BoxScope
androidx.compose.runtime.Composable
androidx.compose.ui.Modifier
androidx.compose.ui.graphics.graphicsLayer
androidx.compose.ui.util.lerp
com.google.accompanist.pager.Experimental PagerApi
com.google.accompanist.pager.PagerScope
com.google.accompanist.pager.calculateCurrentOffsetForPage

kotlin.math.absolutevValue

@0ptIn (ExperimentalPagerApi::class)

@Composable

fun PagerScope.PagerItemWithTransition (

modifier: Modifier = Modifier,

page: Int,

content: @Composable BoxScope. () -> Unit

StatelessPagerItem(

modifier = modifier.graphicsLayer {

val pageOffset = calculateCurrentOffsetForPage (page =

page) .absoluteValue

lerp(
start = 0.85f,
stop = 1f,
fraction = 1f - pageOffset.coerceIn(0f, 1f)

) .also { scale =->
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scaleX = scale

scaleY = scale

alpha = lerp(
start = 0.5f,
stop = 1f,

fraction = 1f - pageOffset.coercelIn(0f,

b,

content = content

@Composable
private fun StatelessPagerItem(
modifier: Modifier = Modifier,

content: @Composable BoxScope. () —-> Unit

Box (modifier = modifier) {

content.invoke (this)

package com.zhiroke.core.components.popup.components

import androidx.compose.foundation.background
import androidx.compose.foundation.layout.Spacer
import androidx.compose.foundation.layout.padding
import androidx.compose.foundation.layout.size
import androidx.compose.runtime.Composable

import androidx.compose.ui.Modifier

import androidx.compose.ui.draw.clip

import androidx.compose.ui.tooling.preview.Preview
import com.zhiroke.core.theme.demensions.*

import com.zhiroke.core.theme.utils.MaterialColor

import com.zhiroke.core.theme.utils.MaterialShapes

@Composable

internal fun Dash () {

1f)
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Spacer (

modifier = Modifier

.padding (vertical = dp 16)

.size (width

= dp 64, height = dp 6)

.clip(MaterialShapes.extraSmall)

.background (color = MaterialColor.secondary)

@Preview

@Composable

fun DashPreview () {

Dash ()

package com.zhiroke.core.components.popup

import
import
import
import
import
import
import
import
import
import
import
import
import
import
import

import

androidx.activity.compose.BackHandler

androidx.compose.
androidx.compose.
androidx.compose.
androidx.compose.
androidx.compose.
androidx.compose.
androidx.compose.
androidx.compose.
androidx.compose.
androidx.compose.
androidx.compose.
androidx.compose.
com.zhiroke.core.
com.zhiroke.core.

com.zhiroke.core.

foundation.layout.*
foundation.shape.RoundedCornerShape
material.ExperimentalMaterialApi
material.ModalBottomSheetLayout
material.ModalBottomSheetValue
material.rememberModalBottomSheetState
runtime.Composable
runtime.LaunchedEffect

ui.Alignment
ui.ExperimentalComposeUiApi
ui.Modifier
ui.platform.LocalSoftwareKeyboardController
components.popup.components.Dash
theme.demensions.dp 16

theme.utils.MaterialColor

@0ptIn (ExperimentalMaterialApi::class, ExperimentalComposeUiApi::class)

@Composable

fun PopUp (

popUpState:
heightFraction:

PopUpState,
Float = 0.85f,
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onHide: () -> Unit,

content: @Composable BoxScope. () -> Unit

val keyboardController = LocalSoftwareKeyboardController.current

val state = rememberModalBottomSheetState (
initialValue = ModalBottomSheetValue.Hidden,
skipHalfExpanded = true,
confirmStateChange = { newState ->
if (newState == ModalBottomSheetValue.Hidden) {

onHide.invoke ()

true

BackHandler (onBack = onHide, enabled = popUpState.isShown)

LaunchedEffect (keyl = popUpState) {
if (popUpState.isShown) {
state.show ()

} else if (state.isVisible) {
keyboardController?.hide ()
state.hide ()

} else {

keyboardController?.hide ()

ModalBottomSheetLayout (

sheetState state,
sheetShape = RoundedCornerShape (topStart = dp 16, topEnd = dp 16),

sheetContent = {

Column (
modifier = Modifier
.fillMaxwWidth ()
.fillMaxHeight (fraction = heightFraction),

horizontalAlignment = Alignment.CenterHorizontally



Dash ()

Box (modifier = Modifier.fillMaxSize (), content

b,

sheetBackgroundColor

MaterialColor.background,

content = {}

package com.zhiroke.core.components.popup

data class PopUpState (

val isShown: Boolean

companion object {

fun initialState() = PopUpState (isShown = false)

package com.zhiroke.core.components.toasts

import androidx.compose.foundation.layout.*
import androidx.compose.material3.Surface

import androidx.compose.material3.Text

import androidx.compose.runtime.Composable

import androidx.compose.ui.Alignment

import androidx.compose.ui.Modifier

import androidx.compose.ui.tooling.preview.Preview
import com.zhiroke.core.theme.demensions.dp 16
import com.zhiroke.core.theme.demensions.dp 360
import com.zhiroke.core.theme.demensions.dp 8
import com.zhiroke.core.theme.demensions.dp 96
import com.zhiroke.core.theme.utils.MaterialColor

import com.zhiroke.core.theme.utils.MaterialShapes

@Composable

fun ErrorToast (text: String?) {

content)
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text ?: return
ErrorContainer {
ErrorBlock (modifier = Modifier.align (Alignment.BottomCenter), text =
text)
}

@Composable
private fun ErrorBlock (modifier: Modifier = Modifier, text: String) ({
Surface (
modifier = modifier
.width(width = dp 360)
.defaultMinSize (minHeight = dp 96)
.padding(all = dp 16),
shape = MaterialShapes.large,

color = MaterialColor.errorContainer,

contentColor = MaterialColor.onErrorContainer
) |
Text (
modifier = Modifier.padding(all = dp 8),
text = text,
)
}
}
@Composable
private fun ErrorContainer (content: @Composable BoxScope. () -> Unit) {
Box (
modifier = Modifier.fillMaxSize ()
) |
content.invoke (this)
}
}
@Preview
@Composable
fun ErrorPreview() {

ErrorContainer {

ErrorBlock (modifier = Modifier.align (Alignment.BottomCenter), text =

"too many attempts!")

}
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package com.zhiroke.core.components.utils

import androidx.compose.runtime.Stable

@Stable
class StablelList<T>(private val list: List<T>) : List<T> by list {
override fun hashCode(): Int {

return list.hashCode ()

override fun equals (other: Any?): Boolean {
return (other as? StableList<T>)?.list?.let {
it == list

} ?2: false

fun <T> List<T>.toStableList (): StableList<T> = Stablelist(list = this)

fun <T> emptyStablelist(): StableList<T> = Stablelist (emptyList{())

fun <T> stableListOf(): StableList<T> = StableList (listOf())

fun <T> stablelListOf (vararg elements: T): StableList<T> =

StablelList (1istOf (*elements))

<?xml version="1.0" encoding="utf-8"?2>

<manifest xmlns:android="http://schemas.android.com/apk/res/android">

</manifest>

package com.zhiroke.core.navigation.di.modules

import com.zhiroke.core.navigation.domain.NavigationManager
import org.koin.core.module.dsl.singleOf

import org.koin.dsl.module
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fun navigationModule () = module {

singleOf (: :NavigationManager)

package com.zhiroke.core.navigation.directions

import androidx.navigation.NamedNavArgument

import com.zhiroke.core.navigation.NavigationCommand
object AuthNavDirections {
val auth = object : NavigationCommand {

override val arguments: List<NamedNavArgument> = emptyList ()

override val destination: String = "auth"

package com.zhiroke.core.navigation.directions

import androidx.navigation.NamedNavArgument

import com.zhiroke.core.navigation.NavigationCommand

object MyWalletNavDirections {

val cardCarousel = object : NavigationCommand {
override val arguments: List<NamedNavArgument> = emptyList ()
override val destination: String = "cardCarousel"

package com.zhiroke.core.navigation.domain

import androidx.navigation.NavHostController
import androidx.navigation.NavOptionsBuilder

import com.zhiroke.core.navigation.NavigationCommand
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class NavigationManager

private var navController: NavHostController? = null

fun navigateTo (direction: NavigationCommand, builder: NavOptionsBuilder. () -

> Unit = {}) {

navController?.navigate (route = direction.destination, builder =

builder)
}

fun popBackStack() {

navController?.popBackStack ()

fun attachNavController (navController: NavHostController) {

this.navController = navController

fun detachNavController () {

navController = null

package com.zhiroke.core.navigation.utils

import androidx.compose.runtime.Composable

import androidx.compose.runtime.remember

import androidx.navigation.NavHostController

import com.zhiroke.core.navigation.domain.NavigationManager

import org.koin.core.context.GlobalContext

fun attachNavController (navController: NavHostController) {

getNavigationManager () .attachNavController (navController = navController)

fun detachNavController () {

getNavigationManager () .detachNavController ()

@Composable



fun rememberNavigationManager () : NavigationManager {
return remember (calculation = ::getNavigationManager)

}

private fun getNavigationManager (): NavigationManager {

return GlobalContext.get () .get<NavigationManager> ()

package com.zhiroke.core.navigation

import androidx.navigation.NamedNavArgument

interface NavigationCommand {

val arguments: List<NamedNavArgument>

val destination: String

<?xml version="1.0" encoding="utf-8"?>

<manifest xmlns:android="http://schemas.android.com/apk/res/android">

</manifest>

package com.zhiroke.core.theme.color

import androidx.compose.ui.graphics.Color

/** Specials */

val Black = Color (0xFF000000)

val Gray = Color (0xFF888888)

package com.zhiroke.core.theme.demensions

import androidx.compose.ui.unit.dp

val dp O 0.dp
2.dp

val dp 4 = 4.dp

val dp 2
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val dp
val dp_
val dp_
val dp_
val dp_
val dp_
val dp_
val dp_
val dp_
val dp_
val dp_

6 = 6.dp
8 = 8.dp
12 = 12
16 = 16
24 = 24
32 = 32
48 = 48
64 = 64
80 = 80
96 = 96
360 = 36

.dp
.dp
.dp
.dp
.dp
.dp
.dp
.dp

0.dp

package com.zhiroke.core.theme.utils

import
import
import
import

import

val MaterialColor:
val MaterialTypography: Typography @Composable get ()

val MaterialShapes:

androidx.

androidx.

androidx

androidx.

androidx.

compose

.compose

compose.

compose.

compose.

material3.ColorScheme

.material3.MaterialTheme

.material3.Shapes

material3.Typography

runtime.Composable

ColorScheme @Composable get ()

Shapes @Composable get () =

package com.zhiroke.data.base

import androidx.room
import androidx.room

import androidx.room

interface BaseDao<in T>

@Insert

fun insert (entity:

@Insert

fun insert(entities:

@Update

.Delete
.Insert

.Update

T)

List<T>)

MaterialTheme.colorScheme

MaterialTheme.shapes
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fun update(entity: T)

@Update

fun update(entities: List<T>)

@Delete
fun delete(entity: T)

@Delete

fun delete(entities: List<T>)

package com.zhiroke.data.datasources.keystore

import android.security.keystore.KeyGenParameterSpec

import android.security.keystore.KeyProperties

import java.io.InputStream
import java.io.OutputStream
import java.security.KeyStore

import javax.crypto.Cipher

import javax.crypto.KeyGenerator

import javax.crypto.SecretKey

import Jjavax.crypto.spec.IvParameterSpec

class KeyStoreHelper {

private val keyStore = KeyStore.getlInstance (KEY STORE TYPE) .apply {

load(null) }

private fun getEncryptionCipher(): Cipher {

return

123

Cipher.getlnstance("$ENCRYPTION_ALGORITHM/$ENCRYPTION_MODE/$ENCRYPTION_PADDING")

.apply {

init (

Cipher.ENCRYPT MODE,

keyStore.getKey (

alias = ALIAS,

algorithm

= ENCRYPTION ALGORITHM,

mode = ENCRYPTION MODE,

padding =

ENCRYPTION PADDING



private fun getDecryptionCipherForIv(iv: ByteArray):

return
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Cipher.getInstance ("$ENCRYPTION ALGORITHM/$ENCRYPTION MODE/$ENCRYPTION PADDING")

.apply {
init(
Cipher.DECRYPT MODE,
keyStore.getKey (
alias = ALIAS,

algorithm = ENCRYPTION ALGORITHM,

mode = ENCRYPTION MODE,
padding = ENCRYPTION PADDING
)y

IvParameterSpec (iv)

fun encrypt (outputStream: OutputStream, bytes:

val encryptionCipher = getEncryptionCipher ()
val encryptedBytes = encryptionCipher.doFinal (bytes)

outputStream.use { stream ->
stream.write (encryptionCipher.iv.size)
stream.write (encryptionCipher.iv)
stream.write (encryptedBytes.size)
stream.write (encryptedBytes)

}

return encryptedBytes

fun decrypt (inputStream: InputStream): ByteArray {

return inputStream.use { stream ->

val iv = ByteArray(size = stream.read())

stream.read (iv)

val encryptedBytes = ByteArray(size =

stream.read (encryptedBytes)

ByteArray) : ByteArray {

stream.read())
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getDecryptionCipherForIv(iv = iv) .doFinal (encryptedBytes)

private companion object {
const val ENCRYPTION ALGORITHM = KeyProperties.KEY ALGORITHM AES
const val KEY STORE TYPE = "AndroidKeyStore"
const val ALIAS = "jet wallet alias"
const val ENCRYPTION PADDING = KeyProperties.ENCRYPTION PADDING PKCS7
const val ENCRYPTION MODE = KeyProperties.BLOCK MODE CBC

private fun KeyStore.getKey (
alias: String,
algorithm: String,
mode: String,
padding: String,
) : SecretKey {
// getExistingKey
return (getEntry(alias, null) as? KeyStore.SecretKeyEntry) ?.secretKey
?: createDecryptEncryptKey( // createNewKey
alias = alias,
algorithm = algorithm,
mode = mode,

padding = padding

private fun createDecryptEncryptKey (
alias: String,
algorithm: String,
mode: String,
padding: String,
) : SecretKey {
return KeyGenerator.getInstance (algorithm) .apply {
init (
KeyGenParameterSpec.Builder (alias, KeyProperties.PURPOSE ENCRYPT or
KeyProperties.PURPOSE DECRYPT)
.setRandomizedEncryptionRequired (true)

.setUserAuthenticationRequired(false)



.setEncryptionPaddings (padding)
.setBlockModes (mode)
Lbuild ()
)
} .generateKey ()

package com.zhiroke.data.datasources.room.dao

import androidx.room.Dao

import androidx.room.Query

import com.zhiroke.data.base.BaseDao

import com.zhiroke.data.models.BankCardLocal

import kotlinx.coroutines.flow.Flow

@Dao

interface BankCardDao : BaseDao<BankCardLocal> {

@Query ("DELETE FROM ${BankCardLocal.TABLE_NAME} WHERE
${BankCardLocal.COLUMN ID} = :id")
fun deleteBankCardById(id: String)

@Query ("SELECT * FROM ${BankCardLocal.TABLE_NAME}")
fun readAll(): Flow<List<BankCardLocal>>

@Query ("DELETE FROM ${BankCardLocal.TABLE_NAME}")
fun dropTable ()

package com.zhiroke.data.datasources.room.database

import androidx.room.Database
import androidx.room.RoomDatabase
import com.zhiroke.data.models.BankCardLocal

import com.zhiroke.data.datasources.room.dao.BankCardDao

internal const val WALLET DATABASE NAME = "wallet database"

private const val WALLET DATABASE VERSION = 1
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@Database (
entities = [BankCardLocal::class],
version = WALLET DATABASE VERSION,
exportSchema = true,

)

internal abstract class WalletDatabase : RoomDatabase () {

abstract fun getBankCardDao () : BankCardDao

package com.zhiroke.data.datasources.securedprefs

import android.content.SharedPreferences

import com.zhiroke.data.util.drop

import com.zhiroke.data.util.get

import com.zhiroke.data.util.set

interface SecuredPrefs {

suspend fun setUnlockTime (timeInMillis: Long)

suspend fun getUnlockTime(): Long?

suspend fun setPIN(pin: String)

suspend fun getPIN(): String?

suspend fun dropData ()

class SecuredPrefsImpl (

private val prefs: SharedPreferences

) : SecuredPrefs {

override suspend fun setUnlockTime (timeInMillis: Long)

prefs [UNLOCK TIME] = timeInMillis

override suspend fun getUnlockTime (): Long? {

return prefs[UNLOCK TIME]
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override suspend fun setPIN(pin:

override suspend fun getPIN():

prefs[PIN]

pin

return prefs[PIN]

override suspend fun dropData ()

prefs.drop()

companion object {

String) {

String? {

{

const val UNLOCK TIME = "unlock time"

const val PIN =

"pin"

package com.zhiroke.data.di.modules

import android.content.Context

import android.content.SharedPreferences

import androidx.room.Room

import androidx.security.crypto.EncryptedSharedPreferences

import androidx.security.crypto.MasterKey

import com.zhiroke.data.datasources.keystore.KeyStoreHelper
import com.zhiroke.data.datasources.room.dao.BankCardDao

import com.zhiroke.data.datasources.room.database.WALLET DATABASE NAME
import com.zhiroke.data.datasources.room.database.WalletDatabase
import com.zhiroke.data.datasources.securedprefs.SecuredPrefs
import com.zhiroke.data.datasources.securedprefs.SecuredPrefsImpl
import com.zhiroke.data.util.PasswordProvider

import net.sglcipher.database.SupportFactory

import org.koin.core.module.dsl.bind
import org.koin.core.module.dsl.factoryOf
import org.koin.dsl.module

fun dataModule () = module {

factoryOf (::provideWalletRoomDatabase)
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factoryOf (: :provideBankCardDao)

factoryOf (: :provideEncryptedSharedPreferences)
factoryOf (: :KeyStoreHelper)

factoryOf (::PasswordProvider)

factoryOf (::SecuredPrefsImpl) { bind<SecuredPrefs>() 1}

internal fun provideWalletRoomDatabase (context: Context, passwordProvider:
PasswordProvider): WalletDatabase {
val password = passwordProvider.getPassword(fileName =
"wallet db password.bin")
return Room.databaseBuilder (context, WalletDatabase::class.java,
WALLET DATABASE NAME) .run {
openHelperFactory (SupportFactory (password))
build()

private fun provideBankCardDao (walletDatabase: WalletDatabase): BankCardDao {

return walletDatabase.getBankCardDao ()

internal fun provideEncryptedSharedPreferences (context: Context) :
SharedPreferences {
val masterKey = MasterKey.Builder (context)
.setKeyScheme (MasterKey.KeyScheme.AES256 GCM)
.build()

return EncryptedSharedPreferences.create(
context,
"secured user prefs",
masterKey,
EncryptedSharedPreferences.PrefKeyEncryptionScheme.AES256 SIV,

EncryptedSharedPreferences.PrefValueEncryptionScheme.AES256 GCM

package com.zhiroke.data.models

import androidx.room.ColumnInfo
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import androidx.room.Entity

import androidx.room.PrimaryKey

@Entity (tableName

= BankCardLocal.TABLE NAME)

data class BankCardLocal (

@PrimaryKey

@ColumnInfo (name

COLUMN ID) wval id: String,

@ColumnInfo (name = COLUMN NUMBER) val number: String,

@ColumnInfo (name = COLUMN CARDHOLDER NAME) val cardholderName: String,

@ColumnInfo (name = COLUMN EXPIRATION DATE) val expirationDate: String,

@ColumnInfo (name = COLUMN VERIFICATION NUMBER) val verificationNumber:

String,

@ColumnInfo (name = COLUMN SKIN URI) val skinUri: String?,

internal companion object {

const

const
const
const
const
const

const

val

val
val
val
val
val

val

TABLE NAME = "bank card"

COLUMN ID = "id"
COLUMN NUMBER = "number"

COLUMN CARDHOLDER NAME "cardholder name"

COLUMN EXPIRATION DATE = "expiration_date"
COLUMN VERIFICATION NUMBER = "verification number"
COLUMN SKIN URI = "skin uri"

package com.zhiroke.data.util

import
import
import
import
import

import

android.content.Context

com.zhiroke.data.datasources.keystore.KeyStoreHelper

jJava.io.File

java.io.FileInputStream

java.io.FileOutputStream

java.security.SecureRandom

class PasswordProvider (private val context: Context, private val keyStoreHelper:

KeyStoreHelper) {

fun getPassword(fileName: String): ByteArray {



131

val file = File(context.filesDir, fileName)
return 1f (file.exists()) {
keyStoreHelper.decrypt (inputStream = FileInputStream(file))
} else {
val password = generatePassword()
keyStoreHelper.encrypt (bytes = password, outputStream =
FileOutputStream(file))

password
}
}
private fun generatePassword(): ByteArray {
val random = SecureRandom.getInstanceStrong()

val result = ByteArray(32)

random.nextBytes (result)

// filter out zero byte values, as SQLCipher does not like them
while (result.contains(0)) {

random.nextBytes (result)

return result

package com.zhiroke.data.util

import android.content.SharedPreferences

internal operator fun SharedPreferences.set (key: String, value: Any?) {
when (value) {
is String? -> edit { it.putString(key, value) }
is Int -> edit { it.putInt(key, value) }
is Boolean -> edit { it.putBoolean (key, value) }
is Float -> edit { it.putFloat (key, value) }
is Long -> edit { it.putlong(key, value) }

else -> throw UnsupportedOperationException ("Not yet implemented")
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internal inline fun SharedPreferences.edit (operation: (SharedPreferences.Editor)
-> Unit) {

val editor = this.edit ()

operation (editor)

editor.apply ()

internal inline operator fun <reified T : Any?> SharedPreferences.get (
key: String,
defaultValue: T? = null
) T |
return when (T::class) {
String::class -> getString(key, defaultValue as? String) as T
Int::class -> getInt(key, defaultValue as? Int ?: -1) as T

Boolean::class —-> getBoolean (key, defaultValue as? Boolean ?: false) as

T
Float::class -> getFloat (key, defaultValue as? Float ?: -1f) as T
Long::class -> getlong(key, defaultValue as? Long ?: -1) as T
else -> throw UnsupportedOperationException ("Not yet implemented")
}
}
internal fun SharedPreferences.drop() {

edit () .clear () .apply ()

package com.zhiroke.data.datasources.room

import android.content.Context

import androidx.room.Room

import androidx.test.core.app.ApplicationProvider

import androidx.test.ext.junit.runners.AndroidJUnit4

import com.google.common.truth.Truth.assertThat

import com.zhiroke.data.datasources.keystore.CryptoManager
import com.zhiroke.data.datasources.room.database.WALLET DATABASE NAME
import com.zhiroke.data.datasources.room.database.WalletDatabase
import com.zhiroke.data.di.modules.provideWalletRoomDatabase
import com.zhiroke.data.models.BankCardLocal

import com.zhiroke.data.util.PasswordProvider

import kotlinx.coroutines.flow.firstOrNull

import kotlinx.coroutines.runBlocking
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import org.junit.After
import org.junit.Test

import org.junit.runner.RunWith

@RunWith (AndroidJUnitd::class)
class WalletDatabaseTest {

private val context = ApplicationProvider.getApplicationContext<Context> ()
private val passwordProvider = PasswordProvider (context = context,
cryptoManager = CryptoManager ())

private val securedDatabase = provideWalletRoomDatabase (

context = context,

passwordProvider = passwordProvider
)
@Test

fun reading of encrypted data failed() {
val securedBankCardDao = securedDatabase.getBankCardDao ()
val commonBankCardDao = Room.databaseBuilder (context,
WalletDatabase::class.java, WALLET DATABASE NAME) .build() .getBankCardDao ()
val bankCard = BankCardLocal ("1", "1", "1", "1","1", "1™)
runBlocking {
securedBankCardDao.insert (entity = bankCard)
commonBankCardDao.readAll () .firstOrNull()?.forEach { readBankCard ->
if (readBankCard == bankCard) {
assertThat (true) .isFalse ()

return@runBlocking

}

assertThat (false) .isFalse ()

@Test
fun reading of decrypted data succeeded() {
val securedBankCardDao = securedDatabase.getBankCardDao ()

val bankCard = BankCardLocal ("2", "2", "2", "2","2", "2")
runBlocking {
securedBankCardDao.insert (entity = bankCard)
val list = securedBankCardDao.readAll () .firstOrNull ()
list?.forEach { readBankCard ->

if (readBankCard == bankCard) {
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assertThat (true) .isTrue ()

return@runBlocking

}

assertThat (false) .isTrue ()

@After
fun deleteDatabase () {
context.deleteDatabase (WALLET DATABASE NAME)

package com.zhiroke.data.datasources.securedprefs

import android.content.Context

import androidx.test.core.app.ApplicationProvider

import androidx.test.ext.junit.runners.AndroidJUnit4

import com.google.common.truth.Truth.assertThat

import com.zhiroke.data.di.modules.provideEncryptedSharedPreferences
import kotlinx.coroutines.runBlocking

import org.junit.After

import org.junit.Test

import org.junit.runner.RunWith

QRunWith (AndroidJUnit4::class)

class SecuredPrefsTest {

private val context = ApplicationProvider.getApplicationContext<Context> ()
private val encryptedSharedPreferences =
provideEncryptedSharedPreferences (context)
private val sharedPreferences = context.getSharedPreferences(
"secured user prefs",

Context .MODE PRIVATE

@Test
fun reading of encrypted data failed() {
val securedPref: SecuredPrefs = SecuredPrefsImpl (prefs =

encryptedSharedPreferences)
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val commonPrefs: SecuredPrefs = SecuredPrefsImpl (prefs =
sharedPreferences)

val pin = "1234"

runBlocking {

securedPref.setPIN(pin = pin)

assertThat (commonPrefs.getPIN()) .isNotEqualTo (pin)
}
}
@Test
fun reading of decrypted data succeeded() {
val securedPref: SecuredPrefs = SecuredPrefsImpl (prefs =

encryptedSharedPreferences)
val pin = "1234"
runBlocking {
securedPref.setPIN(pin = pin)

assertThat (securedPref.getPIN()) .isEqualTo (pin)

QAfter
fun deleteSharedPrefs () {

context.deleteSharedPreferences ("secured user prefs")

<?xml version="1.0" encoding="utf-8"?>

<manifest xmlns:android="http://schemas.android.com/apk/res/android">

</manifest>

package com.zhiroke.domain.di.modules

import com.zhiroke.domain.repository.user.UserDataRepository

import com.zhiroke.domain.repository.user.UserDataRepositoryImpl

import com.zhiroke.domain.repository.wallet.bankcard.BankCardRepository
import com.zhiroke.domain.repository.wallet.bankcard.BankCardRepositoryImpl
import org.koin.core.module.dsl.bind

import org.koin.core.module.dsl.singleOf

import org.koin.dsl.module



fun repositoriesModule () = module {

singleOf (::BankCardRepositoryImpl)
singleOf (::UserDataRepositoryImpl)

{ bind<BankCardRepository> ()

{ bind<UserDataRepository>()

}
}

package com.zhiroke.domain.models

import android.net.Uri
import androidx.compose.runtime.Stable
import androidx.core.net.toUri

import com.zhiroke.data.models.BankCardLocal

@Stable

data class BankCard/(
internal val id: String,

val number: String,

val cardholderName: String,

val expirationDate: String,

val verificationNumber: String,

val skinUri: Uri?,

companion object {

fun empty() = BankCard(id = "", number = "", cardholderName = "",
expirationDate = "", verificationNumber = "", skinUri = null)
fun dummy () = BankCard(id = "1", number = "1234123412341234",

cardholderName = "Egor Zhir", expirationDate = "1212", verificationNumber =

"123",
}

skinUri = null)

internal fun BankCard.tolLocal () = BankCardLocal (
id = id,
number = number,

cardholderName = cardholderName,



expirationDate = expirationDate,
verificationNumber = verificationNumber,

skinUri = skinUri?.toString(),

internal fun BankCardLocal.toUi () = BankCard(
id = id,
number = number,
cardholderName = cardholderName,
expirationDate = expirationDate,
verificationNumber = verificationNumber,

skinUri = skinUri?.toUri ()

package com.zhiroke.domain.repository.user

interface UserDataRepository {

suspend fun setUnlockTime (timeInMillis: Long)

suspend fun getUnlockTime(): Long?

suspend fun setPIN(pin: String)

suspend fun getPIN(): String?

suspend fun dropData ()

package com.zhiroke.domain.repository.user

import com.zhiroke.data.datasources.room.dao.BankCardDao

import com.zhiroke.data.datasources.securedprefs.SecuredPrefs

class UserDataRepositoryImpl (
private val bankCardDao: BankCardDao,
private val securedPrefs: SecuredPrefs

) : UserDataRepository ({

override suspend fun setUnlockTime (timeInMillis:

Long)

{
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securedPrefs.setUnlockTime (timeInMillis = timeInMillis)

override suspend fun getUnlockTime (): Long? {

return securedPrefs.getUnlockTime ()

override suspend fun setPIN(pin: String) {

securedPrefs.setPIN(pin = pin)

override suspend fun getPIN(): String? {

return securedPrefs.getPIN()

override suspend fun dropData () {
bankCardDao.dropTable ()

securedPrefs.dropData ()

package com.zhiroke.domain.repository.wallet.bankcard

import com.zhiroke.domain.models.BankCard

import kotlinx.coroutines.flow.Flow

interface BankCardRepository {

suspend fun addBankCard(bankCard: BankCard)

suspend fun updateBankCard (bankCard: BankCard)

suspend fun deleteBankCard(bankCard: BankCard)

fun fetchAll(): Flow<List<BankCard>>

package com.zhiroke.domain.repository.wallet.bankcard

import com.zhiroke.data.datasources.room.dao.BankCardDao
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import com.zhiroke.domain.models.BankCard

import com.zhiroke.domain.models.toLocal

import com.zhiroke.domain.models.toUi

import kotlinx.coroutines.ExperimentalCoroutinesApi

import kotlinx.coroutines.flow.*

internal class BankCardRepositoryImpl (private val bankCardDao: BankCardDao)

BankCardRepository {

override suspend fun addBankCard(bankCard: BankCard) {
bankCardDao.insert (bankCard.toLocal ())

override suspend fun updateBankCard(bankCard: BankCard) {

bankCardDao.update (bankCard.toLocal ())

override suspend fun deleteBankCard(bankCard: BankCard) {

bankCardDao.deleteBankCardById(id = bankCard.id)

@OptIn (ExperimentalCoroutinesApi::class)
override fun fetchAll(): Flow<List<BankCard>> {
return bankCardDao.readAll () .flatMapLatest { list -> flowOf (list.map {
localCard -> localCard.toUi() }) }
}

<?xml version="1.0" encoding="utf-8"?2>
<manifest>

</manifest>

package com.zhiroke.presentation.auth.di.modules

import org.koin.dsl.module

fun authModules () = module {

includes (

interactorsModule (),

reducersModule (),
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utilsModule (),

viewModelsModule ()

package com.zhiroke.presentation.auth.di.modules

import com.zhiroke.presentation.auth.presentation.auth.interactors.*
import org.koin.core.module.dsl.factoryOf

import org.koin.dsl.module

internal fun interactorsModule () = module {

factoryOf (::KeyboardHandlerInteractor)
factoryOf (::BiometricAuthInteractor)
factoryOf (::CheckForBioAuthSupportInteractor)
factoryOf (::SucceededToAuthInteractor)
factoryOf (::ConfirmPINInteractor)

factoryOf (::GetPINInteractor)

factoryOf (::GetUnlockPINTimeInteractor)
factoryOf (: :PINAuthInteractor)

factoryOf (: :AuthErrorStopperInteractor)
factoryOf (::HandlePINAuthFailureInteractor)
factoryOf (::HandleFailedToConfirmPINInteractor)
factoryOf (::DropAllDatalInteractor)

package com.zhiroke.presentation.auth.di.modules

import com.zhiroke.presentation.auth.presentation.auth.AuthReducer
import org.koin.core.module.dsl.factoryOf

import org.koin.dsl.module

internal fun reducersModule () = module {

factoryOf (::AuthReducer)
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package com.zhiroke.presentation.auth.di.modules

import com.zhiroke.presentation.auth.utils.managers.BiometricAuthManager
import org.koin.core.module.dsl.singleOf

import org.koin.dsl.module

internal fun utilsModule () = module {

singleOf (::BiometricAuthManager)

package com.zhiroke.presentation.auth.di.modules

import com.zhiroke.core.common.utils.koin.viewModelOf
import com.zhiroke.presentation.auth.presentation.auth.AuthViewModel

import org.koin.dsl.module

internal fun viewModelsModule () = module {

viewModelOf (: :AuthViewModel)

package com.zhiroke.presentation.auth.presentation.auth.components.buttons

import androidx.annotation.StringRes

import androidx.compose.material3.ButtonDefaults
import androidx.compose.material3.Text

import androidx.compose.material3.TextButton
import androidx.compose.runtime.Composable
import androidx.compose.ui.Modifier

import androidx.compose.ul.res.stringResource
import androidx.compose.ui.unit.TextUnit

import com.zhiroke.core.theme.utils.MaterialColor

@Composable
fun TertiaryTextButton (
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modifier: Modifier = Modifier,
@StringRes resId: Int,
fontSize: TextUnit,

enabled: Boolean = true,

onClick: () -> Unit

val buttonColors = ButtonDefaults.buttonColors (
containerColor = MaterialColor.tertiary,

contentColor = MaterialColor.onTertiary,

disabledContainerColor = MaterialColor.tertiary.copy (alpha 0.12f),

0.38f)

disabledContentColor = MaterialColor.onTertiary.copy(alpha

TextButton (
modifier = modifier,
colors = buttonColors,

enabled = enabled,

onClick = onClick,

Text (text = stringResource(id = resId), fontSize = fontSize)

package com.zhiroke.presentation.auth.presentation.auth.components.buttons

import androidx.compose.foundation.BorderStroke

import androidx.compose.foundation.interaction.MutableInteractionSource
import androidx.compose.foundation.layout.PaddingValues

import androidx.compose.material3.*

import androidx.compose.runtime.*

import androidx.compose.ui.Modifier

import androidx.compose.ui.graphics.Shape

import androidx.compose.ui.platform.LocalContext

import androidx.compose.ui.text.style.TextAlign

import com.zhiroke.core.components.R

import kotlinx.coroutines.delay

@Composable
fun TextButtonWithTimer (
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modifier: Modifier = Modifier,
text: String,
durationInSeconds: Int,
onClick: () -> Unit,

shape: Shape = ButtonDefaults.shape,

colors: ButtonColors = ButtonDefaults.buttonColors(),
elevation: ButtonElevation? = ButtonDefaults.buttonElevation(),
border: BorderStroke? = null,

contentPadding: PaddingValues = ButtonDefaults.ContentPadding,
interactionSource: MutableInteractionSource = remember {
MutableInteractionSource () }

) A

val context = LocalContext.current
var enabled by remember { mutableStateOf (false) }
var textWithTimer by remember { mutableStateOf (text) }

LaunchedEffect (keyl = Unit) {
for (secondsLeft in durationInSeconds downTo 0) {
if (secondsLeft != 0) {
textWithTimer = text +
context.getString(R.string.placeholder timer, secondsLeft)
enabled = false
} else {
textWithTimer = text
enabled = true
}
delay (1000)

Button (
modifier = modifier,
onClick = onClick,

enabled = enabled,

shape = shape,
colors = colors,
elevation = elevation,

border = border,
contentPadding = contentPadding,

interactionSource = interactionSource
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Text (
text = textWithTimer,

textAlign = TextAlign.Center

package com.zhiroke.presentation.auth.presentation.auth.components.dialkeyboard

import androidx.compose.foundation.layout.*
import androidx.compose.material3.MaterialTheme
import androidx.compose.runtime.Composable
import androidx.compose.ui.Alignment

import androidx.compose.ui.Modifier

import androidx.compose.ui.tooling.preview.Preview
import com.zhiroke.core.theme.demensions.dp 24
import com.zhiroke.core.theme.demensions.dp 48
import com.zhiroke.core.theme.demensions.dp 80
import com.zhiroke.presentation.auth.R

import

com.zhiroke.presentation.auth.presentation.auth.interactors.PINKeyboardCommand

@Composable

internal fun DialKeyboardBlock (
modifier: Modifier,
biometricAuthSupported: Boolean,
onCommand: (PINKeyboardCommand) -> Unit,

onBioClick: (PINKeyboardCommand) -> Unit

val padding = dp_ 24
val buttonSize = dp 80

val fontSize = MaterialTheme.typography.headlineSmall.fontSize

Column (
modifier = modifier,
verticalArrangement = Arrangement.spacedBy (padding),

horizontalAlignment = Alignment.CenterHorizontally
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Row (horizontalArrangement = Arrangement.spacedBy (padding)) {

DigitDialButton (
modifier = Modifier.size (buttonSize),
digit = "1",
fontSize = fontSize,

onClick = onCommand

DigitDialButton (
modifier = Modifier.size (buttonSize),
digit = "2",
fontSize = fontSize,

onClick = onCommand

DigitDialButton (
modifier = Modifier.size (buttonSize),
digit = "3",
fontSize = fontSize,

onClick = onCommand

Row (horizontalArrangement = Arrangement.spacedBy (padding)) {

DigitDialButton (
modifier = Modifier.size (buttonSize),
digit = "4",
fontSize = fontSize,

onClick = onCommand

DigitDialButton (
modifier = Modifier.size (buttonSize),
digit = "5",
fontSize = fontSize,

onClick = onCommand

DigitDialButton (

modifier = Modifier.size (buttonSize),
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digit = "e",
fontSize = fontSize,

onClick = onCommand

}
Row (horizontalArrangement = Arrangement.spacedBy (padding)) {
DigitDialButton (
modifier = Modifier.size (buttonSize),
digit = "7",
fontSize = fontSize,
onClick = onCommand
)
DigitDialButton (
modifier = Modifier.size (buttonSize),
digit = "8",
fontSize = fontSize,
onClick = onCommand
)
DigitDialButton (
modifier = Modifier.size (buttonSize),
digit = "9",
fontSize = fontSize,
onClick = onCommand
)
}

Row (horizontalArrangement = Arrangement.spacedBy (padding)) {

if (biometricAuthSupported) {
IconDialButton (
modifier = Modifier.size (buttonSize),
resId = R.drawable.ic_ fingerprint,
iconSize = dp 48,
command = PINKeyboardCommand.AuthWithBio,

onClick onBioClick

)

} else {

Spacer (modifier = Modifier.size (buttonSize))



DigitDialButton (
modifier = Modifier.size (buttonSize),
digit = "0",
fontSize = fontSize,
onClick = onCommand
)
IconDialButton (
modifier = Modifier.size (buttonSize),
resId = R.drawable.ic backspace,
iconSize = dp 24,
command = PINKeyboardCommand.RemoveCharacter,
onClick = onCommand
)
}
}
}
@Preview
@Composable
private fun DialKeyboardBlockPreview () {

DialKeyboardBlock (modifier = Modifier.fillMaxSize(), true,
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package com.zhiroke.presentation.auth.presentation.auth.components.dialkeyboard

import
import
import
import
import
import
import
import
import
import
import

import

androidx.compose.
androidx.compose.
androidx.compose.
androidx.compose.
androidx.compose.
androidx.compose.
androidx.compose.
androidx.compose.
com.zhiroke.core.
com.zhiroke.core.

com.zhiroke.core.

foundation.layout.PaddingValues
foundation.shape.CircleShape
material3.Button
material3.ButtonDefaults
material3.Text
runtime.Composable

ui.Modifier

ui.unit.TextUnit
common.utils.rememberLambda
theme.demensions.dp 0

theme.utils.MaterialColor
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com.zhiroke.presentation.auth.presentation.auth.interactors.PINKeyboardCommand

@Composable

internal fun DigitDialButton (

modifier: Mo

digit: Strin

fontSize: Te

onClick:

difier
g,
xtUnit,

val onButtonClick =

onClick.invoke (PINKeyboardCommand.WriteCharacter (character

val buttonColors =

containe

contentC

Button (

modifier
colors =
shape =
onClick

contentP

Text (
text
font

rColor

olor =

= modi
button
CircleS
= onBut

adding

= digi

Size =

= Modifier,

(PINKeyboardCommand) -> Unit

rememberLambda {

ButtonDefaults.buttonColors (

= MaterialColor.primary,

MaterialColor.onPrimary

fier,

Colors,

hape,

tonClick,

= PaddingValues (dp_0)

t,

fontSize

package com.zhiroke.presentation.auth.presentation.auth.components.dialkeyboard

import
import
import
import

import

androidx.
androidx.
androidx.
androidx.

androidx.

annotat
compose
compose
compose

compose

ion.DrawableRes
.foundation.layout.PaddingValues
.foundation.layout.size
.foundation.shape.CircleShape

.material3.Button



import
import
import
import
import
import
import
import
import

import

com.zhiroke.presentation.auth.presentation.auth.interactors

androidx.compose.
androidx.compose.
androidx.compose.
androidx.compose.
androidx.compose.
androidx.compose.
com.zhiroke.core.
com.zhiroke.core.

com.zhiroke.core.

@Composable

material3.ButtonDefaults
material3.Icon
runtime.Composable
ui.Modifier
ui.res.painterResource
ui.unit.Dp
common.utils.rememberLambda
theme.demensions.dp 0

theme.utils.MaterialColor

internal fun IconDialButton (

modifier: Modifier

@DrawableRes resId:

iconSize: Dp,

command: PINKeyboar

onClick: (PINKeyboa

val onButtonClick =

onClick.invoke (

val buttonColors =

containerColor

contentColor =

Button (

modifier = modi

colors = button

= Modifier,

Int,

dCommand,

rdCommand) -> Unit

rememberLambda {

command)

ButtonDefaults.buttonColors (
= MaterialColor.secondary,

MaterialColor.onSecondary

fier,

Colors,

shape = CircleShape,

onClick = onBut

contentPadding

Icon (
modifier =
painter = p

contentDesc

tonClick,
= PaddingValues (dp 0)

Modifier.size(iconSize),
ainterResource (id = resId),

ription = null // TODO change me
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.PINKeyboardCommand



package com.zhiroke.presentation.auth.presentation.auth.components.overlays

import
import
import
import
import
import
import

import

androidx.
androidx.
androidx.
androidx.
androidx.
androidx.
androidx.

androidx.

@Composable

compose.
compose.

compose.

compose

compose.

compose.

compose

compose.

foundation.
foundation.
material3.S

.material3.T

ui.Alignmen
.ui.Modifier

ui.graphics

layout.Box
layout.fillMaxSize
urface

ext

runtime.Composable

t

.Color

internal fun LockedScreenOverlay (text: String) {

Surface (

modifier

color =

= Modifier.fillMaxSize(),

Color.Black.copy(alpha = 0.9f),

contentColor =

Box (

modifier

Color.White,

Modifier.fil

contentAlignment = Alig

Text (text =

text)

IMaxSize(),

nment.Center
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package com.zhiroke.presentation.auth.presentation.auth.components.passwordfield

import
import
import
import

import

androidx.
androidx.
androidx.
androidx.

androidx.

compose.
compose.
compose.
compose.

compose.

foundation.
foundation.
foundation.
foundation.

foundation.

background
layout.Box
layout.Spacer
layout.fillMaxSize

shape.RoundedCornerShape



import
import
import
import
import
import
import
import

import

androidx.compose.
androidx.compose.
androidx.compose.
androidx.compose.
androidx.compose.
androidx.compose.
androidx.compose.
com.zhiroke.core.

com.zhiroke.core.

@Composable

material3.Surface
material3.Text
runtime.Composable
ui.Alignment
ui.Modifier
ui.draw.clip
ui.unit.TextUnit
theme.demensions.dp 64

theme.utils.MaterialColor

internal fun PINCharacterItem

modifier: Modifier,

char: Char?,

textFontSize:

visible: Boolean,

Surface (

TextUnit,

modifier = modifier

.clip(RoundedCornerShape (dp 64))

.background(color = MaterialColor.primary),

color = MaterialColor.primaryContainer

Box (modifier =

Alignment.Center) {

if (visible)

Modifier.fillMaxSize (), contentAlignment =

{

Text (
text = char?.toString() 2: "",
fontSize = textFontSize
)
} else i1f (char != null) {
Spacer (

modifier = Modifier

.fillMaxSize ()

.background(color = MaterialColor.onPrimaryContainer)
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package com.zhiroke.presentation.auth.presentation.auth.components.passwordfield

import
import
import
import
import
import
import
import

import

@Compos

androidx.compose.
androidx.compose.
androidx.compose.
androidx.compose.
androidx.compose.

androidx.compose.

com.zhiroke.core

com.zhiroke.core.

com.zhiroke.core.

able

internal fun PINField/(

modifier: Modifier,

pin:

vis

String,

ible: Boolean

Row (

package

com.zhiroke.presentation.auth.presentation.auth.components.popups.components

modifier = modi

horizontalArran

repeat (4) { ind
PINCharacte
modifie

char =

textFon

visible

foundation.layout.Arrangement
foundation.layout.Row
foundation.layout.size
material3.MaterialTheme
runtime.Composable
ui.Modifier
.theme.demensions.dp 16
theme.demensions.dp 32

theme.demensions.dp_ 64

fier,

gement = Arrangement.spacedBy (dp 16)

ex =>
ritem(
r = Modifier.size(width = dp 32, height = dp 64),

pin.getOrNull (index),
tSize = MaterialTheme.typography.titlelarge.fontSize,

= visible



import
import
import
import
import
import

import

androidx.compose.material3.ButtonDefaults
androidx.compose.runtime.Composable
androidx.compose.ui.Modifier
androidx.compose.ui.res.stringResource
com.zhiroke.core.theme.utils.MaterialColor

com.zhiroke.presentation.auth.R
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com.zhiroke.presentation.auth.presentation.auth.components.buttons.TextButtonWit

hTimer

@Composable

internal fun DropDataButton (

modifier: Modifier = Modifier,

onClick: () -> Unit

val colors = ButtonDefaults.buttonColors (

contentColor = MaterialColor.onError,

containerColor = MaterialColor.error,

0.58f),
0.22f)

disabledContentColor = MaterialColor.onError.copy (alpha

disabledContainerColor = MaterialColor.error.copy (alpha

TextButtonWithTimer (

package com.zhiroke.presentation.auth.presentation.auth.components.popups

import
import
import
import
import

import

modifier = modifier,

text = stringResource(id = R.string.button drop data confirm),
durationInSeconds = 15,

colors = colors,

onClick = onClick

androidx.compose.foundation.layout.*
androidx.compose.material3.Button
androidx.compose.material3.Text
androidx.compose.runtime.Composable
androidx.compose.ui.Alignment

androidx.compose.ui.Modifier
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import androidx.compose.ul.res.stringResource

import androidx.compose.ui.text.style.TextAlign

import com.zhiroke.core.components.popup.PopUp

import com.zhiroke.core.components.popup.PopUpState
import com.zhiroke.core.theme.demensions.dp 16

import com.zhiroke.core.theme.demensions.dp 64

import com.zhiroke.core.theme.utils.MaterialTypography
import com.zhiroke.presentation.auth.R

import

com.zhiroke.presentation.auth.presentation.auth.components.popups.components.Dro

pDataButton

@Composable

internal fun DropDataPopUp (popUpState: PopUpState, onHide: () -> Unit,
onDropData: () -> Unit) {

PopUp (popUpState popUpState, heightFraction = 0.4f, onHide = onHide) ({
Column (
modifier = Modifier
.align(Alignment.TopCenter)
.padding (horizontal = dp 16),

verticalArrangement = Arrangement.spacedBy(dp 16)

Text (
modifier = Modifier.align(Alignment.CenterHorizontally),
text = stringResource(id = R.string.dont remember pin),

style = MaterialTypography.titlelLarge

Text (
text = stringResource(id = R.string.drop data warning),

style = MaterialTypography.titleMedium

Row (
modifier = Modifier
.wrapContentSize ()
.align (Alignment.BottomCenter)
.padding (all = dp_16),



horizontalArrangement = Arrangement.spacedBy (dp 16)

if (popUpState.isShown) {

DropDataButton (

Button (

modifier = Modifier
.height (dp_64)
.weight (1f),

onClick = onDropData

modifier = Modifier

.height (dp 64)
.weight (1f),

onClick = onHide

Text (

text = stringResource (id =

R.string.button drop data cancel),

textAlign = TextAlign.Center

package com.zhiroke.presentation.auth.presentation.auth.interactors

import com.
import com.
import com.
import com.

import com.

zhiroke.
zhiroke.
zhiroke.

zhiroke.

zhiroke

core.common.base.BaseEvent
core.common.base.SuspendableInteractor
core.common.base.error.SuspendableErrorInteractor

presentation.auth.presentation.auth.AuthEvent

.presentation.auth.presentation.auth.AuthState

import kotlinx.coroutines.delay

internal class AuthErrorStopperInteractor : SuspendableInteractor<AuthState,

AuthEvent>,

SuspendableErrorInteractor {
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override suspend fun invoke (state: AuthState, event: AuthEvent): BaseEvent {



156

if (event !is AuthEvent.Error || event.errorMessage == null) return
AuthEvent.None
delay (event.durationInMillis)

return AuthEvent.Error (errorMessage = null)

override fun canHandle (event: AuthEvent): Boolean = event is AuthEvent.Error

package com.zhiroke.presentation.auth.presentation.auth.interactors

import android.content.Context

import androidx.biometric.BiometricPrompt

import com.zhiroke.core.common.base.BaseEvent

import com.zhiroke.core.common.base.SuspendableInteractor

import com.zhiroke.core.common.base.error.SuspendableErrorInteractor
import com.zhiroke.presentation.auth.R

import com.zhiroke.presentation.auth.presentation.auth.AuthEvent
import com.zhiroke.presentation.auth.presentation.auth.AuthState

import com.zhiroke.presentation.auth.utils.managers.BiometricAuthManager

internal class BiometricAuthInteractor (
private val biometricAuthManager: BiometricAuthManager,
private val appContext: Context

) : SuspendableInteractor<AuthState, AuthEvent>, SuspendableErrorInteractor {

override suspend fun invoke (state: AuthState, event: AuthEvent): BaseEvent ({
if ((event as? AuthEvent.GetBioAuthSupportState) ?.isSupported == false
|| state.screenStatus != AuthState.AuthScreenStatus.LOG IN

|| !state.loginState.isPINUnlocked) return AuthEvent.None

return when (biometricAuthManager.auth()) {
null -> AuthEvent.SucceededToAuth
BiometricPrompt.ERROR LOCKOUT -> AuthEvent.Error (errorMessage =
appContext.getString (R.string.error to many attempts))

else -> AuthEvent.None

override fun canHandle (event: AuthEvent): Boolean =

event is AuthEvent.AuthWithBio || event is
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AuthEvent.GetBioAuthSupportState
}

package com.zhiroke.presentation.auth.presentation.auth.interactors

import com.zhiroke.core.common.base.BaseEvent

import com.zhiroke.core.common.base.SuspendableInteractor

import com.zhiroke.core.common.base.error.SuspendableErrorInteractor
import com.zhiroke.presentation.auth.presentation.auth.AuthEvent
import com.zhiroke.presentation.auth.presentation.auth.AuthState

import com.zhiroke.presentation.auth.utils.managers.BiometricAuthManager

internal class CheckForBioAuthSupportInteractor (
private val biometricAuthManager: BiometricAuthManager

) : SuspendableInteractor<AuthState, AuthEvent>, SuspendableErrorInteractor {

override suspend fun invoke (state: AuthState, event: AuthEvent): BaseEvent ({
val result = biometricAuthManager.isBioAuthSupported()
return AuthEvent.GetBioAuthSupportState (isSupported = result)

override fun canHandle (event: AuthEvent): Boolean = event is
AuthEvent.LoadedPIN
}

package com.zhiroke.presentation.auth.presentation.auth.interactors

import com.zhiroke.core.common.base.BaseEvent

import com.zhiroke.core.common.base.SuspendableInteractor

import com.zhiroke.core.common.base.error.SuspendableErrorInteractor
import com.zhiroke.domain.repository.user.UserDataRepository

import com.zhiroke.presentation.auth.presentation.auth.AuthEvent

import com.zhiroke.presentation.auth.presentation.auth.AuthState

internal class ConfirmPINInteractor (
private val userDataRepository: UserDataRepository

) : SuspendableInteractor<AuthState, AuthEvent>, SuspendableErrorInteractor {

override suspend fun invoke (state: AuthState, event: AuthEvent): BaseEvent {

return if (state.setPINState.pin == state.confirmPINState.pin) {
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userDataRepository.setPIN(pin = state.confirmPINState.pin)
AuthEvent.SucceededToAuth
} else {

AuthEvent.FailedToConfirmPIN

override fun canHandle (event: AuthEvent): Boolean = event is
AuthEvent.ConfirmPIN
}

package com.zhiroke.presentation.auth.presentation.auth.interactors

import com.zhiroke.core.common.base.BaseEvent

import com.zhiroke.core.common.base.SuspendableInteractor

import com.zhiroke.core.common.base.error.SuspendableErrorInteractor
import com.zhiroke.core.navigation.directions.AuthNavDirections
import com.zhiroke.core.navigation.domain.NavigationManager

import com.zhiroke.domain.repository.user.UserDataRepository

import com.zhiroke.presentation.auth.presentation.auth.AuthEvent
import com.zhiroke.presentation.auth.presentation.auth.AuthState
import kotlinx.coroutines.CoroutineScope

import kotlinx.coroutines.Dispatchers

import kotlinx.coroutines.launch

internal class DropAllDatalnteractor (
private val userDataRepository: UserDataRepository,
private val navigationManager: NavigationManager

) : SuspendableInteractor<AuthState, AuthEvent>, SuspendableErrorInteractor ({

override suspend fun invoke (state: AuthState, event: AuthEvent): BaseEvent ({
userDataRepository.dropData ()
CoroutineScope (Dispatchers.Main) .launch {
navigationManager.navigateTo (direction = AuthNavDirections.auth) {
popUpTo (0)

inclusive = true

}

return AuthEvent.None
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override fun canHandle (event: AuthEvent): Boolean = event is

AuthEvent.DropAllData

}

package com.zhiroke.presentation.auth.presentation.auth.interactors

import
import
import
import
import

import

com.

com.

com.

com.

com.

com.

zhiroke.
zhiroke.
zhiroke.

zhiroke.

zhiroke

zhiroke.

core.common.base.BaseEvent
core.common.base.SuspendableInteractor
core.common.base.error.SuspendableErrorInteractor

domain.repository.user.UserDataRepository

.presentation.auth.presentation.auth.AuthEvent

presentation.auth.presentation.auth.AuthState

internal class GetPINInteractor (

private val userDataRepository: UserDataRepository

) : SuspendableInteractor<AuthState, AuthEvent>, SuspendableErrorInteractor {

override suspend fun invoke (state: AuthState, event: AuthEvent): BaseEvent {

return AuthEvent.LoadedPIN(pin = userDataRepository.getPIN())

override fun canHandle (event: AuthEvent): Boolean = event is AuthEvent.Load

package com.zhiroke.presentation.auth.presentation.auth.interactors

import
import
import
import
import

import

com.

com.

com.

com.

com.

com.

zhiroke.
zhiroke.
zhiroke.
zhiroke.
zhiroke.

zhiroke.

core.common.base.BaseEvent
core.common.base.SuspendableInteractor
core.common.base.error.SuspendableErrorInteractor
domain.repository.user.UserDataRepository
presentation.auth.presentation.auth.AuthEvent

presentation.auth.presentation.auth.AuthState

internal class GetUnlockPINTimelInteractor (

private val userDataRepository: UserDataRepository

) : SuspendableInteractor<AuthState, AuthEvent>, SuspendableErrorInteractor {

override suspend fun invoke (state: AuthState, event: AuthEvent): BaseEvent {

return AuthEvent.LoadedUnlockAttemptTime (time =
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userDataRepository.getUnlockTime () ?: 0)

}

override fun canHandle (event: AuthEvent): Boolean = event is AuthEvent.Load

package com.zhiroke.presentation.auth.presentation.auth.interactors

import android.content.Context

import com.zhiroke.core.common.base.BaseEvent

import com.zhiroke.core.common.base.SuspendableInteractor

import com.zhiroke.core.common.base.error.SuspendableErrorInteractor
import com.zhiroke.presentation.auth.R

import com.zhiroke.presentation.auth.presentation.auth.AuthEvent

import com.zhiroke.presentation.auth.presentation.auth.AuthState

internal class HandleFailedToConfirmPINInteractor (
private val appContext: Context

) : SuspendableInteractor<AuthState, AuthEvent>, SuspendableErrorInteractor {

override suspend fun invoke (state: AuthState, event: AuthEvent): BaseEvent ({
return AuthEvent.Error (errorMessage =
appContext.getString(R.string.error pins dont match))
}

override fun canHandle (event: AuthEvent): Boolean = event is
AuthEvent.FailedToConfirmPIN
}

package com.zhiroke.presentation.auth.presentation.auth.interactors

import android.content.Context

import com.zhiroke.core.common.base.BaseEvent

import com.zhiroke.core.common.base.SubscriptionInteractor

import com.zhiroke.core.common.base.error.SuspendableErrorInteractor
import com.zhiroke.core.common.utils.vibrate

import com.zhiroke.domain.repository.user.UserDataRepository

import com.zhiroke.presentation.auth.presentation.auth.AuthEvent
import com.zhiroke.presentation.auth.presentation.auth.AuthState

import kotlinx.coroutines.delay
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import kotlinx.coroutines.flow.Flow
import kotlinx.coroutines.flow.flow

import kotlinx.coroutines.flow.flowOf

internal class HandlePINAuthFailureInteractor (
private val userDataRepository: UserDataRepository,
private val appContext: Context

) : SubscriptionInteractor<AuthState, AuthEvent>, SuspendableErrorInteractor

override suspend fun invoke (state: AuthState, event: AuthEvent):
Flow<BaseEvent> ({
appContext.vibrate ()
return if (!state.loginState.isPINUnlocked) {
userDataRepository.setUnlockTime (state.loginState.unlockAttemptTime)
flow {
while (!state.loginState.isPINUnlocked) {

delay (1000)
val leftSeconds = ((state.loginState.unlockAttemptTime -
System.currentTimeMillis()) / 1000).toInt ()

emit (AuthEvent.ChangelLeftSecondsToBeUnlocked (leftSeconds =
leftSeconds))
}
emit (AuthEvent.ChangelLeftSecondsToBeUnlocked (leftSeconds =
null))

}
} else flowOf (AuthEvent.None)

override fun canHandle (event: AuthEvent): Boolean = event is
AuthEvent.FailedPINAuth

| | event is AuthEvent.LoadedUnlockAttemptTime

package com.zhiroke.presentation.auth.presentation.auth.interactors

import com.zhiroke.core.common.base.BaseEvent

import com.zhiroke.core.common.base.SuspendableInteractor

import com.zhiroke.core.common.base.error.SuspendableErrorInteractor
import com.zhiroke.presentation.auth.presentation.auth.AuthEvent

import com.zhiroke.presentation.auth.presentation.auth.AuthState
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internal sealed interface PINKeyboardCommand {
object RemoveCharacter : PINKeyboardCommand
class WriteCharacter (val character: String) : PINKeyboardCommand

object AuthWithBio : PINKeyboardCommand

internal class KeyboardHandlerInteractor : SuspendablelInteractor<AuthState,

AuthEvent>, SuspendableErrorInteractor {

override suspend fun invoke (state: AuthState, event: AuthEvent): BaseEvent {

if (!state.loginState.isPINUnlocked) return AuthEvent.None

val password = when (state.screenStatus) ({
AuthState.AuthScreenStatus.LOG IN -> state.loginState.pin
AuthState.AuthScreenStatus.SET PIN -> state.setPINState.pin
AuthState.AuthScreenStatus.CONFIRM PIN -> state.confirmPINState.pin

return when (val command = (event as
AuthEvent.ExecuteKeyboardCommand) .command) {
PINKeyboardCommand.RemoveCharacter -> {
AuthEvent.ChangePIN (newPIN = password.droplast(l))
}
is PINKeyboardCommand.WriteCharacter -> {
val newPassword = if (password.length >= 4) password else
password + command.character
AuthEvent.ChangePIN (newPIN = newPassword)
}

else -> AuthEvent.None

override fun canHandle (event: AuthEvent): Boolean = event is
AuthEvent.ExecuteKeyboardCommand

}

package com.zhiroke.presentation.auth.presentation.auth.interactors

import com.zhiroke.core.common.base.BaseEvent

import com.zhiroke.core.common.base.SuspendableInteractor
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import com.zhiroke.core.common.base.error.SuspendableErrorInteractor
import com.zhiroke.domain.repository.user.UserDataRepository
import com.zhiroke.presentation.auth.presentation.auth.AuthEvent

import com.zhiroke.presentation.auth.presentation.auth.AuthState

internal class PINAuthInteractor (
private val userDataRepository: UserDataRepository

) : SuspendableInteractor<AuthState, AuthEvent>, SuspendableErrorInteractor {

override suspend fun invoke (state: AuthState, event: AuthEvent): BaseEvent {
if (state.loginState.pin.length != 4 || state.screenStatus !=
AuthState.AuthScreenStatus.LOG_IN) return AuthEvent.None
val unlockTimeInMillis = userDataRepository.getUnlockTime ()
if (unlockTimeInMillis != null && unlockTimeInMillis >

System.currentTimeMillis ()) return AuthEvent.None

return if (state.loginState.pin == state.loginState.loadedPIN) ({
AuthEvent.SucceededToAuth
} else {

AuthEvent.FailedPINAuth

override fun canHandle (event: AuthEvent): Boolean = event is
AuthEvent.ChangePIN
}

package com.zhiroke.presentation.auth.presentation.auth.interactors

import com.zhiroke.core.common.base.BaseEvent

import com.zhiroke.core.common.base.SuspendableInteractor

import com.zhiroke.core.common.base.error.SuspendableErrorInteractor
import com.zhiroke.core.navigation.directions.MyWalletNavDirections
import com.zhiroke.core.navigation.domain.NavigationManager

import com.zhiroke.presentation.auth.presentation.auth.AuthEvent
import com.zhiroke.presentation.auth.presentation.auth.AuthState
import kotlinx.coroutines.CoroutineScope

import kotlinx.coroutines.Dispatchers

import kotlinx.coroutines.launch

internal class SucceededToAuthInteractor (
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private val navigationManager: NavigationManager

) : SuspendableInteractor<AuthState, AuthEvent>, SuspendableErrorInteractor {

override suspend fun invoke (state: AuthState, event: AuthEvent): BaseEvent {
CoroutineScope (Dispatchers.Main) .launch {
navigationManager.navigateTo (direction =
MyWalletNavDirections.cardCarousel) {
popUpTo (0) {

inclusive = true

}

return AuthEvent.None

override fun canHandle (event: AuthEvent): Boolean = event is
AuthEvent.SucceededToAuth
}

package com.zhiroke.presentation.auth.presentation.auth

import com.zhiroke.core.common.base.BaseEvent

import com.zhiroke.core.common.base.error.ErrorEvent
import com.zhiroke.core.components.popup.PopUpState
import

com.zhiroke.presentation.auth.presentation.auth.interactors.PINKeyboardCommand

internal sealed interface AuthEvent : BaseEvent {
object None : AuthEvent
object Load : AuthEvent

class Error (override val errorMessage: String?, val durationInMillis: Long =

3000) : AuthEvent, ErrorEvent
class LoadedPIN(val pin: String?) : AuthEvent
class LoadedUnlockAttemptTime (val time: Long) : AuthEvent
class GetBioAuthSupportState(val isSupported: Boolean) : AuthEvent

object DropAllData : AuthEvent
object ConfirmPIN : AuthEvent
object AuthWithBio : AuthEvent
class ExecuteKeyboardCommand (val command: PINKeyboardCommand) : AuthEvent

class ChangePIN(val newPIN: String) : AuthEvent
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class ChangeDropDataPopUpState (val popUpState: PopUpState) : AuthEvent
class ChangelLeftSecondsToBeUnlocked(val leftSeconds: Int?) : AuthEvent
object SucceededToAuth : AuthEvent
object FailedPINAuth : AuthEvent
object FailedToConfirmPIN : AuthEvent
class ChangeScreenStatus (val screenStatus: AuthState.AuthScreenStatus)
AuthEvent
}

package com.zhiroke.presentation.auth.presentation.auth

import com.zhiroke.core.common.base.BaseEvent

import com.zhiroke.core.common.base.BaseReducer

internal class AuthReducer : BaseReducer<AuthState> {

override val initialState: AuthState get () = AuthState.initialState()

override fun reduce(state: AuthState, event: BaseEvent): AuthState {
return state.run {
when (event) {
AuthEvent.None -> state
AuthEvent.Load -> state
AuthEvent.AuthWithBio -> state
AuthEvent.SucceededToAuth -> state
AuthEvent.ConfirmPIN -> state
AuthEvent.DropAllData -> state
AuthEvent.FailedPINAuth -> state.copy(
loginState = loginState.copy (
attempt = loginState.attempt + 1,
unlockAttemptTime = if (loginState.attempt + 1 >=
AuthState.LoginState .ATTEMPTS_LIMIT) {
System.currentTimeMillis () +
AuthState.LoginState.LOCK DELAY
} else loginState.unlockAttemptTime,

nwn

pin =

)
AuthEvent.FailedToConfirmPIN -> state.copy(confirmPINState =
confirmPINState.copy(pin = ""))
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is AuthEvent.Error -> state.copy(errorMessage =
event.errorMessage)
is AuthEvent.ChangeScreenStatus -> state.copy(screenStatus =
event.screenStatus)
is AuthEvent.LoadedPIN -> state.copy(
screenStatus = if (event.pin != null)
AuthState.AuthScreenStatus.LOG_IN else AuthState.AuthScreenStatus.SET PIN,
loginState = loginState.copy(loadedPIN = event.pin)
)
is AuthEvent.ChangeDropDataPopUpState -> state.copy(
loginState = loginState.copy(dropDataPopUpState =
event .popUpState)
)
is AuthEvent.LoadedUnlockAttemptTime -> state.copy(loginState =
loginState.copy (unlockAttemptTime = event.time))
is AuthEvent.GetBioAuthSupportState -> state.copy(loginState =
loginState.copy (isBioSupported = event.isSupported))
is AuthEvent.ChangeleftSecondsToBeUnlocked -> if
(event.leftSeconds == null) {
// 1if we had waited for the blocking delay
state.copy(loginState = loginState.copy(attempt = O,
unlockAttemptTime = 0, secondsLeftToBeUnlocked = null))
} else {
state.copy(loginState =
loginState.copy (secondsLeftToBeUnlocked = event.leftSeconds))
}
is AuthEvent.ChangePIN -> when (state.screenStatus) {
AuthState.AuthScreenStatus.LOG _IN -> state.copy(loginState =
loginState.copy(pin = event.newPIN))
AuthState.AuthScreenStatus.SET PIN -> state.copy(setPINState
= setPINState.copy(pin = event.newPIN))
AuthState.AuthScreenStatus.CONFIRM PIN ->
state.copy(confirmPINState = confirmPINState.copy(pin = event.newPIN))
}
is AuthEvent.ExecuteKeyboardCommand -> state
else -> throw IllegalArgumentException ("Unsupported Event:

Sevent")



package com.zhiroke.presentation.auth.presentation.auth

import androidx.activity.compose.BackHandler

import androidx.compose.
import androidx.compose.
import androidx.compose.
import androidx.compose.
import androidx.compose.
import androidx.compose.
import androidx.compose.

import androidx.compose.

foundation.layout.*

material3.Text

material3.TextButton

runtime.Composable
runtime.getValue
ui.Alignment

ui.Modifier

ul.res.stringResource
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import androidx.lifecycle.compose.ExperimentallLifecycleComposeApi

import androidx.lifecycle.compose.collectAsStateWithLifecycle

import com.zhiroke.core.components.toasts.ErrorToast

import com.zhiroke.core.
import com.zhiroke.core.
import com.zhiroke.core.
import com.zhiroke.core.
import com.zhiroke.prese

import

com.zhiroke.presentation.

utton

import

com.zhiroke.presentation.

oardBlock

import

com.zhiroke.presentation.

Overlay

import

com.zhiroke.presentation.

d

import

com.zhiroke.presentation.

import org.koin.androidx.

@Composable
fun AuthRoute () {

AuthScreen ()

theme.demensions.dp 16

theme.demensions.dp_ 32

theme.demensions.dp 64

theme.utils.MaterialTypography

ntation.auth.R

auth.presentation.

auth.presentation.

auth.presentation.

auth.presentation.

auth.presentation.

auth.

auth.

auth.

auth.

auth.

compose.getViewModel

@0ptIn (ExperimentallifecycleComposeApi::class)

components

components

components

components

components

.buttons.TertiaryTextB

.dialkeyboard.DialKeyb

.overlays.LockedScreen

.passwordfield.PINFiel

.popups.DropDataPopUp
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@Composable
private fun AuthScreen (viewModel: AuthViewModel = getViewModel ()) {

val state by viewModel.state.collectAsStateWithLifecycle()

Box (modifier = Modifier.fillMaxSize()) {

when (state.screenStatus) {
AuthState.AuthScreenStatus.LOG IN -> LoginBlock (viewModel =
viewModel, state = state.loginState)
AuthState.AuthScreenStatus.SET PIN -> SetPINBlock(viewModel =
viewModel, state = state.setPINState)
AuthState.AuthScreenStatus.CONFIRM PIN -> ConfirmPINBlock (viewModel

= viewModel, state = state.confirmPINState)
}
}
ErrorToast (text = state.errorMessage)
}
@Composable

private fun BoxScope.LoginBlock (viewModel: AuthViewModel, state:

AuthState.LoginState) {

Column (
modifier = Modifier
.wrapContentSize ()
.padding (bottom = dp_ 32)
.align(Alignment.BottomCenter),
verticalArrangement = Arrangement.spacedBy(space = dp 32, alignment =
Alignment.Bottom)
) A

Text (
modifier = Modifier.align(alignment = Alignment.CenterHorizontally),

text = stringResource (R.string.enter pin code)

PINField(
modifier = Modifier.align (Alignment.CenterHorizontally),
pin = state.pin,

visible = false



DialKeyboardBlock (
modifier = Modifier.align(Alignment.CenterHorizontally),
biometricAuthSupported = state.isBioSupported,
onCommand = viewModel: :executeCommand,

onBioClick = viewModel::authWithBio,

TextButton (onClick = viewModel: :showDropDataPopUp) {

Text (text = stringResource (R.string.dont remember pin))

DropDataPopUp (popUpState = state.dropDataPopUpState, onHide =
viewModel: :hideDropDataPopUp, onDropData = viewModel::dropAllData)

if (state.secondsLeftToBeUnlocked != null) {
LockedScreenOverlay (text = stringResource (id =
R.string.placeholder try again, state.secondsLeftToBeUnlocked))
}

@Composable
private fun BoxScope.SetPINBlock (viewModel: AuthViewModel, state:

AuthState.SetPINState) {

TertiaryTextButton (

modifier = Modifier
.height (height = dp 64)
.align(Alignment.TopEnd)
.padding(top = dp 16, end = dp_16),

resId = R.string.btn next,

fontSize = MaterialTypography.labellarge.fontSize,

enabled = state.pin.length == 4,

onClick viewModel: :changeScreenStatusToConfirmPIN

Column (
modifier = Modifier

.wrapContentSize ()
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.padding (bottom = dp_ 32)
.align (Alignment.BottomCenter),
verticalArrangement = Arrangement.spacedBy(space = dp 32, alignment =

Alignment.Bottom)
) |

Text (
modifier = Modifier.align(alignment = Alignment.CenterHorizontally),

text = stringResource(R.string.set pin code)

PINField(
modifier = Modifier.align(Alignment.CenterHorizontally),
pin = state.pin,

visible = true

DialKeyboardBlock (
modifier = Modifier.align (Alignment.CenterHorizontally),
biometricAuthSupported = false,
onCommand = viewModel: :executeCommand,

onBioClick = viewModel::authWithBio,

@Composable
private fun BoxScope.ConfirmPINBlock (viewModel: AuthViewModel, state:
AuthState.ConfirmPINState) {

BackHandler (onBack = viewModel: :changeScreenStatusToSetPIN)

TertiaryTextButton (
modifier = Modifier
.align(Alignment.TopStart)
.padding(top = dp 16, start = dp 16),
resId = R.string.btn back,
fontSize = MaterialTypography.labellarge.fontSize,
enabled

true,

onClick = viewModel::changeScreenStatusToSetPIN
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TertiaryTextButton (

modifier = Modifier
.height (height = dp 64)
.align(Alignment.TopEnd)
.padding(top = dp 16, end = dp 16),

resId = R.string.btn confirm,

fontSize = MaterialTypography.labellarge.fontSize,

enabled = state.pin.length == 4,

onClick viewModel: :confirmPIN

Column (
modifier = Modifier
.wrapContentSize ()
.padding (bottom = dp_ 32)
.align(Alignment.BottomCenter),
verticalArrangement = Arrangement.spacedBy(space = dp 32, alignment =

Alignment.Bottom)
) A

Text (
modifier = Modifier.align(alignment = Alignment.CenterHorizontally),

text = stringResource(R.string.confirm pin code)

PINField(
modifier = Modifier.align(Alignment.CenterHorizontally),
pin = state.pin,

visible = true

DialKeyboardBlock (
modifier = Modifier.align(Alignment.CenterHorizontally),
biometricAuthSupported = false,
onCommand = viewModel: :executeCommand,

onBioClick = viewModel::authWithBio,



package com.zhiroke.presentation.auth.presentation.auth

import com.zhiroke.core.common.base.BaseState
import com.zhiroke.core.common.base.error.ErrorState

import com.zhiroke.core.components.popup.PopUpState

internal data class AuthState (
val isLoading: Boolean,
val loginState: LoginState,
val setPINState: SetPINState,
val confirmPINState: ConfirmPINState,
val screenStatus: AuthScreenStatus,
override val errorMessage: String?,

) : BaseState, ErrorState {

internal data class LoginState (
val attempt: Int,
val unlockAttemptTime: Long,
val secondsLeftToBeUnlocked: Int?,
val loadedPIN: String?,
val dropDataPopUpState: PopUpState,
val pin: String,

val isBioSupported: Boolean,

val isPINUnlocked get () = unlockAttemptTime <=

System.currentTimeMillis ()

companion object {

fun initialState() = LoginState(
attempt = 0,
unlockAttemptTime = 0,
secondsLeftToBeUnlocked = null,
pin = "",
loadedPIN = null,
dropDataPopUpState = PopUpState (isShown = false),

isBioSupported = false

const val ATTEMPTS LIMIT = 5
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const val LOCK DELAY = 30 * 1000 // 30 seconds

internal data class SetPINState(

val pin: String

companion object {

fun initialState() = SetPINState(

internal data class ConfirmPINState (

val pin: String

companion object {

fun initialState() = ConfirmPINState (

pil’l — uu’

internal enum class AuthScreenStatus {

LOG_IN, SET PIN, CONFIRM PIN

companion object {

fun initialState () = AuthState(
isLoading = true,

loginState = LoginState.initialState(),

setPINState = SetPINState.initialState(),

confirmPINState = ConfirmPINState.initialState(),

screenStatus = AuthScreenStatus.LOG IN,

errorMessage = null,
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package com.zhiroke.presentation.auth.presentation.auth

import androidx.annotation.RestrictTo

import com.zhiroke.core.common.base.BaseViewModel

import com.zhiroke.core.common.coroutines.AppDispatchersProvider
import com.zhiroke.core.common.coroutines.DispatchersProvider

import com.zhiroke.presentation.auth.presentation.auth.interactors.*

internal class AuthViewModel (
reducer: AuthReducer,
dispatchers: DispatchersProvider,
keyboardHandlerInteractor: KeyboardHandlerInteractor?,
biometricAuthInteractor: BiometricAuthInteractor?,
checkForBioAuthSupportInteractor: CheckForBioAuthSupportInteractor?,
succeededToAuthInteractor: SucceededToAuthInteractor?,
confirmPINInteractor: ConfirmPINInteractor?,
getPINInteractor: GetPINInteractor?,
pinAuthInteractor: PINAuthInteractor?,
authErrorStopperInteractor: AuthErrorStopperInteractor?,
getUnlockPINTimeInteractor: GetUnlockPINTimeInteractor?,
handlePINAuthFailureInteractor: HandlePINAuthFailureInteractor?,
handleFailedToConfirmPINInteractor: HandleFailedToConfirmPINInteractor?,
dropAllDataInteractor: DropAllDatalInteractor?

) : BaseViewModel<AuthState, AuthEvent>(

dispatchers = dispatchers,
reducer = reducer,
interactors = setOfNotNull (keyboardHandlerInteractor,

biometricAuthInteractor,

checkForBioAuthSupportInteractor, succeededToAuthInteractor,
confirmPINInteractor,

getPINInteractor, pinAuthInteractor, authErrorStopperInteractor,
getUnlockPINTimeInteractor,

handlePINAuthFailureInteractor, handleFailedToConfirmPINInteractor,
dropAllDatalInteractor

)
initialEvent = AuthEvent.Load
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fun executeCommand (command: PINKeyboardCommand) =

sendEvent (AuthEvent.ExecuteKeyboardCommand (command = command) )

fun authWithBio (command: PINKeyboardCommand) =
sendEvent (AuthEvent.AuthWithBio)

fun changeScreenStatusToSetPIN() =

sendEvent (AuthEvent.ChangeScreenStatus (screenStatus

AuthState.AuthScreenStatus.SET PIN))

fun changeScreenStatusToConfirmPIN() =
sendEvent (AuthEvent.ChangeScreenStatus (screenStatus =

AuthState.AuthScreenStatus.CONFIRM PIN))

fun confirmPIN() = sendEvent (AuthEvent.ConfirmPIN)

fun hideDropDataPopUp () =
sendEvent (AuthEvent.ChangeDropDataPopUpState (state.value.loginState.dropDataPopU
pState.copy (isShown = false)))

fun showDropDataPopUp () =
sendEvent (AuthEvent.ChangeDropDataPopUpState (state.value.loginState.dropDataPopU
pState.copy(isShown = true)))

fun dropAllData () = sendEvent (AuthEvent.DropAllData)

/** This function is used only for compose preview. */

@RestrictTo (RestrictTo.Scope.TESTS)

internal fun getDummyAuthViewModel () : AuthViewModel ({

return AuthViewModel (

dispatchers = AppDispatchersProvider(),
reducer = AuthReducer (),
keyboardHandlerInteractor = null,
biometricAuthInteractor = null,
checkForBioAuthSupportInteractor = null,
succeededToAuthInteractor = null,
confirmPINInteractor = null,
getPINInteractor = null,
pinAuthInteractor = null,

authErrorStopperInteractor = null,
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getUnlockPINTimeInteractor = null,
handlePINAuthFailureInteractor = null,
handleFailedToConfirmPINInteractor = null,

dropAllDatalInteractor = null

package com.zhiroke.presentation.auth.utils.managers

import android.os.Build

import androidx.biometric.BiometricManager
import androidx.biometric.BiometricManager.Authenticators.BIOMETRIC STRONG
import androidx.biometric.BiometricPrompt
import androidx.core.content.ContextCompat
import androidx.fragment.app.FragmentActivity
import com.zhiroke.core.common.utils.vibrate
import com.zhiroke.presentation.auth.R

import kotlinx.coroutines.CoroutineScope
import kotlinx.coroutines.Dispatchers

import kotlinx.coroutines.launch

import org.koin.core.context.GlobalContext

import kotlin.coroutines.suspendCoroutine

class BiometricAuthManager {

private var activity: FragmentActivity? = null

fun attach(activity: FragmentActivity) {

this.activity = activity

fun detach () {

activity = null

suspend fun auth(): Int? = suspendCoroutine { continuation ->
activity?.let { activity ->
val promptInfo = BiometricPrompt.PromptInfo.Builder ()

.setTitle(activity.getString(R.string.biometric title))

.setNegativeButtonText (activity.getString(R.string.biometric negative btn))



.setAllowedAuthenticators (BIOMETRIC STRONG)
Lbuild()

val executor = ContextCompat.getMainkExecutor (activity)

val biometricPrompt = BiometricPrompt (
activity,
executor,

object : BiometricPrompt.AuthenticationCallback() {

override fun onAuthenticationError (errorCode: Int,
errString: CharSequence) {
super.onAuthenticationError (errorCode, errString)

continuation.resumeWith (Result.success (errorCode))

override fun onAuthenticationSucceeded (result:
BiometricPrompt.AuthenticationResult) {
super.onAuthenticationSucceeded (result)

continuation.resumeWith (Result.success (null))

override fun onAuthenticationFailed() {
super.onAuthenticationFailed()

activity.vibrate()

)
CoroutineScope (Dispatchers.Main) .launch {

biometricPrompt.authenticate (promptInfo)

fun isBioAuthSupported(): Boolean {
if (Build.VERSION.SDK;INT < Build.VERSION_CODES.R) return false
return activity?.let { activity ->
when
(BiometricManager.from(activity) .canAuthenticate (BIOMETRIC STRONG)) {
BiometricManager.BIOMETRIC SUCCESS -> true

else -> false
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} 2: false

fun attachBiometricAuthManager (activity: FragmentActivity) {

getBiometricAuthManager() .attach(activity = activity)

fun detachBiometricAuthManager () {

getBiometricAuthManager () .detach ()

private fun getBiometricAuthManager (): BiometricAuthManager {

return GlobalContext.get () .get<BiometricAuthManager> ()

<?xml version="1.0" encoding="utf-8"?>

<manifest xmlns:android="http://schemas.android.com/apk/res/android">

</manifest>

package com.zhiroke.presentation.mywallet.di.modules

import
com.zhiroke.presentation.mywallet.presentation.cardcarousel.interactors.AddCardI
nteractor

import
com.zhiroke.presentation.mywallet.presentation.cardcarousel.interactors.DeleteCa
rdInteractor

import
com.zhiroke.presentation.mywallet.presentation.cardcarousel.interactors.LoadCard
sInteractor

import
com.zhiroke.presentation.mywallet.presentation.cardcarousel.interactors.SaveCard
Interactor

import org.koin.core.module.dsl.factoryOf

import org.koin.dsl.module

internal fun interactorsModule () = module {



factoryOf (:
factoryOf (:
factoryOf (:
factoryOf (:

:LoadCardsInteractor)
:AddCardInteractor)
:SaveCardInteractor)

:DeleteCardInteractor)

package

com.zhiroke.presentation.mywallet.presentation.cardcarousel.components.button

import androidx.
import androidx.
import androidx.
import androidx.
import androidx.
import androidx.
import androidx.
import androidx.
import androidx.
import androidx.
import androidx.

import androidx.compose.

import com.
import com.
import com.
import com.
import com.

import com.

@Composable

internal fun BoxScope.AddCardButton (onClick:

zhiroke

zhiroke

zhiroke.
zhiroke.
zhiroke.

zhiroke.

compose.
compose.
compose.
compose.
compose.
compose.
compose.
compose.
compose
compose.

compose.

.Core

.Core.

core

val buttonColors =

containerColor

contentColor =

Button (

modifier =

Modi

core.

core.

core.

foundation
foundation
foundation

foundation

material3.Button

.material3.Icon

.theme.
theme.
theme.
.theme.
theme.

theme.

ButtonDefaults.buttonColors (
= MaterialColor.secondary,

MaterialColor.onSecondary

fier

ui.Alignment

uil.Modifier

demensions
demensions
demensions

demensions

utils.MaterialColor

utils.MaterialShapes

.layout.BoxScope
.layout.PaddingValues
.layout.padding
.layout.size
material.icons.Icons

material.icons.rounded.Add

material3.ButtonDefaults

runtime.Composable

.dp 0

.dp 16
.dp_24
.dp_96

0

179
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.size(dp 96)
.align(Alignment.BottomEnd)
.padding(dp_ 16),

colors = buttonColors,

shape = MaterialShapes.small,

onClick = onClick,

contentPadding = PaddingValues (dp 0)

Icon (
modifier = Modifier.size(dp 24),
imageVector = Icons.Rounded.Add,

contentDescription = null

package
com.zhiroke.presentation.mywallet.presentation.cardcarousel.components.card.back

.components

import androidx.compose.foundation.background

import androidx.compose.foundation.layout.Spacer
import androidx.compose.foundation.layout.fillMaxWidth
import androidx.compose.foundation.layout.height
import androidx.compose.runtime.Composable

import androidx.compose.ui.Modifier

import com.zhiroke.core.theme.color.Gray

import com.zhiroke.core.theme.demensions.dp 24

@Composable

internal fun AuthorizedSignatureStripe (modifier: Modifier = Modifier) {

Spacer (
modifier = modifier
.fillMaxWidth ()
.height (dp_24)
.background (Gray)
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package
com.zhiroke.presentation.mywallet.presentation.cardcarousel.components.card.back

.components

import androidx.compose.foundation.background

import androidx.compose.foundation.layout.Spacer
import androidx.compose.foundation.layout.fillMaxWidth
import androidx.compose.foundation.layout.height
import androidx.compose.runtime.Composable

import androidx.compose.ui.Modifier

import com.zhiroke.core.theme.color.Black

import com.zhiroke.core.theme.demensions.dp 48

@Composable

internal fun MagneticStripe (modifier: Modifier = Modifier) {

Spacer (
modifier = modifier
.fillMaxWidth ()
.height (dp_48)
.background (Black)
)
}
package

com.zhiroke.presentation.mywallet.presentation.cardcarousel.components.card.back

.components

import androidx.compose.foundation.layout.Row
import androidx.compose.runtime.Composable
import androidx.compose.ui.Alignment

import androidx.compose.ui.Modifier

@Composable
internal fun SignatureAndVerificationNumberRow (
modifier: Modifier = Modifier,

verificationNumberContent: @Composable () -> Unit
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Row (modifier = modifier, verticalAlignment = Alignment.CenterVertically) {

AuthorizedSignatureStripe (modifier = modifier.weight (weight = 1f))

VerificationNumberContainer (content = verificationNumberContent)

package
com.zhiroke.presentation.mywallet.presentation.cardcarousel.components.card.back

.components

import androidx.compose.material3.Text

import androidx.compose.runtime.Composable

import androidx.compose.ui.Modifier

import
com.zhiroke.presentation.mywallet.presentation.cardcarousel.components.card.comm

on.CardTextContainer

@Composable
internal fun VerificationNumberContainer (modifier: Modifier = Modifier, content:
@Composable () -> Unit) {
CardTextContainer (modifier = modifier, content = content)
}
@Composable

internal fun VerificationNumberText (modifier: Modifier = Modifier, number:

String) {

Text (modifier = modifier, text = number)

package

com.zhiroke.presentation.mywallet.presentation.cardcarousel.components.card.back

import androidx.compose.foundation.background

import androidx.compose.foundation.layout.fillMaxSize



import
import
import
import
import
import
import
import
import
import
import
import

import

androidx.compose.
androidx.compose.
androidx.compose.
androidx.compose.
androidx.compose.
androidx.compose.
com.zhiroke.core.
com.zhiroke.core.
com.zhiroke.core.
com.zhiroke.core.

com.zhiroke.core.
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foundation.layout.padding
runtime.Composable

ui.Modifier

ui.draw.clip

ul.graphics.graphicsLayer
ui.tooling.preview.Preview
components.card.EuropeanCardRatioContainer
theme.demensions.dp 4
theme.demensions.dp 8
theme.utils.MaterialColor

theme.utils.MaterialShapes

com.zhiroke.domain.models.BankCard

com.zhiroke.presentation.mywallet.presentation.cardcarousel.components.card.back

.components.VerificationNumberText

/**

* Immutable

*/

@Composable

- because we use Text () for content

internal fun ImmutableBackSideCard (bankCard: BankCard) {

EuropeanCardRatioContainer (modifier = Modifier.clip (shape =

MaterialShapes.medium))

dp_8),

{

StatelessBackSideCard(

modifier =

Modifier

.fillMaxSize ()

.background (color = MaterialColor.primaryContainer)

.graphicsLayer (rotationY = 180f),

verificationNumberContent = {

VerificationNumberText (

modifier = Modifier.padding(vertical = dp_ 4, horizontal =

number = bankCard.verificationNumber
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@Preview (showBackground = true)
@Composable

private fun ImmutableBackSideCardPreview () {

ImmutableBackSideCard(
bankCard = BankCard.dummy ()

package

com.zhiroke.presentation.mywallet.presentation.cardcarousel.components.card.back

import androidx.compose.foundation.background

import androidx.compose.foundation.layout.fillMaxSize

import androidx.compose.runtime.Composable

import androidx.compose.ui.Modifier

import androidx.compose.ui.draw.clip

import androidx.compose.ui.graphics.graphicsLayer

import androidx.compose.ui.tooling.preview.Preview

import com.zhiroke.core.components.animations.ShimmeringTextSize
import com.zhiroke.core.components.card.EuropeanCardRatioContainer
import com.zhiroke.core.theme.utils.MaterialColor

import com.zhiroke.core.theme.utils.MaterialShapes

import
com.zhiroke.presentation.mywallet.presentation.cardcarousel.components.card.back

.components.VerificationNumberContainer

/>('>('
* For loading state
*/

@Composable

internal fun ShimmeringBackSideCard() {

EuropeanCardRatioContainer (modifier = Modifier.clip(shape =

MaterialShapes.medium)) {

StatelessBackSideCard (
modifier = Modifier

.fillMaxSize ()
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.background(color = MaterialColor.primaryContainer)
.graphicsLayer (rotationY = 180f),

verificationNumberContent = {

VerificationNumberContainer {

ShimmeringTextSize (text = "123")
}
}
)
}

}
@Preview
@Composable
private fun ShimmeringBackSideCardPreview () {

ShimmeringBackSideCard ()

package

com.zhiroke.presentation.mywallet.presentation.cardcarousel.components.card.back

import androidx.compose.foundation.layout.*

import androidx.compose.runtime.Composable

import androidx.compose.ui.Modifier

import com.zhiroke.core.theme.demensions.dp 8

import
com.zhiroke.presentation.mywallet.presentation.cardcarousel.components.card.back
.components.MagneticStripe

import
com.zhiroke.presentation.mywallet.presentation.cardcarousel.components.card.back

.components.SignatureAndVerificationNumberRow

@Composable
internal fun StatelessBackSideCard (
modifier: Modifier = Modifier,

verificationNumberContent: @Composable () -> Unit
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Box (modifier = modifier) {

Column (
modifier = Modifier.fillMaxHeight (fraction = 0.6f),

verticalArrangement = Arrangement.SpaceAround

MagneticStripe ()

SignatureAndVerificationNumberRow (
modifier = Modifier
.fillMaxWidth ()
.wrapContentHeight ()
.padding (horizontal = dp_ 8),

verificationNumberContent = verificationNumberContent

package
com.zhiroke.presentation.mywallet.presentation.cardcarousel.components.card.comm

on

import androidx.compose.material3.Surface

import androidx.compose.runtime.Composable

import androidx.compose.ui.Modifier

import androidx.compose.ui.draw.clip

import com.zhiroke.core.theme.utils.MaterialColor

import com.zhiroke.core.theme.utils.MaterialShapes

@Composable
fun CardTextContainer (modifier: Modifier = Modifier, content: @Composable () ->

Unit) {

Surface (

modifier = modifier.clip(shape = MaterialShapes.small),
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color = MaterialColor.primary,

content = content

package
com.zhiroke.presentation.mywallet.presentation.cardcarousel.components.card. fron

t.components

import androidx.compose.material3.Text

import androidx.compose.runtime.Composable

import androidx.compose.ui.Modifier

import com.zhiroke.core.theme.utils.MaterialTypography

import
com.zhiroke.presentation.mywallet.presentation.cardcarousel.components.card.comm

on.CardTextContainer

@Composable

internal fun CardholderContainer (modifier: Modifier = Modifier, content:

@Composable () -> Unit) {

CardTextContainer (modifier = modifier, content = content)
}
@Composable

internal fun CardholderText (modifier: Modifier = Modifier, cardholder: String) {

Text (
modifier = modifier,
text = cardholder,

style = MaterialTypography.titleMedium

package
com.zhiroke.presentation.mywallet.presentation.cardcarousel.components.card.fron

t.components

import androidx.compose.material3.Text
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import androidx.compose.runtime.Composable

import androidx.compose.ui.Modifier

import
com.zhiroke.presentation.mywallet.presentation.cardcarousel.components.card.comm

on.CardTextContainer

@Composable

internal fun CardNumberContainer (modifier: Modifier = Modifier, content:

@Composable () -> Unit) {

CardTextContainer (modifier = modifier, content = content)
}
@Composable

internal fun CardNumberText (modifier: Modifier = Modifier, number: String) {

Text (
modifier = modifier,

text = number.toCardNumberFormat (),

private fun String.toCardNumberFormat (): String {
val multiplier = 4
return this.mapIndexed { index, char ->

if (index % multiplier == 0 && index != 0) " S$char" else char

}.JjoinToString ("")

package
com.zhiroke.presentation.mywallet.presentation.cardcarousel.components.card.fron

t.components

import androidx.compose.material3.Text

import androidx.compose.runtime.Composable

import androidx.compose.ui.Modifier

import com.zhiroke.core.theme.utils.MaterialTypography

import
com.zhiroke.presentation.mywallet.presentation.cardcarousel.components.card.comm

on.CardTextContainer
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@Composable

internal fun ExpirationDateContainer (modifier: Modifier = Modifier, content:

@Composable () -> Unit) {

CardTextContainer (modifier = modifier, content = content)
}
@Composable

internal fun ExpirationDateText (modifier: Modifier Modifier, expirationDate:

String) {
Text (
modifier = modifier,
text = expirationDate.toExpirationDateFormat (),

style = MaterialTypography.titleMedium

private fun String.toExpirationDateFormat (): String {
return this.mapIndexed { index, char ->
if (index == 2) "/Schar" else char

}.joinToString ("")

package
com.zhiroke.presentation.mywallet.presentation.cardcarousel.components.card.fron

t.components

import androidx.compose.foundation.layout.Box
import androidx.compose.foundation.layout.fillMaxSize
import androidx.compose.runtime.Composable

import androidx.compose.ui.Modifier

@Composable
internal fun SkinContainer (modifier: Modifier = Modifier, content: @Composable

() => Unit) {

Box (modifier = modifier.fillMaxSize()) {



content.invoke ()

package

190

com.zhiroke.presentation.mywallet.presentation.cardcarousel.components.card.fron

t.components

import androidx.compose.foundation.layout.*
import androidx.compose.runtime.Composable
import androidx.compose.ui.Alignment
import androidx.compose.ui.Modifier

import com.zhiroke.core.theme.demensions.dp 16

@Composable
internal fun BoxScope.ToolsContainer (modifier: Modifier = Modifier,
toolsContent: @Composable (RowScope. () -> Unit)? = null) {
Row (
modifier = modifier

.wrapContentSize ()
.align(alignment = Alignment.TopEnd)

.padding(top = dp 16, end = dp 16),

toolsContent?.invoke (this@Row)

package

com.zhiroke.presentation.mywallet.presentation.cardcarousel.components.card.fron

t

import androidx.compose.foundation.background

import androidx.compose.foundation.layout.Box

import androidx.compose.foundation.layout.fillMaxSize
import androidx.compose.foundation.layout.padding
import androidx.compose.material3.Text

import androidx.compose.runtime.Composable



import androidx.compose.ui.Alignment
import androidx.compose.ui.Modifier
import androidx.compose.ui.draw.clip
import androidx.compose.ui.res.stringResource

import androidx.compose.ui.text.style.TextAlign

import com.zhiroke.core.components.card.EuropeanCardRatioContainer

import com.zhiroke.core.theme.demensions.dp 4
import com.zhiroke.core.theme.demensions.dp 48
import com.zhiroke.core.theme.demensions.dp 8
import com.zhiroke.core.theme.utils.MaterialColor
import com.zhiroke.core.theme.utils.MaterialShapes
import com.zhiroke.presentation.mywallet.R

import
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com.zhiroke.presentation.mywallet.presentation.cardcarousel.components.card.comm

on.CardTextContainer

@Composable

internal fun EmptyBankCard(modifier: Modifier = Modifier)

EuropeanCardRatioContainer (modifier = modifier) {

Box (
modifier = Modifier
.fillMaxSize ()

.clip(shape = MaterialShapes.medium)

.background (color = MaterialColor.primaryContainer),

contentAlignment = Alignment.Center

CardTextContainer (
modifier = Modifier
.clip(shape = MaterialShapes.medium)

.padding (horizontal = dp 48)

Text (
modifier = Modifier.padding(vertical

dp_8),

text = stringResource (R.string.empty card text),

textAlign = TextAlign.Center

horizontal
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com.zhiroke.presentation.mywallet.presentation.cardcarousel.components.card.fron

t

import androidx.compose.foundation.background

import androidx.compose.

import androidx.compose

import androidx.compose.

import androidx.compose.runtime.Composable

import androidx.compose.ui.Modifier

import androidx.compose.ui.draw.clip

import androidx.compose.ui.layout.ContentScale

import androidx.compose.

import coil.compose.AsyncImage

import

import com.zhiroke.core.theme.demensions.dp 16

import com.zhiroke.core.theme.demensions.dp 4

import com.zhiroke.core.theme.demensions.dp 8

import com.zhiroke.core.

import com.zhiroke.core.

import com.zhiroke.domain.models.BankCard

import

com.zhiroke.presentation.mywallet.presentation.

t.components.CardNumberText

import

com.zhiroke.presentation.mywallet.presentation.

t.components.CardholderText

import

com.zhiroke.presentation.mywallet.presentation.

t.components.ExpirationDateText

import

com.zhiroke.presentation.mywallet.presentation.

t.components.ToolsContainer

/**

foundation.layout.RowScope
.foundation.layout.fillMaxSize

foundation.layout.padding

ui.tooling.preview.Preview

theme.utils.MaterialColor

theme.utils.MaterialShapes

cardcarousel

cardcarousel

cardcarousel

cardcarousel

com.zhiroke.core.components.card.EuropeanCardRatioContainer

.components

.components

.components

.components

.card.fron

.card.fron

.card.fron

.card. fron
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* Immutable - because we use Text () for content
*/
@Composable
internal fun ImmutableFrontSideCard(
bankCard: BankCard,
toolsContent: @Composable (RowScope. () -> Unit)? = null

EuropeanCardRatioContainer (modifier = Modifier.clip (shape =

MaterialShapes.medium)) {

StatelessFrontSideCard(
modifier = Modifier
.fillMaxSize ()
.background(color = MaterialColor.primaryContainer)

.padding(all = dp 16),

cardNumberContent = {
CardNumberText (
modifier = Modifier.padding(vertical = dp_ 4, horizontal =
dp_8),
number = bankCard.number
)
by
expirationDateContent = ({
ExpirationDateText (
modifier = Modifier.padding(vertical = dp 4, horizontal =
dp_8),
expirationDate = bankCard.expirationDate
)
}y
cardholderContent = {
CardholderText (
modifier = Modifier.padding(vertical = dp_ 4, horizontal =
dp_8),

cardholder = bankCard.cardholderName

s

skinContent = {



AsyncImage (

modifier =

Modifier.fillMaxSize () .clip (MaterialShapes.medium),

model = bankCard.skinUri,

contentDescription = null,

contentScale = ContentScale.Crop,

ToolsContainer (toolsContent = toolsContent)

@Preview (showBackground = true)
@Composable
private fun FrontSideCardPreview() {

ImmutableFrontSideCard (

package

bankCard =

BankCard.dummy ()
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com.zhiroke.presentation.mywallet.presentation.cardcarousel.components.card.fron

t

import
import
import
import
import
import
import
import
import
import
import

import

androidx.
androidx.
androidx.
androidx.
androidx.
androidx.
androidx.compose.
com.
com.
com.
com.

com.

zhiroke

zhiroke.
zhiroke.
zhiroke.

zhiroke.

compose.
compose.
compose.
compose.
compose.

compose

.Core.

core

core.

core.

core.

foundation.background
foundation.layout.fillMaxSize
foundation.layout.padding
runtime.Composable

ul.Modifier

.ui.draw.clip

ui.tooling.preview.Preview
components.animations.ShimmeringTextSize

components.card.EuropeanCardRatioContainer

.theme.demensions.dp 16

theme.utils.MaterialColor

theme.utils.MaterialShapes



/**
* For loading state
*/

@Composable

internal fun ShimmeringFrontSideCard() {

EuropeanCardRatioContainer (modifier = Modifier.clip(shape

MaterialShapes.medium)) {

StatelessFrontSideCard (
modifier = Modifier

.fillMaxSize ()

.background(color = MaterialColor.primaryContainer)

.padding(all = dp 16),

cardNumberContent = {

ShimmeringTextSize (text = "1234567812345678")
},
expirationDateContent = {

ShimmeringTextSize (text

},
cardholderContent = {

ShimmeringTextSize (text = "Egor Zhir")

@Preview
@Composable

private fun ShimmeringFrontSideCardPreview ()

ShimmeringFrontSideCard ()

package

1111/99")

{
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com.zhiroke.presentation.mywallet.presentation.cardcarousel.components.card.fron

t



import
import
import
import

import

androidx.compose.foundation.layout.Box
androidx.compose.runtime.Composable
androidx.compose.ui.Alignment

androidx.compose.ui.Modifier

com.zhiroke.presentation.mywallet.presentation.

t.components.CardNumberContainer

import

com.zhiroke.presentation.mywallet.presentation.

t.components.CardholderContainer

import

com.zhiroke.presentation.mywallet.presentation.

t.components.ExpirationDateContainer

import

com.zhiroke.presentation.mywallet.presentation.

t.components.SkinContainer

@Composable

internal fun StatelessFrontSideCard/(

modifier: Modifier = Modifier,

cardNumberContent: @Composable () -> Unit,

expirationDateContent: @Composable () -> Unit,

cardholderContent: @Composable () -> Unit,

skinContent: (Q@QComposable () -> Unit)? = null

Box (modifier = modifier) {

skinContent?.let { content ->

SkinContainer (content = content)

CardNumberContainer (
modifier = Modifier.align(alignment

content = cardNumberContent

ExpirationDateContainer (
modifier = Modifier.align(alignment

content = expirationDateContent

cardcarousel.components

cardcarousel.components

cardcarousel.components.

cardcarousel.components.

Alignment.Center),

196

.card.fron

.card.fron

card.fron

card. fron

Alignment.BottomStart),



CardholderContai
modifier = M
content = ca

package

com.zhiroke.presentation

import androidx.compose.

import androidx.compose.

import androidx.compose.

import androidx.compose.

import androidx.compose.

import androidx.compose.

import androidx.compose.

import androidx.compose.

import androidx.compose.

import androidx.compose.

import com.zhiroke.core.

import com.zhiroke.core

import com.zhiroke.core.

import com.zhiroke.core.

import com.zhiroke.core

import com.zhiroke.domai
import
com.zhiroke.presentation
.ImmutableBackSideCard
import
com.zhiroke.presentation
t.ImmutableFrontSideCard
import
com.zhiroke.presentation

er.RotatingCardWrapper

@Composable

internal fun BankCard/(

197

ner (

odifier.align(alignment Alignment.BottomEnd),

rdholderContent

.mywallet.presentation.cardcarousel.components.card

foundation.layout.padding
foundation.layout.size
foundation.layout.wrapContentSize
material.icons.Icons
material.icons.rounded.Delete
material.icons.rounded.Edit
material3.Icon
material3.IconButton
runtime.Composable
ui.Modifier

common.utils.rememberLambda

.theme.demensions.dp 16

theme.demensions.dp 24

theme.demensions.dp 32

.theme.utils.MaterialColor

n.models.BankCard

.mywallet.presentation.cardcarousel.components.card.back

.mywallet.presentation.cardcarousel.components.card.fron

.mywallet.presentation.cardcarousel.components.cardwrapp
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card: BankCard, onCopy: (String) -> Unit,
onEditClick: (BankCard) -> Unit,
onDeleteClick: (BankCard) -> Unit

RotatingCardWrapper (
modifier = Modifier
.wrapContentSize ()
.padding (horizontal = dp 16, vertical = dp 32),
onLongPress = rememberlLambda { isFrontSide ->
if (isFrontSide) {

onCopy.invoke (card.number)

}
) { isFrontSide ->

if (isFrontSide) {
ImmutableFrontSideCard (
bankCard = card,

toolsContent = {

IconButton (onClick = { onEditClick.invoke (card) }) {
Icon (
modifier = Modifier.size(dp 24),
imageVector = Icons.Rounded.Edit,
contentDescription = null,

tint = MaterialColor.primary

}
IconButton (onClick = { onDeleteClick.invoke (card) }) {
Icon (
modifier = Modifier.size(dp 24),
imageVector = Icons.Rounded.Delete,
contentDescription = null,
tint = MaterialColor.primary
)
}

)
} else {
ImmutableBackSideCard (bankCard = card)



package
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com.zhiroke.presentation.mywallet.presentation.cardcarousel.components.card

import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import

import

com.zhiroke.presentation

android.content.Intent

android.net.Uri

androidx.
androidx
androidx
androidx.
androidx
androidx.
androidx
androidx
androidx.
androidx
androidx.

androidx

activity.compose.rememberLauncherForActivityResult

compose.

.compose.

compose

.compose.
.compose.
compose.
.compose.
compose.

.compose.

com.zhiroke.core

com.zhiroke.core.

.activity.result.PickVisualMediaRequest

.activity.result.contract.ActivityResultContracts

foundation.layout.size

material.icons.Icons

.material.icons.rounded.AddPhotoAlternate

material.icons.rounded.Close
material3.Icon
material3.IconButton
runtime.Composable
ui.Modifier

ui.platform.LocalContext

.theme.demensions.dp 24

theme.utils.MaterialColor

com.zhiroke.domain.models.BankCard

. ImmutableBackSideCard

import

com.zhiroke.presentation

t.ImmutableFrontSideCard

import

com.zhiroke.presentation

er.RotatingCardWrapper

@Composable

.mywallet.presentation.cardcarousel.components.card.back

.mywallet.presentation.cardcarousel.components.card.fron

.mywallet.presentation.cardcarousel.components.cardwrapp

internal fun EditableBankCard (bankCard: BankCard, isFrontSide: Boolean,

onPhotoUriChange:

val context

(Uri?)

-> Unit) {

LocalContext.current

val singlePhotoPickerLauncher = rememberLauncherForActivityResult (
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contract = ActivityResultContracts.PickVisualMedia() ,
onResult = { uri ->
uri?.let {
val flag = Intent.FLAG GRANT READ URI PERMISSION
context.contentResolver.takePersistableUriPermission(it, flag)

}

onPhotoUriChange.invoke (uri)

RotatingCardWrapper (initialIsFrontSide = isFrontSide) { _isFrontSide ->

if (_isFrontSide) {
ImmutableFrontSideCard (bankCard = bankCard) {

if (bankCard.skinUri == null) {
PickSkinButton {

singlePhotoPickerLauncher.launch (PickVisualMediaRequest (ActivityResultContracts.
PickVisualMedia.ImageOnly))
}
} else {
DeleteSkinButton {

onPhotoUriChange.invoke (null)

}

} else {

ImmutableBackSideCard (bankCard = bankCard)

@Composable

private fun PickSkinButton (modifier: Modifier = Modifier, onClick: () -> Unit) {

IconButton (modifier = modifier, onClick = onClick) {

Icon (
modifier = Modifier.size(dp 24),
imageVector = Icons.Rounded.AddPhotoAlternate,

contentDescription = null,
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tint = MaterialColor.primary

@Composable

private fun DeleteSkinButton (modifier: Modifier = Modifier, onClick: () -> Unit)

{

IconButton (modifier

package

Icon (
modifier =

imageVector

= modifier, onClick = onClick) {

Modifier.size(dp 24),

= Icons.Rounded.Close,

contentDescription = null,

tint = MaterialColor.primary

com.zhiroke.presentation.mywallet.presentation.cardcarousel.components.card

import
import
import
import
import
import

import

androidx.compose.
androidx.compose.
androidx.compose.
androidx.compose.
com.zhiroke.core.

com.zhiroke.core.

foundation.layout.padding
foundation.layout.wrapContentSize
runtime.Composable

ui.Modifier
theme.demensions.dp 16

theme.demensions.dp 32

com.zhiroke.presentation.mywallet.presentation.cardcarousel.components.card.back

.ShimmeringBackSideCard

import

com.zhiroke.presentation.mywallet.presentation.cardcarousel.components.card.fron

t.ShimmeringFrontSideCard

import

com.zhiroke.presentation.mywallet.presentation.cardcarousel.components.cardwrapp

er.RotatingCardWrapper

@Composable



internal fun ShimmeringBankCard() {

RotatingCardWrapper (
modifier = Modifier
.wrapContentSize ()
.padding (horizontal = dp 16, vertical = dp 32),
) { isFrontSide ->

if (isFrontSide) {
ShimmeringFrontSideCard ()
} else {

ShimmeringBackSideCard()

package

com.zhiroke.presentation.mywallet.presentation.cardcarousel.components

er

import androidx.compose.animation.core.animateFloatAsState
import androidx.compose.animation.core.tween

import androidx.compose.runtime.*

import androidx.compose.runtime.saveable.rememberSaveable
import androidx.compose.ui.Modifier

import androidx.compose.ui.geometry.Offset

import com.zhiroke.core.components.cardwrapper.StatelessCardWrapper

/**
* Stateful rotating card
*/
@Composable
fun RotatingCardWrapper (
modifier: Modifier = Modifier,
initialIsFrontSide: Boolean = true,
onLongPress: ((isFront: Boolean) -> Unit)? = null,

cardContent: @QComposable (isFrontSide: Boolean) -> Unit

var isFrontSide by rememberSaveable(initialIsFrontSide) ({

mutableStateOf (initiallIsFrontSide) 1}
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.cardwrapp
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val rotateX by remember { mutableStateOf (0f) 1}
var rotateY by remember { mutableStateOf (0f) }

val onDoubleTap: (Offset) -> Unit = {

isFrontSide = !isFrontSide

rotateY = animateFloatAsState (
targetValue = if (isFrontSide) 0f else 180f,
animationSpec = tween(durationMillis = 1500),

) .value

StatelessCardWrapper (

modifier = modifier,
rotateX = rotateX,
rotateY = rotatey,
onLongPress = {

onLongPress?.invoke (isFrontSide)

},
onDoubleTap = onDoubleTap,

{

cardContent.invoke (isFrontSide = rotateY <= 90)

cardContent

package
com.zhiroke.presentation.mywallet.presentation.cardcarousel.components.popups.co

mponents

import androidx.compose.foundation.background

import androidx.compose.foundation.layout.Box

import androidx.compose.foundation.layout.fillMaxSize

import androidx.compose.runtime.Composable

import androidx.compose.ui.Alignment

import androidx.compose.ui.Modifier

import androidx.compose.ui.draw.clip

import androidx.compose.ui.graphics.Color

import com.zhiroke.core.components.card.EuropeanCardRatioContainer
import com.zhiroke.core.theme.utils.MaterialShapes

import com.zhiroke.core.cardrecognition.composable.CardRecognizer
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@Composable
fun CardRecognizerPage (
modifier: Modifier = Modifier,

forceToLeaveComposition: Boolean,

onReturnToPreviousPage: () -> Unit,
onFrontSideCardRecognized: (cardNumber: String, expirationDate: String) ->
Unit,

onBackSideCardRecognized: (verificationNumber: String) -> Unit

Box (
modifier = modifier,

contentAlignment = Alignment.Center

EuropeanCardRatioContainer (
modifier = Modifier
.clip(shape = MaterialShapes.medium)

.background(color = Color.Black)

/* Current page doesn't leave composition, after changing paging to
the previous one,
* so we have to force to leave, to call onDispose.
*/
if (!forceToLeaveComposition) {
CardRecognizer (
modifier = Modifier.fillMaxSize(),
onDismissRequest = onReturnToPreviousPage,
onFrontSideCardRecognized = onFrontSideCardRecognized,

onBackSideCardRecognized = onBackSideCardRecognized

package
com.zhiroke.presentation.mywallet.presentation.cardcarousel.components.popups.co

mponents
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import android.net.Uri

import androidx.compose.foundation.layout.*

import androidx.compose.foundation.text.KeyboardActions
import androidx.compose.foundation.text.KeyboardOptions
import androidx.compose.material3.ExperimentalMaterial3Api
import androidx.compose.material3.OutlinedTextField

import androidx.compose.material3.Text

import androidx.compose.runtime.*

import androidx.compose.ui.Modifier

import androidx.compose.ui.focus.FocusDirection

import androidx.compose.ui.focus.onFocusChanged

import androidx.compose.ui.platform.LocalFocusManager
import androidx.compose.ui.res.stringResource

import androidx.compose.ui.text.input.ImeAction

import androidx.compose.ui.text.input.KeyboardCapitalization
import androidx.compose.ui.text.input.KeyboardType

import com.zhiroke.core.components.buttons.ButtonText
import com.zhiroke.core.components.column.ScrollableColumn
import com.zhiroke.core.theme.demensions.dp 16

import com.zhiroke.domain.models.BankCard

import com.zhiroke.presentation.mywallet.R

import
com.zhiroke.presentation.mywallet.presentation.cardcarousel.components.card.Edit
ableBankCard

import com.zhiroke.presentation.mywallet.utils.*

internal class EditBankCardCallbacks (
val onNumberChange: (String) -> Unit,
val onExpirationDateChange: (String) -> Unit,
val onCardholderChange: (String) -> Unit,
val onVerificationNumberChange: (String) -> Unit,

val onPhotoUriChange: (Uri?) -> Unit,

@OptIn (ExperimentalMaterial3Api::class)
@Composable
internal fun EditableCardPage (

modifier: Modifier = Modifier,

bankCard: BankCard,

editBankCardCallbacks: EditBankCardCallbacks,

onDone: () -> Unit,



var isFrontSide by remember { mutableStateOf (true) }

val localFocusManager = LocalFocusManager.current

ScrollableColumn (
modifier = modifier,

verticalArrangement = Arrangement.SpaceBetween

Column {

EditableBankCard (bankCard = bankCard, isFrontSide = isFrontSide,
onPhotoUriChange = editBankCardCallbacks.onPhotoUriChange)

Spacer (modifier = Modifier.height(dp 16))

OutlinedTextField(
modifier = Modifier
.fillMaxwWidth ()
.onFocusChanged {

if (it.isFocused) isFrontSide = true

b,

value = bankCard.number,

onValueChange = editBankCardCallbacks.onNumberChange,

206

label = {

Text (text = stringResource(id = R.string.card number label))
b
singlelLine = true,

keyboardOptions = KeyboardOptions (
keyboardType = KeyboardType.Number,
imeAction = ImeAction.Next

)

keyboardActions = KeyboardActions (onNext

{

localFocusManager.moveFocus (FocusDirection.Down)

by

isError = !bankCard.number.isNumberValid/()
)
OutlinedTextField(

modifier = Modifier

.fillMaxwidth ()
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.onFocusChanged {
if (it.isFocused) isFrontSide = true
},
value = bankCard.expirationDate,
onValueChange = editBankCardCallbacks.onkExpirationDateChange,
label = {
Text (text = stringResource (id =
R.string.expiration date label))
},
singlelLine = true,
keyboardOptions = KeyboardOptions (
keyboardType = KeyboardType.Number,
imeAction = ImeAction.Next
)
keyboardActions = KeyboardActions (onNext = {
localFocusManager.moveFocus (FocusDirection.Down)

by

isError = !bankCard.expirationDate.isExpirationDateValid()

OutlinedTextField(
modifier = Modifier
.fillMaxWidth ()
.onFocusChanged {
if (it.isFocused) isFrontSide = true
},
value = bankCard.cardholderName,
onValueChange = editBankCardCallbacks.onCardholderChange,
label = {
Text (text = stringResource (id =
R.string.cardholder name label))
},
singlelLine = true,
keyboardOptions = KeyboardOptions (
capitalization = KeyboardCapitalization.Words,
imeAction = ImeAction.Next
)y
keyboardActions = KeyboardActions (onNext = {
localFocusManager.moveFocus (FocusDirection.Down)

by

isError = !bankCard.cardholderName. isCardholderNameValid()



OutlinedTextField(
modifier = Modifier
.fillMaxWidth ()
.onFocusChanged {
if (it.isFocused) isFrontSide = false
},
value = bankCard.verificationNumber,
onValueChange =
editBankCardCallbacks.onVerificationNumberChange,
label = {
Text (text = stringResource (id =
R.string.verification number label))
},
singlelLine = true,
keyboardOptions = KeyboardOptions (
keyboardType = KeyboardType.Number,

imeAction = ImeAction.Done
)y
keyboardActions = KeyboardActions (onDone = { onDone.invoke ()
isError =

'bankCard.verificationNumber. isVerificationNumberValid()

)

Spacer (modifier = Modifier.height(dp 16))

ButtonText (
modifier = Modifier.fillMaxWidth(),
textResId = R.string.edit card popup button save,
onClick = onDone,

enabled bankCard.isValid()

package
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)y

com.zhiroke.presentation.mywallet.presentation.cardcarousel.components.popups

import androidx.compose.foundation.layout.*

import androidx.compose.runtime.*
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import androidx.compose.ui.Modifier

import com.google.accompanist.pager.ExperimentalPagerApi

import com.google.accompanist.pager.HorizontalPager

import com.google.accompanist.pager.rememberPagerState

import com.zhiroke.core.components.popup.PopUp

import com.zhiroke.core.components.popup.PopUpState

import com.zhiroke.core.theme.demensions.dp 16

import com.zhiroke.domain.models.BankCard

import
com.zhiroke.presentation.mywallet.presentation.cardcarousel.components.popups.co
mponents.CardRecognizerPage

import
com.zhiroke.presentation.mywallet.presentation.cardcarousel.components.popups.co
mponents.EditBankCardCallbacks

import
com.zhiroke.presentation.mywallet.presentation.cardcarousel.components.popups.co
mponents.EditableCardPage

import com.zhiroke.presentation.mywallet.utils.isValid

import kotlinx.coroutines.launch

/**
* PS: Sequence of displaying a page will be the same
*/

private enum class CardEditMode {

Manual, Scanner

@0ptIn (ExperimentalPagerApi::class)

@Composable

internal fun AddCardPopUp (popUpState: PopUpState, onHide: () -> Unit,
onAddClick: (BankCard) -> Unit) {

var bankCardState by remember { mutableStateOf (BankCard.empty()) }
val pagerState = rememberPagerState(initialPage =
CardEditMode.Manual.ordinal)

val scope = rememberCoroutineScope ()

PopUp (popUpState popUpState, onHide = onHide) {

Column (

modifier Modifier
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.fillMaxSize ()
.padding (bottom = dp 16),

verticalArrangement = Arrangement.SpaceBetween

HorizontalPager (
modifier = Modifier.weight (weight = 1f),
state = pagerState,

count CardEditMode.values () .size,
itemSpacing = dp 16,
contentPadding = PaddingValues (horizontal = dp 16),

) { page ->

when (page) {

CardEditMode.Manual.ordinal -> EditableCardPage (
modifier = Modifier.fillMaxSize(),
bankCard = bankCardState,
editBankCardCallbacks = EditBankCardCallbacks (
onNumberChange = { value ->
bankCardState = bankCardState.copy (number =
value)
},
onExpirationDateChange = { value ->
bankCardState =
bankCardState.copy(expirationDate = value)
},
onCardholderChange = { value ->
bankCardState =
bankCardState.copy (cardholderName = value)
},
onVerificationNumberChange = { value ->
bankCardState =
bankCardState.copy(verificationNumber = value)
b
onPhotoUriChange = { value ->
bankCardState = bankCardState.copy(skinUri =

value)

)
onDone = {

if (!'bankCardState.isValid())
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return@EditableCardPage
onHide.invoke ()
onAddClick.invoke (bankCardState)
bankCardsState = BankCard.empty ()

CardEditMode.Scanner.ordinal -> CardRecognizerPage (
modifier = Modifier.fillMaxSize(),
forceToLeaveComposition = ! (pagerState.currentPage ==

CardEditMode.Scanner.ordinal && popUpState.isShown),
onReturnToPreviousPage = {
scope.launch {
pagerState.animateScrollToPage (page =

CardEditMode.Manual.ordinal)

b,

onFrontSideCardRecognized = { cardNumber, expirationDate
->
bankCardState = bankCardState.copy (number =
cardNumber, expirationDate = expirationDate)

scope.launch {
pagerState.animateScrollToPage (page =

CardEditMode.Manual.ordinal)

},
onBackSideCardRecognized = { verificationNumber ->
bankCardState =
bankCardState.copy(verificationNumber = verificationNumber)
scope.launch {
pagerState.animateScrollToPage (page =

CardEditMode.Manual.ordinal)



212

package

com.zhiroke.presentation.mywallet.presentation.cardcarousel.components.popups

import androidx.compose.foundation.layout.fillMaxSize

import androidx.compose.foundation.layout.padding

import androidx.compose.runtime.*

import androidx.compose.ui.Modifier

import com.zhiroke.core.components.popup.PopUp

import com.zhiroke.core.components.popup.PopUpState

import com.zhiroke.core.theme.demensions.dp 16

import com.zhiroke.domain.models.BankCard

import
com.zhiroke.presentation.mywallet.presentation.cardcarousel.components.popups.co
mponents.EditBankCardCallbacks

import
com.zhiroke.presentation.mywallet.presentation.cardcarousel.components.popups.co
mponents.EditableCardPage

import com.zhiroke.presentation.mywallet.utils.isValid

@Composable
internal fun EditCardPopUp (popUpState: PopUpState, bankCard: BankCard, onHide:
() => Unit, onSaveClick: (BankCard) -> Unit) {

var bankCardState by remember (bankCard.number) { mutableStateOf (bankCard) }

PopUp (popUpState = popUpState, onHide = onHide) {

EditableCardPage (
modifier = Modifier
.fillMaxSize ()
.padding (bottom = dp 16, start = dp 16, end = dp 16),
bankCard = bankCardState,
editBankCardCallbacks = EditBankCardCallbacks (
onNumberChange = { value =->
bankCardState = bankCardState.copy (number = value)
},

onExpirationDateChange = { value ->

bankCardState = bankCardState.copy (expirationDate = value)
},
onCardholderChange = { value ->

bankCardState = bankCardState.copy(cardholderName = value)
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},
onVerificationNumberChange = { value ->
bankCardState = bankCardState.copy (verificationNumber =

value)

},
onPhotoUriChange = { value ->

bankCardState = bankCardState.copy(skinUri = value)

),

onDone = {
if (!bankCardState.isValid()) return@EditableCardPage
onHide.invoke ()

onSaveClick.invoke (bankCardState)

package com.zhiroke.presentation.mywallet.presentation.cardcarousel.interactors

import com.zhiroke.core.common.base.SuspendableInteractor

import com.zhiroke.core.common.base.error.SuspendableErrorInteractor

import com.zhiroke.domain.models.BankCard

import com.zhiroke.domain.repository.wallet.bankcard.BankCardRepository
import
com.zhiroke.presentation.mywallet.presentation.cardcarousel.CardCarouselEvent
import
com.zhiroke.presentation.mywallet.presentation.cardcarousel.CardCarouselState

import java.util.*

internal class AddCardInteractor (private val bankCardRepository:
BankCardRepository)
SuspendablelInteractor<CardCarouselState, CardCarouselEvent>,

SuspendableErrorInteractor {

override suspend fun invoke (state: CardCarouselState, event:
CardCarouselEvent) = tryCatch (
onFailureHandler = { e ->

CardCarouselEvent.FailedToLoadCards (errorMessage = e.message)
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val rawBankCard = (event as CardCarouselEvent.AddCard) .bankCard

val bankCard = BankCard(
id = UUID.randomUUID() .toString(),
number = rawBankCard.number,
cardholderName = rawBankCard.cardholderName.trim(),
expirationDate = rawBankCard.expirationDate,
verificationNumber = rawBankCard.verificationNumber,

skinUri = rawBankCard.skinUri

bankCardRepository.addBankCard (bankCard = bankCard)

CardCarouselEvent.AddedCardSuccessfully

override fun canHandle (event: CardCarouselEvent) = event 1is
CardCarouselEvent .AddCard
}

package com.zhiroke.presentation.mywallet.presentation.cardcarousel.interactors

import com.zhiroke.core.common.base.SuspendableInteractor

import com.zhiroke.core.common.base.error.SuspendableErrorInteractor

import com.zhiroke.domain.repository.wallet.bankcard.BankCardRepository
import
com.zhiroke.presentation.mywallet.presentation.cardcarousel.CardCarouselEvent
import

com.zhiroke.presentation.mywallet.presentation.cardcarousel.CardCarouselState

internal class DeleteCardInteractor (private val bankCardRepository:
BankCardRepository)
SuspendablelInteractor<CardCarouselState, CardCarouselEvent>,

SuspendableErrorInteractor {

override suspend fun invoke (state: CardCarouselState, event:
CardCarouselEvent) = tryCatch (
onFailureHandler = { e ->

CardCarouselEvent.FailedToLoadCards (errorMessage = e.message)
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val bankCard = (event as CardCarouselEvent.DeleteCard) .bankCard

bankCardRepository.deleteBankCard (bankCard = bankCard)

CardCarouselEvent.DeletedCardSuccessfully

override fun canHandle (event: CardCarouselEvent) = event 1is
CardCarouselEvent.DeleteCard

}

package com.zhiroke.presentation.mywallet.presentation.cardcarousel.interactors

import com.zhiroke.core.common.base.BaseEvent

import com.zhiroke.core.common.base.SubscriptionInteractor

import com.zhiroke.core.common.base.error.SubscriptionErrorInteractor

import com.zhiroke.core.components.utils.toStableList

import com.zhiroke.domain.repository.wallet.bankcard.BankCardRepository
import
com.zhiroke.presentation.mywallet.presentation.cardcarousel.CardCarouselEvent
import
com.zhiroke.presentation.mywallet.presentation.cardcarousel.CardCarouselState
import kotlinx.coroutines.ExperimentalCoroutinesApi

import kotlinx.coroutines.flow.Flow

import kotlinx.coroutines.flow.flatMapLatest

import kotlinx.coroutines.flow.flowOf

internal class LoadCardsInteractor (private val bankCardRepository:
BankCardRepository)
SubscriptionInteractor<CardCarouselState, CardCarouselEvent>,

SubscriptionErrorInteractor

@0ptIn (ExperimentalCoroutinesApi::class)
override suspend fun invoke (state: CardCarouselState, event:
CardCarouselEvent) : Flow<BaseEvent> = tryCatch (
onFailureHandler = { e =->

CardCarouselEvent.FailedToLoadCards (errorMessage = e.message)

bankCardRepository.fetchAll () .flatMaplLatest { list ->
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flowOf (CardCarouselEvent.LoadedCards (cards = list.toStablelList()))

override fun canHandle (event: CardCarouselEvent) = event is
CardCarouselEvent.LoadCards

}

package com.zhiroke.presentation.mywallet.presentation.cardcarousel.interactors

import com.zhiroke.core.common.base.SuspendableInteractor

import com.zhiroke.core.common.base.error.SuspendableErrorInteractor

import com.zhiroke.domain.repository.wallet.bankcard.BankCardRepository
import
com.zhiroke.presentation.mywallet.presentation.cardcarousel.CardCarouselEvent
import

com.zhiroke.presentation.mywallet.presentation.cardcarousel.CardCarouselState

internal class SaveCardInteractor (private val bankCardRepository:
BankCardRepository)
SuspendableInteractor<CardCarouselState, CardCarouselEvent>,

SuspendableErrorInteractor {

override suspend fun invoke (state: CardCarouselState, event:

CardCarouselEvent) = tryCatch (
onFailureHandler = { e ->
CardCarouselkEvent.FailedToLoadCards (errorMessage = e.message)
}
) A
val rawBankCard = (event as CardCarouselEvent.SaveCard) .bankCard

val bankCard = rawBankCard.copy (cardholderName =

rawBankCard.cardholderName. trim())

bankCardRepository.updateBankCard (bankCard = bankCard)

CardCarouselEvent.SavedCardSuccessfully

override fun canHandle (event: CardCarouselEvent) = event is



217

CardCarouselEvent.SaveCard

}

package com.zhiroke.presentation.mywallet.presentation.cardcarousel

import com.zhiroke.core.common.base.BaseEvent
import com.zhiroke.core.common.base.error.ErrorEvent
import com.zhiroke.core.components.utils.StablelList

import com.zhiroke.domain.models.BankCard

internal sealed interface CardCarouselEvent : BaseEvent {

object LoadCards : CardCarouselEvent

class LoadedCards (val cards: StablelList<BankCard>) : CardCarouselEvent

class FailedToLoadCards (override val errorMessage: String?)
CardCarouselEvent, ErrorEvent

class ChangeStateOfAddPopUp (val show: Boolean) : CardCarouselEvent

class ChangeStateOfEditPopUp(val show: Boolean, val cardToEdit: BankCard? =
null) : CardCarouselEvent

class AddCard(val bankCard: BankCard) : CardCarouselEvent

object AddedCardSuccessfully : CardCarouselEvent

class SaveCard(val bankCard: BankCard) : CardCarouselEvent

object SavedCardSuccessfully : CardCarouselEvent

class DeleteCard(val bankCard: BankCard) : CardCarouselEvent

object DeletedCardSuccessfully : CardCarouselEvent

package com.zhiroke.presentation.mywallet.presentation.cardcarousel

import com.zhiroke.core.common.base.BaseEvent

import com.zhiroke.core.common.base.BaseReducer

internal class CardCarouselReducer : BaseReducer<CardCarouselState> {

override val initialState: CardCarouselState get () =

CardCarouselState.initialState ()

override fun reduce(state: CardCarouselState, event: BaseEvent) :

CardCarouselState {
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return state.run {
when (event) {

CardCarouselEvent.LoadCards -> copy(cardsState =
CardsState.Loading)

is CardCarouselEvent.LoadedCards -> copy(cardsState = if
(event.cards.isNotEmpty ()) CardsState.Loaded(event.cards) else CardsState.Empty)

is CardCarouselEvent.FailedToLoadCards -> copy(errorMessage =
event.errorMessage)

is CardCarouselEvent.ChangeStateOfAddPopUp -> copy(addCardPopUp
= addCardPopUp.copy (isShown = event.show))

is CardCarouselEvent.ChangeStateOfEditPopUp ->
copy (editCardPopUp = editCardPopUp.copy(isShown = event.show), cardToEdit =
event.cardToEdit)

is CardCarouselEvent.AddCard -> this

CardCarouselEvent.AddedCardSuccessfully -> this

is CardCarouselEvent.SaveCard -> this

CardCarouselEvent.SavedCardSuccessfully -> this

is CardCarouselEvent.DeleteCard -> this

is CardCarouselEvent.DeletedCardSuccessfully -> this

else -> throw IllegalArgumentException ("Unsupported Event!")

package com.zhiroke.presentation.mywallet.presentation.cardcarousel

import androidx.compose.foundation.layout.*

import androidx.compose.runtime.Composable

import androidx.compose.runtime.getValue

import androidx.compose.ui.Modifier

import androidx.compose.ui.platform.LocalContext

import androidx.compose.ui.tooling.preview.Preview

import androidx.lifecycle.compose.ExperimentallifecycleComposeApi
import androidx.lifecycle.compose.collectAsStateWithLifecycle
import com.google.accompanist.pager.ExperimentalPagerApi

import com.zhiroke.core.common.utils.copyToClipboardWithVibration
import com.zhiroke.core.components.pager.HorizontalPagerWithTransition
import com.zhiroke.core.theme.demensions.dp 16

import com.zhiroke.core.theme.demensions.dp 32

import



com.zhiroke.presentation.
dCardButton

import
com.zhiroke.presentation.
Card

import
com.zhiroke.presentation.
meringBankCard

import
com.zhiroke.presentation.
t.EmptyBankCard

import
com.zhiroke.presentation.
dCardPopUp

import
com.zhiroke.presentation.
itCardPopUp

import org.koin.androidx.

@Composable

fun CardCarouselRoute () {

mywallet.

mywallet.

mywallet.

mywallet.

mywallet.

mywallet

presentation.

presentation.

presentation.

presentation.

presentation.

.presentation.

compose.getViewModel

CardCarouselScreen (viewModel

@OptIn (ExperimentallifecycleComposeApi::class)

@Composable

private fun CardCarouselScreen (viewModel:

cardcarousel

cardcarousel

cardcarousel.

cardcarousel

cardcarousel.

cardcarousel

getViewModel ())

.components

.components

components

.components

components

.components

CardCarouselViewModel) {

val state by viewModel.state.collectAsStateWithLifecycle()

Box (modifier

when (state.cardsState) {

is CardsState.Loaded -> CardsAreloaded (viewModel,

Modifier.fillMaxSize()) {

state.cardsState as CardsState.Loaded)

CardsState.Loading -> CardsAreloading()

CardsState.Empty -> CardsAreEmpty ()

AddCardButton (onClick

viewModel: : showAddPopUp)

state
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.button.Ad

.card.Bank

.card.Shim

.card.fron

.popups.Ad

.popups .Ed



AddCardPopUp (
popUpState = state.addCardPopUp,
onHide = viewModel::hideAddPopUp,
onAddClick = viewModel::addBankCard

state.cardToEdit?.let { bankCard ->
EditCardPopUp (
popUpState = state.editCardPopUp,
bankCard = bankCard,
onHide = viewModel: :hideEditPopUp,

onSaveClick = viewModel: :saveBankCard

@0ptIn (ExperimentalPagerApi::class)

@Composable

private fun CardsAreLoaded(
viewModel: CardCarouselViewModel,

state: CardsState.Loaded

val context = LocalContext.current

HorizontalPagerWithTransition (
modifier = Modifier
.fillMaxWidth ()
.wrapContentHeight (),
count = state.cards.size

) { page ->

BankCard (
card = state.cards[page],
onCopy = context::copyToClipboardWithVibration,
onEditClick = viewModel: :showEditPopUp,

onDeleteClick = viewModel::deleteBankCard
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@OptIn (ExperimentalPagerApi::class)
@Composable

private fun CardsArelLoading() {

HorizontalPagerWithTransition (
modifier = Modifier
.fillMaxWidth ()
.wrapContentHeight (),

count = 1

ShimmeringBankCard ()

@Composable
private fun CardsAreEmpty () {

EmptyBankCard (
modifier = Modifier
.wrapContentSize ()

.padding (horizontal = dp 16, vertical = dp 32),

@Preview
@Composable
private fun CardCarouselScreenPreview () {
CardCarouselScreen (viewModel = getDummyCardCarouselViewModel ())

package com.zhiroke.presentation.mywallet.presentation.cardcarousel

import com.zhiroke.core.common.base.BaseState

import com.zhiroke.core.common.base.error.ErrorState
import com.zhiroke.core.components.popup.PopUpState
import com.zhiroke.core.components.utils.StablelList

import com.zhiroke.domain.models.BankCard
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internal data class CardCarouselState (
override val errorMessage: String?,
val cardsState: CardsState,
val addCardPopUp: PopUpState,
val editCardPopUp: PopUpState,
val cardToEdit: BankCard?

) : BaseState, ErrorState {

companion object {

fun initialState() = CardCarouselState(

errorMessage = null,

cardsState = CardsState.Loading,

addCardPopUp = PopUpState.initialState(),

editCardPopUp = PopUpState.initialState(),

cardToEdit = null

internal sealed interface CardsState {
object Loading : CardsState
class Loaded(val cards: StableList<BankCard>)

object Empty : CardsState

CardsState

package com.zhiroke.presentation.mywallet.presentation.cardcarousel

import androidx.annotation.RestrictTo

import com.zhiroke.core.common.base.BaseViewModel

import com.zhiroke.core.common.coroutines.AppDispatchersProvider

import com.zhiroke.core.common.coroutines.DispatchersProvider

import com.zhiroke.domain.models.BankCard

import
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com.zhiroke.presentation.mywallet.presentation.cardcarousel.interactors.AddCardIl

nteractor

import

com.zhiroke.presentation.mywallet.presentation.cardcarousel.interactors.DeleteCa

rdInteractor
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import
com.zhiroke.presentation.mywallet.presentation.cardcarousel.interactors.LoadCard
sInteractor

import
com.zhiroke.presentation.mywallet.presentation.cardcarousel.interactors.SaveCard

Interactor

internal class CardCarouselViewModel (
reducer: CardCarouselReducer,
dispatchers: DispatchersProvider,
loadCardsInteractor: LoadCardsInteractor?,
addCardInteractor: AddCardInteractor?,
saveCardInteractor: SaveCardInteractor?,
deleteCardInteractor: DeleteCardInteractor?,

) : BaseViewModel<CardCarouselState, CardCarouselEvent> (

dispatchers = dispatchers,
reducer = reducer,
interactors = setOfNotNull (loadCardsInteractor, addCardInteractor,

saveCardInteractor, deleteCardInteractor),

initialEvent = CardCarouselEvent.LoadCards

fun showAddPopUp () = sendEvent (event =

CardCarouselEvent.ChangeStateOfAddPopUp (show = true))

fun hideAddPopUp () = sendEvent (event =
CardCarouselEvent.ChangeStateOfAddPopUp (show = false))

fun showEditPopUp (bankCard: BankCard) = sendEvent (event =
CardCarouselEvent.ChangeStateOfEditPopUp (show = true, cardToEdit = bankCard))

fun hideEditPopUp () = sendEvent (event =
CardCarouselEvent.ChangeStateOfEditPopUp (show

false))

fun addBankCard (bankCard: BankCard) = sendEvent (event =

CardCarouselEvent.AddCard (bankCard = bankCard))

fun saveBankCard(bankCard: BankCard) = sendEvent (event =

CardCarouselEvent.SaveCard (bankCard = bankCard))

fun deleteBankCard (bankCard: BankCard) = sendEvent (event =



CardCarouselEvent.DeleteCard (bankCard = bankCard))

}

/** This function is used only for compose preview.

@RestrictTo (RestrictTo.Scope.TESTS)
internal fun getDummyCardCarouselViewModel () :
return CardCarouselViewModel (

dispatchers = AppDispatchersProvider ()
reducer = CardCarouselReducer (),
loadCardsInteractor = null,
addCardInteractor = null,
saveCardInteractor = null,

deleteCardInteractor = null

package com.zhiroke.presentation.mywallet.utils

*/

CardCarouselViewModel {

4

infix fun Float.roundUpToMultipleOf (multiplier:

val diff = this % multiplier

return if (multiplier / 2 > diff) {
this - diff

} else {

this + multiplier - diff

Float) :

fun Float.reverseSignIf (predicate: Boolean): Float =

else this

package com.zhiroke.presentation.mywallet.utils

import com.zhiroke.domain.models.BankCard

internal fun String.isNumberValid(): Boolean {

return length == 16 && all { it.isDigit()

}

if

Float {

(predicate)

this *

-1
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internal fun

return 1

internal fun

return a

internal fun

return 1

internal fun

return n

<?xml versio
<resources>
<string
<string
<string
<string
<string
<string
<string

yet.</string

</resources>

<?xml versio
<resources>
<string
<string
<string
<string
<string

<string
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String.isExpirationDateValid(): Boolean {
ength == 4 && all { it.isDigit() } && take(2).toInt() in (1..12)
String.isCardholderNameValid(): Boolean {
11 { it.isLetter() || it.isWhitespace() } && isNotBlank()
String.isVerificationNumberValid(): Boolean {

ength in (3..4) && all { it.isDigit() }

BankCard.isValid () : Boolean {
umber.isNumbervValid () &é&
explirationDate.isExpirationDateValid() &&

cardholderName.isCardholderNameValid () &&

verificationNumber.isVerificationNumberValid/()

n="1.0" encoding="utf-8"7?>

name="add card popup button add">Add</string>

name="edit card popup button save">Save</string>
name="card number label">Card number</string>
name="expiration date label">Expiration date</string>
name="cardholder name label">Cardholder name</string>
name="verification number label">Verification number</string>
name="empty card text">It looks like, you haven\'t added any cards

>

n="1.0" encoding="utf-8"7?>

name="add card popup button add">IomaTu</string>

name="edit card popup button save">3BeperTu</string>
name="card number label">Homep xapTxu</string>
name="expiration date label">Tepmin npumarHocTi</string>
name="cardholder name label">Im\'s pBjacHukKa kapTku</string>

name="verification number label">Homep ninreepmxeHHa</string>
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<string name="empty card text">3pmaeTbcs, BM Ile He mojajmM kapTu.</string>

</resources>

<?xml version="1.0" encoding="utf-8"?>
<resources>

<string name="dont remember pin">Don\'t remember your PIN?</string>

<string name="enter pin code">Enter PIN code</string>

<string name="biometric title">Scan to log in</string>

<string name="biometric negative btn">Enter PIN code</string>

<string name="set pin code">Set PIN code</string>

<string name="confirm pin code">Confirm PIN code</string>

<string name="btn next">Next</string>

<string name="btn confirm">Confirm</string>

<string name="btn back">Back</string>

<string name="error to many attempts">Too many attempts. Please try again
later.</string>

<string name="error pins dont match">Entered PIN codes don\'t match, please
try again.</string>

<string name="placeholder try again">Try again in %ds.</string>

<string name="placeholder timer">" (%ds)"</string>

<string name="drop data warning">If you want to reset the PIN code, all your
data in the application will be erased. Are you sure about this, there will be
no possibility to restore the data?</string>

<string name="button drop data cancel">No, cancel.</string>

<string name="button drop data confirm">Yes, erase all app\'s data</string>

</resources>

<?xml version="1.0" encoding="utf-8"?>

<resources>
<string name="dont remember pin">He nowm\'saraere Bam niu?</string>
<string name="enter pin code">BeepmiTs NIH-xon</string>
<string name="biometric title">Binckanymre, mo6 ysinmTu</string>
<string name="biometric negative btn">BrecTu NIH-xom</string>
<string name="set pin code">3amatu INIH-kon</string>
<string name="confirm pin code">NigrBepniTe MNIH-xom</string>
<string name="btn next">lamni</string>
<string name="btn confirm">linreepanTu</string>
<string name="btn back">Hazan</string>

<string name="error to many attempts">3abararo cnpof. 3auekanTe mwoo
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noeTopuTHK.</string>

<string name="error pins dont match">Beemenni [NIH-xomm BimpisHA©OTLECHA, OyIb
Jacka crnpobyire me pas.</string>

<string name="placeholder try again">orTopiTh cmpoby uepes %$dc.</string>

<string name="placeholder timer">" (%dc)"</string>

<string name="drop data warning">fAkwWo Bu XOouMTe CKMHYTu I[IIH-xom, Tomi yci
Bami pmaHi y momaTky OyIOyThb BUOAJIeH1. BM BHEeBHMHI B LbOMY, MOXJIMBOCTL BlIHOBUTHU
nani He Gyme?</string>

<string name="button drop data cancel">Hi, He Tpefa.</string>

<string name="button drop data confirm">Tak, Bumamu BCl nani
nomaTtky</string>

</resources>

<?xml version="1.0" encoding="utf-8"?2>

<resources>
<string name="placeholder timer">" (%ds)"</string>
</resources>

<?xml version="1.0" encoding="utf-8"?>

<resources>
<string name="placeholder timer">" (%dc)"</string>
</resources>

<?xml version="1.0" encoding="utf-8"?2>

<resources>
<string name="rational permission request title">Permission request</string>
<string name="rational permission request confirm button">OK</string>
<string name="rational permission request rational text">Camera permission

required for the bank card recognition feature to be available.</string>

</resources>

<?xml version="1.0" encoding="utf-8"?>

<resources>
<string name="rational permission request title">3ammT Ha mo3Bin</string>
<string name="rational permission request confirm button">Iobpe</string>
<string name="rational permission request rational text">Ina poboTu OyHKLIIL

posnisuaBaHHa GaHKiIBCHKOI kapTkM HOTpifeH mos3Bis Ha kKaMepy.</string>

</resources>
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plugins {
id("com.android.application") version "7.3.1" apply false
id("com.android.library") version "7.3.1" apply false

kotlin("android") version "1.7.20" apply false

id("org.jetbrains.kotlin.jvm") version "1.7.20" apply false

import java.io.FileInputStream

import java.util.Properties

plugins {
id("com.android.application")

kotlin("android")

}

val signingProps = Properties|()

val singingPropertiesFile = rootProject.file("app/signing-configs.properties")
if (singingPropertiesFile.exists()) {

signingProps.load(FileInputStream(singingPropertiesFile))

android {
namespace = Configs.packageName

compileSdk = Configs.compileSdk

defaultConfig {
applicationId = Configs.packageName
minSdk = Configs.minSdk
targetSdk = Configs.targetSdk

versionCode = Configs.versionCode

versionName Configs.versionName

testInstrumentationRunner = "androidx.test.runner.AndroidJUnitRunner"

vectorDrawables {

useSupportLibrary = true

buildTypes {
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getByName ("release") {
isDebuggable = false
isMinifyEnabled = true
isShrinkResources = true
proguardFiles (getDefaultProguardFile ("proguard-android-
optimize.txt"), "proguard-rules.pro")

}

signingConfigs {
register ("prod") {
storeFile =

signingProps|["prodSigningFileName"]?.let(rootProject::file)

storePassword = "${signingProps["prodKeystorePassword"]}"
keyAlias = "${signingProps["prodAlias"]}"
keyPassword = "${signingProps["prodAliasPassword"]}"

}
register ("dev") {
storeFile =

signingProps|["devSigningFileName"]?.let (rootProject::file)

storePassword = "${signingProps["devKeystorePassword"]}"
keyAlias = "${signingProps["devAlias"]}"
keyPassword = "${signingProps["devAliasPassword"]}"

flavorDimensions ("default")
productFlavors {
register ("prod") {
dimension = "default"
resValue ("string", "app name", "JetWallet")

signingConfig = signingConfigs.getByName ("prod")

}
register ("dev") {
dimension = "default"
applicationIdSuffix = ".dev"
versionNameSuffix = "-dev"
resValue ("string", "app name", "JetWallet Dev")
signingConfig = signingConfigs.getByName ("dev")
}
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compileOptions {

sourceCompatibility = JavaVersion.VERSION 11

targetCompatibility = JavaVersion.VERSION 11

}

kotlinOptions {
jvmTarget = "11"

}

buildFeatures {
compose = true

}
composeOptions {
kotlinCompilerExtensionVersion = Versions.composeCompiler
}
packagingOptions {
resources {

excludes += "/META-INF/{AL2.0,LGPL2.1}"

dependencies {

implementation(project(":core:navigation"))
implementation(project (" :core:common"))
implementation(project(":core:theme"))

implementation(project(":data"))
implementation(project (" :domain"))
implementation(project (" :presentation:mywallet"))

implementation(project (" :presentation:auth"))

implementation(Libs.AndroidX.coreKtx)
implementation(Libs.AndroidX.activityCompose)
implementation(Libs.Lifecycle.runtimeKtx)
implementation(Libs.Compose.ui)
implementation(Libs.Compose.material3)
implementation(Libs.Navigation.navigationCompose)
implementation(Libs.Koin.core)

implementation(Libs.Koin.android)

plugins {
"kotlin-dsl’



repositories {
google ()

mavenCentral ()

dependencies {
compileOnly ("com.android.tools.build:gradle:7.0.0")
gradleApi ()

plugins {
id("com.android.library")

kotlin ("android")

android {
namespace = "com.zhiroke.core.cardrecognition"

compileSdk = Configs.compileSdk

defaultConfig {
minSdk = Configs.minSdk

testInstrumentationRunner = "androidx.test.runner.AndroidJUnitRunner"

consumerProguardFiles ("consumer-rules.pro")

buildTypes {
release {
isMinifyEnabled = true
proguardFiles (
getDefaultProguardFile ("proguard-android-optimize.txt"),

"proguard-rules.pro"

flavorDimensions ("default")
productFlavors {

register ("prod")
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register ("dev")

buildFeatures {
compose = true
}
composeOptions {
kotlinCompilerExtensionVersion = Versions.composeCompiler
}

compileOptions {

sourceCompatibility JavaVersion.VERSION 11

targetCompatibility JavaVersion.VERSION 11

}
kotlinOptions {
jvmTarget = "11"

dependencies {

implementation (project (":core:common"))

implementation (Libs.AndroidX.coreKtx)
implementation (Libs.Compose.ui)
implementation (Libs.Compose.toolingPreview)

implementation (Libs.Compose.material3)

implementation (Libs.Coroutines.core)

implementation (Libs.Gms.textRecognizerMlKit)

implementation (Libs.CameraX.camera?2)
implementation (Libs.CameraX.view)
implementation (Libs.CameraX.lifecycle)

implementation (Libs.CameraX.mlKit)

plugins {
id("com.android.library")

kotlin ("android")
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android {
namespace = "com.zhiroke.core.common"

compileSdk = Configs.compileSdk

defaultConfig {
minSdk = Configs.minSdk

testInstrumentationRunner = "androidx.test.runner.AndroidJUnitRunner"

consumerProguardFiles ("consumer-rules.pro")

buildTypes {
getByName ("release") {
isMinifyEnabled = true
proguardFiles (
getDefaultProguardFile ("proguard-android-optimize.txt"),

"proguard-rules.pro"

flavorDimensions ("default")
productFlavors {
register ("prod")

register ("dev")

buildFeatures {
compose = true
}
composeOptions {
kotlinCompilerExtensionVersion = Versions.composeCompiler
}
compileOptions {

sourceCompatibility = JavaVersion.VERSION 11

targetCompatibility JavaVersion.VERSION 11

}
kotlinOptions {

jvmTarget = "11"
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dependencies {

implementation (Libs.AndroidX.coreKtx)
implementation (Libs.AndroidX.activityCompose)
implementation (Libs.Lifecycle.runtimeKtx)

implementation (Libs.Coroutines.core)

implementation (Libs.Permissions.accompanist)

implementation (Libs.Koin.core)

implementation (Libs.Koin.android)

}

plugins {
id("com.android.library")
kotlin ("android")

}

android {
namespace = "com.zhiroke.core.components"

compileSdk = Configs.compileSdk

defaultConfig {
minSdk = Configs.minSdk

testInstrumentationRunner = "androidx.test.runner.AndroidJUnitRunner"

consumerProguardFiles ("consumer-rules.pro")

buildTypes {
getByName ("release") {
isMinifyEnabled = true
proguardFiles (
getDefaultProguardFile ("proguard-android-optimize.txt"),

"proguard-rules.pro"
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flavorDimensions ("default")
productFlavors {
register ("prod")

register ("dev")

buildFeatures {

compose = true
}
composeOptions {

kotlinCompilerkExtensionVersion = Versions.composeCompiler
}

compileOptions {

sourceCompatibility JavaVersion.VERSION 11
targetCompatibility = JavaVersion.VERSION 11

}

kotlinOptions {

jvmTarget = "11"

dependencies {
implementation (project (":core:common"))

implementation (project (":core:theme"))

implementation (Libs.AndroidX.coreKtx)
implementation (Libs.AndroidX.activityCompose)
implementation (Libs.Lifecycle.runtimeKtx)
implementation (Libs.Compose.ui)
implementation (Libs.Compose.uiUtils)
implementation (Libs.Compose.toolingPreview)
implementation (Libs.Compose.material3)
implementation (Libs.Compose.accompanistPager)

implementation (Libs.Compose.accompanistPagerIndicator)

testImplementation (Libs.Test.jUnit)
androidTestImplementation (Libs.Test.androidJUnit)
androidTestImplementation (Libs.Test.espresso)

androidTestImplementation (Libs.Compose.testJunit4)



plugins {

}

id("com.android.library")

kotlin ("android")

//apply<plugins.KotlinAndroidConfigurationPlugin>() //TODO: Finalize

android {

namespace = "com.zhiroke.core.navigation"

compileSdk = Configs.compileSdk

defaultConfig {

minSdk = Configs.minSdk

testInstrumentationRunner =

"androidx.test.runner.AndroidJUnitRunner"

consumerProguardFiles ("consumer-rules.pro")

buildTypes {
getByName ("release") {
isMinifyEnabled = true

proguardFiles (

getDefaultProguardFile ("proguard-android-optimize.txt"),

"proguard-rules.pro"

flavorDimensions ("default")
productFlavors {
register ("prod")

register ("dev")

buildFeatures {

compose = true

}

composeOptions {

kotlinCompilerExtensionVersion

}

compileOptions {

Versions.composeCompiler

sourceCompatibility = JavaVersion.VERSION 11

targetCompatibility

JavaVersion.VERSION 11
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}

kotlinOptions {
jvmTarget = "11"

dependencies {

implementation (Libs.AndroidX.coreKtx)
implementation (Libs.Koin.core)

implementation (Libs.Navigation.navigationCompose)

plugins {
id("com.android.library")

kotlin ("android")

android {
namespace = "com.zhiroke.core.theme"

compileSdk = Configs.compileSdk

defaultConfig {

minSdk = Configs.minSdk

testInstrumentationRunner = "androidx.test.runner.AndroidJUnitRunner"

consumerProguardFiles ("consumer-rules.pro")

buildTypes {
getByName ("release") {
isMinifyEnabled = true
proguardFiles (
getDefaultProguardFile ("proguard-android-optimize.txt"),

"proguard-rules.pro"

flavorDimensions ("default")

productFlavors {



register ("prod")

register ("dev")

buildFeatures {
compose = true
}

composeOptions

kotlinCompilerkExtensionVersion = Versions.composeCompiler

}

compileOptions {
sourceCompatibility
targetCompatibility

}

kotlinOptions {
jvmTarget = "11"

dependencies {

JavaVersion.VERSION 11
JavaVersion.VERSION 11

implementation (Libs.AndroidX.coreKtx)

implementation (Libs.AndroidX.appCompat)

implementation (Libs.Compose.ui)

implementation (Libs.Compose.material3)

plugins {

id("com.android.library")

kotlin ("android")
kotlin ("kapt")

id("kotlin-parcelize")

android {

namespace = "com.zhiroke.data"

compileSdk = Configs.compileSdk

defaultConfig {

minSdk = Configs.minSdk
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testInstrumentationRunner = "androidx.test.runner.AndroidJUnitRunner"

consumerProguardFiles ("consumer-rules.pro")

kapt {
arguments {

arg ("room.schemaLocation", "S$projectDir/schemas")

buildTypes {
getByName ("release") {
isMinifyEnabled = true
proguardFiles (
getDefaultProguardFile ("proguard-android-optimize.txt"),

"proguard-rules.pro"

flavorDimensions ("default")
productFlavors {
register ("prod")

register ("dev")

compileOptions {

sourceCompatibility = JavaVersion.VERSION 11

targetCompatibility JavaVersion.VERSION 11

}
kotlinOptions {
jvmTarget = "11"

dependencies {

implementation (Libs.AndroidX.coreKtx)

implementation (Libs.Room.runtime)

implementation (Libs.Room. ktx)

kapt (Libs.Room.compiler)
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implementation (Libs.SglCipher.cipher)

implementation (Libs.Security.crypto)

implementation (Libs.Koin.core)

implementation (Libs.Koin.android)

androidTestImplementation (Libs.Test.jUnit)
androidTestImplementation (Libs.Test.androidJUnit)
androidTestImplementation (Libs.Test.espresso)

androidTestImplementation (Libs.Test.googleTruth)

}

plugins {
id("com.android.library")
kotlin ("android")

}

android {
namespace = "com.zhiroke.domain"

compileSdk = Configs.compileSdk

defaultConfig {
minSdk = Configs.minSdk

testInstrumentationRunner = "androidx.test.runner.AndroidJUnitRunner"

consumerProguardFiles ("consumer-rules.pro")

buildTypes {
getByName ("release") {
isMinifyEnabled = true
proguardFiles (
getDefaultProguardFile ("proguard-android-optimize.txt"),

"proguard-rules.pro"

flavorDimensions ("default")
productFlavors {

register ("prod")
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register ("dev")

compileOptions {

sourceCompatibility JavaVersion.VERSION 11

targetCompatibility = JavaVersion.VERSION 11
}
kotlinOptions {
jvmTarget = "11"
}
}
dependencies {
implementation (project (":core:common"))
implementation (project (":data"))

implementation (Libs.AndroidX.coreKtx)

implementation (Libs

implementation (Libs

implementation (Libs.

implementation (Libs

.Compose.runtime)

.Lifecycle.runtimeKtx)

Koin.core)

.Koin.android)

// need to make ui models stable

}

plugins {
id("com.android.library")
kotlin ("android")

}

android {

namespace = "com.zhiroke.presentation.auth"

compileSdk Configs.compileSdk

defaultConfig {

minSdk

Configs.minSdk

targetSdk Configs.targetSdk

testInstrumentationRunner = "androidx.test.runner.AndroidJUnitRunner"

consumerProguardFiles ("consumer-rules.pro")
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buildTypes {
release {
isMinifyEnabled = true
proguardFiles (
getDefaultProguardFile ("proguard-android-optimize.txt"),

"proguard-rules.pro"

flavorDimensions ("default")
productFlavors {
register ("prod")

register ("dev")

buildFeatures {
compose = true

}
composeOptions {
kotlinCompilerkExtensionVersion = Versions.composeCompiler

}

compileOptions {

sourceCompatibility JavaVersion.VERSION 11
targetCompatibility = JavaVersion.VERSION 11

}

kotlinOptions {

jvmTarget = "11"

dependencies {

implementation (project (":core:common"))
implementation (project (":core:components"))
implementation (project (":core:navigation"))

implementation (project (":core:theme"))

implementation (project (":domain"))

implementation (Libs.AndroidX.coreKtx)

implementation (Libs.AndroidX.biometric)
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implementation (Libs.Compose.ui)
implementation (Libs.Compose.toolingPreview)
implementation (Libs.Compose.material3)
implementation (Libs.Lifecycle.runtimeCompose)

implementation (Libs.Lifecycle.viewModelCompose)

implementation (Libs.Coroutines.core)

implementation (Libs.Koin.android)
implementation (Libs.Koin.compose)

implementation (Libs.Koin.core)

plugins {
id("com.android.library")

kotlin ("android")

android {
namespace = "com.zhiroke.presentation.mywallet"

compileSdk = Configs.compileSdk

defaultConfig {

minSdk = Configs.minSdk

testInstrumentationRunner = "androidx.test.runner.AndroidJUnitRunner"

consumerProguardFiles ("consumer-rules.pro")

buildTypes {
getByName ("release") {
isMinifyEnabled = true
proguardFiles (
getDefaultProguardFile ("proguard-android-optimize.txt"),

"proguard-rules.pro"

flavorDimensions ("default")

productFlavors {



register ("prod")

register ("dev")

buildFeatures {

compose true

}

composeOptions {

kotlinCompilerExtensionVersion

}

compileOptions {

sourceCompatibility

targetCompatibility
}
kotlinOptions {

jvmTarget "iiv

freeCompilerArgs

freeCompilerArgs
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Versions.composeCompiler

JavaVersion.VERSION 11
JavaVersion.VERSION 11

freeCompilerArgs + "-P"

freeCompilerArgs +

("plugin:androidx.compose.compiler.plugins.kotlin:reportsDestination=" +

project.buildDir.absolutePath + "/compose metrics")

freeCompilerArgs = freeCompilerArgs + "-P"
freeCompilerArgs = freeCompilerArgs +
("plugin:androidx.compose.compiler.plugins.kotlin:metricsDestination=" +

project.buildDir.absolutePath + "/compose metrics")

}

dependencies {

implementation (project (":domain"))
implementation (project (":core:common"))
implementation (project (":core:components"))
implementation (project (":core:navigation"))
implementation (project (":core:theme"))
implementation (project (":core:cardrecognition"))

implementation (Libs
implementation (Libs.Lifecycle
implementation (Libs.Lifecycle
implementation (Libs

implementation (Libs

.AndroidX.coreKtx)

.runtimeKtx)

.runtimeCompose)

.Compose.ui)

.Compose.toolingPreview)
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implementation (Libs.Compose.material3)
implementation (Libs.Compose.accompanistPager)
implementation (Libs.Compose.materialIconsExtended)

implementation (Libs.Compose.materialIconsExtended)

implementation (Libs.Coil.compose)

implementation (Libs.Koin.core)
implementation (Libs.Koin.android)

implementation (Libs.Koin.compose)

pluginManagement {
repositories {
google ()
mavenCentral ()

gradlePluginPortal ()

}

dependencyResolutionManagement {
repositoriesMode.set (RepositoriesMode. FAIL ON PROJECT REPOS)

repositories {

google ()
mavenCentral ()
}

}
rootProject.name = "JetWallet"
include (":app")
include (" :core:common")
include (":core:components")
include (":core:navigation")
include (":core:theme")
include (":core:cardrecognition™)
include (" :domain™)
include (":data")

include (":presentation:mywallet")

include (":presentation:auth")
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JTONATOK B

Caaiigu npe3eHrauii
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Pucynox b.1 — Crnaiin 1

AKTyanbHicTb, MeTa PpO60TH, 06’EKT
Ta NpeaAMeT AoCNiMKeHHS

eMeTa poboTh nonarae y nNiaBULLIEHHT 3aXULLIEHOCTI
NaHWX KOPpWCTYBaYa B aHApOIO 00OaTKY.

806'eKT OOCNIOXEeHHA — 6e3nexka JaHUnX.

ellpeaMeT AOCNIOXKEeHHA — NporpamMHe 3abe3nedeHHq
A9 3aXUCTY JaHWX HAaTUBHMX aHApOI0 3aCTOCYBaHb.

Pucynox b.2 — Caiin 2
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3aBpaHHA AUMNJIOMHOI po6oTH

e/JocnianTn GKMMIKM cnocobamMm MOoXKHa 3000yTK AaHi
NoaaTKa;

BBUBYUNTM AK NPOTUAIATK cnpobam 3000yTHN AaHi
NoaaTKa;

BP0o3p0obUTKN HaTMBHUIKM Android 0oOaToK akmi
CMPOMOXHIM 3aXUCTUTKW BHYTPILLHI OaHI;

80ObGOPMUTK MNOACHIOBANBbHY 3aMMCKY.

Pucynok b.3 — Cnaiizg 3

AHani3 icHyru4Ynx
nopnaTtkie

6nuug 1- INopiBHAN bka\aGnmu,Mq [opaTkis-aHanoris

Po3bnokyBaHHg PIN KogoMm

Po30nokyBaHHg PIN ckaHyBaHHAM
BiOB6WTKa NanbLg

Obdyckallis
3axu1CT Bif 3aMmcy eKpaHy
LLInppyBaHHA
Py4He 0ofaBaHHA KapToK
[lonaBaHHA KaPTOK CKaHYBaHHAM
NFC po3paxyHokK;

Pucynox b.4 — Crnaiin 4
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dyHKLUioHan po3po6neHoro goaaTkKa

© [onasaHHA GaHKIBCHKOT KapTKW BpyYHY. 8 BENOKYBaHHA MOXIUBICTS po3bnokyBaHHa
Ha 30 cexkyHa.

B [lopasaHHAa BaHKIBCBKOI KapTKK i
B BNoKyBaTK MOXITMBICTb PO3DNOKYBaHHA 33

CKaHyBaHHAM . )
OOMNOMOrow siabuUTKa Nansus Ha 30 cexyHL.
2 PenaryBaHHs KapTKW. o
2 Banigauia kapTku.
2 BuOaneHHa KapTKu. :
) 8 KONitoBaHHA HOMEDPa KapTKM.

2 HanalwTysaHHa 30BHILIHBOMO BUFNROY )

KaDpTHI. 8 LndpysaHHa OaHMX, WO 36epiraoTLCa.
2 BcraHosneHHa PIN komy. 8 OSdyckauis APK nopatka.
B8 Po3bnokyBaHHa A0AaTKa 3a AOMOMOrow 8 3abopoHa Nepernaay BHyTPIWHEO! NamM'aTi

BiOGWTKa NanbLs. AocnaTka.

8 CkwoaHHa PIN komy.

Pucynok b.5 — Cnaiig 5

Bub6ip nporpaMHuXx 3acob6iB

Tabnuua 2 - MNporpamMHi 3acobu

IHTerpoBaHe cepemoBuLle po3pobkm (IDE)  Android Studio
MoBa nporpamMyBaHHA Kotlin
[laTepHKM NpoeKTyBaHHA MVI

Room (SQLite),

CxoBuLEA AaHX EncryptedSharedPreferences

|[HCTpYMEHT Ond CTBOREHHS iHTepdency Jetpack Compose

BnposamxeHHA 3anexHocTi (D) Koin

LLndpyBaHHA OaHKMX SqlCipher, Java Cipher
Ob6dycKalliga R8

Pucynok b.6 — Crnaiig 6
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Bu6ip nporpaMHmnx 3acob6is

Tabnnug 3 - MNMopiBHARKA MOB MPOrpaMyBaHHa

TuNizoBaHICTb HegBHEe OroNoWEeHHS TUMIB ABHE OrofoLeHHa THMIB
o -

Bezneka Big NPE
i i

OOI1
o

DyHKLIOHaNbLHE NPorpamMyBaHHga +
EdeKTnBHICTb +- +-
JIaKOHIYHICTb Mae nepesary [NocTynaeTbea

LLIBMAKICTD HAaNWCaHHS Kooy Mae nepeBary MMocTynaeTbes
KineKicTb MOMUNIOK MeHua Binelia
Binblua MeHLua

+_

DOyHKLioHaNbHICTb
+_

CKNagHicTe HaBYaHHA

Pucynok b.7 — Cnaiig 7

Bu6ip nporpaMHux 3acobiB

Tabnuug 4 — MNopIiBHAHHA CUMETPUYHMX anropUTMIB

64 128 64
32-448

56 128,192, 256
Cnabuin piBeHb CUNbHILWKIA PIBEHL CUNbHWIA piBEHD
beaneka

3axXMCTy 3axXMCTy
[MoBiNbHWUM LsmuaLe Hixx AES
. BeaxaeTtbca MeHLL MonynapHMiA
CTaHOapTtu3allisa : :
3acTapiivm Hix AES

PozMip 6noka (bits)
Po3Mmip kntoda (bits)

3axMCTy Hixk y Blowfish
Lemnakmii

LLIBnaKicTb
[Nobpe TecToBaHUA Ta

Cradia pTI/IBOBaHI/II;I

Pucynok b.8 — Crnaiin 8



251

Bu6ip nporpaMHuUx 3acobiB

Tabnuud 5 - MNopiBHAHHA aCMMEeTPUYHUX anropuTMIB

Po3mip kntoya (bits) 1024-4096 1024-4096

: : Ha ocHOBI cknagHOCTI
: Ha ocHOBI CKNaQHOCTI PO3KNadaHHs
leHepalia KtoYa 0BYMCNEHHA [IMCKPETHMIX
yucen

norapm®mis
Beaneka CWNBHUI piBEHb 3aXMUCTy CrNBHWIA piBEHb 3aXMCTY

LLIBnOKicTb FoBinbHMM LLBmaowmm Hixk RSA

: BMKOPWCTOBYETHCA A8 LIMPPROBKX BUKOPUCTOBYETLCA MEPEBAXKHO
CTaHpapTuUzallia : : :
nignucie 019 06MiHY KIoYamMu

Pucynox b.9 — Crmaiin 9

Omsig ekpany 0 rn gn i HTe p¢e ﬁ cy

».

HHA BBegeHHAM PIN
YBaHH$ CKaHyBaHHAM

[AianoroBe BiKHO NMonepemKeHHd;

ctBopeHHa PIN;

nigrBepokeHHa PIN;

)BaHMM
yBaHHSA (puc

Pucynox b.10 — Cnatig 10
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ooy (OTASANHTEPDENCY

«

Kapycenbka (puc. 4);

[ofaBaHHa/pefaryBaHHa KapToK
(pwnc. 5);

BUOa/TeHHA KapTKW;
0O0aBaHHA KapPTUHKW )19 KapPTKN
MOACHEHHY Ha 3arnuTt Oo03BOJY,

CKaHyBaHHS KapTKu (p

Pucynok b.11 — Cnaiig 11

3axXUCT AaHUX. 26epiraHHa

nepegae PIN

noseprac
IBLNDPOS MM
KON 80 6334 2anix

nepease

2awi xapmon
nepeaae PIN

Bepirae sawmdpoeari aan

sanurye nepeac -
GadToewit napons Aawi xapTen

PUCYHOK 7 — 300parke HHA NOoTiKK 36eperkeHHa PUCYHOK 8 — 306pakeHHsa norikn 36epexeHHsa PIN
KapTKK B Tabnuuo koay B EncryptedSharedPreferences

Pucynox b.12 — Cnatin 12
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3axXmUcT gaHuXx.

2 EkpaH bnokyeaHHg (pyc. 1- 2).

8 320/10KYBaTHM MOMIIMBICTE
p0306N0KyBaHHA 0oaaTka (puyc. 3).

& BroKkyBaHHA 3anucy exkpany (puyc. 9).
B BnoKyBaHHA 3HIMKIB ekpaHy (pwc. 10).

This app doesn't allow taking
screenshots
—

PUCYHOK @ — BroKyBaHHA j
PurcyHok 10 — BNoKyBaHHSA SHIMKIB EKpaHYy

3EMUCY EKpPaHy

Pucynok b.13 — Cnaiig 13

3axXuUCT AaHUX.

dewe ANOCTNN 4G

Type: APK File
Size: 249 MB
PucyHoK 13—
Posmip APK
6e3R8

tatic final BankCardDao provideBankCardDao(WalletDatabase walletDatabase) {

urn walletDatabase.getBankCardDao();

PucyHok 15— Koa APK 6e3 R8

PucyHok 11— BHYTpPILIHI AaHi
nopatka 6e3 3axucTy

public CO9B3d(CO000a avar, CO236e eVar, String str, C1015a aVar2, C110331 jivar) {

Type: APK File i
) = evar;
Size: 154 MB = str;
- Bcomaots “wie Gwiwier. NDOLT1E AR s
N PrcyHoK 14— = J1var;
PUCyHOK12 — BHYTPILWHI Po3Mmip APK 3 }
OaHi fofaTka 3 3axX1CToM RS PrcyHoK16 - Kog APK 3 R8

Pucynoxk b.14 — Crnaiin 14
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BUCHOBKM

Pazom i3 HakanaBpcbKol AOunnoMHow poboToto, Byno pospobnerHoe HatveHuia Android gopaTok JetWallet aona
Be3neuHoro36epiraHHa KapTok.

Mepen no4yaTkoM po3pobku, Byno AOCNIMKEHO BMMOrMK OO 3aCTOCYBaHHA | NMPOBEAEHO aHanis iCHyl4YMx aHanoris.

Takox Byno nopisHaHHi icHyodi BiBNIoTEKW, apXiTEKTYPHI NaTepHW, CepeNoBMLLEa PO3POOKNM Ta MOBUW NpPorpamMyBaHHAa.

Po3pobka Benack B IDE Android Studio. MNMpK BUKOHaHHI po3pobkK, Gynnv AoTPUMaHI NPHHLKWAKM YUCTOl ApXITEKTYPH Ta

6yno peanizoBaHo naTepH MVI. 3a80AKM LKMM pilleHdamM, Byno gocardyTo cTabineHoi, 3 MeHWwoio KinekicTio 6aris i 6inbw
MNiaTPUMYBaHOI CUCTEMM.

CTOCOBHO 6e3NeKkn aaHnx, 6ynm sBMKOpUCTaHi Taki MeToOM:

Wb pyBaHHA OaHWX;
obdycraLia APK;
0BMeEMEHHA NOCTYNY A0 BHYTRIWHIX harnis nonatka;

eKkpaH GNokyBaKHa;

6nokyBaHHA 3anmcy ekpaHa.

Pucynox b.15 — Cnaiin 15

Pucynok b.16 — Caaiin 16
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