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1 JABOPATOPHA POBOTA.
Generic Routing Encapsulation

Meta po6oTH: HABUMTHCS IJIAHYBAaTH, MOJEIIOBATH, PO3POOIISATH Ta
HanmamroByBaTd GRE TyHenm Ta peamizoByBaTH iX TIPOKIAIKy dYepe3
npotokon [PSec.

1.1 GRE tyHeasn

GRE (aurn. Generic Routing Encapsulation - 3aranpna iHKancysiist
MapIIpyTiB) - MPOTOKOJI TYHEIIOBAaHHSI MEPEKHHUX IAKETiB, pO3pOOIICHII
xommaniero Cisco Systems. Moro ocHoBHe Npu3HAYEHHS - iHKATICYIALS
nakeTiB MepexxHoro piBasg mojeni OSI B IP makern.

Cam 1o co61 GRE He 3a0e3mneuye HisIKOi Oe3MeKH NepeannX TaHuX -
ne site-to-site VPN TyHenp y umcTOMy BHIUIAL. BHKOpUCTOBYeThCS
3a3BUYall TaKkWd TyHeNb, KOJIH € CIHelu]idHi 3aBIaHHs], TOB'A3aHi 3
MapHIpyTH3alielo 1 HemMae BUMOT a0 Oe3neku. He Bapro 3abyBaru, mio
yuctuii GRE TyHenp - He HaBaHTaxye OONaJHAHHS, a HABAHTKEHHS NPH
M pyBaHHI BEJIIMKOTO 00CTY JaHUX JOCHTH ICTOTHE.

[Iporoxon GRE inkancymnroerbes 6e3nocepennro B [P, munaroun TCP
a6o UDP, B IP nakeri € cieniansHe nose «Protocol type», B IKOMy MiCTHUTBCS
YUCIIO, MO T03HAYA€E MPOTOKOJI, IHKAICYIbOBAaHUH B maHui IP maker, mis
GRE kop protocol type nopiBHioe 47. Y 3B'13Ky 3 UM, sKio B Mepexi € GRE
TYHEJNi, TO BapTO YBa)XKHO CTABUTHCS 10 HAMCaHHS PO3LIMPEHUX CIIUCKIiB
KoHTpor0 noctymny (ACL), Tak sik permit tcp any any i permit udp any any
npuBenyTh A0 3aboporm Ha GRE depe3 Te, MmO BiH IHKAICYIIOETHCS
OesmocepeIHHO B MakeT, TOMy Tpeba mucatu abo permit ip any any abo
permit gre any any.

VY 3B'I3Ky 31 CiyKOOBHM 3aroJIOBKOM pO3MIp INepeJaHuX JaHuX
ycepenuti IP makera depe3 GRE-TyHenmb 3MeHIIyeThCsS TpH 30epeKeHHI
3arajbHOTO po3Mipy makera. Y IP-makeri nepenbaueHo HasBHiCTh OiTa DF
(do not fragment), stkuit 3a60poOHSE TOMIT MAaKeTa Ha AEKiIbKA YACTHH IIPH
nepenadi gyepes cepegoBuiie 3 MeHIuM po3Mipom MTU. ¥V npomy Bunaaxy
MakKeT 3 PO3MipoOM KOPHCHOT 00acTi Janux, sika nepesunrye MTU IP makery
B GRE-TyHeni, BigKumaeTbcs, IO NPU3BOIUTH A0 BTpaT MAKETiB HpHU
ICTOTHOMY HaBaHTaKeHHI (TIPOXOASTH TAKETH MaJIOT0 pO3MIipy, Taki sk SYN
nakety TCP, ICMP noBimomneHss (ping), ajge TyOnsaThCs MaKeTH 3 JTaHUMHU



B TCP motoui (To6To 3'eqHanus pBeTbes)). s BupimeHHs miel mpodieMu
PEKOMEHIy€eThCSl BUKOpPUCTOBYBaTH path-mtu-discovery (Buznauenns TCP
MSS, To6T0 MakcumanbHOTO po3Mipy IP-makeTiB Ha BCbOMY LUISXY) MPH
nepenadi  gaamx 4epe3 GRE-TyHenp, mo0 yHUKHYTH HagMipHOI
(parmenTarii a0o BTpaTH BEJIIMKUX ITAKETIB.

TyHemoBaHHS 3a0€3M€Ty€ETHCS TPHOMA IIPOTOKOJIAMH:

— Tacaxwup - IHKaTNCYIbOBaHUH MPOTOKOJI (B Pi3HUX CTeKax CBii - IP,
CLNP, IPX, AppleTalk, DECnet Phase IV, XNS, VINES i Apollo);

— mpotokon inkancymsaunii (GRE);

— Ttpancnoptauii nporokon (IP).

Hana pobGorta ommcye mpunuun nii GRE Tynemro na npukiani
BipTyanmsHO1 npuBatHOi Mepexki (VPN), ska ckiaamaeTses 3 2 BiIgaleHUX
¢inianiB Ta 0OOJHOTO LEHTPAIBHOTO OQicy, y SIKOMY BCTaHOBJEHO CEpBEp
nianpueMcrea. diyniany MOKyTh OOMIHIOBATHUCS 1H(OpPMAIIiE0 3 CEpPBEPOM
4epe3 3aKpUTy MEpEKy, alie MPU [bOMY HEe MOXXYTh OOMIHIOBATHCS TAaHUMH
MK co0010 HarpsiMy, TOOTO OOMIH JJAHUMH BiIOYBAETHCSI BUKIIIOYHO Yepes3
HeHTpanbHuH odic.

Takwuii 00MiH iH(pOpMaIi€I0 T03BOJISIE 3a0€3MEUUTH 3aXUCT Tpadiky,
SIKUH TepenaeThes i, OJJHOYACHO. CIIPOIIye pOoOOTY KOPHCTYBadiB 3 0a30r0
JIAaHKX IIIPUEMCTBA, TaK K MPH TaKiil B3a€EMOJIiT BUKIIIOYAETHCSA CTBOPECHHS
IIOMMJIKOBUX 3aIlMCIB, BUIAJIEHHS OJHUX 1 TUX K€ 3aIKCIB 3 0a3u ABIYl 4u iX
Ity OJTFOBaHHSI.

PeanizoBaHa TakuM YMHOM BipTyajbHA NPUBATHA MEpPEKa J03BOJIIE
3a0€3MEeUYNTH 3B'SI30K MK CErMEHTaMH Pi3HUX MEPEX TakK, HiOM i CErMEHTH
00’etHaHI IpsMUM 3’ € THaHHAM (KabeneM abo BipTyalbHUM KaHAJIOM).

[Tpuknan crexa MpOTOKOMIB HaBeneHO y Tabuumi 1.1.

Tabmuug 1.1 — [pukian creka MpoOTOKOIIB

PiBenb moneai OSI ITpoTokoJ

5. CeaHcoBwid X.225
4. TpancnopTHHUi UDP
3. Mepexesuii (GRE-inkancymsiiis) IPv4
IHKancymsmist GRE
3. MepexHuii IPv4

2. KananbHuit Ethernet

1. ®i3uunmi Ethernet




Sx BuaHO 3 Tabmui, Oyab-sKa iHKancyssmis (He 000B’s3k0Bo GRE)
nopymrye iepapxiro B mozeni OSI. lle sBume MoXHa pPO3TISIATH SIK
PO3JIUILHUK MK JIBOMa CTE€KaMW MPOTOKOJIB, J€ OJUH BHUCTYyIa€e
«IOCTAYaTEHUKOM TIOCITYT» IS 1HIIIOTO.

1.2 HanamryBaHHS Mepexi
1.2.1 Mopaean mepexi (cxema)

BukonaiiTe eranu 3’€JHaHHS MEPEXXHOTO 001 AHAHHS:

— 3amycrith spauk Packet Tracer na po6o4yomy crodi (060 BUKOHaiTE
YCTaHOBKY nporpamu 3amyctuniiu (aiin Packet Tracer.exe 3 nanku Install);

— 30epiTh MEPexXy 3a CXEMOIO, MPEJCTABICHOI Ha pUCYHKY 1.1, 3
OCHOBHUMH TapaMeTpaMHl KOMYTamilHOTO oOiagHaHHA Ta iHTepdeiciB
(tabm. 1.2);
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Pucynok 1.1 — Cxema Mepexi

— IS IIbOTO BUKOHAWTE HACTYITHI il



1) 3 mamemi mpumamiB B pobouy oOmacTh Tmepenecite 4
MapmpyTuzaropa 2901 (ans 3pydHOCTi X Kpare nepeiiMenyBatu y R1, R2.
R3 Ta Bridge);

2) B pobouy obmacte mepeHecith 3 komyrtaropa 2950-24
(mepeiimenyiite ix y S1, S2 i S3);

3) B pobouy oO6macTh mepeHecith 2 poboui crammii PC-PT
(nepeiimenyiite y PC1 ta PC2);

4) B pobouy 06macTs mepeHeciTh 2 cepBepu Server (epeimMeHyiTe
y Main ta Google).

[ ycTaHOBKM MapIIpyTH3aTOpiB Ha MaHeNl MpuialiB HEOOXigHO
BHOpaTtH mepmuii eneMeHT — Routers (puc.1.2). 3 mokazaHuxX TpHCTPOIB
Tpeba BubOparu 2901 (mimkpecieHuit) i nepeTsIrHyTa y podbody 00acTb.

= " . 5 3
I".\’id m:’. — —~r ~rn| (0| (=2 ~r ~F —r —~r
— Uy Uy U9 e e T U U T

| Routers

AfeFe |

[ 2911
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Pucynok 1.2 — Bubip MapmpyTtusaropis

Jlnst BcTaBKM KOMYTATOPIB HEOOX1THO MEPEUTH Ha 3aKNIaaKy Switches
(puc.1.3) i mepetsrtu 2950-24 (miakpecineHnit) eJeMeHT y pobouy o0acTs.

ot RN

2950
‘ Switches 2950-24 | 29507 Ganerte] (Ganerie] | 2aes | |Ganerie

L]
A' | s % Bridge-PT

Pucynox 1.3 — Bubip komyTtaTopis



Jlis BcTaBKM KOMIT'IOTEpiB HEOOXimHO mepedTH Ha 3akianky End
devices (puc.1.4) i mepersartu Generic (mIKpecieHU) eIeMeHT y pooody
001acTs.

P’idlM'ﬁ ==l Ny I:“' g

Smart
Generlt |Generic| |Generic! |Generic/ IPPhane I:Ig'.um Phare | |, | Teblet | | Dayiee !

—
J PCET

Pucynok 1.4 — Bubip komn’1otepiB

End Devices

Jlnst BcTaBKUM cepBepiB HEOOXIAHO MepelTH Ha 3akiaaky End devices
(puc.1.5) i mepetsrtu Generic (TiIKpeciIeHnil) e1eMeHT y poOody 001acTh.

'ﬁ’;d./ g J I {(’ 'ﬂ -‘Z/ EI Wireless Smart:

\ Genarle| Ganerle| (Ganerle| (Generle| [TPPhane Dﬁlﬂ Fhane Tablet | | Device
—-— '

End Devices

_a 3

Pucynok 1.5 — Bubip cepepis

Tabmuug 1.2 — [Napamerpu inTepdeiicis

i i Default
Ipucrpiii| IaTepdeiic IP-ampeca Macka Gateway
Gigabit -
Ethernet 0/0 10.0.0.1 255.0.0.0

Serial 0/0/0 | 209.165.118.2 | 255.255.255.252 ol
Tunnel O 192.168.0.1 | 255.255.255.252 il

R1

Tunnel 1 192.168.0.5 | 255.255.255.252 ik




[Tpomosxenns Tabmurri 1.2

Etfiirgnae?iélo 172.16.0.1 | 255.255252.0 | *x*
R2 Serial 0/0/0 | 64.100.13.2 | 255.255.255.252 | ***
Tunnel 0 192.168.0.2 | 255.255.255.252 |  ***
Etfiirgnaek:iélo 172.16.41 | 2552552520 | *xx
R3 Serial 0/0/0 | 64.102.46.2 | 255.255.255.252 |  ***
Tunnel 0 192.168.0.6 | 255.255.255.252 |  ***
Etfiirgnaet'ziélo 8.1.1.1 255.0.0.0 xoxx
Bridge Serial 0/0/0 | 64.100.13.1 | 255.255.255.252 |  ***
Serial 0/0/1 | 209.165.118.1 | 255.255.255.252 |  ***
Serial 0/1/0 | 64.102.46.1 | 255.255.255.252 | ***
PC1 |FastEthernet0| 172.16.02 | 255.255.252.0 |172.16.0.1
PC2 |FastEthernet0| 172.16.4.2 | 2552552520 |172.16.4.1
Main |Fast Ethernet 0 10.0.0.2 255.0.0.0 10.0.0.1
Google | Fast Ethernet 0 8.8.8.8 255.0.0.0 8111

B mpormeci HanmamryBaHHS Ha MapUIpyTH3aTOpax HEOOXIJHO TOAaTH
cnernianpHi Moy . s 1bOro KJIAIHITH HA MIKTOTpaMi MapIipyTU3aTopa,
sKa 3HAXOIUThCS Y pobouiit 06macti. Jlaii BiIKpHUETHCS BIKHO HAJIAIITYBaHb
nanoro npuctpoto (puc.1.6). V Bimkputomy BikHi y Bkiaaui Physical 3miBa
obepite Mogyne HWIC-2T.
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=gl

physical | config | cu |

Physical Device View
Zoom In | Original Siz= | Zoom Out |

)i
cIsco

Customize i~ Customize
Icon in Icon in
Logical View

=] Physical View

The HWIC-2T s a Cisco 2-Port Serial High-Speed WAN Interface Card, providing 2 serial parts.

Pucynok .1.6 — BikHO HajamTyBaHb MapIipyTH3aTOpa

Temep TpeGa BUMKHYTH >KWUBJICHHS MapIIPyTH3aTOpa i MEpeTArHyTH
300pake€HHS MOJYJS 3 IPABOrO HIDKHBOTO KyTa BiKHa Ha KpaWHil mpaBuit
BUIBHUI P0O3’€M po3mupeHHs (1l BaXJIMBO, TaK SIK PO3TAlIyBaHHS MOIYJIS
BIUIMBA€E Ha HOr0 KiHLEBY Ha3BY), SIK IOKAa3aHO Ha PUCYHKY 1.7.

[Ticns 3akiHUEHHS HalAIITyBaHb HEOOX1THO YBIMKHYTH KHBJICHHS.

Pucynok .1.7 — MapupyTu3aTop 3 BCTAHOBJICHUM MOJYJIEM
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AHaJoriuHi 11ii HeOOXiHO MOBTOPUTH JJIs MapIipyTu3aropis R2 i R3,
YV Bunaaky mapuipytusatopa Bridge Tpeba BcTaHOBUTH ABa TaKUX MOIYIIS Y
KpaiiHi mpaBi po3’eMH.

HactymanMm kpokoM HanmamTyBaHb € 3’€IHAHHS MK CcOOOO
MapIpyTH3aTOpiB  3a JOMOMOIrOK  Kabemto. Y  JaHOMY  BUNAIKY
BHKOPHCTOBYETHCA KaOENb KW MPHU3HAYCHUN IS 3’ €THAHHSI MK COOOIO0
MOCHIZJOBHUX TOPTiB MappyTu3aropis (Serial mopTis).

Jns Toro, mo6 BuOpaTh maHwii TMm Kabemto, Tpeba KIAIHYTH Ha
kiaaky Connections Ta o6patu kabens Serial DTE (puc.1.8).

i 5 5
LLLL (gl

Ao I

Serial OTE

Pucynok 1.8 — Bubip kabenro 1yist 3’ €JHAHHS MapIIpyTH3aTOPiB

Jlnst 3’eAHaHHS IBOX MPUCTPOIB HEOOX1THO:
— BuUOpartu kabenb 1 3’ eananus (puc.1.8);

— HATHCHYTH Ha MEPLIOMY MPHUCTPOi SKHH HEOOXiJHO 3’€IHATH Ta
BuOpatu nopt (puc.1.9);

— TPOTIATHYTH KabeJb 0 IPYroro MPUCTPOIO i TaK caMmo 00paTu mopt
(puc.1.10).

Bl Auxiiary

=l Conscle

. ] GigabitEthernetd/0
[ GigabitEthernetd/1

Seriald o1

R

Pucynoxk 1.9 — Bubip mopTy Ha nepuromy IpucTpoi
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l 4""“" Bl Ausiiary
29C
2001 Rout M Console
Routerl [ GigabitEtherneto o

[ GigabitEthernetd/1

Seriald /1

Pucynox 1.10 — Bubip mopty Ha apyromy nmpuctpoi

JLost T IKITFOYE HHSL KOMIT FoTepa 10 KOMyTaTopa, 8 KOMyTaTopa y CBOO
4epry J0 MapiipyTH3aTopa BUKOPUCTOBYETHCS IHIIWI T KaOeino — BHUTA
mapa (puc.1.11).

o < | 4 \ ‘ | I | ‘
.a-f.f 7L 1|80 14 1L/

Connectians |

4"5

Copper Straight-Through

Pucynoxk 1.11 — Bubip Buroi napu

s cripoleHHs HajamTyBaHb HEOOXiIHO Kabenp migKIIoYaTH Ha Ti
MOPTH, SKi BKa3aHi y Ta0umi 1.2.

Kopucryrounce BkazaHUMH BHUIe BKa3iBKaMd HEOOXiAHO 3i0OpaTh
HACTYIIHY JIOKaJIbHY Mepexy (puc. 1.12).
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Pucynok 1.12 — 3aranbHa cxema Mepesxi

Juis Toro mo0 mpumaTh cxemi MepexKi BHTIIS, SIK Ha pUCYHKY 1.1
HEOOX1JTHO 3pOOUTH HACTYIIHI Jii:

— unumrty enemeHnTn Google i Bridge;

— HaTHCHYTH Ha naHeni yrpasiinasg KkHonky New Cluster;

— TmiAnmucaty oTpuMaHui 00’ekT sk Internet.

1.2.2 HanamryBanus IP aapecamii

VY 11bOMY PO3/1iJIi OMTUCAHO, SIK BUKOHATH HEOOXiqHI HanmamTyBanHs IP
ajpecartii, 3riJHO TapaMeTpaM HaBeJeHUM B TabmuIi 1.2.

Jns nanamryBanss koM 1orepa PC1 HeoOxinHO:

— kyauHyTH Ha nikrorpami PC1 y poGouiii 00:1acTi J1iBOI0 KHOIIKOIO
MMIIII;

— y BimkpuTOoMy BiKkHi 00patu Bkianky Desktop;

— mHarucHyTH Ha kHonui [P Configuration 1 BBeCTH HanamTyBaHHS 3
tabmumi 1 (puc. 1.13, 1.14).
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Pucynok 1.13 — Hanamrrysanus PC1

&7 pC1
Physical | Config Desktop | Custom Interface |

IP Configuration
~IP Configuration
" DHCP @ Static

IP Address |1?2.15.0.2

Subnet Mask |255.255.252.n

Default Gateway  [172.16.0.1

DNS Server |

Pucynoxk 1.14 — HanamrryBanns IP agpecauii PC1

AHAJIOTIYHUM YMHOM TIOBTOPITH TomepexHi mnyHkTH s PC2.
HeoOxigni mapamerpu (IP-agpeca, macka miamepexi ta Default Gateway)
BI3bMITh 3 Tabmumi 1.2.

Jns HanamrtyBaHHs MapiupyTuzaropa R1 HeoOxinHO:

— KJauHyTd Ha mikTorpami R1 y po6ouiii o6sacTi J1iBOI0 KHOIIKOIO
MMIIII;

— y BigkpuToMy BikHi oOpatH Bkiaaky Config;

— HalamTyBaTu iHTepdeiicu 3riqHo Tadmmui 1.2 (puc. 1.15, 1.16).
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i [=] 4
GLOBAL B Global Settings
Settings
Algorithm Settings Display Name IRl
ROUTING
- Hostname |R0uter
Static
RIP
SWITCHING NVRAM Erase | Save |
el Dﬁbase Startup Config Load... | Export... |
INTERFACE
GigabitEthernetd/0 Running Config ~ Merge... | Export... |
GigahitEthernetd/1
Serial0/0/0
Serial0/0/1
Pucynox 1.15 — HanamrryBanns R1
=10l
Physical  Config | CLI |
GLOBAL GigabitEthernetQ/0
Settings Port Status v On
Algorithm Settings Bandwidth 1000 Mbps & 100 Mbps ¢ 10 Mbps ¥ Auto
ROUH.NG Duplex (" Half Duplex ' Full Duplex ¥ Auto
5;2“ MAC Address 0060.471C.B101
SWITCHING IP Configuration |
VLAN Database IP Address 10.0.0.1
LLLTTEH Subnet Mask 255.0.0.0 I
GigabitEthernet0, 0
GigabitEthernst0/1 ; -
Serial0/0/0 Ty L 10
Serial0/0/1

[

Pucynok 1.16 — HanamrryBanus [P agpecanii R1
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AHaNOTIYHUM  YMHOM  [OBTOPITH  MOMEPEAHI  IYHKTH IS
mapmpyrtusatopiB R2, R3 ta Bridge. HeoOxinni mapamerpu (IP-agpeca ta
MackKa MiIMepexi) Bi3bMiTh 3 Ta0ui 1.2.

Jns namamryBanHs cepBepa Main Tpeoa:

— KJIAIHYTH Ha mikTorpami Main y po0odiit 0071acTi J1iBOIO KHOTKOO
MHUIII;

— y BIOKpUTOMY BikHiI 00paTh Bkiaaaky Desktop;

— HartucHyTH Ha kHommi [P Configuration i BBecTH HalamTyBaHHS 3
tabmui 1.2 (puc. 1.17, 1.18).

Pucynok 1.17 — HanamryBanas Main

=100 x|
Physical | Config | Services Desktop | Custom Interface |

- T e I | s | [
IP Configuration X
Interface |FastEthernet0 jl

IP Configuration

" DHCP ' Static
IP Address |10.0.0.2
Subnet Mask IZSS.U.U.U
Default Gateway |1U.U.U.1

Pucynox 1.18 — Hanamrysauus IP agpecariii Main
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AHaJIOTIYHUM YHHOM TIOBTOPiTH momepenHi nyHkTH ans Google.
Heo6xinni mapamerpu (IP-agpeca, macka miamepexi ta Default Gateway)
BI3BMITH 3 Ta0aumi 1.2.

Honarkoso cepsep Google Tpeba HamamTyBaTH HACTYITHUM YHHOM:

— mepedTH y BKIAnKy Services, HaTUCHyTH Ha cepsici HTTP,
YBIMKHYTH HOTO 1 3MiHUTH OJIHY 31 CTPOUYOK TEKCTY CTOpiHKM Ha « Welcome
to GOOGLE» (puc. 1.19);

— mnepeiiti y cepsic DNS, y o Name BBectH agpecy google.com,
y nonni Address — 8.8.8.8 i natucuytu kronky Add (puc. 1.20).

=10lx|
Services | Desktop | Custom Interface |
HTTP
— ~HTTP HTTPS
DHCPE
TFTP + On " Off + On " Off
DNS — |
SYSL0G %—
ARA <html=>
NTP <center=<font size="+2' color="blue'=Cisco Packet
EMAIL Tracer</font></center>
TP <hr=Welcome to GOOGLE
<p>Quick Links:
<br><a href="helloworld.html'>A small page</a>
<br=<a href='copyrights.html'=Copyrights</a=>
<br=<a href="image.html'=Image page=</a=
<br><a href='cscoptlogo177x111.jpg'>Image</a=
</html3]

Pucynoxk 1.19 — HanamrryBanus HTTP cepsicy Ha cepsepi Google
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[
Physical | Config ~ Services | Desktop | Custom Interfacel
SERVICES =
- DNS
HTTP
DHCP DNS Service * On  off
DHCPvE
EIE Resource Records
I ons I Name
google.com Type |A Record =
AR Addressi8.8.8.8 I
NTP
EMAIL Add | Save | Remove |
FTP
No. | Name | Type | Detail

Pucynoxk 1.20 — HanamryBanuas DNS cepgicy Ha cepBepi Google
1.2.3 HanamrTyBaHHs CTATHYHOI MapIIPyTH3aLil

Hamamryemo mapmpyTu Ha mapmpyTtuzaropi R1.

Jlis HanamrTyBaHb CTaTUYHOI MapuIpyTh3amii HEOOXiJHO BUKOHATH
HACTYITHI .

— KJAIHYTH Ha MapmpyTu3aTopi R1 JgiBoro KHOMKOIO MHUIII;

— y BiakputoMy BikHi iepeiitu y Bkinagaky CLI (puc.1.21) i BukoHaTH
HEOOX1IHI KOMaHIH.

Jlis HanamTtyBaHHS CTATUYHOI MapuipyTH3amii Tpeda Ui KOKHOTO
MaplIpyTH3aTOpa MPOIKCATH aAPECH 1 MAaCKU MEpPEXK, AKi Oeznocepeanso HE
OiIKIIOYEH] 10 JaHOro  Mapuipytuzatopa. TakuM  YHHOM  JUIs
MapmpyTtu3aropa R1 HeoOxigHO nomatu Taki Mepexi (y cKoOKax BKa3aHO
iHTepdelic, sikuii HeOOX1THO BKa3aTH MPH HaJAIITYBaHHI):

— 64.100.13.0/30 (S0/0/0);

— 64.102.46.0/30 (S0/0/0).
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— ol x|

Physical Config

105 Command Line Interface

Press RETURN to get sStarted.

SLINEPROTO-5-UPDOWN: Line protocol on Interface Serizal0/0/0, changed state to down

2 LINEPROTO-S5-UPDOWN: Line protoccl on Interface Serizl0/ 040, changed state to up
2 LINEPROTO-S5-UPDOWN: Line protoccl on Interface Serizl0/0/0, changed state to down
3LINEFROTC-S-UPDOWN: Line protocol on Interface Serial0/0/0, changed state to up

3LINEFROTC-S-UPDOWN: Line protoccl on Interface Serial0/0/0, changed state to down

SLINEPROTO-S5-UPDOWN: Line protocol on Interface Serizld/0/0, changed state to up

Router> -

Copy Paste I
Pucynoxk 1.21 — Bxnanka CLI

HpumiTtka. Yci nogansin KOMaHau BUKOHYIOThCs y BikHI CLL

PosrnsiHeMo erany MiAKIIOYEHHS Ta HaNAIITYyBaHHS Ha TMPHUKIAi
OJIHIET MEpEXi, JJIS I[OTO:

— BXOJMMO B TIpUBIIICHOBaHMH pEXUM — B TEpMiHali BBOIMMO
KOMaHy:

> Enable;

— I BXOLY B PEXHM HaNAIITYyBaHHS KOH(Qirypauid BBOAMMO
KOMaH/Iy:

> Configure terminal,

— Jnaui 6e3nocepeIHbO BKaXKiTh MEPEXKY, MPOMHUCYIOYH B TEPMiHAII:

> P route 64.100.13.0 255.255.255.252 s0/0/0.

3amicte  s0/0/0  moxxna  BBectm  [P-ampecy  iHTepdeiicy
MapHIpyTH3aTopa, 10 SKOTO MiIKIIoUeHa JaHa MepeKa,

— BBOJMMO BHILE HaBEACHY KOMaHAY Uil HalalITyBaHHA IHIIHX
Mepex, 3miHroun [P-anpecy i Macky 3rigHo 3 Tabnuiero 1.2;

— SIKIIO JIOTYIIeHa MOMMJIKA MPY HaJTaIITyBaHHI, TO BUAAJIHUTH 3aITUC
3 TabJMLi MapIIpyTH3aLii MOXHA 32 JOTIOMOT0I0 KOMaH/IH:
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> no IP route 64.100.13.0 255.255.255.252 s0/0/0 (abo 3 im'sim
(ampecoro) iHTEpDEiicy).

Buxonaiire, 32 IOHNEPENHBOIO CXEMOIO, HaJallTyBaHHS
mapmpyTtuzatopiB R2, R3 Ta Bridge, 3 ypaxyBaHHAM Mepex 0 SKUX BOHU
HiIKITI0YEHI 1 azxpec ix intepdeiiciB (Tabm.1.2).

Jns mapmpytrzaropa R2 HeoOXiIHO T0HaTH TaKi MEepexKi:

— 209.165.118.0/30 (S0/0/0);

— 64.102.46.0/30 (S0/0/0);

— 8.0.0.0/8 (S0/0/0).

Jnsa mapmpytusaropa R3 HeoOXimHO mogaTh Taki Mepexi:

— 209.165.118.0/30 (S0/0/0);

— 64.100.13.0/30 (S0/0/0);

— 8.0.0.0/8 (S0/0/0).

Jns mapmpytusaropa Bridge HeoOXimHO T01aTH TaKi MEpexKi:

— 64.102.46.0/30 (S0/0/0);

— 64.102.46.0/30 (S0/0/1);

— 209.165.118.0/30 (S0/0/0);

— 209.165.118.0/30 (S0/1/0);

— 64.100.13.0/30 (S0/0/1);

— 64.100.13.0/30 (S0/1/0);

— 172.16.0.0/22 (S0/0/0);

— 172.16.4.0/22 (S0/1/0).

[licns ycix HamamTyBaHb TEPEBIPSEMO UM TPAIIOE CTaTUYHA
MapipyTu3anis. s nboro HeoOXigHO BUKOHATH KoMaHAy «ping» Big PCl
1o Google, a motim Big PC2 mo Google (i1e MOkHa 3pOOUTH 3a TOTIOMOTOXO
raps4oi knasiii «Py», 11 boTo Mmicis HaTUCKaHHS KIIaBimti Tpeda KIarHyTH
JBOIO KHOIIKOIO MUII Ha 00’€KTI BiJ SKOTO BiANPAaBISEMO IMIHT-TIAKET, a
MOTIM KJIAIIHYTH Ha 00’ €KTi IKUH OTpUMAE MiHT-TIAKeT).

Jlai mepeBipsAOTHCS HACTYIIHI 3’ €THAHHS:

- R1->R2;

- R1->R3;

— R1->Bridge;

- R2->R3;

— R2->Bridge;

— R3->Bridge.
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SIKII0 MiHT TPOWIIOB Y BCIX HAMPIMKAX, TO CTATHYHA MAPIIPYTH3ALlis
HaJalTOBaHA TMPABWJIFHO 1 HAa JaHWA MOMEHT «BUXiI B IHTEpHET»
peatizoBaHui.

Ile omamM BapiaHTOM TiepeBipky € Bukopuctanast DNS cepepa.

15 1poro HeoOXiJHO MOBEPHYTHUCS 10 HanamTyBaHb [P kondirypanmii
komm’torepiB PC1 ta PC2 (puc.1.12, 1.13). YV HanamryBaHHSX HEOOXIIHO
nonatu IP- anpecy DNS cepsepy.

V sxocti DNS cepsepa Bkazyemo IP-agpecy cepsepa Google (8.8.8.8).
Hani motpibHo mepeiitTu y Bkiaaky Web Browser (puc. 1.22) i Bectn y
CTPOKY aJpecd HacTymHy anapecy http://google.com. CropiHka Mae
MIPUAHATH BUIJIAL SIK HAa pUCYHKY 1.23.

Pucynok 1.22 — Bigkpurts Web-6pay3sepy Ha PC

&Pl

Physical | Config  Desktop | Custom lnterfacel
=i = e ) T W ) ===y
Web Browser X

= | URL Ihtn::ﬁgoogle.com| Go

Cisco Packet Tracer =l

<

Welcome to GOOGLE

Pucynok 1.23 — Cropinka «Google»
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1.3 HanamryBanus pyHkuii 6e3nexku
1.3.1 AkTuBanisi MoxyJs securityk9

[Naker mimensii Security Technology Package mae Oytu moctymaum
JUTSL BUKOHAHHSI JTiH, SIKI CTOCYIOThCS O€31eKH Tpadiky.

Jlns mepeBipkM UYMW  BCTAHOBJICHHWI TakeT (Momyns) securityk9
HEOOX1THO BUKOHATH HACTYITHI JIii:

— KJIALHYTH JIiBOIO KHOMKOIO MHIII HAa MapmpyTuzatopi R1;

— mnepeitu y Bknaaky CLI;

— BXOIMMO B TPHBUICHOBAaHWN pPEXWM, I IHOTO B TEpPMiHAI
BBOJIMMO KOMaHAY:

> Enable;

— BHUKOHYEMO KOMaH/y 100 TNepeKkoHaTHcs Lo JIIeH3is Security
Technology Package akTuBoBaHa:

— show version.

SIKmIo BiAMOBiAb HA BBEACHY KOMaHAY € TaKolO SIK Ha PUCYHKY 1.24,
TO II€ 03HAYAE IO MMAKET HE BCTAHOBJICHHA.

g ] 3]
Physical | Config CLI |
I10S Command Line Interface
TISESER Dytes of ATE SysStem Lompactrlash 0 |He=d/Write) -
License Info:
License UDI:
Devicef PID SH
*0 CISCOZS01/ES FTX15Z4ERSV
Technology Package License Information for Module: 'c23007
Technology Technology-package Technology-package
Current Type Next reboot
i = ibbaasks Eacmanans E]
securitcy None Hone None
T o ™
data Hone Hone Hone

Pucynok 1.24 — HanamtyBaHHs 0e3MeKd Y MapHIpyTH3aTopi

Jns axTuBarii JineHsii, TOOTO BCTaHOBJICHHs MakKeTy securityk9,
HE0OX1THO BUKOHATH HACTYTIHI KOMaH]IN:
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— BXOIMMO B TPHBUICHOBAHWN pPEXHUM, UIS IIHOTO B TEPMiHAI
BBOJIMMO KOMaHJY:

> Enable;

— JUIi BXOQY B DPEXHM HaNAMITyBaHHS KOHQIrypamid BBOIMMO
KOMaH/y:

> Configure terminal,

— BHKOHAEMO BCTaHOBJIEHHSA Moayis c2900, gxuil mos's3aHuil 3
JireH3iero securityk9:

> license boot module c2900 technology-package securityk9 (ua 3amur
«ACCEPT? [yes/no]:» micnsi BAKOHaHHS KOMaHIX HEOOX1THO 000B’SI3KOBO
BBECTH BIJIMOBIIb «yes»);

> end,

— 3amuc MOTOYHHX MapaMeTpiB y mapaMeTpH MpH 3aBaHTaKEHHI:

> copy running-config startup-config;

— Tepe3aBaHTaXEHHS MapIIpyTH3aTOpa:

> reload.

[Ticns mepeBaHTaXKEHHST MapIIPyTH3aTOpa MOBTOPITH KOMaHAy show
version. PesynbTrar Mae OyTH TakuM siK Ha pucyHky 1.25.

_ ol x|

Phymcall Config CLIl

10S Command Line Interface
ZA0CCEE Dytes oOf LIL SvStem Lompaectllesh U | Read WEZite) -

License Info:

License UDI:

Devicef PID SN

*0 CISCOZ301/K3 FTH1524530HY

Technology Package License Information for Module: "cZ2300°

Technology Technology-package Technology-package
Current Type Next reboot

i ™ ipbasaks Bermanco: E]

security securityk?d Evaluation securicykd

data None None None

Pucynok 1.25 — BeranoBneHui makeT JieHsii 0e3nexku

Taki came il HeoOXiJHO BUKOHATH Ha MapuipyTuzaropax R2 ta R3.
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1.3.2 InenTudikanis «ocodanBoro» Tpadixy

Jns imentudikanii Tpadiky 3 nokaiapHOi Mepexxi R1 10 nmokanbpHOT
Mepexi R2 sk «ocobmuBoro» HeoOxinHo HamamrtyBatn ACL 102,

Mpumitka. Posmmpeni cmucku ACL MoxyTe (inbTpyBatu 3a
nmpotokosioM Ta IP-ampecamu mkepena i mpU3HAYCHHS, HOMEPAMH ITOPTIB
JoKepena 1 mpu3HayeHHsA. J[OZAaTKOBOIO MOJITHKOIO Uil MEpexi
BU3HAYA€ETHCS, 1110 IPUCTPOSIM 3 HACTYIHOT JIOKAJIBHOT MEPEsKi 103BOIISIETHCS
TINBKH NOCATHEHHS BHYTPImHBOI Mepexi. Komm'iorepam wiei jmokaibHOT
Mepexi He J03BOoJIeHHH AOoCcTym A0 [HTepHery. TakuM 4MHOM KOpHCTyBadi
NOBHHHI OyTH 3abnokoBaHi Bim oTpumanHs Bimkpurtoi IP-agpecn (s
Buxoay B Iurteprer). Tak sx mg BuMora mie 1 s JpKepena 1 Jyis
Npu3HauYeHHA, TO HeoOXinHa posmmpena ACL.

ITin ACL B poboTi MaeThcs Ha yBasi access-list, sikuii GiabTpye 3a
ajpecaMu JpKepena i oTpuMmyBada Tpadik mpoTokomiB 3 i1 4 piBHIB. Bin
MOBUHEH MaTh HOMep y aiana3oHi Big 100 g0 199. Le# «ocoOauBuin» Tpadik
BUKOPUCTOBYE MpoTokonl I[PSec koxHOro pasy sK NPOXOIUTHME MiX
JOKaTbHUMH Mepeskamu uepe3 R1 ta R2.

Hns  iioro imeHTHdikanii BHKOHAEMO  HACTYIHI  KOMaHIU
(mapmpytuzarop R1):

— BXOJMMO B TMpPHUBUICHOBaHUN pPEXHUM, IJI1 I[OTO B TEPMiHANI
BBOJINMO KOMaH]Iy:

> Enable;

— BXOOMMO B PEKUM HalalITyBaHHS KOH(irypauiii, BBOAMMO
KOMaH/Iy:

> Configure terminal,

— HamamToByeMO Tpadik Mixk R1 ta R2 sik «0coOIuBHII»:

> access-list 102 permit ip 10.0.0.0 0.255.255.255 172.16.0.0
0.0.3.255.

Jns imentudikarii Tpadiky 3 jgokambHOT Mepexi R1 mo nokamsHOT
Mmepexi R3 sik «ocobmuBoro» HeoOxiano Hanamrysata ACL 103.

— HamamToByeMo Tpadik mixk R1 ta R3 sx «ocobmuBuiim:

> access-list 103 permit ip 10.0.0.0 0.255.255.255 172.16.4.0
0.0.3.255.
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1.4 HamamryBanus ISAKMP
1.4.1 HanamTyBaHHs NOJIiTUKH KpUnTorpadgii

Hamamryemo  momituky  kpuntorpadii  ISAKMP 102 wHa
MapmpyTtu3aropi R1 ¢ BUKOpUCTaHHSM KiTtoua «cisco». He MoxkHa 3amumaTu
mapaMeTpyd 3a 3aMOBYCHHSM, HEOOXIJHO HAaJaIITyBaTH CHOCIO OOMiHYy
kimouamu ta DH-MeTo.

Jlnst iboro HEOOXiTHO BBECTH HACTYITHI KOMAHTH:

— BXOIMMO B TPHBUICHOBAHWN pPEXHM, I IHOTO B TEpPMiHAI
BBOJIIMO KOMaHJy:

> Enable;

— Ui BXOAY B PEXHM HaNalITyBaHHS KOHQirypamid BBOIMMO
KOMaH/y:

> Configure terminal,

— BHKOHYEMO HaJAIlITyBaHHS:

> crypto isakmp policy 102

> encryption aes

> authentication pre-share

> group 5

> exit

> crypto isakmp key cisco address 64.100.13.2.

Hamamryemo  momituky  kpunrorpadii  ISAKMP 103 Ha
MmapuipyTtu3zaropi R1 ¢ BukoprcranHsam kiroua «cisco». He MoskHa 3anumaru
mapaMeTpyd 3a 3aMOBUEHHSM, HEOOXITHO HaJamTyBaTH Crocid oOMiHy
kimrouamu ta DH-meTo.

JIns iboro HEOOX1MHO BBECTH HACTYITHI KOMAHIIH:

— BXOIMMO B TPHUBUICHOBAaHWN pPEXKHM, UIA IHOTO B TEPMiHAI
BBOJIMIMO KOMaHy:

> Enable;

— U BXOAY B PEXHM HaNalITyBaHHS KOHQirypamid BBOIMMO
KOMaH/y:

> Configure terminal;

— BUKOHYEMO HAJIAIITYBaHHS:

> crypto isakmp policy 103

> encryption aes

> authentication pre-share
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> group 5
> exit
> crypto isakmp key cisco address 64.102.46.2.

1.4.2 CtBopenns neperpopioBaya VPN-SET

Jns Toro, mo0 BHMKOPHUCTOBYBAaTH KpUNTOrpadiyHi alropuTMH
mupyBaHHs esp-aes Ta esp-sha-hmac HeoOXiTHO CTBOPHUTH IIEPETBOPIOBAY
VPN-SET. Ilicns uporo 3MoXeMo HalalTyBaTu Mamy Kpunrtorpagii VPN-
MAP, sxa 3B’spKe yCi TapaMeTpu pa3oMm.

JIns 1bOro HEOOXiJHO BBECTH HACTYIHI KOMaHAU (MapuIpyTH3aTop
R1):

— BXOJMMO B MpPHUBUICHOBaHUN pEXHM, IJI1 I[LOTO B TEPMiHANI
BBOJIUMO KOMaH/IY:

> Enable;

— JUI1 BXOAY B PEXHM HANAIMITYBaHHS KOH(Iryparmiii BBOIMMO
KOMaH/Iy:

> Configure terminal,

— BHUKOHYEMO HAJAIITYBaHHS:

> crypto ipsec transform-set R1_R2_Set esp-aes esp-sha-hmac

> crypto map R1_R2_Map 102 ipsec-isakmp

> set peer 64.100.13.2

> set transform-set R1_R2_Set

> match address 102

> exit.

HeoOximno moBroputn mi mii mmsa HamamTyBaHHI R1 R3 Set Ta
R1_R3 Map. IIpogosxyemo mpamtoBatu B CLI mapmpyTtuszaropa R1.

> crypto ipsec transform-set R1_R3_Set esp-aes esp-sha-hmac

> crypto map R1_R3_Map 103 ipsec-isakmp

> set peer 64.102.46.2

> set transform-set R1_R3_Set

> match address 103

> exit.
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1.4.3 HanamryBanusi Mmanu Kkpuntorpadii Ha BuxigHOMY
inTepdeiici S0/0/0

KiameBum nHanamtyBaHHsM Mamu kpuntorpadii VPN-MAP e ii
npuB’s3Ka 10 BuxigHoro intepdeticy S0/0/0 na mapuipyruszaropi R1.

Jlns iboro HEOOXiTHO BBECTH HACTYITHI KOMAHTH:

— BXOIMMO B TPHBUICHOBAHWN pPEXHM, I IHOTO B TEpPMiHAMI
BBOJMIMO KOMaHy:

> Enable;

— JUIS BXOJly B PEXHM HaJAIITyBaHHS KOHQIrypamidi BBOJUMO
KOMaH/y:

> Configure terminal;

— BHKOHYEMO HaJIaIlITyBaHHS:

> interface S0/0/0

> crypto map R1_R2_Map;

> crypto map R1_R3_Map.

1.5 HanamryBanusa IPSec mapamerpiB B MmapmpyrtuzaTtopax R2 i
R3
1.5.1 VPN 3’eqnaHHs THIIY «MepeKa-Mepeska»

Ternep HeoOX1THO HANAITYBAaTH 3BOPOTHI apameTpu uist nanux VPN
Mepexi Ha MmapmpyTu3aropax R2 i R3 ta Bukonaru HanamryBanHs ACL 102
it inenTudikamii Tpadixy 3 gokansHOI Mepexi R2 y nokanbay Mepexy R1
SIK «OCOOJIMBOTOY.

Jlnst iboro HEOOX1HO BBECTH HACTYITHI KOMAaH/IH:

— BXOJMMO B TPUBLICHOBaHWN pEXHM, I IOTO B TEepMiHATI
BBOJIMMO KOMaH/IY:

> Enable;

— JUI BXOJAY B PEXHM HANAINITYBaHHS KOH(Irypaiiid BBOIMMO
KOMaH/y:

> Configure terminal;

1 BAKOHYEMO HaJallITyBaHHS:

> access-list 102 permit ip 172.16.0.0 0.0.3.255 209.165.118.2 0.0.0.3.

HanamrryBamas ACL 103 mia imentudikarii Tpadiky 3 JOKaIbHOT
Mepexi R3 y nmokaneny Mepexy R1, sik «oco0nuBoroy.
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JInst 1bOro HEOOX1AHO BBECTH HACTYITHI KOMAH/IH:

— BXOJHMMO B TMpPHUBUICHOBAaHUN pPEXHUM, 1 IOTO B TEPMiHANI
BBOJMMO KOMAaH[y:

> Enable;

— JUI1 BXOAY B PEXHM HANAIITYBaHHS KOH(Irypaiiid BBOIMMO
KOMaH1y:

> Configure terminal;

1 BUKOHYEMO HaJIAIlITyBaHHS

> access-list 103 permit ip 172.16.4.0 0.0.3.255 209.165.118.2 0.0.0.3.
1.5.2 HanamryBanus ISAKMP

HamamryBanus momitukn — kpunrorpadii  ISAKMP 102  Ha
MapmpyTu3aropi R2 ¢ BukopuctanHaIM Kiroua «ciscoy». He MoxHa 3anumaru
mapaMeTpyd 3a 3aMOBYCHHSM, HEOOXIJHO HAJAIITYBAaTH CHOCIO OOMiHY
kiroyamu ta DH-merto.

Jlns iboro HEeOOXiTHO BBECTH HACTYITHI KOMAHTH:

— BXOJMMO B MpPHUBUICHOBaHUN PEXHUM, JI1 I[LOTO B TEPMIiHANI
BBOJIMIMO KOMaH[Y:

> Enable;

— U BXOAY B PEXHMM HaIAIITYyBaHHS KOHGQirypauii BBOAMMO
KOMaH/y:

> Configure terminal,

— BHKOHYEMO HaJallITyBaHHS:

> crypto isakmp policy 102

> encryption aes

> authentication pre-share

> group 5

> exit

> crypto isakmp key cisco address 209.165.118.2.

HanamryBanuss momitmku  kpunrorpadii ISAKMP 103 Ha
MapipyTu3aropi R3 ¢ BUkoprucTanHsM Kiroua «cisco». He MorkHa 3anmumatu
mapaMeTpyd 3a 3aMOBUEHHSIM, HEOOXITHO HaJamTyBaTH CIocid oOMiHy
kiroyamu ta DH-meto.

Jlns iboro HeoOXiTHO BBECTH HACTYITHI KOMAHTH:
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— BXOIMMO B TPHWBUICHOBAHWN PEXKHM, UIS IIHOTO B TEpMiHAII
BBOJUMO KOMAHAY:

> Enable;

— JUIi BXOQY B DPEXHM HaNAMITyBaHHS KOHQIrypamid BBOIMMO
KOMaHay:

> Configure terminal,

— BHKOHYEMO HaJIallITYBAaHHSA:

> crypto isakmp policy 103

> encryption aes

> authentication pre-share

> group 5

> exit

> crypto isakmp key cisco address 209.165.118.2.

1.5.3 CtBopennst nepersoproBaya VPN-SET

Tak sk 1 Ha MapmpyTtuzaropi R1 HeoOXimHO cTBOpHTH Halip s
neperBoperHss VPN-SET, mis M0oKIMBOCTI BUKOpHCTaHHS esp-3des Ta esp-
sha-hmac. ITiciast mporo Oyae cTBopeHa Marma KpumrTorpadii, sika 3B’sbke
HEOOX1JIHI TapaMeTpH pa3oM.

Jlst boro HEOOXiHO BBECTH HACTYITHI KOMaHAW (MapIipyTH3aTop
R2):

— BXOJIMMO B TpUBUICHOBAaHMH peXuM, Uil IOTO B TepMiHaMi
BBOJIMMO KOMaH/IY:

> Enable;

— Ui BXOJly B PEXHM HalAlITyBaHHS KOHQIrypaliii BBOAMMO
KOMaH/y:

> Configure terminal;

— BUKOHYEMO HAJIAIITYBaHHS:

> crypto ipsec transform-set R1_R2_Set esp-aes esp-sha-hmac

> crypto map R1_R2_Map 102 ipsec-isakmp

> description VPN connection R1_R2

> set peer 209.165.118.2

> set transform-set R1_R2_Set

> match address 102

> exit.
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Jlnist 1poro BBEJAEMO HACTYIMHI KoMauau (Mapiipytusarop R3):

— BXOJIMMO B TpHUBUICHOBAaHMH peXuM, Ui IOTO B TepMiHaNi
BBOJJUMO KOMaHOY:

> Enable;

— Ui BXOJly B PEXHM HalAlITyBaHHS KOHQIrypamii BBOIUMO
KOMaHIy:

> Configure terminal;

— BHKOHYEMO HaJIallITYBaHHS:

> crypto ipsec transform-set R1_R3_Set esp-aes esp-sha-hmac

> crypto map R1_R3_Map 103 ipsec-isakmp

> description VPN connection R1_R3

> set peer 209.165.118.2

> set transform-set R1_R3_Set

> match address 103

> exit.

1.54 HanamryBaHHs wmanu Kkpunrorpadgii Ha BHUXiTHOMY
inTepdeiici S0/0/1

KinneBuM HamamryBaHHsM Manu kpunrorpadii VPN-MAP e ii
npuB’s3Ka 1o BuxigHoro iHTepdeiicy S0/0/0 Ha mapmpyTtuzaropi R2.

JInst 1bOro HEOOX1AHO BBECTH HACTYITHI KOMAH/IH:

— BXOJIMMO B TpUBUICHOBAaHMH peXuM, Uil IOTO B TepMiHaMi
BBOJMIMO KOMaHIY:

> Enable;

— I BXOLY B PEXHMM HAaNAIITYBaHHS KOH(Qirypauid BBOAMMO
KOMaH/y:

> Configure terminal;

— BHKOHYEMO HAJAIITYBaHHS:

> interface S0/0/0

> crypto map R1_R2_Map.

Kinmesum nHamamryBanasM Marmu Kpuntorpadii VPN-MAP e ii
npuB’si3Ka o BuxigHoro inrepdeiicy S0/0/0 na mapmpytuzatopi R3.

Jlns iboro HeoOXiTHO BBECTH HACTYITHI KOMAHTH:

— BXOJMMO B TpPHUBUICHOBaHUN pEXHUM, U1 I[OTO B TEPMiHANI
BBOJIUMO KOMAaH/1Y:
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> Enable;

— 08 BXOAY B PEXHMM HaIAIITYBaHHS KOHQirypauwidi BBOAMMO
KOMaHy:

> Configure terminal,

— BHKOHYEMO HaJIallITYBAaHHS:

> interface S0/0/0

> crypto map R1_R3_Map.

1.6 HanamryBanusst GRE tyneso yepes IPSec

Jns mouatky mHamamrtyemo TyHenb Tunnel 0 mHa R1 (TyHemsp Mmix
JoKansHUMH Mepexkamu R1 ta R2).

Jnst mporo HeoOXiAHO BBECTH HACTYITHI KOMAaH/IH:

— BXOJMMO B MpPHUBUICHOBaHUN pEXHM, IJI1 I[LOTO B TEPMiHANI
BBOJIIMO KOMaHIY:

> Enable;

— U BXOAY B PEXKHM HaNalITyBaHHS KOHQirypamidi BBOIMMO
KOMaH/y:

> Configure terminal,

— BHKOHYEMO HaJaIlITyBaHHS:

> interface tunnel 0

> ip address 192.168.0.1 255.255.255.252

> tunnel source s0/0/0

> tunnel destination 64.100.13.2

> tunnel mode gre ip

> exit.

[Motim HanamTyemo TyHenb Tunnel 1 Ha R1 (TyHENb MK JTOKaTbHUMH
Mmepexxamu R1 Ta R3).

Jlnst iboro HEOOX1HO BBECTH HACTYITHI KOMaH/IH:

— BXOJMMO B TpPHUBUICHOBaHUN pEXHUM, U1 I[OTO B TEPMiHANI
BBOJIMMO KOMaHY:

> Enable;

— JUIS BXOJly B PEXHM HaJNAIITyBaHHS KOHQIrypamii BBOJUMO
KOMaHJ1y:

> Configure terminal,

— BHUKOHYEMO HaJIAINTyBaHHSI:

> interface tunnel 1
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> ip address 192.168.0.5 255.255.255.252
> tunnel source s0/0/0

> tunnel destination 64.102.46.2

> tunnel mode gre ip

> exit.

Hamamryemo 3BOpPOTHE MiJKIIOYEHHS, CTBOPHUMO TYHENi Ha
Mapuipytuzaropax R2 ta R3.

Jns mouatky Hamamrtyemo TyHenb Tunnel 0 Ha R2 (TyHenp Mix
JOKampHIUMH Mepekamu R1 ta R2).

Jlnst iboro HEeOOXiHO BBECTH HACTYITHI KOMaH/IH:

— BXOJMMO B TpPHBIIEHOBaHUN pPEXHUM, N1 IOTO B TEPMiHAMI
BBOJIMMO KOMaHJY:

> Enable;

— I BXOIYy B PEXHM HaJaIITyBaHHA KOH(pirypamiii BBOIAMO
KOMaH]TY:

> Configure terminal;

— BHUKOHYEMO HAJIAIITyBaHHS:

> interface tunnel 0

> ip address 192.168.0.2 255.255.255.252

> tunnel source s0/0/0

> tunnel destination 209.165.118.2

> tunnel mode gre ip

> exit.

Jani Hanamryemo TyHesns Tunnel 1 Ha R3 (TyHens MiXk JTOKaIbHAMH
Mepekamu R1 ta R3).

Jlnst iboro HEOOXi1AHO BBECTH HACTYITHI KOMAaH/IH:

— BXOJHMMO B TMpPHUBUICHOBAaHUH pPEXHUM, I IOTO B TEPMiHANI
BBOJIMMO KOMaH[y:

> Enable;

— JUI1 BXOMy B PEeXHM HaJAIITyBaHHS KOHQIrypamii BBOIUMO
KOMaHJ1y:

> Configure terminal;

— BHMKOHYEMO HaJIallITyBaHHS:

> interface tunnel 1

> ip address 192.168.0.6 255.255.255.252
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> tunnel source s0/0/0

> tunnel destination 209.165.118.2
> tunnel mode gre ip

> exit.

JlogaTkoBO omHICYyEMO MapIIPyTH3AITiI0 MK BIpTyaTbHUMU TYHEIISIMA
Ta peanibHuMH [P aapecamu.

R1:
— ip route 172.16.0.0 255.255.255.252 192.168.0.2;
— ip route 172.16.4.0 255.255.255.252 192.168.0.6.

R2:
— ip route 10.0.0.0 255.0.0.0 192.168.0.1.

R3:
— ip route 10.0.0.0 255.0.0.0 192.168.0.5.

1.7 Ilepesipka podotu TyHemo GRE uepes IPsec

Jns  mepeBipkM [OOCTaTHRO BHKOHAaTH KoMmaHny «Ping» Bix
koM torepiB PC1 ta PC2 mo cepsepa Main. SIkmo makeTd NpowmyTh
ycrinHo, e o3navae mo GRE TyHens HajnamToBaHui 1 NpaBIUILHO MPALIIOE.
IIpu eomy maketn Mixk PC1 ta PC2 npoxoautu He OyayTh.

1.8 3micT 3BiTY

— Xig pobotw;

— iHAMBiTyadhbHA cXeMa 3 3a3HaYeHHIM KOHQITyparlii iHTepdeicis;
— BIJNOBIAI HA KOHTPOJBHI MTUTAHHS.

1.9 KouTtpoJbHi nuTaHus

1. Busznauenns nporokony GRE.

2. Eramum no6ynoeu GRE-TyHenro.
3. IlpuHounu inkancynauii npu crBopenHi Tyneno GRE.
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