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1 3AT'AJIBHI BIIIOMOCTI
1.1 TexnoJoria VPN

Texnonoris VPN BUKOPHCTOBYe niepeIoBi TeXHOJOT1] mmdpyBaHH i
TYHEJIFOBAaHHS ISl CTBOPEHHs Oe3neyHoro 3’enHaHHA depe3 I[HTepHeT.
OcHoBoto 11t 6e3nekut VPN € koH}iAeHIIIHHICTh TaHUX, HUTICHICTh TaHUX
Ta ayTeHTU(IKAaIis.

KondinenuiHicth naHMX — CHpsAMOBaHa Ha 3aXUCT BMICTY
TOBIIOMJIEHB BiJl TIEPEXOIUIEHHA HeayTeHTH()IKOBAaHHUMH KOPHUCTYBa4aMH
abo 3 HecaHKIiOHOBaHUX Jkepen. VPN 3abe3neuye koH(DIIEHIIHHICTE 3a
paxyHOK BHKOPHCTaHHS MEXaHI3MiB 1HKarcymsii Ta mudpyBaHHs.

LlimicHICTP aHUX — OTPUMYBa4 HE Ma€ >KOJHOTO KOHTPOIIO HAJ
IUIAXOM TPOXOJKCHHS JaHUX 1 HE 3HA€, Yd JaHi OyJM MeperyisHyTi a0o
o0Opobueni mig gac mepemadi yepe3 IHTepHET. 3aBXIM iCHye WMOBIPHICTBH
TOTO, IO JaHi Oynu 3MmiHeHi. [lUTiCHICTH JaHMX TrapaHTye, IO IMij Yac
nepeqadi MiX JDKEpeNioM i MPU3HAYEHHSM He BiIOYBalOThCS 3MiHH abo
migpoOka nmanux. VPN, sk mpaBuiio, BHKOPUCTOBYIOTH XEIIyBaHHS IS
3a0e3revyeHHs MUTICHOCTI JaHuX. Xem, MoAiOHO SK KOHTPOJbHA Cyma
rapaHTye, [0 HIXTO HE YUTAB BMICT, aJic BOHA OUIbIII HalilHA.

AyTteHTudikailis — TapaHTye, IO TOBIIOMJICHHS NPUXOIUTH 3
ABTCHTHUYHOTO JDKEpena i OTPUMYEThCSI AaBTEHTHUYHUM OTPUMYBadeM.
InenTudikariis KopucTyBada 1a€ KOPUCTYBadeBi BIIEBHEHICTh, III0 CTOPOHA,
3 KOO0 KOPHCTYBa4 BCTAHOBIIIOE 3B'SI30K € CaMe TUM KOPHCTYBAueM, 3 SKUM
Ma€ BCTaHOBJIOBAaTHCH 3’€AHaHHSI. VPN Mo’ke BHKOPHCTOBYBATH ITapoJIi,
mUQpoBi cepTUdiIKaTH, cMapT-KapTH 1 OloMeTpito ais imeHTUdikarii Ha
KiHIi Mepexi. BUKOpHCTaHHS MOXITMBOCTEH KOH(IICHIIIHHOCTI JaHUX
B VPN rapanTtye, 0 TUIbKM BU3HA4YEH1 BIANPABHUKU Ta OTpUMYBaul
3/1aTHI IHTEPIIPETYBATU OPUTiHAIBHUI BMICT TIOBIJOMJICHHS.

TyHentoBaHHS J03BOJISIE BUKOPHUCTOBYBATH IyONIUHI MeEpexl
JUId Tiepesiadi JaHuX JJIT KOPUCTYBayiB Tak, HIOM KOPUCTYBadl Maslnd
JIOCTYTI 10 TPUBATHOT Mepexki. TyHenoBaHHS 1HKATICYIO€ BECh MaKEeT
B IHIIMK TMaKeT 1 MOCUJIA€ HOBHM, KOMIO3UTHHUM MaKeT MO MEpexi.
BUKOpHCTOBYIOTHCS TpU KJIACH MPOTOKOJIIB TYHETIOBAHHS:

— mnpotokonu mnepenaui (Carrier protocol:Frame Relay, ATM,
MPLS);

— mpotokonu iHkancymsimii (Encapsulating protocol: GRE, IPSec,
L2F, PPTP, L2TP);



— TacaXup — iHKaICyJbOBaHUil MPOTOKON (passenger protocol:IPX,
AppleTalk, IPv4, IPV6).

TyHeni - CTBOPIOIOTHCS Ha PI3HUX MPOTOKOJAX IHKATICYJIISIIT:

— yHiBepcanbHa iHKamcyismiss MapmpyTtm3anii (Generic Route
Encapsulation, GRE);

— mpotokon 6e3neku [P (IPSec);

— mpotokon nepeanpecanii 2 piBas 2 (Layer 2 Forwarding, L2F);

— TPOTOKOI TyHHeIOBaHHs Touka-Touka (Point-to-Point Tunneling
Protocol, PPTP);

— mnpoTokon TyHHemoBaHHs 2 piBHs (Layer 2 TP, L2TP).

Mepexa VPN iMiTye KaHanm TOYKa-TOYKa Ta IHKAICYNIOE NaHi, y
3aroJIOBKY SIKMX MICTHUTBCA i1HQOpMaIlisi Tpo MaprpyTusamito. [laHwid
dbopMaT 03BOJIAE JAHUM MPOXOIUTH dYepe3 NyONIiYHy Mepexy, o0
JIOCATHYTH TIpu3HaueHHs. J{1s iMiTallii mpuBaTHOTO KaHaly BigOyBaeTbCs
mmpyBaHHsS IHKANCyJbOBAaHMX [JAHHWX, WIO JO3BOJISIE TapaHTyBaTH
KOHQIICHIIWHICTh.  ANTOPUTMH  MHUQpPYBaHHI  HE  JO3BOJSIOTH
po3mudpyBati gaHi 6e3 KIoUiB MHU(PYBaHHS Y BUNAJIKY NEPEXOIUICHHS
MaKeTIB y MyOIiuHil Mepexi.

Cam 110 co0i TyHeNb He MOXKe 3a0e3MeUnTH OC3IEKY, a JIUIIEC CTBOPIOE
PO3IIUPEHHS JIOKaThbHOI Mepeki B pamkax WAN 4u myOirigHOI Mepexi.
TyHeni MOXYTh TiepeliaBaTh SIK 3aIlIUpPOBaHi, Tak i HezamMpPOBaHi JaHi.
[Ticns oTpuMaHHS JaHWX MDTIO3 BiJJAJICHOTO BYy3Jla BHIAJISE 3arojlOBKH,
nemndpye makeT i mepenae MOro Ha By30J MPH3HAYECHHS O NPUBATHIN
Mepexi. [lpm BimmaaeHOMY AOCTyMi JO BipTyalbHOI NPHBATHOI MeEpPexKi
kiaienTr VPN uepes [IK kopuctyBaya 3B'S3y€Tbcs 31 LIIIO30M IS
HAJIAIITyBaHHS TYyHEJIO.

1.2 Tunu VPN mepe:x

[IpoTokon IPv6 Bumarae, mo06 KoxHUI kaHaia MaB po3mip Opranizarii
BUKOPHUCTOBYIOTh Ssite-t0-site VPN mMepexi, mo0 3B's3aTH po3KuaaHi
miapo3ainui. OCKiIBKH OUIBIIICTE OpraHizaiiii 3apa3 MarTh JOCTYI 10
IarepHerT, € ceHc ckopucTaTHcs nepeBaramu site-t0-site VPN. 3aranowm, site-
to-site VPN € mpomoBxeHHsIM KiacnaHuX WAN Mepexk, siKi T AKITI09aioTh
BCi Mepexi oJIHy 3 oiHO¥0. Hanpukian, BOHM MOXKYTh 3B's13aTH Mepexi (imii
JI0 Mepexi Tab-KBapTUPH KOMIIaHii.



B site-to-site VPN, xoctu Biampasistore Ta npuitmaiots TCP/IP-
Tpadik depe3 VPN numos, sikum mMoxke Oytu mapupytuzarop, Cisco PIX
(Private Internet eXchange) ¢aepBox (miHilKa MPOAYKTIB BHITYCKANach J0
2008 poky), abo Adaptive Security Appliance (ASA).

VPN numo3 BifMmoBigae 3a iHKANCYIAIi0 1 mudpyBaHHS BUX1THOTO
Tpadiky Ta Bignpasky Horo mo VPN tynemo uepes [nrepuer Ha VPN o3
B TyHKTI mnpu3HadueHHs. Ha mpwiiManpHii croponi VPN  mro3
po3MMQpPOBYE BMICT i Mepefae MakeT 0 XOCTa NPU3HAYCHHS BCepeIuHi
HOTo MPUBATHOT MEpexi.

MoOinpHI KOpHCTYBadi Ta BIiJJIaJieHi TMPAmiBHUKA 1HTEHCHBHO
BUKOPHUCTOBYIOTH TexHOJorit0 VPN BignaneHoro goctymy (remote access
VPN). Binpmricts BigmaneHWX TMpaiiBHUKIB Temep MarlTh JOCTYI [0
[HTepHeT 3 TOMY i MOKYTh BCTAHOBHUTH BijyiajdeHuit VPN 3 BukopucTanHsIm
IIUPOKOCMYTOBOTO 3'eqHaHHA. KpiM TOro, MOOLNBHWIT TpaIiBHUK MOXe
3pOOUTH MICIICBHI J3BIHOK JI0 MICIIEBOTO MpoBaiijepa Ui JOCTYIY IO
kopropartii uepe3 [aTeprer. VPN BignaaeHOTo HOCTyIy MOXKe 3a0e3meunTn
norpedu BinganeHWX Ta MOOUIBHMX KOPHCTYBadiB B JOCTYHi [0
KoprnopatuBHUX pecypciB. [Ipu Bukopucranni VPN BigmageHOTo AOCTYIYy
KOXEH XOCT, SIK TIPaBUJIO, Ma€ KIIEHTChKE MporpamHe 3abe3nedeHHs VPN,
KoxHOro pasy, KOIM KOpHCTyBad HAMaraerbcs BigNpaBUTH Tpadik,
nporpaMHe 3a0e3neueHHss VPN-kmieHT iHKamncymoe Ta mudpye Tpadik
nepexn BigmpaBkoro depes [areprer 1o VPN 1nniro3y B Mepexi mpu3HadYeHHS.
[Ticnsa otpumanns Tpadiky, VPN muto3 onpansoBye aHi Tak, K BiH Oyzae
006poOIsATH 1X TIPH BUKOPHCTaHHi site-to-site VPN.

1.3 Opranizauis 3axucty VPN mepex

ChoronmHi ICHYIOTh uomupu euou apximexkmypu opzanizayii
3axucmy ingpopmauii na 6a3i 3acmocysanusn mexnonozii VPN-:

— Jaokanvna vepexa (Local Area Network - LAN). 3abesneuye
3aXHCT NOTOKIB AaHuX Ta iHdopmaii Bix HCJ] Bcepenuni Mepexi kommaHii,
iHpopMariiiiny Oe3meky Ha PiBHI PO3MeXyBaHHS HOCTYITy, CUCTEMHHUX 1
MEPCOHANIBHUX MapoJiB, Oe3neku QyHkmionyBanHs OC, a TakoX BEJCHHS
KypHATY KOJi3i 1 mudpyBanHs KoHiAeHITIIHOT iHpOopMaTtii;

— enympimnvoxopnopamuena mepexca VPN (Intranet-VPN).
[ligtpumye Oe3meuHi 3'eAHaHHS MDK BHYTPIIIHIMH  MiAPO3ALIaMHU
PO3IOAIIEHOT KOMIIaHIT;



— mepexci VPN 3 giooanenum oocmynom (Internet-VPN).
3abe3nedye 3axWIIEeHUH IUCTAHIIHHUA JOCTYI BIINAIEHUX MiAPO3IiTiB
poznozuneHm KOMITaHii 1 MOOUTPHMX CHIBPOOITHUKIB 1 BigIimiB uepes
BiZKpuTHii TipocTip Internet;

— mibxwckopnopamueni mepexci VPN (Extranet-VPN). Tapanrtye
ehekTUBHUHN 3axWIeHUH oOMiH iHdoOpMaIli€ero 3 MoCTavyaIbHUKAMH,
napTHepaMu, ¢umisMH  Kopmopamii B iHmMX Kpainax. [lepenbauae
BUKOPHCTAaHHS CTaHOApTH30BaHUX 1 Hamiiaux VPN-mpomaykTiB, 1m0
NpPaliol0Th Yy BIAKPUTHX TETEPOTCHHUX CEPEAOBHUIIAX 1 3a0e3MeuyIoTh
MaKCHUMaJIbHY 3axHINEHICTh KOH(iACHIIHHOTO TpadikKy, IO BKIIOYAE
MY3MKY 1 AMBUTHCS TMOTOKOBe iH(popMmauii - kKoH(}igeHUiHdHI TenedoHHi
TIEPETOBOPH 1 TEICKOH(PEPEHITIT 3 KITIEHTaMH.

VPN-TyHenp Mae BCi BIaCTUBOCTI 3aXUIIEHOI BUALICHIN JIiHII, 10
NPOXOJUTH Yepe3 BikpuTuii mpoctip [HTeprery. Oco0nuBicTh TEXHONOTIT
TYHEJIFOBaHHS IOJIATae B TOMY, II0 BOHA JI03BOJISIE 3alIM(PYBATH HE TIIBKA
noJie JaHuX, ajie BECh BUXIIHUI MaKeT, BKIFOYAIOYN 3aTr0JIOBKH.

Ile BaxknMBa [eTajb, OCKUIBKM 3 3arojOBKa BHXIIHOTO MAaKeTy
3JI0BMHUCHUK MOXXE BHTSTTH JaHi NP0 BHYTPILIHIO CTPYKTYPY Mepexi,
HaNpUKJIAA iHPOpMAIIiFO TTPO KUTBKICTh JIOKaJhbHUX MEpex 1 By3:iiB i ix IP-
aapecax. 3ammdpoBaHMN TAKET IHKAICYIIOEThCS B IHIIMKA TaKeT 3
BIZIKPUTHM 3arojIOBKOM, SKHI TPaHCIIOPTYETHCS MO BiANOBIAHOMY TYHEIIIO.
[lpu pocsTHEHHI KIHIEBOI TOYKM TYHENIO 13 30BHIIIHBOTO MaKETy
BUTATYETHCA BHYTPIIIHIN, TICIIS 9OTO BiOYyBaeThCs Horo nemudpyBaHHs, a
HOr0 3aroJIOBOK BHUKOPUCTOBYETHCS JUIA MOJANBINOl Tepeaadi 1o
BHYTPIIIHINA Mepexi ado MiAKIFOYeHOMY JI0 JIOKATEHOT MepeXi MOOLTEHOMY
KOPHCTYBaueBi.

3acobu moOymoBu 3axumienoi VPN nmocuts pizHOMaHiTHI. BoHHK
MOXYTh BKJIFOUATH MapIIpyTH3aTOPH 3 MEXaHi3MOM (ijbTpalli MakeTiB
(Filtering  Router), ©6araTroQyHKIiOHAIbHI  MDKMEPEXKEBI  SKpaHH
(Multifunction Firewall), mpomixkHi npuctpoi moctyny B Mepexy (Proxy
Server), mporpamuo-amapatHi mmdparopu (Firmware Cryptograph) i T.71.

1.4 TIpoToxo. 6e3mexn IPSec
IPsec — e Habip MpOTOKOIB [Ist 3a0e3meueHHs [P komyHikartii, skwii

3abe3nedye MUpyBaHHs, LITICHICTD Ta ayTeHTUdikanito. [Iporokon [PSec
BKITIOYA€ KpUnTorpadivHi METOIH, SIKi 3310BOJIBHSIIOTH MOTPEOH KepyBaHHA



KITIOYaMH Ha MepexeBoMy piBHI Oesmeku. [Psec Takoxx mictuth B co0i
NPOTOKONHM Ul 3aXHILEHOro OOMiHy KIIo4yaMH B Mepexi [HrepHer.
[Ipotokonmm IPsec MokHa pO3MUIMTH Ha JBa KJIACH: IMPOTOKOJH, SIKi
BIZIMOBIAlOTh 3a 3aXHUCT TOTOKY TMAKETiB Ta MPOTOKOIH OOMiHy
kpurnrrorpadigHuMHU KirouamMu. Ha manuit MOMEHT BU3HAYEHWH TUTBKH OJTNH
npotokos oOMiHy kpuntorpadiunnmu kmodyamu — IKE (Internet Key
Exchange) — ta nBa mpoTokonm, siKi 3a0e3MEYyOTh 3aXHCT TMOTOKY
iH(popMaLii, o0 mepeaaeThCs:

— Authentication Header (AH) — BHUKOPHUCTOBYETHCS KOJH
KOH(QIICHIIIWHICT, He MOTpiOHa, abo He BuMaraetbcs. AH 3abesneuye
MEPEeBIPKY JOCTOBIPHOCTI 1 IilicHOCTI maHuXx s [P makertiB, mepeaanux
MIX JIBOMa cUCTeMaMH. J[aHull anropuT™M mepeBipsie BiICYTHICTh 3MiH ITiJT
yac TmepeJadi TMOBIMOMJICHHS Ta MIATBEPIDKYE, IO JlaHI HaJleXkarh
BU3HAYEHNM BiNpaBHUKY Ta oTpuMmyBady. AH He 3abe3meuye
KOH]iNeHUIHHICT,  JaHWX I1UIAXoM mmdpyBaHHs  makeriB. [lpwm
BUKOpHcTaHHi e AH nporokoiy 3abe3neuyeTbes cnadkuii 3axuct. Tomy
BiH BUKOPHCTOBY€EThCS 3 poTokosioM ESP, mo6 3abe3neuntn mudpyBanHs
JTAaHUX 1 3aXHCT BiJl MiAPOOOK;

— Encapsulating Security Payload (ESP) — 3abe3mnieuye minicHicTh Ta
KoHQiAeHIIHHICTh TsixoM mudpyBanas [P-makeris. udpysanus IP-
MaKeTiB 3a0e3rnevye NPUXOBYBaHHS JaHUX Ta BiJOMOCTEH PO BiANpaBHUKA
Ta oTpuMyBada. Xoua mudpyBaHHSI Ta ayTeHTHU(DIKAIliA € 000B'I3KOBUMH
st ESP, sk miniMyM, ofHa 3 nux QyHKLiH Mae Oyt BuOpaHa.

IPsec peamizoBaHmMii HA OCHOBI iICHYIOUHX aJTOPUTMIB ITH(PYBAHHS,
ayteHTudikanii Ta 0OMiHy Kmoyamu. Jleski 3 cTaHAapTHUX aJITOPUTMIB, IO
BUKOpHUCcTOBYE [Psec:

— DES — umdpye Ta po3mmdppoBye nakeTH JaHUX;

— 3DES - 3abesmneuye kpairy eheKTUBHICTh MU(PYBaHHA HDK 56-
oituuit DES;

— AES - 3a0e3neuye kpamuii piBeHb MM PYBaHHS, B 3aJI€KHOCTI BiJl
JTIOBKWHU KJIF0UA, 1 OLIBIITY MPOIYCKHY 31aTHICTH;

- MD5 - ayrenrudikamiss TaKeTHOI mepeaadi JaHUX 3
BUKOPUCTAHHAM 128-01THOrO CHIJIBHOTO CEKPETHOTO KIIF0Ya.
- SHA-1 - ayrentudikye naaHi, BHUKOPHCTOBYIOUW 1|60-OiTHUMIA

CHUTBHUN CEKPETHUH KITFOY;

— DH — no3Bossie JBOM CTOpOHAaM CTBOPHUTH CIUJIBHUN CEKpETHHH
KJIIOY, IO BUKOPUCTOBYETHCS sl WM(PYBAHHA Ta XeLI-aJrOpUTMIB,
Hanpukiaa, DES Ta MDS5, npu nepenadi JaHux 1o He3aXHIIEHOMY KaHAI.



s BukoHaHHS mUQpPyBaHHS Ta AemUGpPyBaHHSA 3a AOIOMOTOIO
QITOPUTMIB, fAKI BHUKOPUCTOBYIOTH CHMETPHYHHMH CEKPETHHUH KIIOY
KOJUIGKTUBHOTO BHUKOPUCTaHHS, HEOOXIJHO HOTro CTBOPHTH Ta PO3JATH.
HanamtyBanHst KIIO4iB  MOXe 3IiMCHIOBATHCh BpPYYHY MEPEKEBUM
agMmiHicTpatropoMm, abo 3a JOMOMOTOI0 MeToay OOMIHYy KITFOYaMH.
[oromxenns kimoua Hipdi-Xemmmana (DH) — ue myOniuanii meton oOMiHy
KIIFOYaMH¥, SIKUA J03BOJISIE JIBOM CTOPOHAM BCTAHOBIIOBATH CEKPETHUH
KJIIOY, LI0 BHUKOPUCTOBYETHCSA MpU IEpeAadi AaHUX IO HE3aXHULICHOMY
kanami. B rpynax Jlipdi-Xemnmmana mae Oytr BKazaHuii TUI KpunTorpadii:

— DH GROUP 1 — BukopuctoByeTbest 768-0iTHa kpunrorpadis;

— DH GROUP 2 — tinbku anst npuctpois Cisco [0S, PIX Firewall ta
npuctporo anantuBHoro 3axucty Cisco (ASA), BukopucroByerbesi 1024-
OiTHe mUQpyBaHHS;

- DH GROUP 5 — migrpumyeThcsi pU YMOBI BUKOHAHHS BHMOT
NPOTPaMHOi CHCTEMH, BUKOPUCTOBYETHCS 1536-0iTHe M pyBaHHS.
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2 JABOPATOPHA POBOTA
VPN Ha ocHoBi nporokoay IPSec

Meta po6oTH: HABUHTHUCS TUIAHYBATH, MOJICIIOBATH, PO3POOIISATH Ta
HanamrToByBaTH VPN Mepeki Ha ocHOBI mpoTokoiry IPSec.

2.1 HanamryBaHHs Mepe:Ki
2.1.1 Moaean mepe:ki (cxema)

BukonaiiTe eranu 3’€JHaHHS MEPEXHOTO 00JIaJHAHHS:

— 3amycTiTh ApIuK Ha pobouy cromi Packet Tracer (abo BukoHaiiTe
yCTaHOBKY Iporpamu 3amyctusiiu daiin Packet Tracer.exe 3 mamku Install);

— 30epiTh Mepexy 3a CXeMOIO MPEICTABICHOI0 Ha PUCYHKY 2.1, 3
OCHOBHUMH TlapameTpaMd KOMYyTamiiHHOro oOnamHaHHs Ta iHTep(eliciB
(Tabm. 2.1). 1y 11bOT0 BUKOHAWMTE HACTYIHI Jii:

1) 3 mameni mpwiagiB B pobouy o0O0NacTb IEepeHeciTh 3
MmapipyTtuzaropa 2901 (s 3pyqHOCTi iX Kpaile nepeiimenyBatu y R1, R2
iR3);

2) B pobouy obmacth TnepeHecith 3 Komyrtaropa 2950-24
(mepeiimenyiite ix y S1, S2 i S3);

3) B pobouy obOmacth mnepeHecitb 3 poboumx cranuii PC-PT
(mepeiimenyiite y PC-A, PC-B ta PC-C).

192.168.2.3/24

/ GEO/0

! 192.168.2.1/24

—
sEjofo g seofot
10.L11/30 47 oo 10.2.2.1/30

GED/o
192.168.13/24 192.168.1.1/28 GEOfo 192168.3.3/4

192.168.3.1/24
D— d. <t SE0jofo SEO/O/T /!
1 i 1022230 |~ @ v |
7 o U w112/ /10 | )
PC-A R1 R3 53 PC-C

Pucynok 2.1 — Cxema Mepexi
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Jns ycTaHOBKHM MapuIpyTH3aTOpiB Ha MaHeNl MPHIaAiB HEoOXiTHO
BUOpaTH nepmmid enemeHT — Routers (puc.2.2). 3 mokazaHMX NPUCTPOIB
Tpeba Bubpatu 2901 (miakpecneHuii) i mepeTArHyTH y pob60dy 00JIacTh.

e [
So1D” BEBEEGF

|
141 | | | | | 2811 | | B0 11

| Routers | 1841 2620%M ;BILIM |Ganerie) |Ganeric!

—

i 4 e [ ’
AgeFe A

5% 55

2911

Pucynok 2.2 — Bubip MapuipyTu3aTopis

[ BcTaBKM KOMYTaTOPiB HEOOXiIHO EpeiTH Ha 3aknanky Switches
(puc. 2.3) i mepersrta 2950-24 (migKpecIeHnit) eleMenT y pobody 00IacTs.

o ¢ |
210> g @
12950- 14' \ 29507
L.

=== )

2960 | |Generie) |Generic) 1.”;5 |Generie

| Switches

#‘I s_

_Iv

Bridge-PT
Pucynok 2.3 — Bubip komyTaropis
s BcTaBKM KOMIT'IOTEpiB HEOOXimHO mepeiTd Ha 3aknaaky End

devices (puc.2.4) i nepersarru Generic (maKpecieHuii) eaeMeHT y podody
001acTs.

p Ly | 73
l?‘.Mr" g-!;! Il 2| 'A}‘ﬂﬂ Elllwwem‘ '

Snart
End Devices |Generic |Generic/ |Generic/ |Generic/ |IPPhone e'.-m Phafe | | | Tehiet | | Deviee |

FPeTe

PC-PT

Pucynok 2.4 — Bubip koM’ 10TepiB
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Tabmus 2.1 — Iapamerpu inTepdeiicis

. . Default
Ipucrpint TaTepoeiic IP-ampeca Macka Gateway
Gigabit oo
R1 Ethernet 0/0 192.168.1.1 255.255.255.0
Serial 0/0/0 10.1.1.2 255.255.255.252 Fkx
Gigabit .
- Ethernet 0/0 192.168.2.1 255.255.255.0
Serial 0/0/0 10.1.1.1 255.255.255.252 il
Serial 0/0/1 10.2.2.1 255.255.255.252 il
Gigabit .
R3 Ethernet 0/0 192.168.3.1 255.255.255.0
Serial 0/0/1 10.2.2.2 255.255.255.252 Fkx
PC-A il 192.168.1.3 255.255.255.0 192.168.1.1
PC-B il 192.168.2.3 255.255.255.0 192.168.2.1
PC-C il 192.168.3.3 255.255.255.0 192.168.3.1

B mpoueci HanmamTyBaHHS Ha MapHIpyTH3aTOpH HEOOXiJHO NOJaTh
crierianbHi Moy, JIJis IIhbOoT0 KIIAITHITE Ha MKTOTpaMi MapIipyTH3aTopa,
sKa 3HAXOIUTHCS Y poOouiit oOmacti. Jlani BiAKpUETHCS BIKHO HANAIITYBaHb
JlaHoTO MpHUCTporo (puc. 2.5). Y Biakputomy BikHI y BKiafii Physical 3iBa
00epite Mmogyns HWIC-2T.

=l81x]

Physical | config | cu1 |

Physical Device View
Original Size |

Customize
Tcon in

=]

Logical View

Pucynok .2.5 — BikHo HanamryBanp MaplipyTH3aropa
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Temep BHMKHITH JKUBJICHHS MapuipyTH3aTopa 1 TMeEpeTsATHITh
300payKeHHS MOJyJIsl 3 TIPABOTO HMKHBOTO KyTa BiKHA Ha KpalHii mpaBwuii
BUTBHHH PO3’€M PO3MUPEHHS (Ile BAXKIMBO, TaK SK PO3TANTyBaHHSI MOMYIA
BIUIMBAE Ha HOT0 KiHLEBY Ha3BYy), SIK MOKa3aHO Ha pUCYHKY 2.6. Ilicmsa
3aKiHYEHHS HAJIAIMTyBaHh HEOOX1THO YBIMKHYTH >KUBIICHHSI.

alualn
cisco

PucyHok 2.6 — MapmpyTu3aTop 3 BCTAHOBICHHM MOJYJIEM

Amnasoriuni aii HeoOXximHO moBTOpUTH A1 R2 1 R3.

HactynmHuMm KpokoM € 3’€THaHHS MK COOOK MapuIpyTH3aTOpiB 3a
JOIIOMOTOI0 KabeniB. Y JaHoMy BHUIMaAKy BUKopucToByeThest kKabenb DCE -
BiH TpH3HAYEHUH IS 3 €AHAHHA MDK COOO0I0 IIOCIITOBHUX TIOPTIB
MapuipyTu3aropis (Serial mopTis).

Jns toro, mo6 BuOparn maHwid TUN KaOenmto, TpeOa KIAIHYTH Ha
kiaaky Connections Ta ooparu kabens Serial DTE (puc. 2.7).

Connections
Afe
" -

el PPIOVEBEE

Serial DTE

Pucynok 2.7 — Bubip kabeito 11 3’ €IHaHHS MapIIpyTH3aTOPiB

Jlns1 3’emHAHHS TBOX MPUCTPOIB HEOOXITHO:

— BHOpatu kabenb s 3’ enHanus (puc. 2.7);

— HATUCHYTH Ha NEPUIOMY MPHUCTPOI SKUH HEOOXITHO 3’€qHATU Ta
BuOparu mopr (puc. 2.8);
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— TPOTATHYTH Kalelnb 0 Apyroro MpUCTPOIO 1 Tak caMo 00paTu mopT

(puc. 2.9).

Bl Auxiary

= [l Console

. L] GigabitEthernetd/o
[ GigabitEthernetd 1

Serialdfo/f1

R

Pucynox 2.8 — Bubip mopTy Ha mepuioMy npucTpoi

I
l -:"""‘ ) Bl Auxiiary
2
2901 Rout: Bl Cansale
Routerl [] GigabitEthernet0/0

[] GigabitEthernet0/1

Seriall/o/1

Pucynok 2.9 — Bubip nopty Ha Ipyromy npuctpoi

Jlnisi miIKITIOYEeHHST KOMITIoTepa J0 KOMyTaTopa, a KoMyTaTtopa y
CBOIO Yepry [0 MapLIPyTHU3aTOpa BUKOPUCTOBYETHCS IHIINI TUIT Kabemo —
BuTa napa (puc. 2.10).
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20 | PP RPEEREY

TR

Copper Straight-Thraugh

Pucynox 2.10 — Bubip 3Butoi napu

Jlnst cipoliieHHsI HaJIAIITYBaHb HEOOXITHO Ka0esb MiKITF0YaTH Ha Ti
TOPTH, sIKi BKa3aHi y Tabmumi 2.1.

2.2 HanamrryBanns IP aapecamii

Temep Tpeba BUKOHaTH HEOOXiAHI HAJAINTYBaHHA, 3TiTHO
napamMeTpam HaBeJIeHUM B Tadnuii 2.1.

Jns nanamryBanss koMl 1orepa PC-A HeoOXigHo:

— KJIaIHyTH Ha mikrorpami PC-A y po6ouiii 00J1aCcTi JTiBOKO KHOIIKOIO
MHUIIIL;

— y BiOKpUTOMY BikHI 00paTu Bkiaanky Desktop;

— HarucHyTH Ha KHomui IP Configuration i BBeCTH HamamTyBaHHS 3
tabmumi 2.1 (puc. 2.11, 2.12)

Physical | Config Custom Interfacel

g g

Pucynok 2.11 — HanamrryBanust PC-A
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=10l =]
Physical I Config Desktop | Custom Interface I
IP Configuration X |
IP Configuration

|  DHCP & Static
[ P Address |192.168.1.3 |
| Subnet Mask |255.255.255.0 r
I Default Gateway |192.168.1.1

DNS Server | I

Pucynok 2.12 — HanamrryBanus IP agpecauii PC-A

AHaNOTYHUM YMHOM MOBTOPITh nonepeaHi nyHktu 1 PC-B ta PC-

C. HeoOxinni mapamerpu (IP-agpeca, macka migmepexi ta Default Gateway)
BI36MITH 3 Ta0mumi 2.1.

s HanamrTyBaHHs MapuipyTuzaropa R1 HeoOXingHO:

— KJauHyTH Ha miktorpaMi R1 y poGouiii o6nacTi JIiBOIO KHOMIKOIO
MHIIIL;

— y BimkpuTOMYy BikHi 00patu Bkiaaky Config;
— HalamTyBaTu iHTepdericu 3riqHo Tabmumui 2.1 (puc. 2.13, 2.14).

I m] 3

GLOBAL <] Global Settings
Settings

Algorithm Settings Display Name IRl
ROUTING
Static
RIP
SWITCHING
e ——
INTERFACE
GigabitEthernetl/0 Running Config  Merge... | Export... |
GigabitEthernet0/1
Serial0/0/0
Serial0/0/1

Hostname IRouter

NVRAM Erase | Save |

Startup Config Load... | Export... |

Pucynok 2.13 — HanamryBanus R1
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=10 x|
Physical  Config | CLI |
GLOBAL |- GigabitEthernet0/0
Settings Port Status W on
Algerithm Settings Bandwidth " 1000 Mbps & 100 Mbps ¢ 10 Mbps ¥ Auto
ROUTFNG Duplex " Half Duplex & Full Duplex ¥ Auto
5;;? MAC Address 0001.6333.A701
SWITCHING IP Configuration
VLAN Database IP Address 192.168.1.1
LLTLE A= Subnet Mask 255.255.255.0
GigabitEthernetd/0

GigabitEthernet0/1
Serial0/0/0
Serial0/0/1

Tx Ring Limit 10

Pucynok 2.14 — HanamryBanss [P agpecanii R1

AHaJIOTIYHUM YUHOM IOBTOPITh ONEPEHI IyHKTH It poyTepiB R1
ta R2. HeoOxigni mapamerpu (IP-agpeca i macka mizMmepexi) Bi3bMITH 3
Tabmmmi 2.1.

2.3 HagamryBaHHs CTATHYHOI MapIIpyTU3aunii

Tak sik PC-A Ta PC-B 3’eanani yepe3 R1 ta R3, a Bonu B cBo0O uepry
uepe3 R2, To misa 3abe3neueHdss 00OMiHy JaHUMH MK PI3HUMH MeEpexamH,
HEOOXiZIHO BUKOHAaTH HACTPOWKY MaplIpyTu3alii — CTaTHYHOi, abo
JUHAMIYHOI. Y JaHOMY BHIIAJIKy HAIAIITYEMO CTATUYHY MapLIpyTHU3ALIIO.

s HamamrtyBaHp CTAaTMYHOI MapLIpyTH3alii HEOOXiAHO BUKOHATH
HACTYIIHI Jii.

— KJIAIHYTH Ha MapmipyTu3aropi R1 j1iBor0 KHOMKOIO MHUIIIL;

— y Biakpuromy BikHi nepeiitu y Bkiaaaky CLI (puc.2.15) i Bukonartu
HEeoOXiaHI KOMaHIu.
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=0l =]

Physical | Config

I0S Command Line Interface

Press RETURN to get started.

ALINEPROTO-S-UFPDOWN: Line protocol on Interface Serial0s0/0, changed state to down

3LINEFROTO-S5-UFDOWN: Line protocol on Interface Serialds0/0, changed state To up

$LINEPROTO-S—UPDOWN: Line protocel con Interface Serial0/0/0, changed state to down
$LINEPROTO-S5-UPDOWN: Line protocol on Interface Serial0s0+0, changed state to up
LLINEPROTO-S-UPDOWH: Line protocecl on Interface Serialds0/0, changed state to down

3LINEFROTO-S5-UFDOWN: Line protocol on Interface Serialds0/0, changed state To up

Router> -~

Copy Paste

Pucynox 2.15 — Bxnanka CLI

Jlns HanmamTyBaHHS CTaTHYHOI MapHIpyTH3allii HEOOX1AHO B KOKHOMY
MapIIpyTH3aTOpi MPOMHUCATH aApecH 1 MacKH Mepex, siki 6esnocepenubo HE
HiAKIIOYEHI [0 JaHOro  MapuipyTuzaropa. TakuMmM  9MHOM I
MapiipyTu3aropa R1 HeoOxigHO nomaT Taki Mepexi:

— 192.168.2.0/24;

— 10.2.2.0/30;

— 192.168.3.0/24.

Mpumirka. Yci nopanein KOMaHau BUKOHYIOTbes y BikHi CLI

PosrnsiHeMoO eTanu MiIKITIOUEHHS Ta HANANITYBaHHS HA TPUKIIAII
OJTHIET Mepexi, IS IBOTO:

— BXOIMMO B TPHUBUICHOBAHWA pPEKHM — B TEPMiHAJII BBOIUMO
KOMaH/y:

> Enable;

— JUIi BXOJYy B PEKUM HAJAlITyBaHHS KOHQIrypaimid BBOJAUMO
KOMaHy:

> Configure terminal;

— Jani 6e3nmocepeIHbO BKaXKITh MEPEKY, IPONUCYIOUYH B TEPMiHAI:

> IP route 192.168.2.0 255.255.255.0 s0/0/0
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3amicte s0/0/0 moxxna Ttakox BBectH IP-agpecy inTepdeiicy
MapIIpyTH3aTopa, 10 SKOTO MiIKII0YCHA JaHa Mepexa (y JaHOMY BUMAAKY
-10.1.1.2);

— BBOJUMO BHIIC HaBEACHY KOMAaHIy JJIsd HaJAIITyBaHHS IHIIMX
Mepex, 3MiHiooun [P-anpecy i macky 3rigHo 3 Tadbnuuero 2.1,

— SKIIO JOTyIIeHa MOMMJIKA MTPH HAJIAIITYBaHHI, TO BUIAIUTH 3aITHC
3 TaOJIMIII MapIIPyTH3aIlii MOKHA 32 IOTIOMOTOI KOMAaH/IH:

> no IP route 192.168.2.0 255.255.255.0 s0/0/0 (abo 3 im'sm
(ampecoro) iHTEpdEiicy);

Bukomnaiire, 32  MOINEpPEeTHbOIO CXEMOI0, HaJlalTyBaHHA
MapmpyTtuzaropiB R2 i R3, 3 ypaxyBaHHAM Mepex [0 SKHX BOHH
MiKITFOUEH] 1 aapec ix inTepdeiicis (Tabmums 2.1).

s mapmpyTtuszatopa R2 HeoOXiTHO go1aTH Taki Mepexi:

— 192.168.1.0/24;

— 192.168.3.0/24.

s mapmpytuzaropa R3 HeoOXimHO goaTH Taki Mepexi:

— 192.168.1.0/24;

— 10.1.1.0/30;

— 192.168.2.0/24.

[licns ycix HanamTyBaHb TMEPEBIPIEMO UM IMIPAIIOE€ CTaTHYHA
MaprpyTtusamis. s 1oro HeoOXiTHO BUKOHATH KOMaHIy «Ping» Bim PC-
A 1o PC-B Ta PC-C i Takox Binm PC-B no PC-C (1ie moxHa 3po0utu 3a
JIOTIOMOT'OF0 Tapsidoi KiaBimm «P», IS mbOTo MiCS HATHCKaHHS KJIaBiIIi
Tpeba KIIAIHYTH JIIBOO KHOITKOIO MUIII Ha 00’ €KTi BiJ] IKOTO Oy/1e HTH MiHT-
MaKeT, a TOTIM KJIAHYTH Ha 00’ €KTi 10 AKOro Oye WTH miHT-makeT). SAKio
MiHT TPOWIIOB Y BCIX HampsMKax TO CTaTHYHA MapUIpyTH3ALis
HaJIaIITOBaHA TMPABWJIBHO 1 MOXXHAa TEPeXOIUTH [0 Oe3MocepeTHboro

mmdpyBanHs Tpadiky.

2.4 HanamryBanus ¢pyHkuii 0e3nmexu
2.4.1 AxTuBauis MmoayJs securityk9

[Maxer mimen3ii Security Technology Package mae Oyt noctynHum
JUTSE BUKOHAHHSI il SIKi CTOCYIOThCS Oe31eKu Tpadiky.

Jlns mepeBipkM YW BCTAHOBJIGHHMH makeT (MOayJsb) securityk9
HE0OX1THO BUKOHATH HACTYIIHI Iii:

— KJIAIIHYTH JIIBOIO KHOTIKOIO MHMIIIi Ha MapmpyTu3aropi R1;
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— mnepeitn y Bknaaky CLI;

— BXOIWMO B TPHUBUICHOBAHWHA pPEXHM, JUIS [BOTO B TepMiHAII

BBOJUMO KOMAHAY:

> Enable;

— BHKOHYEMO KOMaHIy HI00 IepeKOHAaTHCS IO IIeH3is Security

Technology Package aktuBupoBana:
— show version;

SKII0 BiANOBIAL HA BBEJACHY KOMaH]y € TaKOK SK Ha pUCYHKY 2.16,

TO € O3HA4YaA€ 110 MaKET HE BCTaHOBJICHUM.

Physical | Config  CLI

10S Command Line Interface

=101

£45385eK bytes of ATA System Compactklash O (Read/Write)
License Info:

License UDI:

*0 CISCOZ501/ES FTH1SZ4ERSV

Technology Package License Information for Module:'cZS00°

Configuration register is 0OxZl02

Pucynoxk 2.16 — HanamryBaHnHs 6€31eKH y MapIIpyTH3aTopi

Technology Technology-package Technology-package
Current Type Wext reboot
i imbasaks A A E
I security None None None i
=2 T T T
data None None None

st aktuBamii JiireHsii, T00TO BCTAHOBICHHS TMakeTy Securityk9,

HEOOX1IHO BUKOHATH HACTYITHI KOMaH/IH:

— BXOJHMMO B TIPUBUICHOBAHUM PEKUM, JUIS ILOTO B TepMiHAII

BBOJJUMO KOMaHAY:
> Enable;
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— 7S BXOAY B PEKUM HaJalITyBaHHS KOHQirypamidi BBOANMO
KOMaHy:

> Configure terminal;

— BHUKOHA€EMO BCTaHOBJIEHHS Moxayis C2900, axkuil noB's3aHuil 3
JineHsiero Securityk9:

> license boot module ¢2900 technology-package securityk9;

> end;

— 3amyc NOTOYHMX MAapaMeTpiB y mapaMeTpH MPH 3aBaHTAKEHHI:

> copy running-config startup-config;

— IIepe3aBaHTAKEHHS MapLIPyTHU3aTOpa:

> reload.

[Ticas mepeBaHTa)KEHHST MapIIPyTU3aTOpa MOBTOPITH KOMaHIy ShOW
version. Pesynbrat Mae OyTH TaKuM SIK Ha pUCYHKY 2.17.

¢ N [m] |
Physical | Config  CLI |
10S Command Line Interface
ZLIJCGGFE DYLES OF LIL CySLEl LONDECLELEZSh U |mecd/MIite) -

License Info:

License UDI:

*0 CISCOZ301/KS FTX15245PHY

Technology Package License Information for Module:'eZ300°

Technology Technology-package Technology-package
Current Iype Next reboot
i el i
I security securitykd Evaluation securityks I
- T —
data None None Neone

Configuration register is 0xZl0Z

Pucynok 2.17 — BcraHoBeHuil maker jineH3ii Oe3nexu

Taki came il He0OXiJHO BUKOHATH 1 Ha MapupyTu3zaropi R3.
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2.4.2 Inentudikanis «ocodanBoro» Tpagdiky

Jns inerrudikarii Tpadiky 3 mokanpHOI Mepexi R1 1o mokamsHOT
Mmepexi R3 sk «ocobmmBoro» HeoOxigno HanamtyBaTin ACL 110.

Mpumitka. Posmmpeni crmuckn ACL MOXyTh QiTBTpyBaTH 32
npotokosioM, [P-ampecamu mxepena i mpuU3HAYEHHS, HOMEpPaMu IOPTIB
JOKepena 1 mpu3HadYeHH.

JlonaTKoBOIO MOJITUKOIO Il MEPEKi TOBOPUTHCS, IO MPUCTPOSM 3
HACTYMHOI JIOKAJIbHOT MeEpeXi JIO3BOJSIETBCS  TUIBKH, JTOCSATHEHHS
BHYTpIlIHBOT Mepexi. Komm'torepam Ha 1iiif JOKambHIA Mepexi He
JO3BOJIEHUH JocTyn a0 [HTepHery. TakuM YMHOM KOPHCTYBadi MOBHHHI
OyTu 3a0J0OKOBaHi BiJ MOcATHEHHs Bifkpurtoi [P-ampecu (mist Buxomy B
Inrepner). Tak sk g BUMOTa i€ 1 JUIs JpKepena 1 I MpU3HAYCHHS, TO
HeoOxigHa posmupena ACL.

ITin ACL B poOoTi MaeThcsi Ha yBasi access-list, sikuii QpinbTpye 3a
ajpecaMu JpKepena i oTpuMyBada Tpadik mporokomniB 3 i 4 piBHiB. Bin
MOBMHEH MaTH HoMep y aiana3oHi Big 100 go 199. Leit «ocobnmBuii» Tpadik
Oyze BHKOpHCTOBYBaTH MpoTOKON IPSEC kKoXHOTO pa3y sSK IMpOXOAHTHME
MK JIOKaJIbHUMHU Mepekamu yepe3 R1 ta R3.

Il thoro imeHTudikamii HeoOXiHO BUKOHATH HACTYITHI KoMaHau: (Ha
mapipytuzaropi R1).

— BXOJMMO B TPHUBUICHOBAaHUHN PEXUM, Ui IOTO B TepMiHAII
BBOJIMMO KOMaH]IY:

> Enable;

— BXOJAMMO B pEeXHM HaIAMITyBaHHSI KoH(Iirypariif, BBOANMO
KOMaH/y:

> Configure terminal;

— mHamamToByeMo Tpadik Mix R1 Ta R3 six «ocoOmuBuin:

> access-list 110 permit ip 192.168.1.0 0.0.0.255 192.168.3.0
0.0.0.255.

VYci ocHOBHI mapaMeTpH, SIKi OB’ s[3aHi 3 HANAIITYBaHHAMH Oe3MeKn
pH niepeadi «oco0IMBOro» Tpadiky HaBeAeHO y Tadmui 2.2.



23

Tabmus 2.2 — Iapamerpu ISAKMP

ITapameTrpu R1 R2
Crioci6 3rigHo IHCTPYKLIT Yn
PO3IOBCIOIKEHHS 5 Aépl\% b ISAKMP ISAKMP
KJIF04a
AITODUTM | pEg 3DES or AES|  AES AES
mudpyBaHHS
Asropr MD5 or SHA-1 SHA-1 SHA-1
XCIIyBaHHS
Mero [Tonepenupo ITonepenupo | IlomepenHbo
- MOIIUPEH] KIovi abo|  rmormmpeHi TTOIIUPEHI
ayTeHTU(iKaui RSA KITIOY1 KITO4i
Oo6wmin kmovyamu | 'pyma DG 1, 2 abo 5 DH 2 DH 2
Yac wnrra IKE SA| B8040 cex ado 88640 88640
ISAKMP xnrou cisco cisco

2.5 HanamryBanus ISAKMP
2.5.1 HaaamryBaHHs moJiTuKH Kpunrorpadii

Hanmamryemo  monmituky  kpunrtorpadii  ISAKMP 10  Ha
mapipyTtuzaropi R1 ¢ BukopucTaHHsIM Kiroda «CisCO». IToBepHemocs 10
tabmuui ISAKMP (tabn. 2.2) nns Bubopy KOHKpeTHHMX mapamertpiB. He
MOJKHA 3aJIMIIATA TIApaMeTpy 3a 3aMOBUEHHSM, HEOOXiTHO HaJaIlITyBaTH
cnoci6 oominy kirouamu Ta DH-meroz,.

Jlns iboro HEeOOXiTHO BBECTH HACTYITHI KOMAHTH:

— BXOIMMO B TPUBUICHOBAHWHA PEXHM, JUII [BOTO B TEpMiHAII
BBOJIMIMO KOMAaHJTY:

> Enable;

— JUIS BXOJly B PSKUM HaJIAIITyBaHHS BBOJAMMO KOMaHIY:

> Configure terminal;

— BHMKOHYEMO HaJIallITyBaHHS:

> crypto isakmp policy 10

> encryption aes

> authentication pre-share

> group 2

> exit

> crypto isakmp key cisco address 10.2.2.2
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2.5.2 CtBopenns nepersopioBaya VPN-SET na R1

HeoOxigno crBoputu mnepersoptoBad VPN-SET nns toro, mo0
BUKOPHCTOBYBAaTH KpUNTorpadiyHi anmroputmu mmdpyBaHHs esp-3des ta
esp-sha-hmac. Ilicms mporo 3MoXKeMoO HaJaIlITyBaTH Marry KpurTorpadii
VPN-MAP, sika 3B’sike yci mapaMmeTpu pa3oMm.

Jlns iboro HEeoOXiTHO BBECTH HACTYITHI KOMAHTH:

— BXOJMMO B TPUBUICHOBAaHUN PEKUM, JUIS IOTO B TepMiHAII
BBOJIMIMO KOMaHJy:

> Enable;

— JUIS BXOJy B PEXKUM HAIANITYBaHHS KOHQIrypaimid BBOIUMO
KOMaH/y:

> Configure terminal,

— BHKOHYEMO HaJAIITyBaHHS:

> crypto ipsec transform-set VPN-SET esp-3des esp-sha-hmac

> crypto map VPN-MAP 10 ipsec-isakmp

> description VPN connection to R3

> set peer 10.2.2.2

> set transform-set VPN-SET

> match address 110

> exit

2.5.3 HanamryBanHsi Manu Kpunrorpagii Ha BuUXiZHOMY
inTepeiici S0/0/0

Kinmesum HanmamryBanHsMm Mamu kpuntorpadii VPN-MAP e 1i
npuB’s3Kka 10 BuxigHoro intepdericy S0/0/0 Ha mapmpyTtuzaropi R1.

Jlns iboro HEeoOXiTHO BBECTH HACTYITHI KOMAHTH:

— BXOJIMMO B TPUBUICHOBAHWA pPEXHM, JUIS [BOTO B TEpMiHAII
BBOJIIMO KOMaHTY:

> Enable;

— JUIS BXOJy B PEKUM HAIANITYBaHHS KOHQIrypamid BBOIUMO
KOMaH/y:

> Configure terminal,

— BHKOHYEMO HaJIAIITyBaHHS:

> interface S0/0/0

> crypto map VPN-MAP
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2.6 HanamryBanus IPSec mapamerpiB B mapmpyTtusartopi R3
2.6.1 VPN 3’eiHaHHSA THILY «MeEpPekKa-MepPeKa

Ternep HeoOXiIHO HamAITYBAaTH 3BOPOTHI MapaMmeTpH s fanoi VPN
Mepexxi Ha Mapmpyrtusatopi R3. Hamamrysamus ACL 110 mms
inenTudikauii Tpadiky 3 nokanbHOI Mepexki R3 y nokaneHy Mepexy R1 sk
«0COOIMBOTO».

Jlnst iboro HEOOXiAHO BBECTH HACTYITHI KOMaHTH:

— BXOJMMO B MNPHUBUICHOBAHUN PEXKHUM, JUIS I[OIO B TEPMiHAII
BBOJIMMO KOMaH/Y:

> Enable;

— I BXOQy B PEXKHM HaJAMITyBaHHA KOHQIryparlii BBOAMMO
KOMaH/y:

> Configure terminal,

- 1 BAKOHYEMO HaJIAITyBaHHS

> access-list 110 permit ip 192.168.3.0 0.0.0.255 192.168.1.0

0.0.0.255

2.6.2 HanamryBanusa ISAKMP

HamamryBanns  momituku  kpunrorpagii  ISAKMP 10 Ha
mapmpytuzaropi R3 ¢ BukopucTaHHAM Kio4a «CisSCO». [ToBepHIThCS 10
tabmuni ISAKMP (mmoxu 1e Hema) 171 3aBJaHHS KOHKPETHUX MapaMeTpiB.
He MoskHa 3ayIiI1IaTH TapaMeTpy 3a 3aMOBUYCHHSAM, HEOOX1THO HAJIAIITYBATH
crnoci6 oominy kirouamu Ta DH-meroz.

Jlnst iboro HeOOXi1AHO BBECTH HACTYITHI KOMAaH/IH:

— BXOJMMO B TPUBUICHOBAaHUI PEXKUM, Ui ILOTO B TepMiHAII
BBOJMMO KOMAaH[y:

> Enable;

— JUI1 BXOJYy B PEKUM HAJANITYBaHHSA KOHQIrypaiiid BBOJAUMO
KOMaHJ1y:

> Configure terminal;

— BHMKOHYEMO HaJIallTyBaHHS:

> crypto isakmp policy 10

> encryption aes

> authentication pre-share

> group 2
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> exit
> crypto isakmp key cisco address 10.1.1.2

2.6.3 CtBopenns nepersopwBaya VPN-SET na R3

Tak sx i Ha Mapmpytuzatopi R1 HeoOxigHO cTBOpuTH Halip I
neperBopennss VPN-SET, mis moknuBocTi BUKopucTanHs esp-3des Ta esp-
sha-hmac na wmapmpytuzaropi R3. Ilicims 1bOrO CTBOPIOETHCS Mama
Kkpunrorpadii, ska 3B’sKe HE0O0X1/IHI TTapaMeTpH pazoMm.

Jlnst mboro HEe0OXiAHO BBECTH HACTYITHI KOMAaH/IH:

— BXOIMMO B TPHUBUICHOBAaHWHA pPEXKHM, UIS [BOTO B TepMiHAII
BBOJIMMO KOMaH/Y:

> Enable;

— JUIi BXOJYy B PEKUM HAJalITyBaHHS KOHQIrypamiid BBOJANMO
KOMaHy:

> Configure terminal;

— BHKOHYEMO HaJIallITYBaHHSA:

> crypto ipsec transform-set VPN-SET esp-3des esp-sha-hmac

> crypto map VPN-MAP 10 ipsec-isakmp

> description VPN connection to R1

> set peer 10.1.1.2

> set transform-set VPN-SET

> match address 110

> exit.

2.6.4 HanamryBannsi Manu kpunrtorpadgii Ha BuXiTHOMY
inTepdeiici S0/0/1

KinneBum HanmamtyBanusM Manu kpunrorpadii VPN-MAP e ii
puB’s3Ka 10 BuxigHoro inrepdeiicy S0/0/1 na mapmpyruzaropi R3.

Jlnst mboro HEOOXiAHO BBECTH HACTYITHI KOMAaH/IH:

— BXOIMMO B TPHUBUICHOBAHWHN pPEeXHWM, UISI MBOTO B TepMiHAII
BBOJIMMO KOMaH/y:

> Enable;

— JUII BXOJy B DPEXHM HaNAMITyBaHHSI KOH(QIrypamii BBOIUMO
KOMaH/1y:

> Configure terminal;
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— BHKOHYEMO HaJIallITYBAaHHS:
> interface S0/0/1
> crypto map VPN-MAP

2.6.5 IlepeBipka poootu IPSec VPN

Bukonaiite komanmy show crypto ipsec sa na mapmpyrtusaropi R1
(puc.2.18).  3BepHiTh yBary [0  KUIBKICTh  IHKAlCyJIbOBaHUX,
3ammQpoBaHuX, JEKANCYIbOBAHNX, PO3MU(PPOBAHNX MTAKETIB BCTAHOBJICHA
B 0.

— BXOJMMO B MPHUBUICHOBaHUH pPEXHUM, IUIA LBOTO B TEpMiHAII
BBOJMIMO KOMaHIY:

> Enable;

— BHKOHYEMO KOMaHJY:

> show crypto ipsec sa

=8|

Physical I Config  CLI |

10S Command Line Interface
[FLINECR0I0-5-UPDUNN: Line protocol on Interzace Serizll 070, changed State to up

Routerrena
Routergshow crypto ipsec sa

interface: Serizsld/0/0

Crzﬁtc Z=p tas: UPN—HBPI local addr 10.1.1.2

protected vrf: (none)
local ident (addr/mssk/prot/port): (192_168.1.0/255_255.255.0/0/0)
remote ident (addr/mask/prot/port): (132.168.3.0/255.255.255.0/0/0)

current peer 10.Z2_2_27 port 500

PERMIT, flags={origin is acl,}

gpkts encaps: 0, #pkts encrypt: 0, #pkts digest: 0
gpkts decaps: 0, #pkts decrypt: 0, #pkts wverify: 0
gpkts compressed: 0, fpkts decompressed: 0
#pkts not compressed: 0, #pkts compr. failed: O
gpkts not decompressed: 0, #pkts decompress £failed: 0O
§send errors 0, grecv errors O

Pucynok 2.18 — Pe3ynbTaTi BUKOHAHHS KOMaHIu Show crypto ipsec sa

Jns toro, mo6 Tak 3BaHMH «OCOONMBHI» Tpadik NPOUIIOB Bif
JokanbHOT Mepesxi R3 o nokansHO1 Mepexi R1 Bukonaemo komany «Ping»
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Bix PC-C mo PC-A (11e MokHa 3pOOHTH 3a JOITOMOTOI0 Tapsvoi KiaaBirmi «Py,
JUTS IOTO TIICII HATWICKaHHS KJIaBilli TpeOa KIAIHYTH JiBOK KHOIKOO
MHUIII Ha 00’€KTi BiJ SKOTO OyJe WTH MiHT-TIAKeT, a TOTIM KJIAIHYTH Ha
00’€KTi 10 sIKOTO OyJie WTH MiHr-TIaKeT).

IToBTOpuMO KOMaHIy ShOw Crypto ipsec sa ma mapmpyrtuzaropi R1
(puc.2.19). 3BepHiTH yBary Ha Te, IO KUIBKICTh HakeTiB 3MiHWIach. Lle
o3Hauae, 1o HanamroBanuit IPSec npairoe.

=10l x|

Phyﬁcal' Config CLI |

10S Command Line Interface

I p = = rTraTooe -
Crypto map tag: VEN-MAPF, local addr 10.1.1_.Z2 I

m VELC -.m:

local ident (addr/mask/prot/peort): (132.168.1.0/255.255.255.0/0/0)
remote ident (addr/mask/prot/port): (132.162.3.0/2Z55.2 -2585.0/0/00
current_peer 10.2.2_2 port 500

PERMIT, flags={crigin_is_acl,}

g#pkts encaps: 1, #pkts encrypt: 1, #pkts digest: 0O

gpkts decaps: 2, #pkts decrypt: Z, gpkts wverify: 0

fpkts compressed: 0, gpkts decompressed: 0

§pkts not compressed: 0, #pkts compr. failed: 0

gpkts not decompressed: 0, §pkts decompress failed: 0

gsend errors 0, f#recv errors 0 |

55

local crypto endpt.: 10.1.1.2, remote crypto endpt.:10.Z.Z.2
path mtu 1500, ip mtu 1500, ip mtu idb Serial0/ 070
current outbound spi: O0x787E3EZ%(2021535369%)

inbound esp sas:

Pucynok 2.19 - Pe3ynpTaTti BUKOHaHHS KoMaHIu Show crypto ipsec sa

Tenep BukoHaiiTe komanny «Ping» Bin PC-B no PC-A. Ilicns poro
3HOBY BHKOHaiiTe KoMaHmy Show crypto ipsec sa ma mapmpyrusatopi R1
(puc. 2.20) i nepexoHaiTecs U0 KiTbKICTh MAKETiB HE 3MiHHUIIACH.
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Physical | Config CLI

10S Command Line Interface

1 T - P mmay gy -
Crypto map tag: VEN-MAP, local addr 10.1.1.Z I

FDIotected wIrD nong)
local ident (addr/mask/prot/port): (192.1€8.1.0/255.255.255.0/0/0)
remote ident (addr/mask/prot/port): (192.168.3.0/Z55.255.255.0/0/0)
current_peer 10.2_2.Z port 500
PERMIT, flags={crigin_is_acl,}
gpkts encaps: 1, #pkts encrypt: 1, #pkts digest: 0
gpkts decaps: Z, #pkts decrypt: Z, #pkts wverify: 0
gpkts compressed: 0, #pkts decompressed: 0O
gpkts not compressed: 0, #pkts compr. failed: 0
fpkts not decompressed: 0, #pkts decompress fsiled: 0
gsend errors 0, f#recv errors 0 i

local crypto endpt.: 10.1.1_.2, remote crypto endpt.:10.2_.Z_.2
path mtu 1500, ip mtu 1500, ip mtu idb Seri=l0/0/0
current ocutkbound spi: OxT787E3EZ3(Z021533363)

inbound esp sas:
spi: Ox4BDFOR4F(1Z72308367)
transform: esp-3des esp-sha-hmac |
in use settings ={Tunnel, }
conn id: 2007, fleow _id: FPEA:1l, erypto map: VEN-MAP
Sa timing: remaining key lifetime (k/sec): (4525504/35¢&1)
IV size: 1& bytes
replay detection support: W
Status: ACTIVE

——More—— | il

Pucynok 2.20 - Pe3ynbraTt BUKOHaHHs KoMaHu Show crypto ipsec sa
micns komauau «Ping»

2.7 3micT 3BiTY

— Xig pobotu;
— iHAWBiAyalbHa cXeMa 3 3a3HaueHHsIM KoH(iryparii inTepgeiicis;
— BIJMOBI/II HA KOHTPOJIbHI MMUTAHHSL.

2.8 KonTpoJibHi nuTaHHSA

Busnauenns ta sBuau VPN.
bazosi apxitextypu VPN.
I'pyna npotokomnis IPSec. OcoGnmBOCTI BAKOPHCTAHHSI.
4. Cxema mepenaui nmaketry 3 BukopucranusMm IPSec mudpysanus.
Oco0IMBOCTI HANAIITYBAaHHS Ta aapecarlii.

wn e
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