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1 JABOPATOPHA POBOTA.
Po3mupeni cnuckn ACL

Merta po0OTH: BUKOPHCTAaHHS PO3MIMPEHUX CIHCKIB KOHTPOJIO
noctyny (ACL) mnst 6e3neunoi Mapiipytusaiii Tpadiky B pO3MOIUICHUX
KOMIT'FOTEPHHUX Mepexax.

1.1 OcobauBocti po3mupenunx ACL

Posmmmpenuit ACL no3Bosnsie GiibTpyBaTH Tpadik BUKOPHUCTOBYIOYH
BEJIMKY KUJIbKICTh IMapaMeTpiB: ajpeca BiANPaBHUKA, ajpeca OJlepKyBaua;
TCP/UDP nopr Bignpasuuka; TCP/UDP mopt omepskyBada; 3a IpOTOKOIOM,
JlaHl SIKOrO B CepeirHi ip-makery ((puIbTp Mo mapamerpax); THIly Tpadiky
JUTS TAHOTO TIPOTOKOoJY (icmp - BiadiIbTpyBaTH TUTBKH icmp-reply) Ta iH.

MosxnmBocti posmmpennx ACL Buimie 3a craHmapTHi Ta MOXYTh
PO3MUPIOBATHUCA TOAATKOBUMU TeXHO.HOFiSIMI/II

— dynamic ACL — cmouatky meski psoKd HE IPAIfOIOTh, ajie KOJIH
aJMIHICTpaTOp MIAKIIOUAEThCS OO MapIipyTtu3atopa mo telnet, 1mi psaku
BKJIFOYAIOTHCS, TOOTO aJAMIHICTPATOp MOXKE 3aTUIIATH IS ce0e «TipKy» B
Oe3reri Ipy HAJTaro/HKEHHI mapaMeTpiB a00 MPH BXOII B MEPEKY;

— reflexive ACL - 13epxanbpHi CIHMCKH KOHTPONIO JIOCTYILY,
JIO3BOJISFOTH 3aIlaM'ITOBYBATH, XTO 3BEPTABCH 13 30BHIIIHBOI MEPEkKi (3 IKUX
ajgpec 1 MOPTIB, HAa SKI aApecd 1 IOPTH) 1 aBTOMATHYHO (opMyBaTH
mepkanpunii ACL, sxkuii 1mpomycKaTHMeE 3BOPOTHHM Tpadik 330BHI
BCEPE/IMHY TUTBKH, SIKIIO 3 MEPEXKi € 3BEPHEHHS JI0 JAHOTO PECYPCY;

— timeBased ACL - geaxi psaxd cCHOpanbOBYIOTH TINBKH B
KOHKpETHHH 4vac. Hampuknan, JIerko HalamTyBaTH TOCTYI B IHTEPHET 3
oicy TiuTEKH B po0OYi TOTUHH.

3aranpHa (dopmMa KOMaHIM IS (OpPMyBaHHS psIKa CIUCKY
PO3IIMPEHOTO JOCTYIY:

access-list access-list-number {permit | deny} protocol source
source-wildcard [operator source-port] destination destination-
wildcard [operator destination-port] [precedence precedence-number]
[tos tos] [established] [log | log-input], me access-list-number -100-199 |
2000-2699, protocol - ip, icmp, tcp, gre, udp, igrp, eigrp, igmp, ipinip, nos i
ospf.



s mopTy source-port abo destination-port MO)kHa BUKOPUCTOBYBATH
HOMeEp IopTy abo ¥oro mo3HaueHs bgp, chargen, daytime, discard, domain,
echo, finger, ftp, ftp-data, gopher, hostname, irc, klogin, kshell, Ipd, nntp,
pop2, pop3, smtp, sunrpc, syslog, tacacs-ds, talk, telnet, time, uucp, whois i
www. Operator 1€ eq (Tak camo), neq (He mopiBHIOE), gt (OimbmIe HIXK), It
(MeHIIIE HIX), range (BKa3yeThCsl 1Ba MMOPTH JIJIsl BU3HAYCHHS Jialla30Hy).

Vei ACL, sk craHgapTHi Tak 1 pPO3MIMPEHI, MOXKHA 3aJaBaTu
iMeHOBaHHM ab0 HyMepoBaHHM crocoOooM. [leprwmii 103BOJIsIE pegaryBaTu
ACL, a mpM BHKOPHCTaHHI JPYroro, CIHCOK KOHTPOJIO AOCTYIY MOXHA
BUIAINTH TUIBKH IIJTKOM 1 CTBOPHUTH 3aHOBO, 00 JOMHCATH PSIAOK B KiHEI(b.

Mpumitka. IM's IMEHOBAHOIO CHHUCKY BIIYYTHO JO PpErICTpPY.
[Mpug's3ka imeHoBanux ACL 1o inTepdeiicy 3a1iCHIOEThCS KOMaH 100!

Router (config) # interface type [slot Ne] port Ne

Router (config-if) # ip access-group ACL_name in | out

Skmo ACL iMeHOBaHHIA, TO Y HBOIO € IM's, K€ MU 1 BKa)XEMO Ha
inTepdeiici. Jlnsd BUKOHAHHS HaJAINTYBAaHHS 3aXOAMMO Ha iHTepderic i
MMAIIIEMO KOMaHIy ip access-group, HaIpUKIa, TakK:

R1#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

R1(config)#interface FastEthernet0/0

R1(config-if)#ip access-group NAME in

YV nwomy npukiaam Mu 3actocyBain ACL 3 iM'sim NAME mnHa
iTepdeiice Fal/0 Ha Bech BXimuui Tpadik (in), SKOM MM BKa3aM out -
(dbimeTpyBaBCs 0 BUXITHUN Tpadik.

Bszaraui, Ha onuH iHTepdelic MoxkHa HamamTyBatH Aekimbka ACL, ane
3a YMOBH, SIKITIO Y HUX BiIpi3HAE€THCA HApsMok abo mpotokoin (IPX ACL,
AppleTalk ACL).

Posrmsaemo mnpuknan BukopuctanHs ACL: e Tomoioris 3 m’sTH
MepEXK: KOMII I0Tep, AKUH MAKIIoUEHO 10 MapiupyTtu3aTopa R1, gani R2, R3
Ta R4 1o sKoro migkIO4YeHO HOyTOyk. Tpeda 3a00pOHHTH JOCTYIT 3
KOMIT'IOTepa B MEpeKy HOyTOYKa JIBOMa CIIOCOOaMH TI0 Yep3i (CIIOYaTKy 3a
JIOTIOMOT'OI0 CTAaHIAPTHOIO, IOTIM 3a jJomoMoro posmmpenoro ACL).
Cranmaptauit ACL 1oBOIUTBCS PO3MINIYBATH MaKCHMAaJIbHO OJU3BKO IO
omepxyBaua Tpadiky (3a momomoror crapmaptaHoro ACL M MoxkeMo
BHM3HAYMTH aIpecy BiAIpaBHUKA alle MOXKEMO HE 3HATH MapIIpyT Tpadiky).
Tomy, skio Mu 3a00poHseMo gocTyI 3 IP agpecu komir'roTepa Ha Bxig Fa0/0
MapipyTtu3aropa R1, To Mu 3M0keM0 3a00pOHUTH a00 JTIO3BOJIUTH TITHKH
Bech Tpadik 3 KOMHO'IoTepa Bigpasy, TOOTO B yci Mepexi, a HE TUIbKHA B



Mepexy HoyTOyka. Tomy, noBenerhbcs craButu ACL MakcuManbHO OJU3BKO
JI0 ofepKyBada Tpadiky, a came, Ha R4 na Buxin 3 inrepdeiicy Fa0/1. Skuio
maker aiiinioB Ha R4 i xoue Buiitu uepe3 Fal/1, 3HaunTh BiH TOYHO CIiAyE B
Mepexy HOyTOyKa. 3a nonomMororo cranaaptHoro ACL mMoxxHa 3a00poHUTH
Tpadik, 1110 HJIe Bl KOMITIOTEpa.

HaBenemo mnpukiamn komaHn access-list posmmpeHoro cmucky
KOHTPOJIIO JOCTYIY Ta MOACHCHHA 10 HUX.

access-list 101 deny ip any host 10.1.1.1 — 6yap-sikuit ip-miaker, 6y16-
sIKa ip-azpeca BiAMpaBHUKA, 3 iP-aapecoro otpumysaua 10.1.1.1.

access-list 101 deny tcp any gt 1023 host 10.1.1.1 eq 23 — nakeru i3
3aronoBkoM TCP, 3 Oyab-sK010 iP-apecoro BimpaBHUKaA, 3 HOMEPOM TTOPTY
BianpaBHHKa, sxuii Olnbire (gt) 1023, 3 ip-aapecoro oTpuMyBaya, SIKa TOYHO
craisnazgae 3 10.1.1.1 Ta HoMepoM OPTY OTpUMYyBaya, 1o gopiBHIoE (eq) 23.

Sxmo BukopucTOByeThes posmmpenuii ACL, To #Horo MoxHa
[MOCTABUTH JIE 3aBTOJHO, ajie¢ Kpallle CTaBUTH MAaKCHMajbHO OJIM3BKO 0
BianpaBHHKa Tpadiky, To0To Ha R1 Ha BXix Fa0/0. Tomy, sikiio Mu 6a4yumo
B po3mmpenoMy ACL aapecy ozepkyBaya 1 SKIIO HaKeT Hae 3 KOMITIOTepa
B MepeKy HOyTOyKa, TO BHAaauMoO ioro Ha Bxomi B Fa0/0, mo6 mami He
HaBaHTa)XyBaTH MEPEXKY Iepeaadeto 1[bOro makera.

TakuM YMHOM € mpaBuio, ske Bce cupomye: «Cranmaptauid ACL
CTaBUThCI MAaKCUMAIJIBHO OJIM3BKO JI0 oJiepKyBaya Tpadiky, pO3IIHPEHUN -
MaKCHMaJIbHO OJIM3bKO 10 JpKepeina Tpadiky». IlpaBuno He 3aBKIu
e(eKTUBHO ajie IS [T0YaTKy BOHO HEIOraHo mpamoe. ToMy peKoOMeHIyeEMO
BHOMPATH HAJAINTYBaHHS CIIOYATKY 3a LIUM MPABUJIOM, a IOTIM BH3HAYATH
MapmpyT Tpadiky i sk MokHA TominmuTé po3mimeHas ACL.

1.2 Po3miMpeHi CHUCKH JOCTYILY

PosrisiHeMo BUKOpHCTaHHS PO3IIMPEHHUX CIIUCKIB KOHTPOJIIO AOCTYILY
Y pO3MOAiTEHUX 200 KOPIIOpaTUBHUX Mepexkax. [lo0ymyeMo Ta HajmamryeMo
MEpexy i3 3a7aHoro Torosoriero (puc.l.1).

3 maHeni npwiadiB B podody 001acTh HEPEHECITh 3 MapLIpyTU3aTOpa
1841 (mns 3pyuHOCTi MOXKHA iX TiepeiimenyBaTtu BimmoBigHo R1, R2, R3), 6
komyratopiB 2950-24, 2 cepBepu, 2 HOyTOykm 1 4 xomm'rorepu. [lns
3py4YHOCTI CKOPOTUTH Ha3BHM KOMYTaTOpiB A0 SW, a HOyTOyKiB g0 Lap.

Buxonaiite HamamryBaHHS Mepexi. s IbOro BUKOPUCTOBYHTE
KoH(]irypauiiiHi mapamerpH, 1o HaBeAeHi y Tabnumi 1.1.



10.0.1.028

Fa0/1 Fa0?2 Fa00 _ PC P i 10.0.1.32/28
) o 3, son0 PCI e ‘
= 2950-24 18 41 - _;]
Server-PT S -’ 74
Serverl w1 R1 ST < PC-PT
10 0.2.030 Sw2 PC2

\”}‘00
S0/

1841“0 1 100.1.4828

R2 Fa02
100.1.16728 1002300 \_ﬁfm—g
2950-24 PIC-I”IT
S ra -"LF"*“ k “0_‘2»%{‘: S0/10 Sw3 PC3
. 2950-24 18N
Sgl(::/lell,)’; L R3 10.0.1.6428
Fa02 Fa03 Fall L aptop PT
Fa0/l "‘““"‘ Lapl
2950-24 2950-2.
/ SwS Sw4 \
PC-PT
PC4 Laptop—PT
Lap2
Pucynok 1.1 — Moxgens Mepexi
Tabnuus 1.1 — HanamtyBaHHS
M puctpiit I:;)Z%E_ IP-anpeca Macka g aetf:lvl\j::y
Rl Fa0/0 | 10.0.1.1 255.255.255.240 okl
S0/1/0 | 10.0.2.1 255.255.255.252 il
Fa0/0 | 10.0.1.33 255.255.255.240 il
R2 Fa0/1 | 10.0.1.49 255.255.255.240 okl
S0/1/0 | 10.0.2.2 255.255.255.252 il
S0/1/1 | 10.0.2.5 255.255.255.252 ekl
Fa0/0 | 10.0.1.17 255.255.255.240 ekl
R3 Fa0/1 | 10.0.1.65 255.255.255.240 fkolel
S0/1/0 | 10.0.2.6 255.255.255.252 il
Serverl Fa0 10.0.1.2 255.255.255.240 10.0.1.1 /28
Server2 Fa0 10.0.1.18 255.255.255.240 10.0.1.16 /28
PC1 Fa0 10.0.1.34 255.255.255.240 10.0.1.33/28
PC2 Fa0 10.0.1.35 255.255.255.240 10.0.1.33/28
PC3 Fa0 10.0.1.50 255.255.255.240 10.0.1.49 /28
PC4 Fa0 10.0.1.66 255.255.255.240 10.0.1.65 /28
Lapl Fa0 10.0.1.67 255.255.255.240 10.0.1.65 /28
Lap?2 Fa0 10.0.1.68 255.255.255.240 10.0.1.65 /28




3pificiumo  koHGirypanito  RIP  mapmpyrmsamii  Ha  Beix
MapLpyTH3aToOpax, 3a JONOMOrol HajamTyBaHHs y Briuagumi CLI aGo
Config RIP.

Mpumitka. MapupyTuszaiico MOXKHa HaJallITyBaTH OyAb-IKHM
crocobom, sikui 151 Bac € 3pyuHnm.

st R1

Router1(config)#router rip

Router1(config- router)#version 2

Router1(config- router)#network 10.0.0.0

st R2

Router2(config)#router rip

Router2(config- router)#version 2

Router2(config- router)#network 10.0.0.0

g R3

Router3(config)#router rip

Router3(config- router)#version 2

Router3(config- router)#network 10.0.0.0

ITepeBipuMoO mi€3MaTHICTP MEPEXi 3a OMOMOTOI0 KOMaHAM ping.
IaTepdeiicn BCiX MpUCTPOIB MOBUHHI MMHTYBATUCS 3 YCIX MPUCTPOIB.

1.2.1 Cnucok gocTyny Mepe:xxa-mepe:ka

CTBOpPHMO 2 CITUCKHU JTOCTYIY, SIKi 3200pOHSATH Tpadik:

— TepuIHii - Bix TokamsHOI Mepexi komm'torepi PC1 1 PC2 —anpeca
Mmepexi 10.0.1.32/28, B nokanbHy Mepexy HOyTOykiB Lapl i Lap2 — anpeca
mepexi 10.0.1.64/28. Tak sk Tpadik npuxoawTh Bigx R2, a cmmcox
PO3IIUPEHUH, TO CJIiJ MOMICTHTH CITUCOK J0cTyny Ha inTepderic Fa0/0 R2
IUTS BXITHOTO Tpadiky.

Router2(conf)#access-list 101 deny ip 10.0.1.32 0.0.0.15 10.0.1.64
0.0.0.15

Router2(conf)#access-list 101 permit ip any any

Ieprra komMaHaa Oe3mocepe/IHbO BUPIIIYE MOCTABJICHE 3aBIAHHSI, a
Jpyra A03BOJISE Bech iHIMH Tpadik, epeBipuMo CTBOpeHHs crucky 101.

Router2 # show access-list

OTpuManu HaCTyIIi CTPOKH.

Extended IP access list 101

10 deny ip 10.0.1.32 0.0.0.15 10.0.1.64 0.0.0.15
20 permit ip any any



3acTocyeMo CIHCOK JOCTYMy A0 iHTepdeiicy.

Router2 (conf) #interface Fa0/0

Router2 (conf-if) #ip access-group 101 in

J7ist TecTyBaHHS MIEPIIOTO CIHUCKY TOCTYITY, CIIPOOYHTE MPOMIHTYBaTH
Bix PC1 1a PC2 — PC4, Lapli Lap2.

PC #ping 10.0.1.67

Hns PC4, Lapl i Lap2 ninru e #nyTh. CIMCOK AOCTYITY MPALOE;

— napyrui - Big mepexi komm'torepa PC3 — aapeca 10.0.1.48/28, B
Mepexxy cepsepa Serverl — 10.0.1.0/28. Chwmcok cimig momicTuTy Ha
inrepdeiic Fa0/1 R2 mis BxigHOro Tpadiky.

Router2(conf)#access-list 102 deny ip 10.0.1.48 0.0.0.15 10.0.1.0
0.0.0.15

Router2(conf)#access-list 102 permit ip any any

3acToCyEMO CIMCOK JOCTYITY 110 iHTepdercy.

Router2 (conf) #interface Fa0/1

Router2 (conf-if) #ip access-group 101 in

Iami moxna BBecTH Komaumy Show access-list i Bona moBmHHA
BHUBECTH BMICT 000X ciuckiB moctymry 101 Ta 102

Jlnist TecTyBaHHS Ipyroro CHUCKY JIOCTYITY, CIpOOYHTE MPOMIHTYBATH
Bix PC3 - Serverl.

PC3 #ping 10.0.1.2

s Serverl ninru He WxyTh. CIUCOK JOCTYITY MPAIIFOE.

1.2.2 Cnucok 10cTymy X0CT-X0CT
Creopumo Ha R3 crimcok gocrymy, sikuit Giokye noctyn jo Serverl
TimekH 3 Lapl.
Router3(conf) #access-list 103 deny ip 10.0.1.67 0.0.0.0 10.0.1.2
0.0.0.0
Router3 (conf) # access-list 103 permit ip any any
TIepEeBipIMO CTBOPEHHS
Router3 # show access-list
Extended IP access list 103
10 deny ip host 10.0.1.67 host 10.0.1.2
20 permit ip any any
3acrocyemo crcok goctymy a0 Fa0/l intepdeiicy R3
Router3 (conf) #interface FastEthernet0/1
Router3 (conf-if) #ip access-group 103 in
[lepesipre, 0 Bu He MokeTe miHryBatu Serverl 3 Lapl.
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Lapl # ping 10.0.1.2
[lepeBipre, mo Bu Moxere miHryBaTu Serverl 3 Lap2 ta PC4.
Lap2 # ping 10.0.1.2 PC4# ping 10.0.1.2

1.2.3 Cnucok 10CTymy Mepe:Ka-xocT

Buganute nonepenHi cnucku goctymny 3 iHtepdeticie R2 1 R3.

Router2 (conf) #interface Fa0/0

Router2 (conf-if) #no ip access-group 101 in

Router2 (conf) #interface Fa0/1

Router2 (conf-if) #no ip access-group 102 in

Router3 (conf) #interface Fa0/1

Router3 (conf-if) #no ip access-group 103 in

CTBOpUTH PO3MIMPEHUIT CIHCOK JAOCTYMY, SIKHi OJIOKye Bech Tpadik
no PC1 3 nokanbHoi Mepexi xomm'totepiB PC4, Lapl i Lap2. Tak sk mu
Oiokyemo Bech Tpadix, To Oymemo BUKOpucTOBYyBaTH I[P mpotokon Ta
CIIMCOK KOHTPOJIO JocTymy Ha R3.

Router3 (conf) #access-list 100 deny ip 10.0.1.64 0.0.0.15 10.0.1.34
0.0.0.0

Router3 (conf) # access-list 100 permit ip any any

3acrocyemMo CIMCOK 0 BUXiAHOTo Tpadiky Ha iHTepdeiici Serial0/1/0
MapiapyTtusatopa R3.

Router3 (conf) #interface Serial0/1/0

Router3 (conf-if) #ip access-group 100 out

Router3#show access-list

Extended IP access list 100

10 deny ip 10.0.1.64 0.0.0.15 host 10.0.1.34
20 permit ip any any

Jua epeBipku crimcky cripoOyiite nponiaryBata PC1 (10.0.1.34) 3
PC4, Lapl i Lap2. [linru He mpodayTh. Y BCIX IHMNX 3’ € THAHHIX TPUCTPOI
MIHTYIOThCS. CIUCOK TMPAIIFOE.

1.3 ImenoBani ACL

BaxumBa mepeBara IMEHOBAHHMX CIUCKIB B TOMY, III0 BOHH
JI03BOJISIOTh BUAAISTH 3 HUX OKPEMi CTPOKH, IIIIXOM JI0ITaBaHHS MOTPIOHUX
KoMaHA. B 3aBpaHHI pO3IIITHEMO TiepeBard 3acTOCYBaHHS IMEHOBAaHHX
CHHCKIB 3 METOI TMOJANBIIOrO iX 3aCTOCYBaHHS K Y CTaHJAPTHHUX TaK i y
posmupenux ACL.
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[lpu HamamryBaHHI Mozeni Mepexi BUKOPHUCTOBYEMO TOIOJOTIIO i
KoH(pirypamito 3 pucyHky 1.2.

~Fan/0
L

1841

R1

172.16.1.0 f28

Fa0/0, Gt
(]
R2

172.16.1.16 /28

~=gat Sel/1/0

|

1841
R3

Pucynok 1.2 — Monens Mepexi

Se0/1/0

Jo R2 ta R3 mapmpyrtuzatopa (Mozaeias 1841) momaemMo 101aTKOBI
wiatu 3 Serial mopramu (WIC-2T).
OO0OB’SI3KOBO  BHKITFOYAEMO  MAapIIPYTH3ATOPHU  TIPH
BCTaHOBJICHHI HOBUX TLJIAT.

Jami npusHaunMo ajapecu intepdeticiB 3rimHo tabmumi 1.2, Ilpu
HanamryBanui Serial mopris He 3a0yBaiiTe 3a1aTH 3HAYEHHS CHHXPOHI3aIii

IMpumirka.

(mammpuxirax 64000).
Tabmuns 1.2 — HanamryBaHHs
R1 R2 R3
Ethernet moprm = |172.16.1.2 /28 |172.16.1.1 /28
Serial mopTu 172.16.1.17 /28 |172.16.1.18 /28

3piticauMo koHdirypamiro RIP mapmpyrtu3zaiii (a60 3a1ummMo Bike
iCHyl04y) Ha BCIX MapIIpyTH3aTopax, 3a JOTOMOrO0 HaJaINTYBaHHS Y
skmaani CLI a6o Config RIP.

Hns Routerl

Router1(config)#router rip
Router1(config- router)#version 2
Router1(config- router)#network 172.16.0.0

s Router2

Router2(config)#router rip
Router2(config- router)#version 2
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Router2(config- router)#network 172.16.0.0

st Router3

Router3(config)#router rip

Router3(config- router)#version 2

Router3(config- router)#network 172.16.0.0

[epeBipuMo Ai€30aTHICTH MepekXi 3a JOMOMOTOK KOMaHIM ping
(MoxxnuBicTh minryBatH iHTepdeiic Ethernet0/0 (172.16.1.2) R1 3 R3).

Router3#ping 172.16.1.2

Jani HanamryeMo CUCKH KOHTPOITIO AOCTYITY.

[TocraBuMO 3a1auy 3a00POHUTH I10 BCid Mepexi Juiie miHr Big R3 Ha
R1. Criucok goctymy po3mMpeHuid Tomy Oynie po3TalmioBaHUK OJrK4Ye 10
JoKepena (Uit CKopodeHHs Tpadiky).

B mpomy mpukiani posranryeMo IMEHOBAaHWHA CIHUCOK 3 1M SIM
deny ping Ha R1.

Routerl (config) #ip access-list extended deny_ping

Routerl (config-ext-nacl) #deny icmp 172.16.1.18 0.0.0.0 172.16.1.2
0.0.0.0

Routerl (config- ext-nacl) #permit ip any any

Ilepmma komMaHma BKa3zye, IO MH CTBOPIOEMO IMCHOBaHUWH
PO3IIMPEHUH CITUCOK JOCTYIY 3 iM’siM deny _ping. Jpyra koMaH/a BKa3ye Ha
3abopony ICMP Ttpadiky 3 anmpecoro mxepena 172.16.1.18 i aapecoro
npuiimada 172.16.1.2. Tpers komanma no3Bomsie pemty IP Ttpadiky.
[lepeBipuMO CTBOPEHHS CIIHCKY.

Routerl #show access-list

Extended IP access list deny_ping

10 deny icmp host 172.16.1.18 host 172.16.1.2
20 permit ip any any

Bce npaBuipHO, MU 0aYMMO B TIEPIIOMY PSAKY MPOCTO iHITY GhopMy
momanHs koMmaHam deny icmp 172.16.1.18 0.0.0.0 172.16.1.2 0.0.0.0.
3acTocyeMo CITUCOK [uTst BXigHOro Tpadiky inrtepdeiicy Fa0/0 na R1.

Routerl (conf) #interface Fa0/0

Routerl (conf-if) #ip access-group deny _ping in

[Ipuemnaemocs mo R3 i mpomiaryem R1

Router3 # ping 172.16.1.2

Hespnaua. Ilpuennaemocs no R2 i mpomiaryem R1

Router2 # ping 172.16.1.2

[Tinr npoiimos ycninHo. 3poOMMO BUCHOBOK, L0 CIIMCOK KOHTPOJIIO
JOCTYILY TIPALIOE.
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Bupanmuts komanmy (20 permit ip any any), sika 103BoJisi€ Tiepeaaqy
MAKETiB 3 OyAb-SKUX IHIIUX MIPUCTPOIB.

IMeHOBaHI CIMCKH JTO3BOJISIFOTh BUIAJISATA OKPEMi KOMaHIH.

Routerl (config) #ip access-list extended deny_ping

Routerl (config- ext-nacl) #no permit ip any any

Routerl (config- ext-nacl) #"z

[epeBipuMo 3MiHU Y CITUCKY.

Routerl #show access-list

OTtprManu HaCTyITHE.

Extended IP access list deny_ping

10 deny icmp host 172.16.1.18 host 172.16.1.2

Temnep ninr we npoiiae Hi 3 R3 Hi 3 R2.

BukopuctoBytour iMEHOBaHI CIIMCKH SIK CTaHJAPTHI TaK 1 pO3LIMPEHi
BU Ma€eTe OUTBINI MOXKITMBOCTI IIPH PeAaryBaHHI OKPEMHX KOMaHJI y CITUCKY.

1.4 Bukopucranus nporokoais B ACL

PosrisiHeMO BHMAgoOK KONM € MOXJIMBICTh IMJKIIOYCHHS 32
MPOTOKOJIOM BIJJIANIEHOTO JOCTYITY JIO KOXHOTO MapIIpyTH3aTopa Mepexi
TIIBKM TIPUCTPOsM 3 Mepexi 172.16.1.16/28. YV Takomy BHIAAKy Ha
KOXXHOMY MapIIpyTH3aTOpi MOXKHA BHKOPHUCTOBYBATH KOH(QITyparliro, ska
PO3IIITHYyTa Ta HaBeIeHa Y IIbOMY PO3/IiTi PH HanamrtyBaHHi criuckis ACL.

[Ipn HamamTyBaHHI BHKOPHCTOBYEMO TOIOJOTIIO 1 KOH(Irypamio 3
pucysky 1.3.

S

1341 " 1841
R1 / R2

Pucynok 1.3 — Mopaens Mepexi

JTo R2 ta R3 mapmipyrusaropa (1841) nomaemMo 101aTKOBI ILIaTu 3
Serial mopramu (WIC-2T).

[pumitka. OOOB’SI3KOBO  BUKIIIOYAEMO MAapLIPYTH3aTOPH IIPH
BCTaHOBIICHHI HOBUX IUIAT.
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Hani npusnauumo azapecu intepdeiiciB 3rimHo Tabmumi 1.3. [pu
HanamrtyBanHi Serial moprtiB He 3a0yBaiiTe 3a1aTH 3HAUCHHS CHHXPOHI3aLlil
(manpukmnan 64000).

Tabnuis 1.3 — HanamryBaHHs

R1 R2 R3
Ethernet moptut = |172.16.1.2 /28 |172.16.1.1 /28
Serial mopTu 172.16.1.17 /28 |172.16.1.18 /28

3nifichuMo  koHgirypamiro  RIP  mapmpyruzanii  Ha  Beix
MapIpyTH3aTopax, 3a JIONOMOrol HajamTyBaHHs y Briaimi CLI aGo
Config RIP.

st R1, R2 ta R3 Bukonaemo namamryBanas RIP.

Router1(config)#router rip

Router1(config- router)#version 2

Router1(config- router)#network 172.16.0.0

ITepeBipuMO Ii€3MaTHICTh MEPEXKi 3a IOMOMOrOI0 KOMAaHIW ping
(MoknuBicTe miHTYBaTH iHTepdeiic Ethernet0/0 (172.16.1.2) Routerl 3
Router3).

Router3#ping 172.16.1.2

Hanamryemo koH}Irypariito CrucKy KOHTPOIIO JOCTYITY.

Jo3BorMo 3axoauTu Ha R2 TenHeToM Ha fBa iHTepdeiicu 3 mapoiem
router2

Router2 (config) #line vty 0 4

Router2 (config-line) #login

Router2 (config-line) #password router2

B naniii pobori ACL BUKOHYIOTH ABa pi3HUX 3aBaaHHs. [lepmie
JI03BOJISIE TUTBKU TEIHET 3 MEpexXi mociimoBHoro 3'eananns (intepdeiic
Serial0/1/0) 172.16.1.16/240 nus Bxomy Ha R2.

Router2 (conf) #access-list 101 permit tcp 172.16.1.16 0.0.0.15 any
eq telnet

Jpyre no3Bonsie Ha Mapipytusaropi R2 Bech tpadik 3 Ethernet0/0
mepexi 172.16.1.0 /240.

Router2 (conf) # access-list 102 permit ip 172.16.1.0 0.0.0.15 any

[lepeBipuMO yCTaHOBKY CITHCKIB.

router1#show access-list

B pesynbTarti oTpuManu HaCTYIHI PSAIKH.
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Extended IP access list 101

10 permit tcp 172.16.1.16 0.0.0.15 any eq telnet

Extended IP access list 102

10 permit tcp 172.16.1.0 0.0.0.15 any

Temnep 3acTocyemo criucku 1o iHTepdeiciB I BXiTHIX MaKeTiB

Router2(conf)#interface Serial0/1/0

Router2(conf-if)#ip access-group 101 in

Router2(conf-if)#interface fa0/0

Router2(conf-if)#ip access-group 102 in

Hns nepesipku, mo ACL npucyTHi Ha iHTepdelicax, BUKOPUCTOBYHTE
KOMaHZy':

Router2 #show running-config

abo

Router2 #show ip interface

[lepesipumo ¢yukmionyBanuss ACL. Ilpueanaemocs mo0 R3 i
crpobyemo Oe3ycrinmHo mpominrysaTy intepdeiic Serial0/1/0 na R2.

Router3 #ping 172.16.1.17

ACL nomep 101 3a6mokyBaB ping. Ajie MOBUHEH J03BOJIUTH telnet

Router3 #telnet 172.16.1.17

VYcmimuo. Beememo mapons  “router2”.  3ampornenas Router3#
smiHmiocs Ha Router2>. 3 R2 moxHa npomiarysatd R3 un R1, mis miporo
Tpeba BUKOHATH KoMaHy ping 172.16.1.18 ago ping 172.16.1.2. Y nanomy
BUMAIKy KoMaHma ping 172.16.1.18 ue cmparmtoe. st moBepHeHHS Ha R3
Tpeba BBectu omHowacHo Ctrl-shift-6, a morim X, moBepHemocs mo
3amporneHHs Router3#.

ITomuBuMOCS HOMEp cecii 1 BUIaIMMO TEITHET 3'€ THAHHS.

Router3 #show sess

Router3 #disconnect 1

[Ipuemnaemocs no R1 i momuBuUMOCS, YN MOXKHA MPOIIHTYBaTH
inTepdeiic Serial Ha R3.

Routerl #ping 172.16.1.18

Hespnamno. Ilaker craptye B R1, fine uepe3 R2 i mpuxonuts Ha R3. Ha
R3 BiH mnepedopmyerbcs 1 Bimcmmaerbes Hazan mo RI. Komm R3
neped)opMaTOBYe MAKET, ajipeca JHKEpeia CTae aipecoro MpuitMaya, a aapeca
npuiiMaya ctae ajapecoro jpkepena. Komu maker mMpuUXOauTh Ha iHTepderic
Serial0/1/0 na R2 BiH BimkuaaeThCs, Tak K aapeca jpKepena aopiBHioe [P
anpeci inTepdeiicy Serial0/1/0 nva R2 172.16.1.17, a TyT 103BOJICHHI JIHIIIE
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tep. [Ipuennaemocst 1o R1 i moaMBHMOCS, Y MOXXKEMO MU TPOMIHTYBAaTH
inrepdetic EthernetO na R2.

Routerl # ping 172.16.1.1

Vemnmuo. AHAIOr4HO 1 IS TETHET

Routerl # telnet 172.16.1.1

Beenemo mapoins “router2” (mist moBepHenns ctrl-shift-6, a morim X).
ACL mpamtoroTs YCIilHo.

1.5 Camocriiine 3aBganus

BukopucroBytoun HacTyIHy MoJienb Mepexi (puc.1.4), ane 3MiHUBIIN
il KOKEH ITiJ] CBii BapiaHT, BAKOHAMTE HaBeICHI HU)KUE 3aBaHHS.

192.168.20.0 /24 209.165.200.224 /27

Fa0/1
- 192.168.20.1 /24

S0/0/0
WEB/TFTP Seven 10.1.1.2/30

192.168.20.254 /24

10.1.1.0 /30 10.2.2.0 /30

S0/0/1
10.2.2.2/30

S0/0/0
10.1.1.1/30 /Hee

192.168.30.0 /24
192.168.30.2 /24

192,168.10410 /24 192.168.11.10 /24 192.168.30.10 /24
Pucynok 1.4 — Mopgens Mepexi

Juis HanamtyBaHHSA, BUKOPUCTOBYHTe TaOmuipo 1.4 ame koKHMIA
CTYJeHT MOBUHEH iHJAMBITYAJIbLHO 3MIHUTH yCi Mepe:ki, sIKi TOYNHAIOTHCS
3192.168 (y npukiazi) Ha BaacHi. Jle 192 3MiHIO€THCSI HA HOMEP CTyAeHTa
Yy CHHMCKY rpynu, a 168 Ha KijbKicTh JiTep y npi3BuIli CTyaeHTA.

Hpukaag. Genopenxo (Ne 3a cnuckom 18) — yci TabnuuHi AaHHI
MOBHHEH 3MiHUTH 3 192.168.x.x Ha 18.9.X.X 1 y HOAaNbIINX HATAIITYBAHHIX
BHUKOPUCTOBYBATH TIIBKH iX.
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Tabmuus 1.4 — Ilpuknan HanamtyBaHHs

EHeMeH.T InTepdeiic Ip-aapeca Macka mepe:xi IlLmos 3a
Mepeski 3aMOBYEHHAM
Fa0/0 192.168.10.1 255.255.255.0 N/A
R1 Fa0/1 192.168.11.1 255.255.255.0 N/A
S0/0/0 10.1.1.1 255.255.255.252 N/A
Fa0/1 192.168.20.1 255.255.255.0 N/A
R2 S0/0/0 10.1.1.2 255.255.255.252 N/A
S0/0/1 10.2.2.1 255.255.255.252 N/A
Lo0 209.165.200.225 | 255.255.255.224 N/A
R3 Fa0/1 192.168.30.1 255.255.255.0 N/A
S0/0/1 10.2.2.2 255.255.255.252 N/A
S1 Vlanl 192.168.10.2 255.255.255.0 192.168.10.1
S2 Vlanl 192.168.11.2 255.255.255.0 192.168.11.1
S3 Vlanl 192.168.30.2 255.255.255.0 192.168.30.1
PC1 NIC 192.168.10.10 255.255.255.0 192.168.10.1
PC2 NIC 192.168.11.10 255.255.255.0 192.168.11.1
PC3 NIC 192.168.30.10 255.255.255.0 192.168.30.1
Server NIC 192.168.20.254 255.255.255.0 192.168.20.1

IMpumirka. SIKI0 BUHUKAIOTH TPYAHOIIII, TO 3BEPHITH YBary Ha Te, 10
3arajbHi HaJAIITyBaHHS MapIIpyTH3aTOPiB HaBeneH1 qaii, y myHKTi 1.5.6.

1.5.1 Po3po0ka cxeMH Ta HAJAIITYBaHHS Mepe:ki

Crmodatky Tpeba 3i0pati Mepexy, 3rigHo Tomoorii pucynky 1.4.

Bu mMoxere BUKOpHUCTOBYBATH OyIb-sIKUH MapIIpyTH3aTOp Y Bamiil
po0orTi, KO BiH Mae HeoOXiIHI iHTepdeiicH, IKi HaBeIeHO Ha PUCYHKY.

Mpumitka. g cxema pozpoOiieHa Ta mepeBipeHa 3 BUKOPUCTaAHHIM
MapipyTu3aTopiB cepii 1841. SIkmo B BUKOPUCTOBYETE MapIIPYTH3ATOPH
iHIIOT cepii, MOPTH MapHIpyTH3aTopa Ta omuc iHTepdeiiciB MOXyTh OyTH
iHmmMu. Ha crapux mapmpyTtuzaTopax JesKki KOMaHIH HE iCHYIOTh 30BCIiM.

Bunmanute Oyne-siki icHyro4i KoHGirypamii Ha MapmipyTH3aTopax,
SIKILIO BU CKOPUCTAIIUCh POOOYOI0 CXEMOIO MEPEXKi.

Hanamrylite koHbirypamiro Mapmpyrusatopie R1, R2, R3,
komyTatopiB S1, S2, S3 komm'toTepiB Ta cepBepPY, BIANOBIAHO 10 HACTYITHUX
MPaBUI:

— HaJamTyiTe iMeHa MPUCTPOIB TaK, 1100 BOHM BiANOBiZAIM cXeMi
Ha PUCYHKY;
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— BuUMKHITH morryk DNS (komanaa no ip domain-lookup);
— Hanamryirte napons pexumy EXEC knacy;
— HaJAIITyHTE Mapojb CiSCO IJis KOHCOJILHUX 3'€THAHB;
— HaJaIITyWTe Mapoib IS BiAJaNeHuX migkioueHs VITY;
— mnanamryiTe [P-agpecu Ta Macku Ha yCix mPUCTPOSIX;
— yBiMkHITE 00nacTh OSPF 3 inentudikatopom mporecy 1 mis Beix
MapIIpyTU3aTOPIB i MEPEK;
HajamTyiTe inTepderic 3BOPOTHOrO 3B'13Ky Ha R2 117151 MojienitoBaHHS
ISP (xomanma interface loopbackO);
— mnanamryite [P-aapecu mis intepdeiicis VLAN1 Ha KoKHOMY
KOMYTaTopi;
— HaJalITyHTe KOXEH IepeMHKad 3a JOIHOMOIOH BiJIIIOBIIHOrO
[IUTIO3Y 32 3aMOBYYBaHHSIM;
— TmepeBipTe oBHE 3'eiHaHHS yepe3 [P 3a monomororo koMaHu ping.
Mpumitka. [ani HeBelneHi KOMaHIM, SIKI BaM JIOMIOMOXYTh IIPH
BI/IKOHaHHi HaJIallITYBaHHS.
BxuounTn 3anuc icropii 3Minu koHgirypaiii.
(config)# archive
(config-archive)# log config
(config-archive-log-cfg)# logging on
(config-archive-log-cfg)# hidekeys
BkJiounTH BeeHHS KYpHATY.
(config)# logging on
(config)# logging buffered
(config)# logging trap <0-7>
0 - miHIMYM, 7- 3amHC yCiX TTOBIAOMIICHD
BcranoBuTH mapoJib HA NPUBeEJIETiPOBAHU PEKUM.
Router(config)#enable password napono
abo
Router(config)#enable secret napons
BcranoBuTH napoJib Ha JIiHiD VY.
Router(config)#line vty 0 4
Router(config-line)#login
Router(config-line)#password naponw
IMapoJib HA KOHCOJIb.
Router(config)#line console 0
Router(config-line)#password naponw
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Router(config-line)#login

Ternep npu MiAKIIOUEHH] 3 KOHCOJ1 OTPUMAIIN 3alpOLICHHS:

Press RETURN to get started.

User Access Verification

Password:

Tpeba BBectn napons. [1pu BBeeHHI CUMBOIM HE BiIOOPasKaIOThCA.

1.5.2 KondirypyBauus crangaptaoro ACL

Crannmaptai ciuckn ACL MoxyTh ¢inbTpyBatu Tpadik Juiie Ha
ocHoBi [P-anpecn mkepena. THIOBOIO MPAaKTUKOK € HaJNaIITYBaHHS
cranpaptHoro ACL sk MokHa Onuk4ve 10 Micis NpU3HAYEHHS. Y I[bOMY
3aplanHi BW Hajamrtyere cranpaptauii ACL. ACL npusnavyenuit s
OsokyBaHHs Tpadiky 3 Mepexi 192.168.11.0/24 s goctyny 10 Oyab-sKuX
JOKabHUX Mepex Ha R3.

Ileit ACL 3acrocoBano a0 Bximmoro mocaigosHoro (Serial)
inTepdeiicy R3. [Tam'staiite, mo koxen ACL mae HesBauii "deny all", mio
TIPUBOANTH JI0 OJIOKYBaHHS BCHOTO TpadikKy, KUl HE CITIBIaAa€ 3 YMOBAMH
B ACL. 3 mi€ei npuuman Tpeda HoAaTH 03B OYIb-IKOMY TBEPIKCHHIO Y
kigm ACL.

ITepm HiK HamamTyBaTH Ta 3actocyBath e ACL, 000B's3K0BO
niepeBipTe minkmodenas 3 PC1 (abo inrepdeticy Fa0/1 ma R1) mo PC3 (abo
inTepdeiicy Fa0/1 na R3). Tectu 3'eqHaHHS MOBUHHI OyTH YCHIITHUME TIEpeT
3actocyBanusM ACL.

Hani tpeba crBoputu ACL Ha Mapmipytuzatopi R3. Jdns mporo y
pexuMi r100aNbHOT KOHGITypallii cTBOpITh cTaHAaAPTHUI, iMeHoBaHmid ACL,
3 iMm’sitm STND-1.

R3(config)#ip access-list standard STND-1

VY pexumi xoHpirypanii crangaptaoro ACL monaiite xomaHTy, sika
3a0JI0Ky€ BCi TakeTH 3 iHTepdeiicy, aapeca sikoro 192.168.11.0/24.

R3(config-std-nacl)#deny 192.168.11.0 0.0.0.255

Jo3BonuTa yBech iHIHIA Tpadik.

R3(config-std-nacl)#permit any

Hauti 3po6ite npus’sizky ACL mo inTepdeiicy.

Buznaute ACL STND-1 ¢insrpom Ha BXinni makern R3 yepes Serial
interface 0/0/1.

R3(config)#interface serial 0/0/1
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R3(config-if)#ip access-group STND-1 in

R3(config-if)#end

R3#copy run start

[Iporecryiite podory ACL.

[epeipre podory ACL, BukopucroByroun minr Bix PC2 mo PC3.
Ockinbku ACL mpusHaueHuid aist OnOKyBaHHS Tpadiky 3 BHXITHUMH
aapecamu 3 mepexi 192.168.11.0/24, PC2 (192.168.11.10) e Oyne matu
MOKJIMBOCTI Jij1st ping PC3.

By Takox MoXeTe BHKOPHUCTOBYBATH PpO3IIUPEHHWH IHT BiX
inrepdeticy Fa0/1 na R1 no intepdeiicy Fal/1 na R3.

R1#ping ip

Target IP address: 192.168.30.1

Repeat count [5]:

Datagram size [100]:

Timeout in seconds [2]:

Extended commands [n]: y

Source address or interface: 192.168.11.1

Type of service [0]:

Set DF bit in IP header? [no]:

Validate reply data? [no]:

Data pattern [OXABCD]:

Loose, Strict, Record, Timestamp, Verbose[none]:

Sweep range of sizes [n]:

BeeniTh escape-ToCTinoBHICTE TS 3aBEPIICHHS.

Sending 5, 100-byte ICMP Echos to 192.168.30.1, timeout is 2
seconds:

Packet sent with a source address of 192.168.11.1

u.uu

Success rate is 0 percent (0/5)

Bu noBuHHI moOaYNTH HACTYITHE MTOBiIOMIIEHHS Ha KOHCOMI R3:

*Sep 4 03:22:58.935: %SEC-6-IPACCESSLOGNP: list STND-1
denied 0 0.0.0.0 -> 192.168.11.1, 1 packet

VY npusineiioBanomy pesxxumi EXEC Ha mapmpytuzatopi R3 BBeniTh
komanmy show access-lists. Bu Gaunte BuBia, MOAIOHHUN 10 HACTYITHOTO.
Koxen psgok ACL mae moB's3aHMil 3 HUM JIIYWIBHUK, SKHHA TTOKa3ye,
CKUJIbKU TIAKeTiB BIAMOBIAJIN TpaBUITy.
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Standard IP access list STND-1
10 deny 192.168.11.0, wildcard bits 0.0.0.255 log (5 matches)
20 permit any (25 matches)

Meroro crBopenHsi nporo ACL € OmokyBaHHsS XOCTiB 3 Mepexi
192.168.11.0/24. VYciMm 1iHmIMM XOCTaM, HampuKiIag 3  MEpexi
192.168.10.0/24, cnin HamaBaTu aoctyn o mepex Ha R3. IIpoBenite mie
ommH Ttect 3 PCl ma PC3, mo6 nepekoHatmcs, mo med Tpadik He
3a20JI0KOBaHO.

Bu Takoxx Mo)keTe BUKOPHCTOBYBATH PO3LIMPEHUH ITIHT 3 iHTEpdercy
Fa0/0 na R1 no intepdeiicy Fal/1 na R3.

R1#ping ip

Target IP address: 192.168.30.1

Repeat count [5]:

Datagram size [100]:

Timeout in seconds [2]:

Extended commands [n]: y

Source address or interface: 192.168.10.1

Type of service [0]:

Set DF bit in IP header? [no]:

Validate reply data? [no]:

Data pattern [OXABCD]:

Loose, Strict, Record, Timestamp, Verbose[none]:

Sweep range of sizes [n]:

BeeniTh escape-ToCTinoBHICTE TS 3aBEPIICHHS.

Sending 5, 100-byte ICMP Echos to 192.168.30.1, timeout is 2
seconds:

Packet sent with a source address of 192.168.10.1

Success rate is 100 percent (5/5), round-trip min/avg/max = 40/43/44
ms.

1.5.3 Kondirypysauus po3mnperoro ACL

SAxmo norpibHa Oinblna meTamizaiisi, BU MOBUHHI BUKOPHCTOBYBATH
posumpeni cnmcku ACL. Pozmmpeni cnucku ACL MoxyTh (inbTpyBaTH
Tpadik 3a MpUHOUNOM OiMbII HIK HPOCTO BUXimHI abo BXiAHI aapecu.
Posmmmpeni cnucku ACL moxyts QinbrpyBaté IP-agpecu mporokony,
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JDKepena Ta TMpU3HAYeHHs, a TaKoXX HOMEpPH TMOpTiB JpKepena Ta
MpU3HAYCHHS.

JHonaTkoBa MmoJiTHKa AJIs i€l Mepexi TOBOPUTH PO T€, IO MPUCTPOL
3 Mepexi 192.168.10.0/24 wmawTh JOCTYN [0 BHYTPIMIHIX MEPEK.
Komm'toTepu B 11iif JOKanbHIMH Mepexi He MalOTh JOCTymy 10 [HTepHeTy.
Tomy 1i xopucTyBaui TOBMHHI 3abiokyBaTd jnoctynm a0 IP-angpecu
209.165.200.225. Ockinbku 111 BUMOra IIOBHHHA 3a0e3le4yBaTH
JNOTPUMAaHHS YMOB SIK JIO0 JpKepelna, Tak 1 Miclisd NMpU3HAYeHHsI, MOTpiOeH
posmupennit ACL.

VY upomy 3aBnaHHi BH Hanamryete posmmpennii ACL Ha R1, skuit
Onokye Tpadik, M0 HAIXOMUTh 3 OyAb-SKOrO0 TIPUCTPOI0 MeEpexi
192.168.10.0/24 nns moctymy mo xocra 209.165.200.255 (MomenroeTbes
ISP). Leit ACL 3acrocoBano o intepdeiicy R1 Serial 0/0/0. Hatikpaiioro
MPAKTUKOK 3aCTOCYBAHHS PO3MIMPEHUX JIICH3IWHUX JiHIA 3BSI3KY €
PO3MIILIEHHS 1X K MOYKHA OJIFDKYE JI0 JpKepera.

[epen tuM, sik mMouyaTH, MEpEBIpTe, IO BH MOXKETE 3aMyCTHTH ping
209.165.200.225 3 PCI.

Hami y pexumi 1imo6ambHOl KOHGIrYypallii CTBOpITh iMEHOBaHUH,
posmupenuit ACL 3 im’ssm EXTEND-1.

R1(config)#ip access-list extended EXTEND-1

3BepHITH yBary, IO MPOMO3WINS MapIIPyTU3aTOpa 3MIHIOETHCH,
BKa3ylOuW Ha Te, M0 BH 3apa3 ImepedyBaeTe B PO3IMHUPEHOMY DPEXHMIi
koHpirypamii ACL. 3 mporo psaka momaiiTe HEOOXigHI KOMaHIU s
6moxyBanHA Tpadiky 3 Mepexi 192.168.10.0/24 na xoct. BukopucroByiite
KITFOYOBE CIIOBO XOCTY ITPH BU3HAUEHHI MICIIs Tpu3HadeHHs1. Haramaemo, mo
uessuuit "deny all" 610kye Bech iHmmii Tpadik 63 10AaTKOBOrO 103BOIY.
JonaiiTe KOMaHAy MPO MO3BLN, 100 MEpeKOHATHUCS, IO iHImMK Tpadik He
3a20JI0KOBaHO.

R1(config-ext-nacl)#deny ip 192.168.10.0 0.0.0.255 host
209.165.200.225

R1(config-ext-nacl)#permit ip any any

3pobits npus’s3ky ACL no inTepdeiicy.

I3 crangapraumu ACL Halikpamum kpokoM € posmimienHst ACL gk
MOXHa Omwkde 1o Micus npusHaueHHsA. Posmmpeni ACL, sk mpaBuiio,
posmimyroThcs mnobmm3y mkepena. ACL EXTEND-1 posmictumo Ha
MOCHiIOBHOMY iHTepdeiici 1st dinpTpanii BuxigHoro tpagiky.

R1(config)#interface serial 0/0/0
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R1(config-if)#ip access-group EXTEND-1 out

R1(config-if)#end

R1#copy run start

[porectyiite ACL. 3 PC1 mpominryiite intepdeiic loopback Ha
Mapmpytuzatopi R2. Lli miHru He MOBUHHI MPOMTH, OCKIIBKK BeCh Tpadik 3
Mepexxi  192.168.10.0/24  BinGdinbTpoByeTbCS,  KOIM  OTpUMYBad
209.165.200.225. fxmo aapecaToM € iHIIA ajgpeca, TO MIiHT MOBUHEH OyTH
yenimmauM. [linTBepnite 1e, mepeBipuBmd R3 3 komm’ioTepa Mepexi
192.168.10.0/24.

[pumitka. Posmmpena ¢yHkmist ping Ha R1 He Moxe Oyrm
BHUKOpHUCcTaHa JIsi nepeBipku 1boro ACL, ockinbku Tpadik MOYHETHCS B
Mexkax R1 1 Hikonm He Oyzme mepeipsitrcs Ha ACL, sikuii 3acTOCOBaHO 110
nociioBHOTO iHTEpdeticy R1.

R1#show ip access-list

OTprManu HaCTyITHE.

Extended IP access list EXTEND-1

10 deny ip 192.168.10.0 0.0.0.255 host 209.165.200.225 (4 matches)

20 permit ip any any

1.5.4 Koutpoas xocrymy no vty Jinissim

Sxmmo Tpeba abo pekoMeHI0BaHO OOMEXKUTH AoCcTyn Ao miHid VY
MapuIpyTH3aTopa Ipy BUKOHAHHI BiJIaJICHOTO aIMIHICTpyBaHH:, TO MOJKHA
3actocyBatd ACL mo miniit VTY, mo m03BOMUTE OOMEXHUTH JOCTYI A0
MEBHUX BY3JiB a00 Mepex. Y I[bOMY 3aBJaHHI BaM Tpeda HalalTyBaTH
craanaptauit ACL, 106 103BOMUTH XOCTaM 3 IBOX MEPEX OTPHUMATH TOCTYII
no minii VTY. [ammm npuctposm y goctymi Oyie BiTMOBIIEHO.

[lepexonaiiTecs, 1110 BH MOXKeTe BCTAaHOBHTH telnet 3’enHanHs Ha R2 3
000x mapmpytuzaropiB R1 i R3.

3koH(pirypyiite imeHoBanui ctanpaptanii ACL Ha MapmpyTu3aTopi
R2 sixuii nossossie tpadik 3 10.2.2.0/30 1a192.168.30.0/24 i 3a60poHsEe BeCh
i Tpadik. Hasite tioro ACL TASK-5.

R2(config)#ip access-list standard TASK-5

R2(config-std-nacl)#permit 10.2.2.0 0.0.0.3

R2(config-std-nacl)#permit 192.168.30.0 0.0.0.255

Hanamryiite Ta BukoHaiite npus’si3ky ACL no inTepdeiicy.
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Hani namamryiite pexkuM koHdirypanii ans m’stu minii VTY 0-4.
BuxkopucroByiite komaHy access-class mst 3acrocyBanns ACL 1o miHiit vty
y BXITHOMY HampsIMKYy.

R2(config)#line vty 0 4

R2(config-line)#access-class TASK-5 in

R2(config-line)#end

R2#copy run start

[Mporecryiite pobory ACL. Jlns 1iboro BukoHaiite komanay telnet na
R2 3 mapmpyTtuzaropa R1. 3BepHith yBary, mo [P-anpec R1 He 3HaxoauThes
y azapecHomy mianmaszoHi s jgo3sony ACL TASK-5, tomy crpobu
MiAKITIOYeHHS OyyTh HEYCIIIIHI.

R1# telnet 10.1.1.2

Heycnimso.

Trying 10.1.1.2 ...

% Connection refused by remote host

Ipu 3piticaenni komaumu telnet Bim R3 mo R2 Bam Oyne morpibHO
BBECTH Mapoutb i JiiHii VTY.

R3# telnet 10.1.1.2

VYemimHo. Tpeba yBIHTH 10 TapoITIO.

Trying 10.1.1.2 ... Open

HecankiionoBanuii 10Ty 3a00pOHEHO

User Access Verification

Password:

1.5.5 Bupimenns npoodaem ACLS

Axmo cmucok ACL HamamroBaHo a0o 3acTOCOBaHO 10
HENpaBWIBHOTO iHTepdelicy Yu y HENPaBUWIbHOMY HAIPSAMKY, MEPEXHUI
Tpadik MOXe CTaTH HeOAKaHUM.

Bukonaiite Bumydensst ACL STND-1 3 S0/0/1 mapmpyruzatopa R3.

Tak sik paHil BU B>Ke CTBOPHJIN Ta 3aCTOCYBAJIM Ha3BY CTaHIAPTHOTO
ACL nHa mapupytu3zatopi R3, To Tpeba BBectn komanmy Show running-
config, mo6 mnepermsinytt ACL Ta #oro posrauryBanHs (iHTepdeiic).
Pezynbrarom € te, mo ACL 3 Ha3Boro STND-1 HanmamroBaHo Ta 3aCTOCOBaHO
Ha nocainosHomy 0/0/1 (SO/0/1). Lleit ACL ctBOpeHO mis OJOKYBaHHS
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BCHOI'0 MEPEXHOro Tpadiky 3 aIpecoro BiANpaBHUKA, sIKa 3HAXOIUTHCS B
Mepexi 192.168.11.0/24, npu goctyni a0 JokaibHOI Mepexi Ha R3.

Hns sunanenns uporo ACL, Tpeba mepeiitu 10 pexxumy KoHGirypamii
inrepdeticy ans Serial 0/0/1 na R3. Bukopucroyiite komanxy STND-1 6e3
rpymu ip, mo6 Buganutd ACL 3 inTepdeiicy.

R3(config)#interface serial 0/0/1

R3(config-if)#no ip access-group STND-1 in

BukopucroByiite komanny show running-config, mo6 mnepeBipurH,
mo ACL Bunaneno 3 Serial 0/0/1.

o6 mnepepiputn HanpsaMmok ¢inerpyBanas ACL, moBTOpHO
3acrocyiite ACN STND-1 g0 intepdeticy Serial 0/0/1. I{poro pasy ACL
¢bubTpye BUXiqHUN Tpadik, a He BXiTHUN Tpadik.

R3(config)#interface serial 0/0/1

R3(config-if)#ip access-group STND-1 out

ITepesipte podory ACL 3a nomomoror BukoHaHHs miHry Big PC2 1o
PC3. MoxHa BUKOPHUCTOBYBATH PO3LMIMpEeHuii miHr 3 R1. 3BepHiTh yBary, mo
IIBOT'O pa3y MiHTH MOCATAIOTh YCIiXy, a MYmIbHUKA ACL He 301IbITYIOThCS.
e MOKHA ITEPEBIPUTH 3a TOIOMOrOK Komauau Show ip access-list ma R3.

Bignosite ACL n0 mouatkoBoi koH@iryparii. Bumyuite ACL 3
BHXIJTHOTO HANIPSIMKY Ta TIOBTOPHO 3aCTOCYITE HOTr0 JI0 BX1THOTO HAMIPSMKY .

R3(config)#interface serial 0/0/1

R3(config-if)#no ip access-group STND-1 out

R3(config-if)#ip access-group STND-1 in

3acrocyiite TASK-5 o BximHoro mociigoBHoro inrepdeiicy S0/0/0
MapmpyTtu3atopa R2.

R2(config)#interface serial 0/0/0

R2(config-if)#ip access-group TASK-5 in

[Iporectyiite pobory ACL. CnpoOyiite 3B's3aTucs 3 Oyab-SKUM
npucTpoeM, miakmodernmM 10 R2 a6o R3 3 R1 abo 10 HBOro migkimodeHnx
Mepex. 3BEpHITh yBary, IO BCl IIOBiZIOMJIGHHS 3a0JIOKOBaHi, OJHAK,
miuunbHukn  ACL  He 30inmpmyrothes. lLle moOB'sS3aHO 3 HESBHUM
"samepeuyBatu Bcix" B KiHII koxHOro ACL. lle 3amepeueHHs JO3BOJIUTH
3akpuTH BXigHuid Tpadik mo S0/0/0 3 Oyas-akoro pkepena, Bukirodas R3.
Le mpu3Bene 10 BUIIyYeHHS MapLIpyTiB 3 TaOnuii Mapmpyrtusanii R1.
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Bu noBunHI 6aUNTH MOB1TOMIEHHS, MOAIOHI 10 HABECHUX HUXKYE, HA
koncomsix R1 1 R2 (e 3aiime nesikuii ac):

*Sep 4 09:51:21.757: %OSPF-5-ADJCHG: Process 1, Nbr
192.168.11.1 on Serial0/0/0 from FULL to DOWN, Neighbor Down: Dead
timer expired

SK TiNBKM BU OTpUMAETE 1€ MOBIJOMIICHHS, BHKOHAWTE KOMaHIY
show ip route sk Ha R1, tak i Ha R2, mo0 moGa4yuTH, SKi MapiipyTd
BUJTy4eHi 3 Tabnuii Mapmpyrusaiii. Burydite ACL TASK-5 3 inTepdeticy
Ta 30epexiTh CBOi KOHDIrypartii.

R2(config)#interface serial 0/0/0

R2(config-if)#no ip access-group TASK-5in

R2(config)#exit

R2#copy run start

1.5.6 Kondirypaniss MmapuipyTu3aropis

Jani HaBezeHa 3arajibHa KOH(Iryparfisi MapuIpyTH3aTopiB, 3TiIHO
OCHOBHHUX ITYHKTIB 3aBJIaHb.
IMpumitka. Y Bac € 3MiHHN y afpecailii, ki BU TOBUHHI BpaXOBYBaTH.

Router 1

hostname R1

enable secret class

Ino ip domain lookup

1

interface FastEthernet0/0

ip address 192.168.10.1 255.255.255.0
no shutdown

interface FastEthernet0/1

ip address 192.168.11.1 255.255.255.0
no shutdown

interface Serial0/0/0

ip address 10.1.1.1 255.255.255.252
ip access-group EXTEND-1 out
clockrate 64000

no shutdown
!
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router ospf 1

network 10.1.1.0 0.0.0.3 area 0

network 192.168.10.0 0.0.0.255 area 0

network 192.168.11.0 0.0.0.255 area 0

|

ip access-list extended EXTEND-1

deny ip 192.168.10.0 0.0.0.255 host 209.165.200.225 permit ip any

]
banner motd » HecaukiionoBauuii goctyn 3aboporeno.” !

line con 0

password cisco
logging synchronous
login

]

linevty 0 4
password cisco
login

]

Router 2

hostname R2

enable secret class
no ip domain lookup

interface Loopback0

ip address 209.165.200.225 255.255.255.224
interface FastEthernet0/1

ip address 192.168.20.1 255.255.255.0
no shutdown

interface Serial0/0/0

ip address 10.1.1.2 255.255.255.252
no shutdown

interface Serial0/0/1

ip address 10.2.2.1 255.255.255.252
clockrate 125000

no shutdown
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router ospf 1

no auto-cost

network 10.1.1.0 0.0.0.3 area 0
network 10.2.2.0 0.0.0.3 area 0
network 192.168.20.0 0.0.0.255 area 0
network 209.165.200.224 0.0.0.31 area 0
|

ip access-list standard TASK-5

permit 10.2.2.0 0.0.0.3

permit 192.168.30.0 0.0.0.255

|

banner motd * HecaukiionoBanuii goctym 3a6oporeno.” !

line con 0

password cisco

logging synchronous
login

linevty 0 4
access-class TASK-5 in
password cisco

login

|

Router 3

hostname R3

enable secret class

no ip domain lookup

1

interface FastEthernet0/1

ip address 192.168.30.1 255.255.255.0
no shutdown

interface Serial0/0/1

ip address 10.2.2.2 255.255.255.252
ip access-group STND-1 in

no shutdown

1

router ospf 1
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network 10.2.2.0 0.0.0.3 area 0
network 192.168.30.0 0.0.0.255 area 0
!

ip access-list standard STND-1

deny 192.168.11.0 0.0.0.255 log
permit any

|

banner motd » HecaukiionoBanuii goctyn 3aboporeno.” !

line con 0

password cisco
logging synchronous
login

line vty 0 4
password cisco
login

!

end

1.6 3micr 3BiTY

—  Xim poOoTH;

— OCHOBHa IMpaImoYa CxeMa MepeXi 3a BapiaHTOM Ta yCi CXeMHU
Mepexi, IKi BimoOpakaroTh BUKOHAHHS HABEICHUX 3aBIaHb;

— BIATOBiAI HA KOHTPOJILHI TUTAHHS.

1.7 KoHTpoOJIbHI MU TAHHA

Hagenite Bu3HaueHHs imeHoBanux ACL?
Hagenite Bu3HaueHHs posmmpennx ACL?
[Ipuknan popmyBanHs ctangapTHOro iMmeHoBanoro ACL.
dopma komMaH U T HOPMYBAHHS PO3MIMPEHOTO CITUCKY.
[MpuHIn CcTBOpEHHS Ta HanmamTyBaHHs posmmpenoro ACL.
Hagenite mpuxma.

6. 3aranbHe mpaBwiio po3TamryBaHHA Ta HajamTyBanHa ACL. o
YOro NPUBOAUTE HOTO HEBUKOHAHHS?

agrwbdE
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