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1 3AT'AJIBHI BIIOMOCTI
1.1 Texnoaorias VPN

Texnonoris VPN BUKOpUCTOBYE mepeaoBi TeXHOIOTIT mmdpyBaHHS i
TYHEJIOBaHHS NJIsI CTBOPCHHS O€3MEeYHOTO 3’€IHaHHS dvepe3 IHTepHer.
OcHoBoto st 6e3rmekun VPN € KoHQIIeHIIIHHICTS TaHuX, IUTICHICTh JaHUX
Ta ayTeHTH]IKawi.

Kondinenmiiivicth  gaHWX  CIOpsIMOBaHA Ha 3aXUCT  BMICTY
TIOBIIOMJICHB BiJ] IEPEXOIUIEHHS 1X HeayTeHTH(PIKOBAaHUMHU KOPUCTYBadaMH
a0o i3 HecaHKUiIOHOBaHHX Kepen. VPN 3abesneuye kKoH(inEeHIIHHICTD 3a
paxyHOK BUKOPHCTAaHHSI MEXaHI3MiB iHKANCyJALil Ta IuppyBaHHS.

LimicHiCTh HaHWUX — TIEpeBipKa, KOJIH OTPUMYBad HE Ma€ KOJHOTO
KOHTPOJIIO HaJl MUISIXOM MPOXOPKEHHS JaHUX 1 HE 3HA€, Yd JaHi Oynu
neperisHyTi a0o 00po0IeHi i yac nepeaadi yepes IHTepHeT. 3aBkKau iCHye
HWMOBIPHICTB TOTO, IO JaHi OyJu 3MiHEH.

LiicHiCTh JaHWX TapaHTye, MO Mij J9ac mepefadi MK KEperIoM i
NpU3HAYCHHsIM He BifOyBalOThCS 3MiHM a0o0 migpoOka maHmx. VPN, sk
MIPaBIJIO, BHKOPHCTOBYIOTh XENIyBaHHS MJsi 3a0e3nedeHHs IUTICHOCTI
JMaHuX. Xel, MoAi0HO K KOHTPOJbHA CyMa TapaHTye, 0 HIXTO HE YNTaB
BMICT, ajie BOHA OiIbII HaiiHA.

Ayrentudikaiis — Tpolec, SKAH TrapaHTye, MO0 TOBIJOMIICHHS
IOPUXOANUTh 3 aBTEHTUYHOrO JUKepena 1 OTPUMYEThCS aBTEHTHYHHUM
oTpuMyBaueM.  I[meHTudikamis  KOpHuCTyBauya  Ja€  KOPUCTYBadeBi
BIIEBHEHICTb, II0 CTOPOHA, 3 SIKOI0 KOPHUCTYBad BCTAHOBIIIOE 3B'SI30K € came
THUM KOPHUCTYBAueM, 3 IKMM Ma€ BCTAHOBJIIOBATHUCH 3’ €IHAHHS.

VPN Moke BUKOPHCTOBYBATH NapoJti, UG poBi cepTrudikatu, cMapT-
KapTu 1 OloMeTpito Juisi igeHTHdiKamii Ha KiHII Mepexi. BukopucranHs
MOXJIMBOCTEH KoH(imeHIiiHOCTI nanux B VPN rapaHTtye, 10 TUIBKH
BU3HAYEeHI BIIMPAaBHUKKM Ta OTPUMYyBadi 37aTHI  IHTEpPIPETYyBaTH
OpUTIHAIBLHUIA BMICT MOBiJOMJICHHS.

TyHemoBaHHs JI03BOJISIE BUKOPHCTOBYBATH IMYOJIIYHI Mepexi JUist
nepeaayi JaHUX JJ1s1 KOPUCTYBAYiB Tak, HIOM KOPUCTYBayi Majlid AOCTYII JI0
NpUBaTHOI Mepeki. TyHenoBaHHs 1HKAIICYJIIOE BECh MAKeT B 1HIIMNA MaKeT i
MOCWJIA€ HOBHI, KOMIIO3UTHHH ITAaKeT 10 Mepexi. BUKOpUCTOBYIOThCS TpU
KJIACH HMPOTOKOJIB TYHEJIFOBAHHSL:

— mpotokonn mnepenaui (Carrier protocol:Frame Relay, ATM,
MPLYS);



— mnporokonu iHkancymsmii (Encapsulating protocol: GRE, IPSec,
L2F, PPTP, L2TP);

— Tacaxup — IHKanCyIb0BaHMil MpoToKoI (passenger protocol:IPX,
AppleTalk, IPv4, IPV6).

TyHeni CTBOPIOIOTHCS HA PI3HUX MPOTOKOIAX 1HKATICYIIALI:

— VyHiBepcaibHa iHKamcyisimis Mapmpytusanii (Generic Route
Encapsulation, GRE);

— mporokoi 6e3mexu [P (IPSec);

— mnpotokoxn niepeaapecartii 2 pisas 2 (Layer 2 Forwarding, L2F);

— TPOTOKOJ TyHHETIOBaHHs Touka-Touka (Point-to-Point Tunneling
Protocol, PPTP);

— mportokou TyHHemtoBaHHs 2 piBus (Layer 2 TP, L2TP).

Mepexxa VPN iMiTye KaHan TOYKa-TOYKA Ta IHKAICYNIOE NaHi, y
3aroJIOBKY SIKHH MiCTUTH iHQOpMaIiio po MapipyTu3auito. lanuit popmar
JTO3BOJISIE TAaHUM TIPOXOJIUTH Uepe3 MyONidHy Mepexy, 100 IOCATHYTH
MYHKTY TPU3HAYCHHS.

Jns  imitanii mpuBaTHOTO KaHalmy BinOyBaeThCcsl MHQpyBaHHS
IHKAICylIbOBaHUX JaHWX, IO JO3BOJIAE TapaHTyBaTH KOH(IICHINIHICTS.
Anropurmu mmdpyBaHHS HE JO3BOJSIOTH POMIUQPYBATH IaHi 0e3 KITF0viB
mm@pyBaHHA y BUTIAJIKY [IEPEXOIUICHHS MTAKETIB y MyOIiuHii Mepexi.

Cam 110 co0i TyHEeJ b HEe MOXKE 3a0€3IICUUTH OS3IIEKY, a JIUIIE CTBOPIOE
PO3LIMpEHHs JOKanbHOI Mepexi B pamkax WAN um myOmiuHOi Mepexi.
TyHeni MOXyTh TepenaBaty siK 3amm(poBaHi, TaKk 1 He3alIUPpoBaHi JaHi.
[Ticast oTpyMaHHS JaHWX IIUTIO3 BIiJJIAJICHOTO By3Jia BHJIAJISIE 3ar0JIOBKH,
nemmpye MakeT 1 rmepefae HOro Ha By30J NPH3HAYEHHS 10 TPHBATHIN
Mmepexi. [lpu BigmaneHoMy HOCTyIi 1O BipTyaibHOI MPHUBATHOI MEpexi
kimieHT VPN uepe3 [IK kopuctyBaua 3B'SI3yeTbCsl 31 MUTIO30M  JUIS
HaJIAIITyBaHHS TYyHEIO.

1.2 Tunmn VPN mepex

Oprani3arii BUKOPUCTOBYIOTh cxeMy Site-to-site VPN mepesxi, 1mo6
3B'SI3aTH  MIAPO3AUIH, SKi pO3TalIoBaHI B Pi3HUX MicIsX. OCKIJIBKH
OUTBIIICTh OpraHizamiii 3apa3 MalThb JOCTYH 10 IHTepHeT, € CeHc
ckopuctaThcsa nepeBaramu site-t0-site VPN. 3aranom, site-to-site VPN €
NpOJOBKEHHsIM KinacudyHuX WAN Mepex, sKi MiAKII0YaroTh BCi Mepexi



OoIHY 3 OfHO. Hampukianm, BOHM MOXYTh HIAKITYUTH Mepexi (imii mo
IIEHTPAIBHOI MEPEKi KOMIIaHii.

B site-to-site VPN, kiHIeBi mpUCTPOi BiIIPaBISIOTh Ta MPHHMAIOTh
TCP/IP-tpadik uepe3 VPN mnutio3, abo mapripytusatop, Cisco PIX (Private
Internet eXchange) dbaepBon, abo Adaptive Security Appliance (ASA).

VPN numo3 BiAMOBigae 3a 1HKANCYISIIO 1 muppyBaHHS BUXITHOTO
Tpadiky Ta Bignpasky Horo nmo VPN tynemto uepes Intepuer Ha VPN o3
B TMyHKTI mnpusHaueHHs. Ha mnpuitmaneHili croponi VPN  mumo3
po3mu(pPOBYE BMICT i Mepeslae MakeT JO XOCTa MPU3HAYECHHS BCEpEaHHI
CBO€T IIPUBATHOT MEPEKI.

MoOiibHI KOpHCTYBaui Ta BiJJajeHI TMpamiBHUKK IHTCHCUBHO
BUKOPHUCTOBYIOTH TexHoJorito VPN BimmaneHoro goctymy (remote access
VPN). Binbuiicte BigAajieHUX MpaI[iBHUKIB Temep MaloTh JOCTYI JI0
[aTepHeT 3 TOMY i MOKYTh BCTaHOBHUTH Binganenuid VPN 3 BUKOpHCTaHHAM
MIIPOKOCMYTOBOTO 3'eqHaHHs. KpiM TOro, MOOIUIBHHMN TPAIiBHUK MOXE
3poOWUTH MicLIeBUH M3BIHOK O MICIEBOTO TpoBaiiiepa I IOCTYIY IO
Kopropauii uepe3 [HTepHeT.

VPN BigganeHoro KocTymy Moxke 3a0e3MeunTH MoTpedn BiamaneHnx
Ta MOOUTHPHHX KOPUCTYBAYiB B JIOCTYII JIO0 KOPIOpPATHBHHUX pecypcis. Ilpu
BukopuctanHi VPN BigmaneHoro JOCTymy KOXEH XOCT, SIK MPaBUIIO, Mae
KIIiEHTChKe TIporpamHe 3abesneueHHs VPN. Koxnoro pasy, konm
KOPUCTYBau HaMaraerbcs BiANpaBUTH Tpadik, MporpaMHe 3a0e3neyeHHs
VPN-krient inkancyntoe Ta mmdpye Tpadik mepes BiIpaBKOIO uepes
Inreprer n0 VPN mumozy B Mepexi mnpusHadeHHs. [licist oTpumaHHS
Tpadiky, VPN numo3 onpanpoBye AaHi Tak, K BiH Oyzae oOpoOisaTH ix mpu
BUKOpHCTaHHi site-to-site VPN.

1.3 Oprani3zanis 3axucty VPN mepex

CbOrojiHi iCHYIOTh uomupu eudu apximexmypu op2aHizauii
3axucmy ingpopmauii Ha 6a3i 3acmocysanns mexnonozii VPN.

— aokanvna vepexa (Local Area Network - LAN). 3abesneuye
3axHCT MOTOKiB NaHuX Ta iHpopmauii Big HCJI Bcepeanni Mepexi kommnaHii,
iHpopMmaLiiiHy Oe3neKy Ha piBHI pO3MEXYBaHHSA JOCTYIly, CHCTEMHHX 1
MEPCOHANILHUX MapoJIiB, O0e3neku ¢yHkiionyBanas OC, a TakoX BEICHHS
KypHaIy KoJi3ii i mudpyBaHHS KOH)iIeHIiHHOT iHpOopMalii;



— enympimnvokopnopamuena mepexca VPN (Intranet-VPN).
IlinTpumye Oesmewni 3'emHAaHHS MK BHYTPIIHIMH  TiAPO3ALIAMHU
PO3MOIIEHOT KOMIIAHIT;

— mepexci VPN 3 gidoanenum oocmynom (Internet-VPN).
3abe3neuye 3axWINEHUH JUCTAHIIMHUNA JOCTYN BiJaiEHUX ITiIpO3/IiTiB
po3noainenoi Kommnanii i MOOUTBHHX CHIBPOOITHHUKIB 1 BiAAiNiB udepe3
BiIKpHTHIA TTpocTip Internet;

— mixckopnopamueni mepexci VPN (Extranet-VPN). Tapanrye
eexkTHBHUN 3axWieHuit oOMIH iH(OpMaIliel0o 3 TOCTadYaabHUKAMH,
naptHepamu, ¢imisiMu  Kopmopanii B iHmmx Kpainax. Ilepembauae
BUKOPHUCTAaHHS CTaHAAPTU30BaHUX 1 Hamiiaux VPN-mpoaykris, mo
MPAMIOI0Th Y BIIKPUTHUX TETEPOTEHHHUX CEPeJOBHIAX 1 3a0e3MedyroTh
MaKCUMAaJIbHy 3aXHUIICHICTh KOH(IACHIIIHHOro Tpadiky, MO0 BKIIIOYAE
MY3HMKY 1 JAMBUTHCSA IMOTOKOBE iH(popMmalii - xoH(iAeHUiiHHI TenedoHHi
MIEPETOBOPH 1 TEIIEKOH(EPEHTIIiT 3 KITIEHTaMHU.

VPN-TyHenp Mae BCi BJIaCTUBOCTI 3aXHUIINCHOI BUALICHIN JIiHII, 110
NPOXOIUTh 4epe3 Biakputuil mpoctip InTepHery (puc.l.1). OcobnuBicTh
TEXHOJIOT1] TYHETIOBaHHS IOJISTae B TOMY, III0 BOHA 103BOJISIE 3amudpyBaTu
HE TUTBKY T10JI€ IaHHX, aJie BECh BUXIIHUH MAaKeT, BKIIOYAI0YH 3ar0JIOBKH.

Primary Tunnel

VPN Tunnel ‘
7 ~

WAN: 1921681114, 7 N . WAN: 1921681145

Router2

Routerl LAN: 192.168.10.1/24

~ » 4 i
LAN: 192168.0.1/24 ~ ~ e WAN/LAN1: 192.168.1.160

~ -
~ -

~ Pid
Al VPN Tunnel .’

Secondary Tunnel

Pucynok 1.1 — Cxema Mepexi

Ile BaxauBa JeTajb, OCKIJIBKH 3 3arojOBKa BHXIJHOTO MaKeTy
3JIOBMUACHHK MOJE BHUTSTTH JaHi MPO BHYTPIIIHIO CTPYKTYPY Mepexi,



HaNpUKIaa iHhOpMAIiio Mpo KiTbKICTh JOKATFHUX Mepex 1 By3miB i ix IP-
azpecax.

3amudpoBaHmii MaKeT 1HKAIICYNIOETHCS B 1HIIMHN MaKeT 3 BiAKPUTHM
3arOJIOBKOM, SIKHMl TPaHCIOPTYETbcS MO BiAMOBiAHOMY TyHenwo. [lpu
JIOCSTHEHHI KIHIIEBOI TOYKH TYHENIO i3 30BHIITHBOTO TAKETy BHUTATYETHCS
BHYTpIIIHIA, TICIs YOro BimOyBaeThCcs #oro nmemmdpyBaHHA, a WOTO
3ar0JIOBOK BHKOPUCTOBYETHCS MJsl MOJANBINO] Tepeaadi Mo BHYTPILIHIN
Mepexi abo TMIAKIIOYEHOMY /IO JIOKaJhbHOI Mepexi MOOUTFHOMY
KOPHCTYBadeBi.

3acobu moOynoBu 3axuiieHoi VPN mgocuth pisHOMaHiTHi. BoHm
MOXYTh BKIIIOUaTH MAapIIpyTH3aTOPH 3 MEXaHi3MOM (ijbTpariii MmakeTiB
(Filtering  Router), OararoQyHKImiOHaJNIbHI  MDKMEpPEXeBi  eKpaHH
(Multifunction Firewall), mpomixkHi mpucTpoi gocTymy B Mepexy (Proxy
Server), mporpamuo-anapati mudparopu (Firmware Cryptograph), Toro.

1.4 IIporoxoa 6e3nexu IPSec

IP (IPSec) — mpotokoa Oe3mekd, NpeacTaBise cobow Habdip
CTaHAApTiB MITPUMKH KOHQIIEHIIWHOCTI Ta IIIICHOCTI JaHWX Ha
MepexxkeBoMmy piBHI (B Mepexax IP). IPSec ta SSL (TLS) smusroThbCs
HANOUIBII TOMYJSAPHUMHU TPOTOKOJAMH 3aXHINEHOI TMepeaadi JaHUX B
Mmepexi [areprer.. Ilporokon IPSec Bkirouae kpunrorpadiudi MeToau, sKi
3aJI0BOJIGHSIOTh TMOTPeOM KEpyBaHHS KIIOYaMH Ha MEPEKEBOMY piBHI
oe3nekn. [Psec Takok MiCTUTB B COO1 TIPOTOKOIH JIJIs 3aXUIIEHOTO OOMiHY
kimouamu B Mepexi [arepret. [lpoTokonu [Psec MokHa po3inuty Ha aBa
KJIACH: TIPOTOKOINM, $Ki BiJMIOBIAalOTh 3a 3aXHCT TIOTOKY TIAKETiB Ta
MPOTOKOJIM OOMiHY KpunrtorpadiuHumu kiarouamu. Ha jgaHuii MOMEHT
BU3HAYEHHUH TUTBKU OJWH MPOTOKON 0OMiHY KpUOTOrpaiuHUMU KIFOYaMU
— IKE (Internet Key Exchange) — ta aBa mpoTokonu, siki 3a0e3Me4yroTh
3aXHCT MOTOKY iH(pOpMaLlii, IKa MepeaacThCs:

— Authentication Header (AH) — BHKOPHCTOBYETBCS KOJIH
KOH(QIJeHIIHICT, HE MOTpiOHA, ab0 He BHUMAaraerbcsi Ta 3a0e3ledye
MEPEeBIPKY JOCTOBIPHOCTI 1 muticHOCTI maHux ais [P makeriB, mepemaHux
MDK JIBOMa cucTeMaMH. JlaHWid aJlrOpUTM TepeBipsi€ BIACYTHICTh 3MiH TIiJl
yac mepeladi IOBiIOMJIEHHS Ta WiATBEP/DKYE, LIO JaHi HaJeXaTb
BU3HAUYEHUM BiANpaBHUKY Ta oTpuMyBauyy. AH He 3alesneuye
KOHQIIEHIIWHICTh ~ JTaHMX  UUISIXOM  mudpyBaHHs — makeriB.  [lpwm
BUKopuctanHi e AH npoTtokony 3abe3nedyerhbes cradkuii 3axuct. Tomy



BiH BUKOPHUCTOBYETHCS 3 TpoTokosioM ESP, mo6 3abe3neuntn mudpyBaHHsI
JIAaHUX 1 3aXKCT BiJ MiIPOOOK;

— Encapsulating Security Payload (ESP) — 3a6e3neuye ninicHicTh Ta
KOH]imeHUiiHicTh nusixoM mudpysanns [P-nakeris. udpysBanns IP-
MaKeTiB 3a0e3evye MPUXOBYBaHHS JaHHUX Ta BIJIOMOCTEH PO BiAMIpaBHUKA
Ta OTpUMyBada. Xo4da mudpyBaHHSI Ta ayTeHTU(IKALIA € 000B'SI3KOBUMHI
st ESP, sik MminiMyMm, ofHa 3 X QyHKIi Mae OyTu BuOpaHa.

[Psec peamizoBaHO Ha OCHOBI iICHYIOUMX alTOPUTMIB IIU(pPYyBaHHS,
ayTteHTH(}IKaMii Ta OOMiIHY KITFOYaMHU.

CrannaptHuMH anroputMamu IPSec e:

— DES — mmudpye ta po3mudpoBye nakeTH JaHUX;

— 3DES - 3abe3neuye kpairy eheKTHBHICTh MuU(pyBaHHS HIX 56-
oituuii DES;

— AES —3a0e3neuye kpamuii piBeHb muQpyBaHHsl, B 3aJISKHOCTI Bij
JIOBKWHU KITFOYAa, 1 OLTBITY MPOITyCKHY 371aTHICTB;

— MD5 - ayrentudikamis makeTHoi Tepedadi JaHUX 3
BUKOpPHUCTaHHIM 128-0iTHOTO CHIJIBHOTO CEKPETHOTO KIIFOYa.
— SHA-1 - ayrenrudikye nani, BHUKOpUCTOBYOUH 160-OiTHUIT

CHTBHHNA CEKPETHUHN KITFOY;

— DH — no3Boisie 1BOM CTOpOHaM CTBOPUTH CHUNBHUI CEKpETHUI
KIIIOY, 10 BUKOPUCTOBYETHCS s IMH(PYBaHHS Ta XelI-aJTOPUTMIB,
Hanpuknaa, DES ta MDS5, npu nepeaadi faHuX 1o He3aXHUIEHOMY KaHAIT.

Jns BuKOHaHHS IMGpPYBaHHS Ta JAeMIU(PYBaHHS 3a JOIMIOMOTOO
AITOPUTMIB, $KI BHUKOPUCTOBYIOTh CHMETPUYHUI CEKPETHUHA KIFOY
KOJIGKTUBHOTO BUKOPHUCTAHHS, HEOOX1AHO HOr0 CTBOPUTH Ta PO3JATH.

HamamryBaHHsl KiIO4iB MOXE 3IiHCHIOBATUCS BPYYHY MEPEKEBUM
aZIMiHiCTpaTOpoM, abo 3a JOTIOMOTOI0 METOIy OOMiHY KITFOUaMH.

[Moromkenns wiroua Hdipdi-Xemnmana (DH) € meromom oOMiHy
KIIIOYaMH, SIKUH J03BOJISE JBOM CTOPOHAM BCTaHOBIIIOBATH CEKPETHHUN
KIIIOY, 10 BUKOPUCTOBYETHCS MpPU IEpeAayl JaHuX MO HE3aXHUIICHOMY
KaHaJIi.

B rpynax Hdidpdi-Xennmana mae Oyt BKasaHuil TuN Kpunrorpadii:

— DH GROUP 1 — BukopucroByeTbest 768-0iTHa kKpuntorpadis;

— DH GROUP 2 — tinbku aist npuctpois Cisco 10S, PIX Firewall Ta
npucTporo azantuBHoro 3axucty Cisco (ASA), BuxkopuctoByeTbes 1024-
OiTHe WMQpyBaHHS;

— DH GROUP 5 — migTpuMy€eThesi P YMOBI BUKOHAHHST BUMOT
NPOTPaMHOi CUCTEMH, BUKOPUCTOBYEThCS 1536-0iTHe mmdpyBaHHS.
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2 JABOPATOPHA POBOTA
VPN Ha ocHoOBi npoTokoJy IPSec

Meta po60TH: HABYUTHUCS TUIAHYBATH, MOJEIIIOBATH, PO3POOIATH Ta
HamamToByBaTH VPN Mepexi Ha ocHOBI mpoTokoiry IPSec.

2.1 HanamryBanHs Mepexi
2.1.1 Mopaein Mepexi (cxema)

BukoHaiite eranu 3’€1HaHHSI MEPEKHOTO 00JIaIHAHHS:

— 3amyCTITh ApJMK Ha pobouy ctoni Packet Tracer (abo BukoHaliTe
YCTaHOBKY Mporpamu 3anyctuBiny daitn Packet Tracer.exe);

— TOOyIyHTe Mepexy 3a CXeMOIO MPEeACTAaBICHO0 Ha PUCYHKY 2.1, 3
OCHOBHUMH TIapaMeTpaMH KOMYTaIlifHOro oOnagHaHHS Ta iHTepdeiiciB
(tabun. 2.1). Ins uporo BUKOHANTE HACTYIIHI ii:

1) 3 mnasem mnpunamie B pobody o0nacTe TmepeHecith 3
Mapmpytuzatopa 2901 (s 3pydHOCTi iX moTpidHO nepeiimenyBatu y R1,
R2iR3);

2) B pobouy oOmacte mepeHecith 3 Kkomyrartopa 2950-24
(nmepefimenyiite ix y S1, S2 1 S3);

3) B pobouy obmacte mnepeHeciTb 3 poboumx cranuii PC-PT
(nepeiimenyiite y PC-A, PC-B Ta PC-C).
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/ GEOf0

192.168.2.1/24
—~

/
SE0/0/0 [’? SE0/0/1
0.111/30 4 o, W 10.2.21/30

GEO/0
GEOf0
192.168.0.3/24 192.168.1,1/24 81/ 192.168.3.3/24

[ l— ~rl sEofofo SE0/0/1
= = TW ouyn 02200 T = _g
! 3

£ £
PC-A st R R s3 PC-C

Pucynok 2.1 — Cxema Mepexi
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st BCTaHOBJICHHS MapIIpyTH3aTOPiB Ha TaHe MPUIIaAiB He00XiTHO
BHOparn meprunii emeMenT — Routers (puc.2.2). 3 mOKa3aHHX IPUCTPOIB
Tpeba BuOpaTu 2901 (miakpecineHuil) i MepeTarHyTH y pobody 00J1acTh.

= il m < | - -
ow A GG LG
;BIL:M' 211 901 311 | Generic/ |Generic)

w1 | |
| Routers | L WL

i 4 e [ ;
AgeFe |

2911

Pucynok 2.2 — Bubip MapmpyTu3aTopiB

st BcTaBKM KOMYTaTOpiB HEOOXiTHO MepeTH Ha 3akiIaaKy Switches
(puc. 2.3) i mepetsirtu 2950-24 (miAKpECICHHUIT) €IEMEHT y po004y 00J1acTh.

o | ¢
G21l> 9 @
12950- 14' \ 29507
L

oo i

2060 | |Generie! |Generic, 1.”;5 |Genariz!

| Switches

#‘I s_

_Iv

Bridge-PT
Pucynoxk 2.3 — Bubip komyraTopi
Jis BcTaBKM KOMIT'IOTEpiB HEOOXigHO mepeiitn Ha 3aknaaky End

devices (puc.2.4) i nmepersrru Generic (makpecieHuii) eneMeHT y pobody
001acTh.

P P :
S M> (O
N0 DN EPEBPER
e | Wireless| | Shart |
End Devices |Generle| |Generle! |Genarie! |Ganerie| PPhene | Devies | | Phane | | |"Tabiat | | Deviea

L O™

PC-PT

Pucynok 2.4 — Bubip koM 1oTepiB
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Tabmuirs 2.1 — [Napamerpu intepdeiicis

- . Default
Ipucrpiit | IaTepdeiic IP-ampeca Macka Gateway
Gigabit .
R1 Ethernet 0/0 192.168.1.1 255.255.255.0
Serial 0/0/0 10.1.1.2 255.255.255.252 Fhx
Gigabit .
- Ethernet 0/0 192.168.2.1 255.255.255.0
Serial 0/0/0 10.1.1.1 255.255.255.252 ool
Serial 0/0/1 10.2.2.1 255.255.255.252 ool
Gigabit e
R3 Ethernet 0/0 192.168.3.1 255.255.255.0
Serial 0/0/1 10.2.2.2 255.255.255.252 Fx
PC-A il 192.168.1.3 255.255.255.0 192.168.1.1
PC-B il 192.168.2.3 255.255.255.0 192.168.2.1
PC-C il 192.168.3.3 255.255.255.0 192.168.3.1

B mporeci HanamtyBaHHS Ha MapHIPYTH3aTOpU HEOOXiTHO NOJATH
crierianbHi Moy i. JIJis ibOoro KIAIHITh HAa MIKTOTpaMi MapHipyTH3aTopa,
SKa 3HAXOIUTHCS Y poOouiit oomacTi. [laii BiAKPHETHCS BIKHO HAIAIITYBAaHb
JaHoro mpuctporo (puc. 2.5). Y BinkputomMy BikHI y Bkiasii Physical 3miBa
00epits Moayns HWIC-2T.

=81
Physical | config | cu1 |

Physical Device View
Original Size | Zoom Out

| Jwic: v Zoom In |

Pucynok .2.5 — BikHO HajamTyBaHb MapuipyTH3aTopa
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Tenep BHMKHITH JKHBJICHHS MapIIpyTH3aTopa 1 TEpeTATHITH
300pakeHHsI MOIYJIS 3 TIPABOTO HIDKHBOTO KyTa BiKHA Ha KpalHiN mpaBuit
BIJIBHUH PO3’€M po3MMpPeHHs (1Ie BasKIMBO, TaK SK PO3TALIyBaHHS MOAYJIS
BIUIMBA€ Ha WOro KiHIEBY HAa3BY), AK MOKa3aHO Ha pUCyHKy 2.6. Ilicms
3aKiHYCHHS HAJIAMITYBAaHb HEOOXIIHO YBIMKHYTH JKABIICHHS.

il
cisco

Pucynok 2.6 — MapmipyTtu3zatop 3 BCTAaHOBIEHUM MOAYJIEM

Amnaroriuni aii HeoOxigHo moBTopuTH It R2 1 R3.

HacTtymaum KpokoMm € 3’€IHAaHHS MK COOOI0 MapUIpyTH3aTOPiB 3a
JIOTIOMOT010 KabeliB. Y AaHOMY BHIaJIKy BUKOpHCTOBYeThCs kabenb DCE -
BiH NpH3HAUEHWH JUIsl 3’€IHAHHS MDK COOOK IIOCIIJOBHUX IIOPTIB
MapuipytuzaTopis (Serial mopriB).

Hnst Toro, mo6 BuOpatu naHwii TN Kabemoo, Tpeba KIAIHyTH Ha
wiagaky Connections ta oopatu kabens Serial DTE (puc. 2.7).

Connections
* I} 3
Ao 4

el PP VEBEE

Serial OTE

Pucynok 2.7 — Bubip kabemnto Juist 3’ €THAHHST MapIIpyTH3aTOPIiB

Jlnist 3°eAHaHHS ABOX MPHUCTPOIB HEOOX1THO:

— BuUOpaTu Kabeb Juis 3’ eaHaHHs (puc. 2.7);

— HATHUCHYTH Ha MEPIIOMY MPUCTPOI KU HEOOXiMHO 3’€HaTH Ta
BUOpatu nopr (puc. 2.8);
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— TPOTATHYTH KaOelNb /10 APYTOro MPUCTPOIO 1 TaK caMo 0OpaTH OPT
(puc. 2.9).

Bl Auxiary

= [l Console

. [] GigabitEthernetd/o
[ GigabitEtherneto,1

Seriald/0/1

R

Pucynoxk 2.8 — Bubip mopTy Ha mepmomMy npucTpoi

— I 1

l -,-,--'-‘- . Aunliary
29C
2001 Rout: Il Console
Routerl [] GigabitEthernet0/o

[] GigabitEthernetdf1

Seriald 01

Pucynok 2.9 — Bubip nopTy Ha Ipyromy npuctpoi

Jns migKIFoYeHHS KOMITIOTepa 10 KOMYyTaTopa, a KoMmyTaTopa y
CBOIO 4epry JI0 MapIIpyTU3aTopa BUKOPUCTOBYETHCS 1HIIMI THIT KaOemo —
BuTa mapa (puc. 2.10).
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“e80 | P RPEEBREY

TR

Copper Straight-Through

Pucynok 2.10 — Bubip 3BuTO1 mapu

JInis cripollieHHsT HAAIITYBaHb HEOOXiTHO Ka0elb MiJIKII0YaTH Ha Ti
MOPTH, SIKI BKa3aHi y Tadmumi 2.1.

2.2 HanamrryBanns IP aapecauii

Tenep Tpeba BHUKOHATM HEOOXIJHI HAJAINTYBaHHS, 3TiTHO
napaMeTpaM HaBeJCHUM B TaOmwmii 2.1.

s nanamryBanasa komm totepa PC-A HeoOXinHO:

— KJanHyTH Ha mikTorpami PC-A y po6ouiii 00:1acTi J1iBOO KHOIIKOIO
MMIIII;

— Y BiIKpUTOMY BiKHI 0Opartu Bkiaaky Desktop;

— HartucHytd Ha kHonmi [P Configuration i BBecTH HaJamTyBaHHS 3
tabmui 2.1 (puc. 2.11, 2.12)

Physical | Config Custom Interfacel

i 1=

Pucynok 2.11 — HanamryBanus PC-A
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=lojx|
Physical I Config Desktop I Custom Interface I
IP Configuration X [
IP Configuration

¢ DHCP + Static
[ P Address |192.168.1.3 |
| Subnet Mask |255.255.255.0 r
I Default Gateway |192.168.1.1

DNS Server | I

Pucynok 2.12 — Hanamrryanns IP agpecanii PC-A

AHaJNOTIYHAM YMHOM MOBTOPITH monepeani myHktu s PC-B Ta PC-
C. HeoOxinni mapametpu (IP-anpeca, macka migmepesxi ta Default Gateway)
BI36MITH 3 TaOmum 2.1.

Jns HanmamTyBaHHS MapiipyTrzaropa R1 Heo6xigHo:

— KJAIHYTH Ha mikTorpami R1 y poGodiii 00macTi JiBOIO KHOITKOO
MMIIII;

— y BimkpuToMmy BikHI 00paTu Bkiaaky Config;

— HajamrtyBaTH iHTepdeiicu 3rigno Tabmumi 2.1 (puc. 2.13, 2.14).

Static
RIP
SWITCHING

NVRAM Erase | Save

ea
INTERFACE
GigabitEthernet0/0
GigabitEthernet0/1
Serial0/0/0
Serial0/0/1

Startup Config Load... | Export...

Running Config Merge... | Export...

Pucynok 2.13 — HanamryBanuas R1

o ] 4]
ELTIEL B Global Settings
Settings
Algorithm Settings Display Name IRl
ROUTING
Hostname IRouter
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_ =10/
Physical Config | CLI |
GLOBAL  |-| GigabitEthernet0/0
Settings Port Status W on
Algorithm Settings Bandwidth ¢ 1000 Mbps & 100 Mbps © 10 Mbps W Auto
ROUTFNG Duplex " Half Duplex & Full Duplex ¥ Auto
5:'12: MAC Address 0001.6233.A701
R IP Configuration
VLAN Database IP Address 192.168.1.1
INTERFACE Subnet Mask 255.255.255.0
GigabitEthernet0/0

GigabitEthernetd/1
Serial0/0/0
Serial0/0/1

Tx Ring Limit 10

Pucynok 2.14 — HanamryBanns [P ampecamii R1

AHAJIOTIYHUM YMHOM TMOBTOPITH MONEPeIHI MyHKTH AJst poyTepiB R1
ta R2. HeoOximui mapamerpu (IP-ampeca i macka mimMepexi) Bi3bMITh 3
Tabymmi 2.1.

2.3 HanamryBaHHsA cTATUYHOI MapIIpyTH3anii

Tak sk PC-A Ta PC-B 3’e¢anani uepe3 R1 ta R3, a BoHU B CBOIO uepry
yepe3 R2, To nans 3abe3neueHHs: OOMiHY JaHUMH MK Pi3HUMH MepeKamH,
HEOOXiIHO BHKOHATH HACTPOWKY MapmipyTtu3amii — craTudHoi, abo
JUHAMIYHOI. Y MaHOMY BHUINAAKY HaJAIITYEMO CTATHYHY MapIIpyTH3aIliIo.

Jis HanamrtyBaHb CTATHYHOT MaplIpyTH3allii HEOOX1JIHO BUKOHATH
HACTYIHI Jii.

— KJAIHYTH Ha MapmpyTu3aropi R1 JiBOI0 KHOMKOIO MUILI;

— y BiakpuToMy BikHi nepeitu y Bkinaaky CLI (puc.2.15) i BukoHatn
HeoOX11H1 KOMaH/IH.
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* R1 ] |

Physical I Config

I10S Command Line Interface

Press RETURN to get started.

LLINEPROTO-S-UPDOWH: Line protocecl on Interface Serialds0/0, changed state to down

3LINEFROTO-S5-UFDOWN: Line protocol on Interface Serialds0/0, changed state To up

$LINEPROTO-S-UPDOWN: Line protocel on Interface Serial0/0/0, changed state to down
$LINEPROTO-S5-UPDOWN: Line protocol on Interface Serial0s0+0, changed state to up
LLINEPROTO-S-UPDOWH: Line protocecl on Interface Serialds0/0, changed state to down

3LINEPROTO-S5-UFDOWN: Line protocol on Interface Serialds0/0, changed state Tto up

Router> -~

Copy Paste

Pucynoxk 2.15 — Bxanka CLI

st HanamTyBaHHS CTAaTHYHOI MapIIpyTH3allii HEOOX1THO B KOXKHOMY
MapIIpyTU3aTopi IPOITUCATH aAPECH 1 MaCKH MepeK, ki Oeznocepeqapo HE
MiIKIIOYEeHI 10  JaHOro  MapuipyTm3aropa. TakuM  9YWHOM  JUIs
MapmpyTtu3aTopa R1 HeoOXimHO qogaTH Taki MEpexi:

— 192.168.2.0/24;

— 10.2.2.0/30;

— 192.168.3.0/24.

Ipumirka. ¥Yci noxanbin KOMaHIu BUKOHYIOTbCA y BikHi CLIL

Po3risiHeMo erany MiIKIIOYEHHsI Ta HaJalITYBaHHS Ha TPHKIAJII
OJIHIET MEepEXi, JJIS I[LOTO:

— BXOJMMO B TpHUBUICHOBAaHMN pEXHUM — B TEPMiHANI BBOJUMO
KOMaHJy:

> Enable;

— JUId BXOJY B PEXUM HaJlAITYBaHHS KOHQITypamiii BBOIMMO
KOMaHJIy:

> Configure terminal,

— Jaiti 6e3rmocepeHbO BKaXKITh MEPEKY, IPONHUCYIOUH B TEPMiHAaIi:

> IP route 192.168.2.0 255.255.255.0 s0/0/0
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3amicte s0/0/0 moxxkHa Takox BBecTH IP-agpecy iHTepdeiicy
MapIIpyTU3aToOpa, JI0 SKOTO MiIKII0YeHa JJaHa Mepexa (y TaHOMY BHTIAJIKY
—10.1.1.2);

— BBOJIMMO BHUIIC HABEJACHY KOMAaHIY JJIsl HAJAINTYyBaHHS 1HIIMX
Mepex, 3MmiHtoroun [P-anpecy i macky 3rigHo 3 Tabnwuieto 2.1,

— SKIO OMYIIeHa ITOMUJIKA IPU HANAIITYBaHHI, TO BUIATUTH 3aITUC
3 TaOJIHIII MapIIPyTH3AIii MOYKHA 33 JOTTOMOTOI0 KOMaHIH:

> no IP route 192.168.2.0 255.255.255.0 s0/0/0 (a6o 3 iM'sam
(anpecoro) iHTEpdEiicy);

Buxonaiire, 3a MOIEPEHBOIO CXEMOIO, HaJallTyBaHHA
MapmpyTtu3atopiB R2 i R3, 3 ypaxyBaHHSAM Mepex [0 SKHX BOHHU
HiIKITIOYeHI 1 azipec 1X inTepdericip (Tadmuis 2.1).

Jns mapmpytuzatopa R2 HeoOXiTHO H01aTH Taki Mepexi:

— 192.168.1.0/24;

— 192.168.3.0/24.

Jns mapmpytuzatopa R3 HeoOXiqHO qogaTh Taki Mepexi:

— 192.168.1.0/24;

— 10.1.1.0/30;

— 192.168.2.0/24.

[Ticns ycix HamamTyBaHb TEPEBIPIEMO UM MPAIIOE CTATHYHA
MapipyTtusaiis. s 1s0ro HeoOXiaHO BUKOHATH KOMaHay «Ping» Big PC-
A 1o PC-B ta PC-C i takox Big PC-B no PC-C (e MmoxHa 3poOutH 3a
JIOTIOMOTOF0 Taps4oi KiaBimii «Py», Ais mboro micist HAaTUCKAHHS KJIaBimii
TpeOa KITAIHYTH JIIBOIO KHOITKOIO MHUIIII Ha 00’ €KTI BiJ| IKOTO Oy1e HTH miHr-
MAKeT, a MOTIM KIJIAIHYTH Ha 00’ €KTi 10 sikoro Oy/e WTh miHr-naker). Ko
MiHT  TPOWIIOB Yy BCIX HAMpsIMKax TO CTaTHYHA MapIIpyTH3ALlis
HaJAlTOBaHA TMPAaBUIBHO 1 MOXHA IEPEXOJUTH J0 Oe3M0CepeIHbOTO

umdpyBaHas Tpadiky.

2.4 HanamryBanus pyHKii 0e3nexku
2.4.1 AkTuBanisi MmoayJisi securityk9

INaket nminensii Security Technology Package mae Oyt moctymHuM
JUTsl BAKOHAHHS JIiH, SIKI CTOCYIOThCS Oe31eku Tpadiky.

Jis mepeBipkd UM BCTAHOBJIEHUH mnakeT (Moxynb) securityk9
HeoOXi/IHO BUKOHATH HACTYIIHI il

— KJIAIHYTH JIIBOIO KHOIIKOIO MUIIII Ha MapuipyTu3aropi R1;
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— mepeiitn y Brimagky CLI;

— BXOIMMO B TIPHUBUICHOBAHWU pPEXHM, IS IIOTO B TEpMiHAJI
BBOJIUMO KOMaHJ1y:

> Enable;

— BHUKOHYEMO KOMaH/y II00 MEepeKoHaTHCs IO JileH3is Security
Technology Package aktuBupoBana:

— show version;

Slkino BiAMOBiAL Ha BBEJCHY KOMAaHJIy € TaKOIO sSIK Ha pUCYHKY 2.16,
TO 1€ 03HAYAE IO TMaKeT He BCTAHOBIICHHU.

&* Router5 _ Ol x|

Physical | Config CLI

105 Command Line Interface
TIJCCOF DYLES O A1E DYSTEN LOMDEcLrlZsSh U |Head/MLite) -

License Info:

License UDI:

0 CISCOZS01/ES FTE1524ERSV

Technology Package License Information for Module:'cZS00°

Technology Technology-package Technology-package
Current Type NHext reboot
i imbasaks Emanan E
I security None None None i
data None None None

Configuration register is OnZl02

Pucynok 2.16 — HanamtyBaHHs Oe31eKH y MapLIpyTH3aTopi

Jlns axtuBamii JireHsii, TOOTO BCTAHOBIEHHS IakKeTy Securityk9,
HeoOXi/THO BUKOHATH HACTYITHI KOMaH/IH:

— BXOAMMO B MpPHBUICHOBAaHUN PEXHM, JJIs IBOIO B TEPMiHAI
BBOJMMO KOMaHIY:

> Enable;
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— @7 BXOQy B DKM HaNAIMTyBaHHSA KOH(Iryparmiii BBOIUMO
KOMaH/y:

> Configure terminal;

— BHKOHAeMO BCTaHOBIEHHA Monyis €2900, sxkuil moB's3aHuil 3
mirensiero securityk9:

> license boot module ¢2900 technology-package securityk9;

> end;

— 3amuc MOTOYHMX ITapaMeTpiB y apaMeTpH MPH 3aBaHTAKECHHI:

> copy running-config startup-config;

— Iepe3aBaHTaXEHHs MapIIpyTH3aTopa:

> reload.

ITicns mepeBaHTaXEHHsI MapIIPYTH3aTOPa MOBTOPITH KOMaHIy ShOw
version. Pe3ynbTar Mae OyTH TaKuM sIK Ha pUCYHKY 2.17.

=10l %]
Physical | Config  CLI |
10S Command Line Interface
ZLIJCGGFE DYLES Of LIL CySCLEl LONDECLELEZSh 0 (Hecd/NIite) -

License Info:

License UDI:

*0 CISCOZS01/ES FTE15243PHY

Technology Package License Information for Module:'ecZ300°

Technology Technology-package Technology-package
Current Iype Next reboot
. P ks .
I security securitykd Evaluation securityks I
- e —
data None Hone None

Configuration register is 0xZl02

Pucynok 2.17 — BecranoBieHmii nakeT JineH3ii 6e3mnexu

Taki came i He0OXiJTHO BUKOHATH 1 Ha MapiipyTu3aropi R3.
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2.4.2 InenTudikamnis «0cod1MBOro» Tpadicy

Jns inentudikanii Tpadixy 3 okansHOi Mepexi R1 1o nmokanbHOT
Mmepexi R3 gk «ocobmuBoro» HeoOxiaHo HanamrtyBatd ACL 110.

Hpumitka. Po3mmpeni crmuckn ACL MoxyTh ¢inpTpyBatén 3a
npotokoioM, IP-ampecamu mkepena i Ipu3HAYCHHS, HOMEPAaMH IIOPTIB
JoKepena 1 Ipu3HaueHHS.

JlomaTKOBOIO TOJITHKOIO JUISI MEpPeXi BCTAHOBIIOETHCS, IO
OPUCTPOSIM 3 HACTYMHOI JIOKAIBHOI MepeXi JO3BONSETHCS TLTBKH,
JOCSATHEHHsI BHYTPIIIHBOI Mepexi. Komn'torepaM Ha il TOKaIbHil Mepexi
He 03BoJIeHnH goctym o [HTepHeTy. TakuM YMHOM KOpPHCTYBadi MOBHHHI
Oytu 3a0noKoBaHi Bim mocsarHeHHs Bigkpurtol [P-ampecu (mist Buxomy B
Iarepuet). Tak gk 151 BUMOTA i€ 1 Ui JpKepena 1 Juisi MpU3HAYEHHS, TO
HeoOxiaHa po3mupeHa ACL.

ITin ACL B poboti MaeThcsl Ha yBasi access-list, sxuit GpineTpye 3a
azpecamMu JpKepena 1 orpuMyBada Tpadik mporokoniB 3 i 4 piBHiB. Bin
MOBMHEH MaTh HOMep y AiamaszoHi Bix 100 no 199. Leit «ocobnuBuii» Tpadik
BUKOPHUCTOBY€E MpPOTOKON IPSEC KOXHOTO pa3y SK NPOXOAUTHME MIiXK
nokansHUMH Mepexkamu depe3 R1 ta R3.

Jlns fioro igeHTHbIKaIT He0OXiTHO BUKOHATH HACTYITHI KOMaHau: (Ha
mapipytusaropi R1).

— BXOIUMO B IPUBUICHOBAaHUHA PEKUM, U IOTO B TEepMiHAII
BBOJIIMO KOMaHJTy:

> Enable;

— BXOJMMO B PEXHM HaJalITyBaHHA KOH]Irypamid, BBOJAUMO
KOMaHJy:

> Configure terminal;

— HamamroByemo Tpadik mixk R1 ta R3 sk «ocobnuBuii»:

> access-list 110 permit ip 192.168.1.0 0.0.0.255 192.168.3.0
0.0.0.255.

VYci ocHOBHI apaMeTpH, SIKi OB’ s13aHi 13 HAJIAIITYBaHHIMHU O€3MeKH
Ipy Tepenadi «ocobauBoro» Tpadiky HaBeneHo y Tabuumi 2.2.
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Tabmuis 2.2 — [Napamerpu ISAKMP

[Tapamerpu R1 R2
p03noCBlg}(z)c}1iS<eHHﬂ 3rizHo IHCTPYKIT M| 1ga\vp | ISAKMP
oA ISAKMP
AITOpHT™M | hEg 3DES or AES|  AES AES
mudpyBaHHs
AnropaTv MD5 or SHA-1 SHA-1 SHA-1
XEITyBaHHSI
MeTo [Tonepennbo [Tonepenuso | IlonepenHpo
1 TIOIIHMPEHI KITto4i a00|  TOIMpeHi MOIINPEHi
ayreHTudikanii RSA KITH04i KITFOUi
Oo6wmin kmouamu | 'pyma DG 1, 2 abo 5 DH 2 DH 2
Yac s IKE SA | 80040 cex aGo 88640 88640
ISAKMP ko4 cisco cisco
2.5 HanamryBanus ISAKMP

2.5.1 HanamryBanHs noJjiruku kpunrorpadii

Hanmamryemo  momitmky  kpunrorpadii  ISAKMP 10 nHa
mapipytusaropi R1 ¢ BukopucTaHHsIM Kiroda «CisCo». [ToBepHemocs 10
tabmumi ISAKMP (tabn. 2.2) nns BuOOpy KOHKpeTHUX mapamerpiB. He
MOJKHa 3aJIMLIATH MapaMeTpy 3a 3aMOBUCHHSAM, HEOOXiTHO HaJalITyBaTH
crioci6 oominy kimrouamu ta DH-metoz.

Jli1st bOTO HEOOX1AHO BBECTH HACTYITHI KOMaH/IH:

— BXOJMMO B TpHUBUICHOBAaHMH PpEXUM, A LBOIO B TepMiHaM
BBOJIMMO KOMaH/Y:

> Enable;

— JUIS BXOJ/Iy B PEKUM HAJIAIITYBaHHS BBOJAUMO KOMaHIY:

> Configure terminal;

— BHKOHYEMO HaJIAIITYyBaHHS:

> crypto isakmp policy 10

> encryption aes

> authentication pre-share

> group 2

> exit

> crypto isakmp key cisco address 10.2.2.2
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2.5.2 Cropenns nepersopoBaya VPN-SET na R1

HeoOxigno ctBoputu mneperBoptoBady VPN-SET mist Toro, mo6
BUKOPHUCTOBYBAaTH Kpunrorpadiudi anroputvmu mudpysanHs esp-3des ta
esp-sha-hmac. TTicis 1pOro 3M0XKEMO HaJamITyBaTH Mary Kpumrorpadii
VPN-MAP, sxa 3B’spxe yci mapaMeTpH pa3oM.

Jli1st bOTO HEOOX1THO BBECTH HACTYITHI KOMaH/TH:

— BXOIMMO B TIPHUBUICHOBAHWU pPEXHM, IS ITOTO B TEpMiHAJI
BBOJIUMO KOMaHJIy:

> Enable;

— JUId BXOJY B PEXKUM HaJalITyBaHHA KOHQIrypamiii BBOAMMO
KOMaHJy:

> Configure terminal;

— BHKOHYEMO HAJNAIITYBAHHS:

> crypto ipsec transform-set VPN-SET esp-3des esp-sha-hmac

> crypto map VPN-MAP 10 ipsec-isakmp

> description VPN connection to R3

> set peer 10.2.2.2

> set transform-set VPN-SET

> match address 110

> exit

2.5.3 HanamryBanusi Manum kpunrorpadii Ha BuxigHOMYy
intepgeiici S0/0/0

KinneBum HamamtyBanHsM Mmanu kpuntorpadii VPN-MAP e ii
npuB’si3ka 10 BuxigHoro intepdeiicy S0/0/0 na mapmpytuzaropi R1.

st iboro HeoOXiAHO BBECTH HACTYITHI KOMaHTH:

— BXOJMMO B TIPUBIICHOBAaHWN PEXUM, IS [BOIO B TepMiHAMI
BBOJIMMO KOMaHJIy:

> Enable;

— JUIA BXOJY B PEXKHM HaJalTyBaHHA KOHGIryparliii BBOIMMO
KOMaH/y:

> Configure terminal;

— BHUKOHYEMO HaJIaIITyBaHHS:

> interface S0/0/0

> crypto map VPN-MAP
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2.6 HanamryBanus IPSec mapamerpiB B Mapmpytuzaropi R3
2.6.1 VPN 3’eqHaHHs THILY «MepeKa-MepeKar

Tenep HEoOXiAHO HANAIITYBATH 3BOPOTHI MapaMeTpu it AaHoi VPN
Mepexxi Ha Mapmipytuzatopi R3. Hamamrysamns ACL 110 s
ineHTudikamii Tpadiky 3 mokanbHOT Mepexi R3 y nokaneHy Mepexy R1 sk
«OCOOJIMBOTOY.

st boro HeoOXiAHO BBECTH HACTYITHI KOMaH/TH:

— BXOIMMO B TIPHUBUICHOBAHWU pPEXHM, IS ITOTO B TEpMiHAJI
BBOJIUMO KOMaHJIy:

> Enable;

— JUId BXOJY B PEXKUM HaJalITyBaHHA KOHQIrypamiii BBOAMMO
KOMaHJy:

> Configure terminal;

-1 BUKOHYEMO HaJIallITYBaHHSA:

> access-list 110 permit ip 192.168.3.0 0.0.0.255 192.168.1.0

0.0.0.255

2.6.2 HanamryBanusa ISAKMP

HanamryBanns momitnkn — kpunrtorpadii  ISAKMP 10 Ha
mapipytusaropi R3 ¢ BukopucTaHHsIM Kito4a «CiSCO». TToBepHiThCs 10
tabmumi ISAKMP (mioku 1ie Hema) st 3aBaHHs KOHKPETHUX MapaMeTpiB.
He MorxHa 3aiiaté mapameTpy 3a 3aMOBYEHHSIM, HEOOXITHO HAIAIITYBaTH
crnocid oominy kitoyamu Ta DH-meto.

Jli1st bOTO HEOOX1AHO BBECTH HACTYITHI KOMaH/IH:

— BXOIUMO B IPUBUICHOBAaHUHA PEKUM, U IOTO B TEepMiHAII
BBOJIIMO KOMaHJTy:

> Enable;

— JUId BXOJY B PEXUM HaJalTyBaHHA KOHQITypalii BBOIAHMO
KOMaHJIy:

> Configure terminal;

— BHKOHYEMO HaJalITyBaHHS:

> crypto isakmp policy 10

> encryption aes

> authentication pre-share

> group 2
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> exit
> crypto isakmp key cisco address 10.1.1.2

2.6.3 CTBopenns nepersopoBaya VPN-SET na R3

Tak sk 1 Ha mapmpytuzaropi R1 HeoOximHO cTBOpHTH HaOip I
nepetBopennss VPN-SET, myist MOKIMBOCTI BUKOpUCTaHHs €SP-3des Ta esp-
sha-hmac wa wmapmpytuzatopi R3. Tlicis 1bOrO CTBOPIOETHCS Mara
kpurrrorpadii, sika 3B’ shKe HEOOXiIHI TapaMeTpH Pa3oM.

Jl1st bOTO HEOOX1THO BBECTH HACTYITHI KOMaH/TH:

— BXOJMMO B NpPHBUICHOBaHUN PEXHM, JJIs IBOTO B TEPMiHAI
BBOJMMO KOMaH/Y:

> Enable;

— JUI1 BXOJY B PEXKUM HaJalTyBaHHA KOHQIrypamii BBOAMMO
KOMaHy:

> Configure terminal;

— BHKOHYEMO HAJAIITYBAHHS:

> crypto ipsec transform-set VPN-SET esp-3des esp-sha-hmac

> crypto map VPN-MAP 10 ipsec-isakmp

> description VPN connection to R1

> set peer 10.1.1.2

> set transform-set VPN-SET

> match address 110

> exit.

2.6.4 HanamryBanusi Manum kpunrorpadii Ha BuxigHOMY
inTepdeiici S0/0/1

KiameBum HanamryBanHsM Marmu kpunrorpadii VPN-MAP e ii
npuB’s3Ka 10 BuxigHoro inrepdeticy S0/0/1 Ha mapmpyTtuzaropi R3.

Jlist boTo HEOOX1AHO BBECTH HACTYITHI KOMaHTH:

— BXOJMMO B TpHUBUICHOBAaHMHA pEXUM, A LBOIO B TepMiHaMi
BBOJIMMO KOMaH/Y:

> Enable;

— JUId BXOJY B PEXKUM HaJalTyBaHHA KOHQITyparliii BBOIMMO
KOMaH/y:

> Configure terminal,
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BUKOHYEMO HaJIAIITYBaHHA:
> interface S0/0/1
> crypto map VPN-MAP

2.6.5 IlepeBipka po6oru IPSec VPN

Bukonaiite komanmy Show crypto ipsec sa na mapuipyrusaropi R1

(puc.2.18).  3BepHiTh  yBary 1o

KUIBKICTH

iHKal'Ich'H)OBaHI/IX,

3amu(poBaHUX, IEKATNICYTFOBAHNAX, PO3IMH(PPOBAHIX MAKETIB BCTAHOBIICHA

B 0.

— BXOJHMMO B MpPHUBUICHOBAaHUN PEXHUM, IS IOTO B TEpPMiHAJI

BBOJIUMO KOMaHOY:

> Enable;
BHUKOHYEMO KOMaHIY:
> show crypto ipsec sa

cu |

Physical | Config

I0S Command Line Interface

=10l

TLINEDRUIO-5-UCDUNN . Line protocol On LOCEerZeace Serizll usu,

Bouterrena
Bouterfshow crypto ipsec sa

interface: Serizld/0/0

Crxﬁtc buli <] tas: UPN—MBPI local addr 10.1.1.2

changed state to up =

protected vrf: (none)
loczl ident (addr/mask/prot/port): (152.1€8.1.0/255.255
remote ident (addr/mask/prot/port): (132.188.3.0/255.255

current_peer 10.2.2.2 port 500
PERMIT, flags={origin is acl,}
§pkts encaps: 0, gpkts encrypt: 0,
fpkts decaps: 0, #pkts decrypt: 0, #pkts verify:
fpkts compressed: 0, f#pkts decompressed: 0

fpkts not compressed: 0, #pkts compr. failed: O
fpkts not decompressed: 0, #pkts decompress failed: 0O
§send errors 0, frecv errors O

1]
1]

gpkts digestc:

.25
-2

55.0/0/0)0
55.0/0/0)

Pucynok 2.18 — Pe3ynbTaTi BUKOHaHHSI KOMaHIN

Jnst Toro, mo0 Tak 3BaHUN «OCOOJIMBHID»

show crypto ipsec sa

Tpadik NpPOUIIOB Bif

JoKabHOT Mepexi R3 10 nmokansHOT Mepexi R1 BukoHaemo komaHIy «Ping»
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Big PC-C 10 PC-A (11e MOXHa 3p00HUTH 3a JOITOMOI'00 raps4ol Kiasiri «Py,
JUTSL TIBOTO TICJIS HATUCKaHHS KiaBimi TpeOa KIAIHYTH JIiBOIO KHOIKOIO
MUIII Ha 00’€KTi BiJ{ SIKOTO OyJe WTH IMHT-TIAKET, a MOTIM KJIAIHYTH Ha
00’€eKTi 10 sIKOTrO Oy/Je WTH MiHT-TIaKeT).

IToBTOpUMO KOMaHIy ShOw Crypto ipsec sa na mapmpytuzaropi R1
(pnc.2.19). 3BepHITH yBary Ha Te, MO KIJBKICTh MaKeTiB 3MiHMIAch. [le
03Hauae, 1o HanamToBanui |IPSec mpairtoe.

g =1

Physical I Config CLII

I0S Command Line Interface

1 T SR TaTar T =y
Crypto map tag: VEN-MAP, local addr 10.1.1.2 I

m VELD -.nc:n-eJ

local ident (addr/mask/protfport): (192.168.1.0/2Z55.2
remote ident (addr/mask/prot/port): (13Z_.165.3.0/255
current_peer 10.2.2.2 port 500

PERMIT, flags={crigin is_acl,}

#pkts encaps: 1, #pkts encrypt: 1, #pkts digest: 0
#pkts decaps: 2, #pkts decrypt: Z, #pkts verify: 0
fpkts compressed: 0, #pkts decompressed: 0

#pkts not compressed: 0, #pkts compr. failed: 0
#pkts not decompressed: 0, #pkts decompress failed: 0
$#send errors 0, grecv errocrs 0 ]

5.255.0/0/0)
55.255.0/50/0)

local crypto endpt.: 10.1.1.2, remote crypto endpt.:10.2.2.2
path mtu 1500, ip mtu 1500, ip mtu idb Seriald/s0/0
current cutkbound spi: Ox7E7E3EZ23(20Z1533383)

inbound esp sas:

Pucynok 2.19 - Pe3ynpraTi BUKOHAHHS KOMaHau Show crypto ipsec sa

Tenep BukoHaiite komanmy «Ping» Bix PC-B 1o PC-A. Ilicis 1ip0ro
3HOBY BHKOHaiiTe komaHxy ShOW Crypto ipsec sa na mapuipyruzartopi R1
(puc. 2.20) i nepexoHaiTecs MO KiJIbKICTh AKETIB HE 3MiHUIIACS.
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€7 R1 i |m] B9
Physical | Config CLI I

105 Command Line Interface

1 T - e e -
Crypto map tag: VEN-MAP, local addr 10.1.1.2 I

“Erotected vII: (none)
local ident (addr/mask/prot/port): (192.1€8.1.0/255.255.255.0/0/0)
remote ident (addr/mask/prot/port): (192_168.3.0/255.255.255.0/0/0)
current_peer 10.2_.2.Z port 500
DPERMIT, flags={crigin_ is_acl,}
gpkts encaps: 1, #pkts encrypt: 1, #pkts digest: 0
$pkts decsps: 2, #pkts decrypt: Z, #pkts wverify: 0
#pkts compressed: 0, #pkts decompressed: 0
gpkts not compressed: 0, #pkts compr. failed: 0
£pkts not decompressed: 0, #pkts decompress failed: 0
gsend errors 0, f#recv errors 0 i

local crypto endpt.: 10.1.1.2, remote crypto endpt.:10.2.Z_.2
path mtu 1500, ip mtu 1500, ip mtu idb Seri=l0/0/0
current ocutkbound spi: OxT787E3EZ3(Z021533363)

inbound esp sas:
spi: Ox4BDFOR4F (1Z27Z2308367)
transform: esp-3des esp-sha-hmac |
in use settings ={Tunnel, }
conn id: 2007, fleow_id: FPEA:1l, cryptc msp: VEN-MAP
Sa timing: remaining key lifetime (k/sec): (4525504/35¢&1)
IV size: 1& bytes
replay detection support: W
Status: ACTIVE

——More—— | il

Pucynok 2.20 - Pe3ynbraTi BUKOHaHHS KoManau Show crypto ipsec sa
micis KoMauan «Ping»

2.7 3micT 3BiTY

— Xig po0oTH;
— iHJMBilyaJbHA cXeMa 3 3a3Ha4eHHsIM KOH]iryparii iHTepdercis;
— BIAMOBI/I HA KOHTPOJIbHI ITMTAHHS.

2.8 KontpoJbHi nuTaHHst

Busnauenns ta sugu VPN.
Bazogi apxitexktypu VPN.
I'pyna npotokomnis IPSec. Oco0n1BOCTI BUKOPUCTAHHS.
4. Cxema mepenaui makery 3 BUKopucTanHsM IPSec mmdpysanns.
Oco0IMBOCTI HANAIITYBAaHHS Ta aJipecartii.

wN e
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