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1 JABOPATOPHA POBOTA Nel
Ingpopmauiiini caysncou Inmepnemy (11S)

Meta po6oTu - BuBuMTH iH(popMaiiiHi ciayx6u InTepuery (IIS 7).
HaBunTHcs cTBOproBaTH Ta KOH(DIrypyBaTu BeO-By3IH.

1.1 3araabHi BizomocTi.

Kowmmonent indopmamniiianx ciyx0 [areprery (Internet Information
Services - IIS 7) mpencraBise co0ow camMuil MOTY)XHHU, HaIiAHUN i
Oe3neuHunii BeO-cepep po3pooku Microsoft. Bin Mmae macy HOBHX 3ac00iB i
GYHKIN, sKi HAAAOTh IepeBard AK OpTaHi3amisM, M0 3aiMaroTbCA
XOCTHHTOM, TaK 1 po3poOmioBayaM, IO CTBOPIOIOTH BeO-IOJATKH 3a
noromororo HOBiTHBOT Bepcii .NET Framework. IIS 7 Oinmbme He €
MOHOJIITHUM KOMIIOHEHTOM. Y IPOLECi YCTaHOBKH MPOIOHYETHCS IMOHAX
40 pizaux ciayx0 Ta KOMIOHEHTIB. Xoya Jdeski 13 [HUX CIIyxKO0
YCTAHOBJIIOIOTBCS 32  3aMOBYYBaHHSIM, BOHH MOXYTh BHOIpPKOBO
BIMANATHCS Ta 3aMiHATHCA IiHIKUMHU. Temep amMiHICTpAaTOPH MOXYTh
OJTHOYACHO OJIEPXKYBaTH IOCTYN JO Ti€i X KOHCoOMNi kepyBaHHs IIS, ame
VIPaBISATH TiABKH KOHKPETHUM BY3J0M. KpiM TOTrO, BOHH TaK0XX MOXYTh
pasoM 3 JeKiIbKOMa iHIIMMHM, CHEUialbHO NPHU3HAYEHUMH JIIOJbMH
3aificHIOBaTH BignaneHe kepyBaHHs IIS uepes IHTepHeT i3 3acTocyBaHHAM
HTTP/SSL. T'osoBHy poJib, OZHAK, I'pa€ IHCTPYMEHT OCHAIleHHs Internet
Information Services (IIS) Manager, OCKiJIbKH B HBOMY YTPHUMYETHCS
OLITBIIICTh KOMITOHEHTIB i 3ac00iB, sIKi HEOOXiqHI s KOH(IrypyBaHHS Ta
KepyBaHHA pi3HUMHU QyHKIismu I1S.

IHaneni pas agminicrpyBanns B IIS Manager. Koxna o6nacts y
koHcouti [IS Manager mae Ha3By, sik moka3ano Ha puc.l.l. I1i acouiiioBani 3
obnactsimu abo naHensMu Hazpw, Hanpukiag Connections (IlinkmouenHs),
CTPOINYIOTh BU3HAUEHHS Micllsi po3MinieHHs kommoneHtiB IIS. [lami
HaBeJICHWH MepeliKk BCiX MaHeNedl 1 BUKOHYBAaHUX HUMHU (QYHKIH, SKi
BKJIIOUEHi 110 ckiany koHconi IS Manager.
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Pucynoxk 1.1 - 3oBHimHi# Burisa koncoui [IS Manager

INanenr Connections (Ilinknaouennsi). Ls nanens nepeOyBae B
JIBIM YaCTHUHI KOHCOJI Ta BijoOpaxae nepeBo koHco IIS, ske Takox 1HOI
Ha3UBAIOTh JIEPEBOM BY3MTiB. Y Iill maHem BeO-aJMiHICTPaTOPH MOXYTh
BUKOHYBAaTH HACTYIIHI 3aBJJaHHS:

— TepersaaT CTapToBY CTOpiHKY (Start Page);

- MIAKII0YATHCS J0 CEPBEPIB, BY3JIaM 1 101aTKaM;

— YIpaBISATH HapaMeTpaMu CEpBEPIB;

- koHirypysatu IIS, mynu nonatkis, FTP i Be6-By3mm.

Hentpanbua manenb Bimomocrteii (Central Details). 1{s manens,
po3TaiioBaHa B IEHTpalbHIN yacTuHi KoHCoMNi KepyBanHs IS 1 BimoOpaxae
KOH]irypamiiiHi onuii A Bcix BcraHosineHux ciayx0 IIS. Cinyx6u tenep
MaroTh BUTIIsA 3HAYKIiB. L{i 3HAYKH MOXYTh TpyIyBaTHCS MO KaTeropisix
abo obmacTtsx, abo B3araii HisK He TPYIYBaTHCS NIPU BLAKIIIOYCHH] QYHKITT
YIPYHOBaHHS.

Manenbr Actions (JeiictBusi). L{s maHens posMilieHa B mpaBii
YaCTHMHI KOHCOJII Ta BigoOpakae Haumommpenimi JledcTBus. Y Hil Takox



pO3TaIIOBaHO MAEKiNbKa BKJIANOK i3 PI3HAMH OMIISIMH, SKi BapirOIOTHCS
3aJIeXKHO Bif 00paHOTo By3Ia.

By3znu pas aamidictpyBanuss B manedi Connections. [[ns
onTUMI3alii CTyMeHs 3axXHUIIEHOCTI Ta (QyHKUioHampHIM 3maTHOCTI IIS,
Tpeba HACTpOrOBaTH Oarato KOMITOHEHTIB BeO-ciyk0. HactporoBanHs Ta
aami"icTpyBaHHs ciayx0 IS 3mificHIOIOTECS 32 MommomMororo ocHameHHs 1S
Manager. Y mniBii manem (Connections ([ligkmiodeHHs)) OCHaIIEHHS
(puc.1.2), BimoOpaskaroThCsI IepepaxoBaHi HIDKYE Mk abo By3JIH.
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Pucynoxk 1.2 - 3onimHii Burisia naneni Connections B IIS

Start Page (Craproma cropinka). lleii By3on BimoOpakaeTbes
nepumM y naneni Connections (IlizkmtouenHst) i siBnsie co0oro, MO CyTi,
mudposy "npunagny powky" ans [IS. Bin Hagae kopucTyBadaM Belnude3Hy
KUIbKICTh 1H(opMaIiii, BizoOpakarouu CTpiukyd HOBHH IIS 1 mocuianHs Ha
OHJIaifHOBI pecypcu. Kpim Toro, BiH TakoX BKIIOYa€e iHQOpMAaLiio mpo
HeZaBHI MiJKITIOUEHHS Ta Nepellik MOB'A3aHUX 3 MiIKII0UYEHHIMH 3aB/IaHb.

IIS Server (Cepsep IIS). lleii By301 € TOJIOBHUM MICLEM ISt
aJMIHICTPYBaHHS Ta KEPyBaHHsS BIIACTUBOCTSAMU Ta (PYHKIIOHAJTILHUMH
MOXJIMBOCTSAMH cepBepiB. [licis BuOOpy LpOro Bys3na B IEHTpajbHIN



maHeni 3'SBIAOThCS 3Hauku KommoHeHTiB IIS. I[{o6 koHirypyBarn
MapaMeTpH Pi3HUX KOMIIOHEHTIB, aJIMiHICTPaTOp MOBUHEH JBidi KIAIHYTH
Ha BIONOBIAHOMY 3HaudKy, Hampukiman, Ha Feature Delegation
(HeneryBanns komnoneHTiB), Logging (Benenns xxypHaiiB) i T.1.

Application Pools (Ilynu popartkiB). Ilix mnymamm momatkis
(haKTHYHO MarOThCS HA yBa3i cerMeHTH (i3mdHOi mam'sTi, sIKi BHILICHI i
¢ynkuionyroui B myni ponatku. [lynm moaaTkiB BiZOKPEMIIOIOTh AOAATKU
BiJl 1HIINX pecypciB mam'siTi, SIKi BUKOPHCTOBYIOTHCSA IHIIMMHU CITYy>KOaMHU
IIS. Le miaBuIye CTYMiHE HAAIMHOCTI Ta OE3MEKH, aje MPH [IbOMY BAUMarae
JloJlaTh BeO-cepBepy OinbInoi KiUTLKOCTI mam'sti. EneMenTH myna pomatkiB
MOXYTh COPTYBAaTHCS Ha OCHOBI HacTymHUX KpurepiiB: Name (Im'st), Status
(Cran), .NET FrameworkVersion (Bepcis .Net Framework), Managed
Pipeline Mode (Pexxum kepoBanoro konseepa). Identify (Inentudikaris) i
Applications (Jonatkwu).

Web Sites (By3au). Y 1iii mammi 3HaX0oASTbCA BCi BeO-BY3iH, SIKi
00CITyTOBYIOTBCS Ha JTaHOMY BeO-cepBepi, a TaKOX 3alpolOHOBAaHWH 3a
3aMOBUYBaHH;IM 3pa3oK BeO-By3Ja, sikuii Mae HazuBy Default Web Site
(BebO-By3en 3a 3aMOBUYYBAaHHSM) 1 CTBOPIOETHCS ABTOMATHYHO T dYac
yctaHoBkH IIS.

FTP Sites (FTP-By3:am). Y uiii nammi 3Haxoaathes Bci FTP-By3iu,
SK1 00CITyTOBYIOThCSI HA TaHOMY BeO-cepBepi. BapTo 3BepHYyTH yBary Ha Te,
110 3a 3aMOBUyBaHH:M ciy>k0u FTP He BCTaHOBIIOIOTHCA.

IlnanyBanns Ta mnpoextyBaHuHsi IIS. PerenpHe mnanyBaHHS Ta
MPOEKTYBAHHS SBJSIOTH COOOI0 JBa BaXJIMBI 3aBlIaHHS, sIKI ITOBHHHI
000B'A3KOBO BUKOHYBaTHCs mepen BrnpoBakeHHsMm IIS. Bonwu, mo cyri, €
MOYATKOBUMH €TarmaMH B Tpolieci HamexxHoi peamizamii IIS i marore Ha
yBa3i BUKOHAHHS HACTYITHUX JIiH:

— BU3HAYCHHA I[iJIeH 1 3aBAaHb npoekTy IIS;

- imeHTHikamisa Ta aHaii3 coco0iB 3actocyBaHH IS;

- mpoekTyBaHHs iHMpacTpykTypu IIS BiAmoBigHO /10 MOCTaBIEHUX
IIJIEH 1 3aB/IaHb;

- BuOip ciryx06 1IS amnst 3amoBosieHHs moTped opraxizanii;

— BH3HAYEHHS BUMOT, SKi CTOCYIOTHCS B1IKa30CTIHKOCTI;

- TMPOEKTYBaHHsS CepBEpHOi I1HQPACTPYKTYpH, HaNpuKiIaa, 0a3
IaHux abo JOJaTKiB;

- BHU3HAYE€HHSA BUMOI MO Oe3Ileli, sKi BIAMNOBIZAIOTH IMOCTABICHUM
LJISIM 1 3aBIaHHSAM, 1 BUOIp MeTOIuK 3a0e3rneucHHs Oe3MeKH Ha OCHOBI
KOMITPOMICY Mi3K PU3HUKOM 1 3pY4HICTIO pOOOTH KiHIIEBUX KOPUCTYBAYiB;



- CKJIAmaHHS IUIaHIB 10 BiJHOBJIEHHIO IICISA aBapiif, a TaKoX
KOHTPOJIb TOTPUMAaHHS BUMOT 1 peKOMEH/AIliH 3 00CITyrOBYBaHHS,

- JIOKYMEHTYBaHHS TOTO4YHOI abo HoBoi iH(ppacTpykTypu IIS i
MPUIHATHX MPOCKTHHUX PIllICHb.

Onuc moayiasHoro migxoay o ycraHnoBku IIS. MoaynpHuii
nporec ycrtaHoBkH IS wacTo Ha3MBalOTh KOMIIAKTHUM 1 eeKTHBHUM. Bin
cKJagaeTses 3 Oinbin Hixk 40 OKpeMUX KOMIOHEHTHUX MOIYJIB 1 I03BOJISIE
BuOupatn Oyap-AKy KoHGirypamito mnpu posropransi IIS, mo B
OCTaTOYHOMY MiJACYMKY 3BHYAaliHO NPHBOIUTH 1O OJEPKAHHS MEHIIOI
IJIONII MOBEPXHI Ta OLMBIIOTO CTYIEHS CTPyKTypu3alii. Bece e mo3Bossie
KOXHIM opranizamii, ska BcraHoBmoe IIS 3acTocoByBaTH BiIacHY
koH(irypariro IIS. Sk BuaHO Ha puc.1.3, Mmoxyi, Ha3uBaHi cIy>KOaMH poi
(role services) a00 KOMIIOHEHTaMu (components), MOXKHa BUOUPATH i1 Yac
ycranoBku poiii Web Server (I1IS) (Be6-cepsep (IIS)). Bonu Burnisinarors y
takuii croci6: Web Server (Web-cepsep); Management Tools (3acobu
kepyBanns); FTP Server (FTP-cepsep).

Pucynoxk 1.3 - Tleperisin 1OCTYITHUX JJIsl YCTAHOBKH CITYkKO 1
KOMITOHEHTIB



Monayas/ciay:x6a Web Server. Moxyns Web Server (Beb-cepsep) €
OCHOBHOIO cIyk60r0 pom B IIS. Moro MoxHa BBaXKaTH TONOBHUM
(GyHKLIOHATBEHUM KOMIIOHEHTOM BeO-cepBepa, OCKUIbKM BiH 3abe3meuye
OCHOBY AJIsl MIATPUMKH BeO-BY3NIB 1 Hajgae po3poOioBadaM 0azy uis
npoBefieHHs po3poOku. [lo ckimamy Web Server BxoamTh Ime KijbKa
KOMIIOHEHTIB, K1 TEX YCTaHOBIIOIOTHCS OKPEMO:

Common Http Features (3aranbni kommonentu HTTP). Ileit
KOMIIOHEHT MICTHUTh y €001 3aci®é s JOCTaBKM CTaTHYHOTO BMICTY,
CTBOpDEHHS cIeriamizoBaHnx crtopiHok mommimok HTTP, mnepermamy
KaTajoriB i BUOOPY JOKYMEHTIB, SIKi aKTHUBI3YIOThCS 3a 3aMOBYYBaHHSM.
3acobu HTTP Redirection (Ilepenanpsimok HTTP) i WebDAV Publishing
(ITy6mikamist WebDAV) 3a 3aM0BYyBaHHSM HE BKITFOUEHI.

Application Development (Po3po0ka noaartkiB). Lleif komnoHeHT
il Yac YCTaHOBKH 32 3aMOBUYBAHHSIM He BHOUpPAEThCA. Y BHUIAIKY HOTO
BUOOPY CTAalOTh JOCTYITHHMH 3aCOOM ISl CTBOPEHHS Ta OOCIYrOBYBaHHS
BeO-momatkiB, Takux sk ASP.NET, .NET Extensibility (Po3mmpenus
NET), ASP, CGI (Common Gateway Interface - 3araabHHil IUTFO30BHIA
intepdetic), ISAPI Extensions (Posmmpenns ISAPI), ISAPI Filters
(DimeTpu ISAPI) i Server-Side Includes (CepBepHi BKITtOUeHHS).

Health and Diagnostics (IIpame3sgatHicTs i aAiarHocTuka). Y
BUTIAJIKy BHOOPY I[LOT'O KOMIIOHEHTa BCTAHOBIIOIOTHCS 3aCO0M, HEOOXiHI
IUIS. MOHITOPHHTY, KEpyBaHHs Ta ycyHeHHs Henosnanok B 1IS. V #oro cxian
BXOASTh 1 MOXYTh YCTAHOBJIIOBATUCS OKPEMO HACTYIHI KOMIIOHEHTH:
HTTP Logging (Peectpamis momiii HTTP), Logging Tools (3aco0y
BeJleHHs JKypHanmiB), Request Monitor (MoniTopunar 3amuti). Tracing
(TpacyBanns), Custom Logging (BeneHns cnemianbHuX XypHaiiB) i
ODBC Logging (Benenns xxypuainis ODBC).

Security (be3meka). /lo ckiiaay boro KOMIOHEHTa BXOSATh 3aC00U
JUTsE KEepyBaHHS aBTOpHU3aIli€l0 BeO-BY3JiB, sKi 3aCHOBaHI Ha Pi3HHX
MexaHi3max ayteHtudikaiii. Kpim nporo, BiH Hajgae iHPpacTpyKTypy AJs
3a0e3neueHnst Oe3neku IIS 1 acorifioBaHuX i3 JaHOK YCTaHOBKOI BeO-
By3/liB. Y #Oro ckigaai NpOMOHYIOTbCS Ta MOXYTb BUOHMparucs s
yCTaHOBKM  HacTymHi  3acobu:  Basic  Authentication  (ba3osa
ayrentudikamis), Windows Authentication (Ayrentudikamis Windows),
Digest Authentication (Hafimxect-ayrentudikamis), Client Certificate
Mapping Authentication (AyTreHTudikamiss Ha OCHOBI 3iCTaBIICHHS
ceprudikarie kiieHtiB), IS Client Certificate Mapping Authentications
(AyrenTudikaiist Ha OCHOBI 3icTaBieHHs ceprudikarie kmieHTiB I1IS), URL
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Authorization (ABtopmsamiss Ha ocHoBi URL-agpec), Request Filtering
(Pinprpanis 3anutiB) i [P and Domain Restrictions (Oomexennst mo IP-
ajipecaM 1 JOMEHaMm).

Performance (IIpoayktuBHicTs). Jl0 ckiamy 1mbpbOoro KOMIIOHEHTA
BXOmATh Taki 3acobm, sk Static Content Compression (CTuckaHHS
cratmyHoro BMicTy) 1 Dynamic Content Compression (CTuckaHHS
JUHAMIYHOTO  BMICTYy), SKi  JIO3BOJIIIOTH  3HAYHO  MiJBHUIIUTH
MPOAYKTUBHICTE BeO-BY3JTIiB 3a paxyHOK KepPyBaHHS MPOITYCKHOIO
3IaTHICTIO Ta CTHUCKOM.

Monayas/cay:x6a Management Tools. HactynHoi acouiiioBaHoi 3
pommio IS ciyk6010 € momyns Management Tools (3aco0u kepyBaHHS:).
Bin Hamae komrTw 11 KepyBaHHS Ta aAMIHICTpYyBaHHA 1HPPaCTPYKTypH
IIS:

- IIS Management Console (Koncosr kepyBanus IIS). VY
BUTMAAKYy BHOOpPY [IbOTO KOMITOHEHTAa BCTAHOBIIOETHCS  HOBITHIiH
IHCTpYMEHT KOpHCTyBalbHUIBKOTO iHTEepdeiicy (User Interface) musa
KepyBaHHS, aIMiHICTpYBaHHS, MOHITOPUHTY Ta 3axucty IIS;

- IIS Management Scripts and Tools (Cuenapii Ta 3acodu
kepyBanHs IIS). Temep MoXnwmBO ympaBIATH BCiMa TMapaMeTpaMH Ta
KOH(]IirypamisMi depe3 aBTOMAaTH30BaHI cleHapHi Komauau. Llei
KOMIIOHEHT Hajae iHQPacTpyKTypy, ska mo3Boisie ynpammartd IIS 3a
JTIOTIOMOTOFO CIIeHAapiiB, 0 Ty’Ke 3pyYHO NPU HAIBHOCTI B iH(pacTpyKTypi
Oe3miui cepsepis 1IS;

- Management Service (Cayx0a kepyBanHsi). lleii kommoHeHT
3abe3neuye B iHppacTpykTypi IIS 6a3y ms BignaneHoro KkepyBaHHSI.

YcranoBka Ta koHdirypyBanHst BeO-By3aiB. IS moxe
MiATPUMYBAaTH THCSAYi BeO-BY3JiB Ha €IWHOMY BeO-cepBepi. KinmbkicTb
MOJKJIMBUX BeO-BY3JIB 3aJ€KUTh Bl KOH(DIrypalii cucTeMu, y TOMy YUCIi
KUJIBKOCTI HasiIBHUX Y Hill mporecopis, o0csary O3V, npormyckHOl 31aTHOCTI
Ta T.i. Y KOXKHOTO Be0-BYy3J1a, SIKUH MIATPUMYETHCS B CUCTEMI JJisi poOOTH 3
InTepHeToM, OBHHEH OyTH 3aranbHOAOCTYIHUI [P-anpec 1 3apeecTpoBane
noMenHe im'a. [lpu HasBHOCTI TiNbKM OAHi€l 3arambHOAOCTYHHOro IP-
azpeca Ta NoTpeOM MIATPUMYBATH iHIII BeO-BY3JM, HaJaHHS MOXJIHMBOCTI
00CITyroByBaT KOpUCTYBayiB B [HTEpHETI MOKHA CTBOPIOBATH BIPTYaIbHI
KaTaJIorh abo KopHcTyBaTHcs 3aronoBkamu xocta (host header).

HacrtporoBanus BiaactuBocteii BeO-By3ina IIS. V uenrpanbhiii
naHesni BioMocTed posMimiaerbess Bkiajgka Features View (Iloganms
KOMNOHEHTIB). Jleski i3 3HAuKiB, sIKI BiOOPaXYIOThCS Ha I BKIAIII,
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MaloTh BIJHOIICHHS /O HACTPOIOBAHHS AacOIliHOBaHUX 3 BeO-BY3JIOM
BJIACTUBOCTEH 1, 30KpeMa, IO3BOJISIIOTH YNPABIATH BCIM, L0 CTOCYETHCS
po3poOku  goxatkiB, kommnoneHTiB HTTP, craHy, pmiarHOCTHKH,
NPOAYKTHBHOCTI Ta Oe3meni. JJocTynHi HacTyIHi Ol

- IIS 7.0 Features Associated with ASP.NET (KommonenTn IIS,
acomniiioBani 3 ASP.NET);

- IIS 7.0 Features Associated with IIS (KommonenTn IIS,
acouiiioBani 3 I1S);

- Management Features (KommnonenTn, aconiiioBani 3
KepyBaHHSIM).

3ade3neuenns Oe3mexku B IIS. IIpoayktu Microsoft € HaiGinbII
HOIMYJSIPHUMH 00'€KTaMH, TOMY B@)KJIMBO MaKCUMaJIbHO 3aXHUINATH BeO-
cepep. Uum Oinbinie Gap'epiB, TUM MEHIIE y 3JIOMINHMKA Oyae OakaHHS
oJlepKaTh HeCaHKIIOHOBaHM AoCcTyN. KoKHMIT KOMIIOHEHT Ha BeO-cepBepi
TTOBHHEH OYTH 3aXHIIEHMIA; Oe3IeKa cepBepa BU3HAYAETHCS 0€3MeK00 Horo
HaiOimeIn cmabkoi wacThHU. 3a 3aMoBuyBaHHsAM B IIS mo3BomeHo
NPEACTABIATA TUIBKM CTaTHUHY iHpopManito (o0 BHUKOPHCTOBYBATH
JIOIaTKK a00 MWHAMIYHUHN BMICT, iX Oy/e moTpiOHO aKTHBi3yBaTH BPYYHY).

3a0e3neyenns Oe3nexu Windows Server 2008. besneka moxe
3a0e3nevyBaTcs Ha (i3MYHOMY piBHIi, JoriunoMy piBai (Windows Server
2008, monatkiB Ta T.iH.) i Ha piBHI MEpeXeBHX MiIKIIOUeHb. [Ipn
3abe3neueHHi Oe3nexu cucremu Windows Server 2008 3 posro Web
Server (Beb-cepBep), BaxxiMBO He 3a0yBaTW BHKOPHUCTOBYBAaTH (ailioBy
cucremy NTFS i 3acrocoByBaTH OCTaHHI MakeTH BiJHOBICHb OC3MEKH.
3acrocyBanHs daitnoBoi cuctemu NTFS rpae KpuTUuHO Ba)KJIMBY POJb,
OCKLTBKY HaJ[a€ MOYIJIMBICTh YCTAHOBIIOBATH BiAIOBIIHI MMpaBa HA JTOCTYI
10 (aiiniB, mankam i 3araJbHUM pecypcam.

Aytentudikanis IIS. Ayrentudikanis sense co6or0 Tporec, y Xoi
SIKOT'O 3aCTOCOBYETHCS IEPEBIpKa KOPUCTYBAUiB!

- aHoHiMHa ayTeHTH(ikanis (Anonymous Authentication). [Ipu
TaKOMy MeTOJi ayTeHTH(IKaIlii KOPHCTYBadi MOXYTh YCTaHOBIOBATH
3'eHaHHS 3 Be0-By3JI0M 0€3 MpeI'IBJICHHS CBOIX OOJIKOBUX JaHHX;

- ayreHtu(ikanis ceprudikariB kiieHTiB Active Directory
(Active Directory Client Certificate Authentication). Ilpu Taxomy
METO/1 KOPHCTYBadi MOXYTh YCTAaHOBIIIOBATH 3'€HAHHs 3 BEO-BY3JI0OM 3a
PaxyHOK BHMKODHUCTaHHS [UIi NPOXO/DKEHHS ayTeHTu¢ikamii cBoiX
KITIIEHTChKUX cepTudikatiB Active Directory;
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- 3amo3u4yeHus npaB ASP.NET (ASP.NET bnpersonation). [Ipu
TaKOMY METOJIi KOPHCTYBadi MOXYTh BUKOPHCTOBYBATH JUISl ITPOXOKEHHS
ayteHnTudikanii oomikosuit 3amuc ASP.NET;

- iHTerpoBana ayrtentu(ikamis (Litegrated Authentication).
Le#t meron ayrentudikamii mMoxe iHTerpyBatucs 3 Active Directory i
nependadae nepenady He GaKTUIHOTO Mapoisi KOPUCTYBAdiB MPH iXHBOMY
BXOJIi B CHICTEMY, a Horo xem-Bepcii;

- naiimkect-ayrentudikamis (Digest Authentication). Ileit
METOJ CXOXHH Ha TOTepeHIi TUM, IO TeX Iepeadadae mepenady Xer-
Bepcii mapoJisi, ajie e BUMara€ HasBHOCTI KOHTpojepa goMeHy Windows
Server asst mepeBipKu MOTO BipoOTiTHOCTI;

- ©0a3oBa ayrentudikamis (Basic Authentication). IIpu 6a3zoBiit
ayTeHTU(iKalii iM'sl Ta TApOJb KOPUCTYBaUiB MEPEIAIOTHCS 10 MEPEXi Y
BUTJISA/ BIIKPUTOTO TEKCTY, Yepes3 I [l METO BBAXKAETHCS HEAOCTATHIM
JUTst 3a0e3MeYeHAs HaAiTHOTO 3aXHCTY BiJl HECAHKI[IOHOBAHOTO JIOCTYILY;

- ayreHTtudikamis 3a JA0TOMOT 010 ¢opm (Forms
Authentication). IIpu Takomy MeTOAi KOpHUCTyBayi NepeHANPaBISIOTHCS
Ha CrelliajibHy CTOPIHKY JUIs YBeIeHHs 00ikoBuX nanux (puc. 1.4).

| Pestrestiew | conmncmen
Configuraton. Tecalhoat root web.conflg . B

Pucynok 1.4 - Cropinka komrnoneHnTy Authentication
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Hns 1 BimoOpakeHHss HeoOximHO KimamHyTH Ha kHOmmi Edit
(PenmaryBatm) Ha Bkmamii Directory Security (Be3meka kaTaJjioris)
CTOPIHKH BIaCTHBOCTEW BeO-By3Ta.

Buxopucrannsi ceprudikarie SSL. ludpysanus SSL nozomse
30epiraTh  HUTICHICTh  JaHUX  KOPUCTYBadiB, a  TaKOX  iXHIO
KOH(IJSHIIHHICTS 1 THM CaMUM 3aXHINATH MepeaHy MK KIEHTOM i BeO-
CEpPBEPOM CEKpeTHY iH(OpMaIlito, TaKy SK Tapojii abo JaHi KPEAUTHUX
kapTok. B ocHoBi SSL nexuTh mpoTokoa 3abe3medeHHS Oe3Mekw 3a
JTIOTIOMOTOI0 BiIKPUTOTO KJIFOYa, KWW 3aXWINAE MeperaHi TaHl 3a paxyHOK
ixaporo mm¢pyBanHs nepen BigmpasineHHsM. Ceprudikatu SSL maroTh
TPHU OCHOBHHUX NPHU3HAYCHHS, X04Ya 3BHYAWHO 3aCTOCOBYIOTBHCS TiINBKH IS
muQpyBaHHS i JKIIOYEHb.

Aytentudikanin cepepa SSL. Jlo3Boisie Kii€HTaM NepeBipATH
nificuicte  cepepa. [lianTpumyroue  SSL KIli€HTChKE  TpoOrpamHe
3abe3meuennast moxe BukopuctoByBaTH PKI (Public Key Infrastructure -
iH(pacTpyKTypa BIIKPUTHX KIIOUiB) NI TEpeBipKH, dYd € ceprudikar
nOificHnM, a Tak caMo 4u OyB BiH BHUIAHMH MEPEBIPEHUM ILIEHTPOM
ceprudikarii (Certificate Authority - CA).

Aytentudikanis kmienta SSL. Jlo3Boisie cepBepaM NepeBipsATH
nilicHicTh KiieHTiB. SSL Moke mepeBipsATH, YHM € cepTudikar KIi€HTa
JificHnM, 1 un OyB BiH BUIaHUI TIepeBipeHUM LeHTpoM cepTudikamii (CA).

IIudpyBanns MiAKJII09eHb SSL. Haiinomupenimumm
3actocyBaHHsM SSL € mmdpyBanHs BChOro Tpadiky aisi KOHKPETHOTO
I IKITFOYEHHS. Takuéi  migxim  3a0e3nedyye  BHCOKUUN CTYIIIHB

KOH(iJCHIIIIHOCTI Ta Oe3MeKH.

3 mornaay 1IS mmdpysanns SSL Mmoxe 3acTocoByBaTuCs SIK 10
BCBOI'O BeO-BY3Jy, TaK i TUIBKH JI0 OKPEMHX KaTajoriB a00 KOHKPETHUX
¢aitniB. KondirypyBanuss SSL 37iiicHIOETBCS 3a JTOTIOMOTOIO KOHCOJI
Internet Information Services (IIS) Manager (Hucmeruep cmyx0 IIS). B
UIOMY, KpOKH, HeoOXimHi i BUKOpUCTaHHS cepTudikariB i SSL,
BUTJISIAIOTh TaK: MepHIMii KPOK - ojepxaTH cepTudikart, Apyruii -
crBoputd  HTTPS-mpuB'sisky a7 KOHKPETHOrO  IiJUIATAr0YOTO
mudpyBaHHA By3Ja W, HapelTi, TpeTil - KoHpirypyBatu napamerpu SSL
JUTSI IBOT'O BY3Jia, HOTO 10JaTKy a00 (pi3U4HOTO KaTajory.

3a0e3meyennst OesmeyHoro  kepyBanHsa IIS wa  piBHI
agMinicTpaTopiB i kopucryBawiB. [lna kepyBanHa IIS remep
MPOIIOHYETHCS JCKIIbKa BOyIOBaHMX poJiel aaMiHicTparopa. lle HoBwuit
MiAXig 10 ajaMiHicTpyBaHHs B 1IS, OCKiUIbKM JaHI poJIi MOXKHA MTPU3HAYUTH
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KOpHCTyBauaM i THM CaMHM HaJaTH IM MOJIMBICTh BUKOHYBaTH Ha BeO-
cepBepi, BeO-By3nmi abo y BeO-momaTKy IUINEe TIeBHI aaMiHICTpaTHBHI
3aBlaHHsA. YCboro joctymHo Tpu poii: Web Server Administrator
(Anminictpatop BeG-cepepa), Web Site Administrator (AamiHicTpaTop
BeO-By3nma) 1 Web Application Administrator (AaminicTpaTop Be6-
nmonatkiB). KoxkHa ponb no3Bossie KoH(DIrypyBaTu cBiif Habip mapameTpis.
VYeci mi pouti Ta aconiiioBaHi 3 KO>KHOI 3 HUX JI03BOJIH MepepaxoBaHi HIKYE.

Poui piBus cepBepa Onuc
(Poab agminicrparopa IIS)

Web Server Administrator. Hagae moBHMt 1 HeoOMexeHUI
JIOCTYII 10 BeO-cepBepy,
(AmminicTpaTop Be6-cepBepa) y TOMY YHCIIi IO BCiX BY3JIiB, SIKi IM

0o0CITyTOBYIOTBCS, 1  JOJaTKam,
SIKi  TO3BOJISIIOTH  KOH(ITYpyBaTH
napaMeTpu BeO-cepBepa, IYJIiB
JOJIATKIB, BEO-y3JiB, BIpTyaJIbHHUX
KaTajoriB, (i3MYHUX KaTaJIOTiB Ha
BeO-By3nax i y BeO-mojaTkax, a
TaKOX TapaMeTpu Oe3neku BeO-

cepsepa.

Web Site Administrator. Hanae  moBHuii  goctym 1o
JIEJIETOBaHOTO BeO-BY3IIy, TOOTO

(AnminicTpaTop Be6-BYy3.1a) JIO3BOJISIE KOHPITypyBaTH B Me)Kax

JICJIETOBaHUX TMpaB BeO-
JIOJIATKH, a TaKOX BIpTyasjbHI Ta
(hi3uuHI KaTaIory By3Ia.

Web Applications Administrator. JHo3zBoutsie KOH}ITypyBaTH
napameTpH BeO-104aTKiB, Ha

(AmminicTpaTop Be6-101aTKIB) ki Oynu JeneroBaHi IpaBa, a
TaKOX  BIpTyaJbHI  KaTaJoTH,

¢isnuHi Katajgorn Ta Qainm, sKi
3HAaXOAATHCS B HUX, Y PaMKax IHX
JIeTIETOBAHUX TIPAaB.
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1.2 BukoHaHHsI 1a60paTOpPHOL podoTH

IpumiTtka. MeTomuuHi BKa3iBKH 1JIs ITi€i POOOTH CKIIAmeHI 3
Opi€HTaIli€l0 Ha BHKOHAaHHA pOOOTH Ha KoMmm'ioTepax 3 (isMuHHUMHU
imeramu RMF01 i RMFO2.

Jl1s TIX KOMIT'FOTEpiB, MaeEMO:

— TIpM 3aBaHTaXeHHI Ha HUX KiieHTchkoi OC MS Windows 7:

IP-ampecu: 10.0.9.51 i 10.0.9.52 sBignosigHo,

Mmepexkesi imeHa: RMF51 i RMF52  BiamosingHo;

— 1pu 3aBaHTaXeHHI Ha HUX cepBeprol OC Windows Server 2008:

IP-ampecn: 10.0.9.151 i 10.0.9.152 sigmosigHO,

mepexkesi imeHa: RMF151 i RMF152 signosigHo,

nosHi imena: RMF151.domain0l.local i RMF152.domain02.local
BIIITOBIAHO.

Tak sk OUIBIIICT, 3 Bac TMpAIlOE 32 KOMI'IOTEpaMH 3 IHIIMMHA
¢Gi3MYHUME  IMEHAMH, TO TIpM BUKOHAaHHI pPOOOTH BaM JOBEIETHCS
BUKOpUCTOBYBaTH iHN (“cBoi”’) IP—ampecu, KOpOTKi 1 MOBHI MepeKeBi
iMeHa.

Ha xomm'torepi 3 iM'sm RMFO1l(y Bac, BiamoBigHo, iHIIE iM’s)
zapanTaxte OC Windows Server 2008 (kopucryBau - AaminicTparop,
napoinb — 1g2w3ed4r& abo 1q2w3edr5t&) (s &-shift+7). 3aexau B
pociiicbKiii po3KiIaI KiaBiaTypu.

1.3 HacTporoBaHHA Mepe:xi

Ha cepsepi:

Hactpoiite inTepdeiic MepekeBOro ajpanrtepa Ha KOMI'HOTEpl 3
¢iznuanmM iM'ssm RMFOL:

— Ilyck => Ilanean Ynpapiaenuss => IleHTp ynpaBjeHHs
ceTAsMM M O0IIMM  [JOCTYNmOM => YOpaBlieHHEe CeTeBbIMHU
noagkIwYeHusivu => [loak/aouenne mo JokajaibLHoi cetu => CBoiicTBa
=> [Ipotokoa UutepHera Bepcuu TCP/IPv4 => CpoiicTBa 3amaiire:

IP-anpec: 10.0.9.151 (y Bac, BiATIOBiIHO,
inma IP-anpeca: Tak, sxmo ¢isuune im’s Bamoro komm totepa RMF05, o
—10.0.9.155)

Macka noaceru: 255.255.255.0

OCHOBHOM 1ILTIO3: 10.0.9.100
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IIpeanounTtaemplii DNS-cepBep: - (3aIHIIATH YUCTHM)

1 knauHiTe OK,
3 BIAKPUTTAM BikHa [ToakmroueHne mo JoKaabHOW CeTH — CBOMCTBA
kianHite OK;

— 3aKpHUITE BIKHO.

1.4 YcranoBka pojai WEB SERVER (1IS)

Temep MOXHa TEPEeXOOUTH IO PO3TIILY KOHKPETHHX KPOKIB, SKi
Tpeba BukoHaTH st yetaHoBKH poiti Web Server (IIS) (Be6-ceprep (IIS)).
3amyckaTd TMpOleC yCTAaHOBKM I[HOTO KOMIIOHEHTa MOXKHa JBOMa
criocobamu: momatount Web Server (IIS) wepes mporpamy Server Manager
(Oucmeruep cepBepa) abo0 BCTAHOBJIIOIOYM BIAMOBIIHI CIyXOH 3
KOMaHJHOTO psnka. Jlani mepepaxoBaHi KpoKH, HEOOXiaHI AJIsi BUKOHAHHS
ycranoBku pom Web Server (IIS) (Be6-cepeep (IIS)) 3a momomororo
nporpamu Server Manager (/{ucnieruep ceppepa):

— BubOepiTh y wMeHo [Ilyck => AJMUHHCTpPHUpPOBaHHe =>
Jucneruep cepBepa. Binkpuerscs BikHo Server Manager (ducneruep
cepBepa);

— y niBiit yactuHi BikHa Server Manager (Iucmeryep cepBepa)
KIJIAIHITh TPaBOI0 KHOMKOK Mumii Ha By3m Roles (Posmm) i BubGepits y
KOoHTeKcTHOMY MeHio yHKT Add Roles (Jo6aButh posn);

— mna cropiami Select Server Roles (BbiGop poseii cepsepa)
BKaXITh, 110 MOTPiOHO iHCTanroBaTu IS, Bim3HauuBmu B po3zaiii Roles
(Poum) mpanoperp nopyu i3 powto Web Server (IIS) (Be6-cepsep (I1S)).
Slkmo micns mpOTO 3'SIBUTHCS JiaJIOTOBE BIKHO 3 TMOBIJIOMIICHHSIM TIPO T€,
o posib Web Server (IIS) Bumarae yCTaHOBKHU JIOJaTKOBUX KOMIIOHEHTIB,
wianHiTe Ha kHomui Add Required Features (Jo6aBHTH HeoOXommMble
KOMIIOHEHTBI), a oTiM Ha KHomi Next (Janbie);

— TMeperiisHeTe BCTYMHI BIJIOMOCTI Ta MPHMITKH Ha CTOPIHII
Introduction to Web Server (IIS) (HayanbHasi uHdopManus o Bed-
cepsepe (IIS)) i kinanuiTh Ha kHOMII Next (Jaabine);

— BuOepiTh OaxaHi IOJATKOBI CIYXOM Ta KOMIIOHEHTH, SIKi
noTpiOHO BCcTaHOBUTH pa3oM 3 pomo Web Server (IIS). Tpeda
BCTAHOBUTH BCi KOMIIOHEHTH;

— Ha cropiani Confirm Installation Selections (IToxTBepamuTe
BbIOpaHHBIE JJIEMEHTBI) TEPEBipTE PO, CIYyKOM Ta KOMIIOHEHTH, SIKi
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Oynu oOpaHi /sl YCTaHOBKH, 1 KianHiTh Ha kHomi Install (YcraHoBUTSD),
100 3aMyCTUTH MPOIEC YCTAHOBKH;

— YIOCBHIThCA B TiM, IO NPOLEC YCTAHOBKU IPOMIIOB YCIIIIHO,
neperisnyBiuun Installation Results (Pe3yabTaThl yeTaHOBKH), 1 KIAIHITH
Ha kHor1i Close (3akpbITh);

— Kkomu mpotec ycraHoBku pori Web Server (IIS) 3aBepmuTucs,
JOJJATKOBI CITY’)KOM Ta KOMITIOHEHTH MOXKHA JIOAaBaTH Ta BHJIANATH,
wianaroun Ha nocwianHi Add Role Services ([106aBUTH CJIy:KObI poJieid)
a0o Remove Role Services (¥ nanurs ciayx0b1 poJieii) y po3aiii poii Web
Server (IIS) Bikua koucoum Server Manager (Jlucmeruep cepsepa).

1.5 CtBopenns Be0-BY3.1y 3a qonomoroio 1IS

CrBopiTh Ha aucky F: mamky New_site.

VYrBopith nokyment F:\New_site\index.htmil:

— Biakpwuiite manky F:\New_site;

— VYTBOpITH Yy HIM TEKCTOBUH NOKYMEHT (AJsl 4Oro: KJIALHITH
NPaBOI0 KHOMKOI MuIli, BuOepiTh komannay Ceozgarb => TekcToBBIH
JAOKYMEHT, HAaTHUCHITH Enter);

— SKIIO y TEKCTOBOTO JOKYMEHTa HeMae po3mupeHHs .tXt, To
3pobite Horo (Ilanens ympaBiaeHuss => IlepcoHanuzanus =>
ITapametpbl namok => Bknagka Bua; 3HiMiTh npanopens - CKpbIBaTh
pacuImpeHus JUisl 3aperucTPUPOBaHHBIX THIOB (daiiioB => OK);

— mepeiMeHyiiTe TekCcToBHM MokymeHT Ha index.html (mnst woro:
KJIAIHITh HA JOKYMEHTI MpPaBOI0 KHOMKOK MHUII, BHOEPITh KOMaHIy
IlepenmenoBaTh i T.71.);

— BIJKpHHATE JOKYMEHT (KJAIHITH NPaBOI0 KHOMKOK MHII Ha
nokymenti index.html, BuGepite OTKpBITH ¢ MoMoOmbI0 => BiaokHOT =>
OK);

— y Bikai  index.html-BaoknoT, 1m0 Bigkpwiocs, HaOEpiTh
HACTYIHUI TEKCT:

<BODY>

<H1>MOS JOMAIIHSA CTOPIHKA</H1>

</BODY>

— 30epexith TekcT (Paiin => CoOXpaHUTD);
— 3akpuiite BikHO index.html - Bioknor;
— 3akpuiite BikHO New_site.
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o6 omep>katu goctym no ocHameHHs IIS, BubepiTs y mento Ilyck
=> AaMmunHuctpupoBanue => Jlucmeruep cayx0 IIS. Ocnamenns
Internet Information Services (IIS) Manager Mo)xHa TakoX 3amycKaTH 3a
JOTIOMOTOI0 KOMaH# inetmgr.

B ocnamenni IIS Manger (Iucneruep cay:xk6 IIS) domainOl.local,
BecepenuHi mamku Sites (¥Y3ael) goctymanii  00'ekt DefaultWebSite
(CranpapTHmii Be6-y3es1), sKUil TpeACTaBisSe€ 3alpONOHOBAHHMN 3a
3aMOBYYBaHHSM  3pa30K  BeO-By3/la.  3BHYAifHO, WOTO  MOJXKHA
BUKOPHCTOBYBAaTH JIsl MyOIiKallii, OHaK Kpalle CTBOPUTH Ta HACTPOITH
BJIACHMI, OKpeMud BeO-By3en. 3ymmHITE poOOTy BeO-By3na 3a
3aMOBUYCHHSIM.

[Jami nepepaxoBaHi HeoOXiTHI Ail 151 CTBOpEHHS BeO-By3a:

— y BikHi Internet Information Services (IIS) Manager (Aucnerdep
cay:x0 IIS) y maneni Connections (ITogk/rouenusi) KIamHITh NPaBOIO
KHOTIKOIO MHIII Ha By3Ji Sites (¥Y3J1bl) 1 BUOEPITh Yy KOHTEKCTHOMY MEHIO
nyHkT Add Web Site (Jo6aBuTh Bed-y3ed);

— xomu Bigkpuerbcsi cropinka Add Web Site ([lobaBiienune Beo-
y3J1a), BBEIITh IM'd T HOBOTO BeO-By3Ja, BHUKOPHCTOBYIOUH CBOE
npiseuiie, Hanpukiaaa, Petrov.domain01.local;

— & posnini Content Directory (KaTajoer comep:kmmMoro) BBeIiTh
GiswunmMii  muAX g0 Michs, e posrtamioBana manka F:\New_site,
KJIAITHYBITN Ha KHOMIII i3 300pa)XeHHSIM TPhOX KPAIloK;

Mpumirka. Tlpu BkaziBui HUIIXY 10 (i3UYHOTO MicCIsl pO3MIIIICHHS
KaTajory i3 3MIiCTOM TaKOX JOIMYCKAE€ThCsS BHOMPATH SIKUHCH BiJJalICHHI
MepexeBUH pecypc. Y 1IbOMY BUNAAKy OOOB'A3KOBO BIeBHHUTHCH, o IS
Ma€ 0 HBOTO JOCTym, KialHyBim Ha kHomui Connect As
(Monkaruarbess oT  uMenm). [lotiMm  abo BKaxiTh mHapaMeTpH
HIJKITIOYEHHS. 10 IBOr0 BiJTAJIGHOTO MEPEKEBOTO pecypcy, BHOpaBIIN
KOHKPETHHH OOJIKOBUI 3allMc KOPHCTyBada 3 HEOOXITHHUMH JI03BOJIAMH,
abo BubGepith ommito Pass-Through Authentication (CkBo3Hasi mpoBepka
NMOJIMHHOCTH).

— y posmini Binding (IlpuBsi3ka) yKaxiTe NPOTOKON, 32
JOIIOMOTOI0 SIKOTO TOBHHEH oOciyroByBatucsi HoBuid By3en (HTTP), IP-
azapec ta opt 80;

— ycraHoBIiTh npanopeis StartWeb Site Innnnediately (3anycrutn
Be0-y3eJ1 HeMeIJIeHHO), 11100 IMic/s CTBOPEHHS BiApa3y K 3alyCTUTH BeO-
BY3€Jl;
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— mepeBipTe Bci BBeleHI KOH(DIrypamiiiHi mapameTrpu me pas i
knarHiTh Ha kHommi OK, 06 3aBepmnT CTBOPEHHS HOBOTO BEO-BY3Ta.

BrarwuiTte B 30HY mpsMmoro meperssiny ciy:kom DNS HOBuit BeO-
BY30J]:

— Ilyck => AamunucrpupoBanue => DNS;

— Bigkpwmiite I Ha pagxy H RMF151 (y Bac, BianoBigHoO, iHIINAN
PAAOK);

— siakpuiite H na pagxy B 3oubl npsimoro npoecmorpa;

— BHUIUTITH JiBOpYyY Kypcopom mumii psaok EH domain0l.local (y
Bac, BIAMOBIAHO, 1HITUH PAIOK);

— Ha croni mpaBopyd (HAa YHCTOMY TOJi) KIALHITH MPaBOIO
KHOIIKOFO MHIIIi 1 BUOepiTh kKomauay Co3aaTh y3eJl.

V¥ Bikuai HoBbI# y3eu, 110 BiIKpHIIOCS:

— y nosi Mmst Bimtite im'st Bysina (Petrov);

— y noni IP-agpec Brumite 10.0.9.151 (y Bac, BimmoBimHO, iHIIa
IP-ampeca);

— KknanHiTs Jlo6aBuUTH y3e,;

— y miasikai DNS, o Bigkpmiocs (3 MOBIIOMIIEHHSM PO yCITIIITHE
yTBOpeHHs 3anucy Bysia Petrov.domain01.local), knamuite OK;

— 3 moBepHeHHsM Yy BikHO HoBwblii y3ea xnanHiTe ['oToBO (mpm
npoMy y BikHi DNS, npaBopyu, 3’siBUTECS HoaTkoBHi 3amuc Petrov Yien
10.0.9.151);

— 3akpwuiite BikHo DNS.

3BepHITHCS 10 CTBOPEHOTO BY3ITYy 3 cepBepa (TOOTO 3 KOMITIOTepa 3
¢izuunum imM'sm RMFO01):

— 3amycriTh INternet Explorer, qis 9oro KIaHiTh Mo HOro 3HauKy
Ha TIaHeJN 3a/1ady, 1 y BikHI BeO-Opays3epa, IO BIAKPHIIOCS, KJIAIHITH IO
3HauKy OCTAHOBHUTB;

— BIAKMIOUITBCSA Bix npokci-cepeepa (CepBuc => CpoiicTBa
o0o3peBarens => Bkianka lloakmiouenme => Hacrtpoiika cetn =>
3HIMITB Tipanopeis Ucnoab3oBaTh npokcu-cepsep => OK => OK);

— y TekctoBoMy momi  Anpec  BhnumiTe  http://Petrov.
domain01.local/ (y Bac, BimnoBimHO, iHIIA aapeca) i HATUCHITH KIIABIIIy
Enter (mpum 1pOoMy TOBHHEH 3'SBUTHCS BMICT Balloro JIOKYMEHTa,
po3mimenoro Ha By3ii Petrov.domainOl.local);

— 3akpwuiiTe BikHO BeO-Opayzepa.
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3BepHITBHCS 10 CTBOPEHOTO By3JIa 3 OYIb-SIKOTO KOMITTIOTEpa Mepexi
10.0.9.0:

— 3aBaHTaXTe Ha CYCIIHBOMY KOMI'tOTepi (Hampukiazm, Ha
komm'iorepi 3 ¢ismunum iM'sm RMF02) OC Microsoft Windows 7
(xopuctyBad - admin, nmapois - 1234567);

— HacTpouTe iHTepdeiic MepexeBOTo aantepa Tak:

IP-aapec: 10.0.9.52 (y Bac, BiAmOBiHO, 1HIIIA
IP-ampeca: Tak, sikiio ¢izudae iM’s Bamroro koM rorepa RMF06, To —
10.0.9.56)

Macka noaceru: 255.255.255.0

OCHOBHOI 1LTIO3: 10.0.9.100

Mpeanountaemsbiii DNS-cepBep: 10.0.9.151 (y Bac,

BianoBimHO, iHma [P-aapeca, ane 1ie nopunHa 0yt [P-aapeca Bamioro Beo-
By3mnal);

— 3amycrTiTh INternet Explorer, mis 9oro KIaHite mo HOro 3Hauky
Ha MaHeli 3a/1a4;

— BIOKIIOUITBCS BiAg mpokci-cepBepa (CepBuc => CBoiicTBa
o0o3peBarens => Bkiaaka Iloakniawuvenme => Hacrtpoiika cetm =>
3HIMITB Tpanopens Mcnosab3oBaTh npokcu-cepsep => OK => OK);

— y TekctoBoMy momi  Anxpec  BmumiTe  http://Petrov.
domain01.local/ (y Bac, BimmosimHo, iHIIA aapeca) i HATUCHITH KJIaBIIIy
Enter (mpm npoMy TOBWHEH 3'IBUTHCS BMICT BalllOrO0 JOKYMEHTa,
posmimenoro Ha By3ii Petrov.domainOl.local);

— 3aKpwuiiTe BikHO BeO-Opaysepa.

1.6 CTBopeHHsI BipTyaJIbHOr0 KaTaJory

BipTyanpHi KaTajgors J03BOJISIOTH PO3MIMPUTH JOMAIIHIA KaTaior
Be0-By3Jla 3a PaxXyHOK IpeACTaBICHHs IICEBJOHIMA, IKMH BKa3ye Ha 1HIIHHA
HE PO3TAalllOBaHWI y JOMAaIIHbOMY KaTayno3i kartasor. Lleil mceBnoHiMm,
HaBITh NepeO0yBalOUX Ha 30BCIM IHIIIOMY CEpBEpI, JJIsi KOPUCTYBadiB Oyie
BUIIIAJATH SIK IMPOCTO 1€ OJWH 3BUYAMHUN IiaKarajgor BeO-By3ma. Y
BIpTyaJIbHOMY KaTano3i MO)KHa 30epiraté JOKyMEHTH Ta iHIIY MOAiOHY
iH(popMaLilo, SIK U JAHOTO, TaK i 715l 30BCiM 1HIIOTO BeO-By3I1a.

Kpoku, HeoOXimHI Uil CTBOPEHHS BIPTYalbHOTO KaTallory 3a
noromororo ocHamieHHs [IS Manager (Iucnerdep ciay:x0 IIS), onucani
HIDKYE.
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CtBopith Ha aucky F: manxy New_ Petrov.

VYrBopith nokyment F:\New_ Petrov \index.html:

— Bigkpwuiite manky F:\New_ Petrov;

— VYTBOpITH Yy HiIMl TEKCTOBUH HNOKYMEHT (A 4Oro: KJIaLHITH
NpaBOI0 KHOMKOI Mun, BUOepiTb komannay Ceo3marb => TekcToBBIH
JAOKYMEHT, HATHUCHITH Enter);

— SKIO y TEKCTOBOIO MOKYMEHTa HEMae€ po3mmpeHHs .IXt, To
3pobite #oro (Ilanens ynpaBiaeHuss => IlepcoHanuzanus =>
IapameTpbl manmok => Bkiaaka Bum; 3HIMITE mpamopens - CKpbIBATH
pacuImpeHus JUIsl 3aperncTPUPOBaHHBIX THIOB (aiinoB => OK);

— mepeiMeHyiiTe TeKCTOBHM mokymeHT Ha index.html (mnst woro:
KIAIHITh HA JOKYMEHTI MpPaBOI0 KHOMKOI MHUIII, BHOEPITh KOMaHIY
IlepenmenoBaTh i T.71.);

— BIJKpPHHATE AOKYMEHT (KJIAIHITH NPaBOI0 KHOMKOK MHIII Ha
nokymenti index.html, BuGepite OTKpBITH ¢ MoMombI => BiokHoT =>
OK);

— y Bikai  index.html-BaokHoT, 1m0 BigKpWiIOCsA, HAOEPITH
HACTYIHUI TEKCT:

<BODY>

<H1>MO4 BIPTYAJIBHA CTOPIHKA</H1>

</BODY>

— 30epexith TekcT (Paiiax => COXpaHHUTB);

— sakpuiite BikHO index.html - BiokHor;

— 3akpwuiite BikHo New_ Petrov.

Bubepits y mento Ilyck => AgmMuHucTpUpoBanne => J/lucneruep
cay:x0 IIS:

— y naneni Connections (Ilogk/roueHus1) po3ropHiTh By3el, KU
npencraeisie cepsep 1IS, a notim - By3on Sites (¥V3bl);

— BHOEpiTH BeO-By3en Ui PO3MIIEHHS HOBOTO BipTyallbHOTO
katajory. Y Bac ne Petrov.domainOl.local. Knaunite Ha HpOMY TpaBOIO
KHOIIKOFO MHIIII Ta BUOEPITh Y KOHTEKCTHOMY MeHI0 myHKT Add Virtual
Directory (JIo6aBUTh BUPTYaJbLHbIi KaTAJIOT);

— BBEIITh IICEBJOHIM Uil BIpTYaJbHOI'O KaTauory, Hampukial,
New_petrov;

— B po3aim Content Directory (KaTajor comep:kMMoro) BBeIiTh
¢isnuHMi HUIAX 10 Micil, Ae posrtamioBana mamka F:\ New_ Petrov,
KJIAIHYBIIHM HA KHOMII 13 300payKEHHSM TPHOX KPAIIOK;
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— TeperisHeTe oOpaHi mapaMeTpu Ie pa3 i MOTIM KJIAIHITh Ha
kaonti OK, mo0 3aBepmuTi CTBOPEHHS BipTyallbHOTO KAaTaJory;
— 3BEPHITHCA J0 BIPTYAIBHOTO KaTaJOTy.

1.7 CtBopenHsn 006.1ikoBOr0 3anucy kopucrypaua B IIS

VY JnesKkuxX CHUTyalisiX MOXXEC BUHHKATH HEOOXITHICTH B HaJaHHI
MOXIMBOCTI KepyBauHs IIS sikomy-HeOynp He Windows kopucTyBadeBi.
Hns takoro kopuctyBada B IIS moBmHHa OyTH CTBOpPEHO CHEIlialbHUI
oOmikoBui 3amuc, skui Oyne 3abesmedyBaTd MOro IpaBaMH Ha
JieNIeryBaHHs! KOMIIOHEHTIB 1 (yHKIIOHANBHUX MOxIuBocTei I1S.

Jaumi nmepepaxoBaHi He0OXiTHI KPOKH, AKi TpeOa BUKOHATH:

— y BikHi ocHamienHsa Internet Information Services (IIS) Manager
(Oucmeruep  cay:x6 IIS) mepeiinite y mamens  Connections
(IMoaxarouenus) i BuGepith cepsep IIS - domain0l.local;

— Yy LEHTpaibHIN TaHenm BiOMOCTeW KJIamHITh Ha 3Hauky IIS
Manger Users (IToiib30BaTesin aucneryepa 11S);

— ©a cropimi IIS Manger Users (Iloab3oBaTenm aucmer4depa
11S), mo 3'aBuTbcs micisg [BOro, KiamHiTeh Ha nocwiradnHi Add User
(To6aBUTH MoJIb30BaTes1) v anesi Actions (JeiicTBus);

— y mianoroBomy Bikai Add Ussr (JIo0aBUTH MOJIb30BATENN) IS
HOBOTO OOJIKOBOTO 3allUCy KOPHCTyBada BBediTh Balle Npi3BHILE
(anrmiiicbkor0) i maponb 102w3e4r5t& (st &-shift+7) ta knanHiTe Ha
kuommi OK.

IIpu3HayeHHs1 103BOJIB 00/1iKOBOro 3amucy kopucryBaua B IIS.
HactynmHuM KpoKOM y mpolieci CTBOPEHHS KOPHCTyBada € MPHU3HAYCHHS
TITBKA IO CTBOPEHOTO OOJIIKOBOTO 3alHCy BiMOBITHUX JO3BOIIB IS
HaJIaHHS [[bOMY KOPHCTYBayeBl MOMIIMBOCTI KOHQITypyBaTH JelieroBaHi
(GyHKLIOHANTBHI MOJIMBOCTI IJIsi EeBHOTro BeO-Bysna abo momatka. [ami
OMHUCaHi KPOKH, 3a JMJONOMOIOI0 SIKMX KOPUCTYBaueBi JO3BOJIIETHCA
M KJTFOYATUCS 10 BY3/1y a00 JojarTka:

— y BikHi ocHamieHHs Internet Information Services (IIS) Manager
(Oncmeruep  cay:xk6 IIS) mepeiinite y mamens  Connections
(Monkr0YeHHus ) i PO3rOPHITH CIIOYATKy By30u cepBepa IIS, a motim By30:
Sites (Y3J1b1);

— BHJUIMTE BY3el JI0 SKOTO TIOBHHHO OYTH O3BOJIEHO
MIIKITIOYATUCS IAHOMY KOPHCTYBadeBi, 1 KJIAIHITh Y NEHTPaJbHIA MmaHeli
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BimomocTer Ha 3Hauky IIS Manager Permissions (Pa3pemenus
pucmeryepa 11S);

— Ha cropinmi IS Manager Permissions (Pa3pemenns qucneruepa
11S), mo 3'sBuThCA michs 1BOTO, KIANHITH Ha mocwianHi Allow User
(PaspemnTh mosb30BaTenio) y nmaneni Actions ([JeiicrBus);

— y nianoroBomy BikHi Allow User (Pa3pemaTh moJib30BaTeliio)
croyaTky BuOepiTh ommito IIS Manager ([Iucnetuep cay:xko IIS), motim
YBEAITh MaHI OONIKOBOTO 3amucy, SKAW OyJ0 CTBOpEHa 3a JIOMOMOTOIO
HaBEJCHUX BUINE KPOKIB, 1 KarHiTh Ha kHomi OK.

Hpumitka. Sxmo ommis IS Manager (ucneruep cayx6 IIS) me
Oyne pmoctymHa B gianmoroBomy BikHI  Allow User (Paspemuts
NMoJIb30BAaTeNI0), BUXOJUTh, CIy)k0a KepyBaHHs He Oyina HacTpoeHa Ha
npuiioM miAKiIo4YeHb Bin kopuctyBauiB IIS. Io6 HacTpoitu ii, Tpeba
BijloOpasuT cropinky Management Service (Cuyxk0a ynpabJieHus),
aKTHBI3yBaTH BWJIYYCHI MiJKIIIOUCHHS Ta BHUOpATH OIIIO 1IeHTU(IKAIII,
Windows Credentials (Yuernnie mannbie Windows) a6o IIS Manager
Credentials (YueTHble qannbie aucneryepa IIS).

HacTtporoBannsi mapameTpiB jAejleryBaHHsi KOMIOHeHTIB. Jlami
nepepaxoBaHi KpPOKM, HEOOXiJHI IUIsi HACTPOIOBaHHS IapaMeTpiB
JIeTIeTYBaHHS KOMITOHEHTIB JUI 3HOBY CTBOPEHOTO BeO-By31a:

— vy BikHi ocHameHHs Internet Information Services (IIS) Manager
(ducmeruep cayx06 IIS) mepeiinite y manens  Connections
(Monkarouenus ) i BUOEPITH By30d, 110 npejicTasise cepsep IIS;

— Yy LEHTpaJbHIN MaHeNd BiJOMOCTeH KIalHITh Ha 3Hauky Feature
Delegation (JlejiernpoBaHne KOMIOHEHTOB);

— Ha CTOpIHII Feature Delegation (deserupoBanue
KOMIIOHEHTOB), sIKa 3'SIBUThCS ITICIIA 1[bOT0, y TMaHesi Actions (JleiicTBust)
KJIaIHITh Ha nocuiaanHi [lonb30BaTe/ibCKoOE Je/ieripoBaHue y3Jia,

— Ha cropinui [Moab3oBaTenbcKoe JejierupoBaHue y3Jia Yy MEHIO,
SIKE PO3KpUBAETHCS, BHOEpITh JeNeripyeMui BY30J1
Petrov.domainO1l.local;

— BuOEpiTh HANECKHUI KOMIIOHEHT y CIHCKY Ta YCTaHOBHUTE JUIS
HBOrO OakaHWil MapameTp [elieryBaHHS, BHOpaBmM B maHeni Actions
(MeiictBust) emement Read/Write (YUrenue u 3ammen), Read Only
(Toabko urenne), Not Delegated (/lenrermpoBanme oTcyTcTBYET) 200
Reset to Inherited (Copoc 10 yHAC1eTOBAHHOTO COCTOSIHHUS).
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Hpumitka. Y neskux BUNAAKax MOXK€ BUHHKATH HEOOXITHICTH Y
CKHJaHHI TapaMeTpiB JelleryBaHHS a0o0 BiTHOBIEHHI MapaMeTpiB 3a
3aMOBUYBaHHsIM. Y TakuxX BHIMaJKaxX BapTO BUOMpaTu B maHeni Actions
(MeiictBust) emement Reset AIl  Delegation (Copocuth Bce
nenerupopanne) ab6o Default Delegation (esermpoBanue 1o
YMOJIYAHHIO).

1.8 3acrocyBanns ¢pyHkuii Benenns :;xypHaiis IIS

Ho BemenHs >xypraniB IIS BapTo cTaBUTHCS SK 1O OOOB'I3KOBOL
¢yukii IS, Tomy mo BoHa momomarae rapantyBaru Oesmeky IIS, a Takox
crpolye OOCITyroByBaHHSI Ta BHSIBICHHS HEMNOJAJOK. 3a BEICHHS
)kypHaniB IIS y tekcroBux dopmarax - W3C Extended Log File Format
(Pacmupennsnii  gopmar xypuasos W3C), Microsoft IS Log File
Format (®opmar :kypuajos Microsoft 11S) i NCSA Common Log File
Format (O6mmii ¢opmar :kypuHamoB NCSA) - BiamoBimae mporec
Http.sys, sxuit mpamroe B pexkumi simpa. llle omgma mepeBara ¢yHKIIT
BEJICHHsI JKypHAIIIB IOB'S3aHA 3 THM, IIO ii MOXXHA BKJIFOYATH Ha PiBHAX
cepBepa, By3Ja, BeO-10/1aTKiB, (aiiiny Ta KaTajory.

Jami mepepaxoBaHi KpoKH, HEOOXiJHI T HACTPOIOBAHHS (YHKIIiT
BeieHHs KypHaiiB IS Ha piBHI KOHKpeTHOro BeO-By31a:

— Biakpuiite ocHamieHHs Internet Information Services (IIS)
Manager (Iucneruep cayx6 IIS);

— B nanem Connections (IoakiroueHust) BUOEPiTh BEO-BYy3e, s
SAKOTO TOTPIOHO HACTPOITH (YHKIIO BEJEHHS >XKypHaliB. Y Bac Iie
Petrov.domainOl.local;

— JBivi KIanHiTE HA TocuaanHi Logging (BeaeHue sKypHAaJIoOB) |

— Ha cropinmi Logging (Benenue :kKypHanoB) BUOEpiTh OakaHUi
¢dopmar Benenns xypHaiis W3C;

— yKaxiTh OakaHe Miclle U po3MilieHHs! GainiB )KypHaITy,BBiBIITH
IUIAX 10 HBOTO B TekcToBoMy moui Directory (KartaJgor), abo kmamHyBIm
Ha kHom1i Browse (0630p) i BuOpasim notpioHuii karanor New_Site;

— y posmini Log File Rollover (Co3nanme ¢aiijioB KypHaja)
3ajaiiTe METo/I U CTBOPEHHS HOBUX (aililiB )KypHaTy. YKaxiTh OaskaHHUN
intepsain - Hourly ourly (ExxeuyacHo);

— B OCTaHHBOMY MapaMeTpi BKaxXiTb, 0 Tpebda NpPH CTBOPEHHI
(aiiniB )xypHaJliB BAKOPUCTOBYBATH MiCLIEBHH Yac;
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— TICJSA BBEIEHHS BCIX MapaMmeTpiB Il ¢aimB KypHATY KIAHITh
y manem Actions (HeiictBusi) Ha mocunanai Apply (IIlpumenuts), mo0
3aCTOCYBaTH 3MiHHU.

Mpumirka. o6 Brmount abo BiAKIIOUMTH (PYHKIIIO BeIeHHS
KYpHaIIB Ul KOHKPETHOTO By3ny, Ha cropiHui Logging (Bemenme
sKypHasIoB) v maneni Actions ([eiicTBusi) kianHiTh Ha mocwianHi Enable
(Bxurounth) abo Disable (OTkiawuutsh). Jns BKIOYEHHS GYHKINT
BeJieHHsI JkypHatiB B IS moBuHeH OyTu BcTaHoBiIeHuH komroHeHT HTTP
Logging Module (Mony.sib Benenust :;kypuaios HTTP).

1.9 BigHoBJ/ieHHsI po00YMX Micub

(maHmii po3ain miiarae 000B'A3KOBOMY BUKOHAHHIO!)

[Ticns o3HaliomyieHHs] BWKJIagada 3 pe3yibTaTaMH BHKOHAHHS
poboTH cHCTeMy HEOOXiHO MPUBECTH B MOYATKOBUN CTaH (CTaH, 3 SKOTO
IHIIMH CTYJEHT 3MIT OM IOBTOPUTH BUKOHAHHSA 1€l poboTn). s boro:

— BHJQJIUTH yCi CTBOPEHI Be0-BY3/IHM Ta X HANAIITYBaHHS,

— 3aIlyCTUTH Bed-By3eJl 32 3aMOBUCHHSIM;

— Ha cepBepi Ta KIieHTI y BikHax I[logkioUYeHHne 1o JIOKAJIbHOI
ceTH (Ha 000X KOMII’KOTEPaX) BEPHITh y MIOYATKOBHIi CTAaH HAJAIITYBaHHS,

— BHMJQJINTH NAIlKH, IKA CTBOPIOBAIUCH IS IOCTYILY;

— Bujanutu crBopenunit DNS 3anuc (Tiibku Bam).

[TepeBipTe Buxiza 3 060X kKoM’ TepiB 10 Mepexi IHTepHer.

1.10 3micT nuCcHbMOBOTO 3BiTY

— BIAMOBiI HA KOHTPOJIEHI TUTAHHS,

— eTanM yCTaHOBKHM BeO-cepBepa Ta HACTPOIOBAHHS BY3IY;

— eTany CTBOPEHHSI Ta HACTPOIOBAHHS CIEI[IaIbHOTO OOJIIKOBOTO
3armMcy KOpUCTyBaya.

1.11 KoHTpoJIbHI NUTAHHSA

OcHOBHI eTan¥ IJIaHyBaHH: Ta IpoekTyBaHHsA IIS.
Komnonentu Be6-cepBepa Ta ix npu3sHayeHHSI.
Merta Ta 3aBnanHs npoekrty IIS.

3acoOu 3a0e3neuenns 6e3neku IIS.

el NS
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2 JABOPATOPHA POBOTA Ne2
Poooma 3i cnysmcoorw FTP

Merta pobGorm — o3HaiiomMuTHCS 31 CchoyxOamMu iHpopmamii s
[HTepHeTY, HABUMTHCS CTBOPIOBATH Ta KOH(DIrypyBartu ftp-By3iu.

2.1 3araabHi BizomocTi

Hns myOnikanii pecypciB y IHTepHETI uM B NpUBaTHHUX Mepekax
Iarpaner cucrema Windows Server 2008 3actocoBye ciy»0u iHpOpMarii
st [areprery (Internet Information Services, IIS).

VY cknaai [IS ycTaHOBIIOIOTHCS HACTYIIHI CITY>KOH:

— mnporokon File Transfer Protocol (FTP), sikuii 3acTocoByeThCs
Ui OOMiHy QaiiaMu MiX ABOMa KOMITIOTEpaMH, IO BHKOPHCTOBYIOTH
npotokon TCP/IP;

— mpotokonn Hypertext Transfer Protocol (HTTP), skuii
3aCTOCOBYETHCS IS CTBOPEHHSI BMICTy BeO-CalTiB 1 JJIsl HaBiraiii mo Beo-
capTam;

— mnporokon Simple Mail Transfer Protocol (SMTP), skwuii
BUKOPUCTOBYETHCS AJISl Tepesiadi eJIeKTPOHHHUX IOBiIOMIIEHb MiX JIBOMa
cucremamu SMTP;

— mnporokon Network News Transfer Protocol (NNTP), sxwuii
3abe3neuye HagaHHs kirieataM NNTP ciry:x0 rpyn HOBUH cepBepamH.

FTP no3Bomisie xopucTyBauam 3aBaHTaXyBaTu (ainm 3 cepsepa i
nepeaaBaTH ix Ha cepBep.

HesBaxxaroun Ha Te, mo HTTP crae Bce Ginbln 3arajpHUM 3aCO000M
nepenadi ¢aiuis, nporokos FTP Bixirpae ayxe BakIUBY poiib y ciiyx0ax
nepenayi (aiiis.

Cnyx6a HTTP obmexeHa BUKOpPHCTAHHSAM OTJIsiiada Ajisl IEPerIsary
¢daimiB, sAKi 3aBaHTAXYIOTbCS 4M  nepenarothesi. FTP  no3posisie
BUKOPUCTOBYBATH Ul mepenadi aiinis Opaysep, komananui psagok FTP
Y YTWIITH CTOPOHHIX BUPOOHUKIB.

FTP 3abesmeuyye mepesanmyck HeBmajoi neperadi  (aiiis,
JO3BOJIIIOYM  KOPHUCTYBady TIOBTOPHO MIAKIIOYUTUCS TIO cepBepa i
NPOJOBKUTH Tepefady, MOYMHAIOYM 3 MOMEHTY BiJMOBJICHHS, 3aMiCTb
MOBTOPHOI Tepe/iadi (aiiny i3 caMoro movarky.
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FTP Sites (FTP-By3nm). VY wiit mamii 3Haxoastees Bci FTP-Byzmm,
K1 00CITyTOBYIOTBCA Ha TaHOMY BeO-cepBepi. BapTo 3BepHYTH yBary Ha Te,
110 3a 3aMOBUYYBaHHsIM ci1y»0u FTP He BCTaHOBITIOIOTHCHS.

2.2 BukoHaHHs J1a00opaToOpHOI podoTH

HpumiTtka. Meronuuni Bka3iBKM Juis i€l poOOTH CKIaJCHI 3
Opi€HTaIli€l0 Ha BHKOHAaHHA pOOOTHM Ha KoMmm'ioTepax 3 (isuuHHUMHU
imeramn RMF01 i RMFO2.

Jl1s TIX KOMIT'IOTEpiB, MaEMO:

— TpH 3aBaHTaXeHHI Ha HUX KiieHTchkoi OC MS Windows 7:

IP-ampecu: 10.0.9.51 i 10.0.9.52 sBignosigHO;

Mepexesi imena: RMF51 i RMF52  BiamnosigHo;

— 1pu 3aBaHTaXeHHI Ha HUX cepBeproi OC Windows Server 2008:

IP-ampecn: 10.0.9.151 i 10.0.9.152 BignosimHO;

Mmepexesi imena: RMF151 i RMF152 BignosigHo;

nosHi imena: RMF151.domain0l.local i RMF152.domain02.local
BIIITOBITHO.

OcCkiTbKH OUTBIIICTE 3 Bac MPAIOE€ 32 KOMI'IOTEpaMd 3 1HIIHNMHA
¢Gi3MYHUME  IMEHaMH, TO TIpM BHUKOHAaHHI pPOOOTH BaM JIOBEJETHCS
BUKOPHCTOBYBaTH BiAmnoBigHO iHII (“cBoi”) IP—agpecu, kopoTki i moBHI
MEpexKeBi iMeHa.

Ha xomm'torepi 3 ¢iznunum im'ssm RMFOL (y Bac BignoBigHo iHIe
iM’s1) 3aBaHtaxkre OC Windows Server 2008 (kopucryBau -
AnMuHHCcTpaTop, napoib — 1g2w3ed4r& ado 1092w3edr5t&) (i &-
shift+7). 3aB:kam B pociiicbkiii po3kiai KiaBiaTypu.

2.3 YcranoBka ciay:x0u Internet Information Services

Hdns ycranoBku ciyx0Ou Internet Information Services 3pobite
HACTYIIHE:

— Bubepithb y wMmeHwo Ilyck => AJMHUHHCTpPUpPOBaHHEe =>
Jucneruep cepBepa. Binkpuerscs BikHO Server Manager ([ducneryep
cepBepa);

— y nmiBiit yactuni BikHa Server Manager (Jucnerdep cepBepa)
KJIAIHITh TPaBOI0 KHOMKOI Mumn Ha By3m Roles (Poam) i BuGepiTh y
KoHTeKcTHOMY MeHio yHKT Add Roles (JIo6aBuTh poJin);



28

— ma cropiami Select Server Roles (BwiGop poseii cepsepa)
BKaXiTh, IO TOTpiOHO iHCcTamoBatu IIS, Bim3HaumBimm B po3misti Roles
(Poum) npanoperns mopy4 i3 poutto Web Server (IIS) (Beo-cepsep (IIS)).
Slkmo micns mbOro 3'SIBUTHCS JiaJIOTOBE BIKHO 3 IMOBIJIOMIICHHSIM IIPO T€,
o posib Web Server (IIS) BuMarae yCTaHOBKU JIOJaTKOBUX KOMIIOHEHTIB,
kimanHiTh Ha kHOmmi Add Required Features (/lo6aBUTH HeoOXOaUMBbIE
KOMIIOHEHTHI), a TToTiM Ha KHormIli Next (Jlanbiue);

— TMeperisHeTe BCTYMHI BiIOMOCTI Ta MNPHUMITKM Ha CTOPIHII
Introduction to Web Server (IIS) (HayanbHasi undopmanus o Bed-
cepsepe (IIS)) i knarmiTe Ha kHomi Next (Jaabiue);

— BuOepiTh y BikHi BbIOOp cayxé poueii: Cayxb6a FTP-
nyoaukauuu, FTP-cepsep, Koncons ynmpasiaenuss FTP. IlintBepautu
BCTaHOBIICHHSI yCiX KOMIIOHEHTIB,;

— Ha cropiani Confirm Installation Selections (IToaTBepauTe
BbIOpaHHBIE JJIEMEHTBI) TEPEBIipTEe PO, CIYyKOM Ta KOMIIOHEHTH, SIKi
Oynu oOpaHi JJIsl YCTaHOBKH, 1 KianHiTh Ha kHomi Install (YcraHoBUTSD),
1100 3aMyCTUTH MPOLEC YCTAaHOBKY,

— VIEBHITBCS B TiM, IO MPOIEC YCTAHOBKW MPOMWIIOB YCHILIHO,
neperyisiHyBiny Installation Results (Pe3yabTaThl yeTaHOBKH), i KIIAIHITh
Ha kHot Close (3aKpbITh).

2.4 CtBopenns HoBoro ftp-BYy3J1a

IMpu incramsmii IS mporpama ycTaHOBKM aBTOMAaTHYHO CTBOPIOE
FTP-y3en mo ymonyaHuio.

Opnak, ciryx6u IIS 103BONIAIOTh BCTAHOBUTH JIeKiNbKa ftp-caiiTiB Ha
OJTHOMY KOMIT'IOTEDI.

s ctBopeHHst joaaTkoBoro ftp-caity 3po0iTh HacTymHe:

Hactpoiite inTepdeiic MepexeBoro agantepa Ha KOMI'IOTEpi 3
¢iznuanM iM'ssm RMFO1:

— IIyck => Ilanear VYmnpapiaenus => IleHTp ynpasieHus
ceTAMH M 00mMM JOoCTYymoM => YmpaBjeHHe cCeTeBbIMHU
noakI0YeHusiMu => Iloakirouenne nmo JokaiabHOH ceTn => CBoOICTBa
=> [Iporokoa Untepnera Bepcuu TCP/IPv4 => CpoiicTBa 3anaiite:

IP-anpec: 10.0.9.151 (y Bac, BiAMOBIAHO,
inma [P-agpeca: tak, skmo ¢iznune iMm’s Bamoro komm totepa RMFOS, o
—10.0.9.155)
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Macka noaceru: 255.255.255.0

OCHOBHOI 1ILITI03: 10.0.9.100

Mpeanountaemsiii DNS-cepBep: - (3IMIINTH YUCTUM)

1 knanHiTe OK,

— 3 BigkputTsaMm BikHa IloakiawdeHue MO JIOKAJLHOW ceTH —
cBoiicTBa kinanHiTe OK;

— 3aKpHITE BIKHO.

CrtBopite Ha mucky F: xartamor (mamky) mist HOBoro FTP-Bysma
(mampuknan, ftp_home) i ckomiroiiTe B HBOTO SAKWiT-HEOYIb HEBEITMKHM
¢aiin abo manky 3 ¢aimamu.

YrBOpiTh HOBHIi ftp-By30.1:

— Ilyck => AnmunnctpupoBanue => /lucnerdep cayxo IIS 6.0;

— Bigkputu RMF151 (okansauii KoMIT FOTED);

— Y KOHTEKCTHOMY MeHIo yHKTy JelicTBue Bubpatn Co3natp =>
FTP-y3ex;

— vy BikHi Macrtep co3nanuss FTP-yzna => Jlanee => BBecTu
Petrov_ftp_site (BukopucToByiiTe CBOE Mpi3BHUILE);

— vy BikHi Hacrtpoiika IP-agpeca u moprta BuOpatm 10.0.9.151.
TCP-nmopt 3amumutu 21;

— vy BikHi M3oasuust moaws3oBarteneii FTP oGepite He
H30JMPOBATH MOJIb30BaTe€l;

— vy BikHi KopueBoii karamor FTP-y3na Bkazatn numsix go
ctBopenoro katanory (F:\ftp_home);

— y BikHi Pa3pemenue Ha gocryn k FTP-y3my o6epitTe uTeHue u
3anMCh;

— 3akputu Mactep co3nanus FTP-y3aa knaunite I'oToBO;

— vy Bikui Internet Information Services mepeBipTe CTBOpeHHs
HoBoro ftp-Bysna Petrov_ftp_site;

— 3po0iTh aKTUBHHUM TUTBKH HOBHH ftp-By3en:

1) KmanHITH TPABO0 KHOMKOK MHIN Mo psaky FTP-yseax mo
yMOJTYAHMIO 1 BUOepiTh OCTAaHOBUTH; TIpU LIbOMY 10 imMeHi FTP-y3en mo
YMOJTYAHUIO 101acThcs (OCTaHOB);

2) KIIAIHITh MPABOK KHOIKOK MHUIII 10 PSAAKY 3 iM’siM Bamoro ftp-
By3na (Petrov_ftp_site) i Bubepits Ilyck.

s omeparmisi € HeoOXimHOIO, Tak sK oOuiBa ftp-By3ia OIHAKOBO
Hanaropkeni no IP-agpecam 1 TCP-mopram, ToMy oaMH 3 HHUX Tpeba
BIAKJIFOUNTH.
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3akpuiite BikHO {ucneryep cay:xo ISS.
2.5 KondirypyBaHHsi BiacTuBocTeii okpemux ftp-By3iais

Hpumirka. Ilpu o3HallomyneHHi 3 MeToAgaMu KOHQIrypyBaHHS
BJIACTHBOCTEHM  okpemux  ftp-caiitis  3mimroBaTh  oTpmMaHi  3a
3aMOBUYYBaHHSIM BIIaCTHBOCTI ftp-By3na He 000B'SI3KOBO.

BrnactuBocti KkoHkpeTHoro ftp-caiiTa Ha piBHI caiita Maibke
IMEHTHYHI BJIACTHBOCTSIM Ha pIiBHI CcepBepa, 3a BHHATKOM TOTO, IO
BincyTHs Bikiaaka Cuayax0a. Y maHOMy po3fIili MH PO3TISHEMO Pi3Hi
HACTPOIOBaHHS, SIKI BU MOXeTe KOH(IrypyBaTH AJisl okpeMoro ftp-caiita 3a
JIOTIOMOTOI0 HOoro BiKHa BiacTHBOCTeH. [lam’siTaiiTe, 1m0 HACTPOIOBaHHS
piBHS caiiTa UIs 3HOBY CTBOPIOBaHHX ftp-CaifTiB yCHaIKOBYIOTHCS 3
3aJlaHUX BJIACTHUBOCTEW (IUIsl piBHS cepBepa), 3MiHa HACTPOIOBAHb HA PiBHI
caifTa «3aTONTYye)» aHAIOTiYHI HACTPOIOBaHHs, CKOH(DITypOBaHi Ha cepBepi.

Buxkonaiite Ilyck => AaMuHucTpupoBanue => Jlucneruyep cjyxo
11S.

Binkpuiite B nepen smaukom cepsepa.

KrnamniTe mpaBoI0 KHOIKOIO MHIINI MO 3HAYKYy Bamoro ftp-Bysma
(Petrov_ftp_site) i BuGepite CBoiicTBA.

Y BiKHI, [0 BIAKPWIOCS, BCTAHOBIIIOKOTHCS BCI  HEOOXIiaHI
napamMeTpH.

Braagka FTP-yzen. Ha miit Bkianmi susHauaroteesi IP-ampeca
By311a, HOMep nopty TCP, MakcuMasbHE YMCIO OJHOYACHUX MiKITFOUCHb,
yac 4eKaHHS i apamMeTpH KypHay.

106 ftp-caiiTn Ha OHOMY ¥ TOMY X KOMITHOTEpi Manu O yHiKaJIbHI
ineHTHudikarii, BOHM IMOBUHHI BiJIPi3HATHCS APYT BiJ Ipyra xo4da 0 OJHHM
napamerpoM ineHtudikarii. [1lo6 mMaTh Ha ogHOMY cepBepi Aekinbka ftp-
CaiTiB, MO)KHA CKOPHCTATUCH OJTHUM 3 HACTYIIHUX METO/IB:

— cKoHdirypyBaTu Kinbka I[P-agpec mist OmHOrO MepexeBOro
ajamnTepa cepBepy i BuOpatu pi3Hi [P-anpecu ans koxkHoro 3 ftp-caiTis, He
3MiHIOI0YH ycTaHoBKY nopty TCP na 21 (21 - crangaptauii nopt TCP mis
nporokony FTP). KiienTr 3M0XyTh 3'€IHYyBaTHCS 3 MOTPIOHUMU CaliTaMH,
BUKOpucTOBytoun abo IP-agpecy caiity, abo iioro DNS-im'a (sxmo B
Mepexi gocTynHui cepsep DNS um gKmo Ha KIIEHTI CKOHQIrypoBaHO
¢aiin gokanpHUX XocTiB). Lleit MeTon kpamuii s myOiuHux ftp-caiTis;
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— ckoH(pirypyBatn Tinpku onHy [P-ampecy mms  MepeskeBoro
azanrTepa cepBepy 1 3actocyBatu 1o [P-agpecy mis koxxuoro 3 ftp-caiTis,
3apaBiy iM pi3Hi moptu TCP (3 HoMepamuy, siki Oimbme 1023). ¥V npomy
BUTIAJIKy KOPHUCTYBadi, 100 MaTH MOXJIMBICTh 3'€qHYBaTHCS i3 caliTamH,
noBuHHI 3HaTH ixHI TopTy TCP. Lleii MeTon 3aCTOCOBYEThCS 11100 CXOBATH
BiJl Ieperisiay npuBatHi ftp-caiTu.

3a monomororo kHonky Tekyuue ceancnbl Ha Bkiaani FTP-y3en Bu
MOXETe BiKpUTH mianoroBe BikHO FTP-ceancwl mns maHoro cabita. Y
IFOMY BiKHI MOXXHA TIOJAMBHUTHUCS, SIKI KOPHCTYBadi B TAHUI MOMEHT MarOTh
3'eqHaHHS 13 caiitomM, Bu Mokere BHOpaTH KOXXHOTO 3 KOPHCTYBadiB i
BiJl’€THATH WOTO BiJl BAaIIOr0 CalTy, a MOXHAa HATUCHYTH Ha OTKJIIOYHTH
BCeX 1 3aBEPILIUTH BCi ceaHCH Ha BalIOMY CaMTi.

Bkaagka be3zomacHble yderHsle 3amucu. FTP miarpumye muire
JIBa METOAM ayTEeHTH(dIKallii: aHOHIMHY 1 Oa3ucHy. Y TaOJMIl HWKUE
MOKa3aHo, $K pi3HI BapiaHTH YCTaHOBKH mparopiiB Pa3pemurs
AHOHMMHbIE TOAKIIOYeHUus: i Pa3pemuTs TOJBKO AaHOHUMHBIE
MOAKJIIYEHUs] MalTh BIUIMB HA MOXIWBOCTI aHOHIMHOTO JIOCTYITy 1
0a3ucHOi ayTeHTH}iKaIlii. SKI0 BU J03BOJISETE aHOHIMHUI TOCTYI, TO JUISI
IIS HeoOximHO BBeCTH OONIKOBHH 3allUC KOPHICTYyBada, 3a JOIIOMOTOIO
AKOro OyAe 3MIACHEHWH Takud HOCTYyN. 3a 3aMOBYYBAaHHSIM 33/1a€ThCS
obmikoeuit 3anuc IUSR Im’sCepBepa, ane BH, SKIIO XOYeTe, MOXKETE
3afaTu iHmMi oomikoBuit 3amuc. (Ilepexonaiitecs, 0 KOPUCTYBa4Y Ma€
MPaBo BXOJIUTH B CHCTEMY JOKAJIBLHO HA KOHCOJI cepBepa, TOMY IO Ie
HeoOXiTHO 1JIst po6oTH 6a3ucHOl ayTeHTH dikamii) (Tadm.2.1).

Tabmuns 2.1 — [IpaBa mocrymy

IIpanopeus Allow | Hpanopeusr Allow | Pesyabrar

anonymous only anonymous

connections connections

BcranoBneno BcranoBneno Ho3BoiieHo TITBKHU
AHOHIMHHI JOCTYI

BceranosneHno 3HATO Jlo3BosieHO 1 aHOHIMHUHI
JIOCTYTI, i OasucHa
ayTeHTUGiKamis, ame 3
110YaTKy BinOyBaeThCA
crpoba AQHOHIMHOTO
JIOCTyIY

3HTO He mae 3HaueHHs Jo3BoieHa TiNbKH Oa3WcHa
ayTeHTu(iKaIist
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IpumiTka. fxmo BamM MOTPiOHO JO3BONHMTH Ha BalloMy cepBepi
0a3ucHy ayTeHTH(]IKAIiIO0, TO 11 3MOKYTh MPOUTH 1 MITKIIOYUTHCS 10 CAUTY
JMIIEe KOPHCTYBadi, SIKi MalOTh MPaBO BXOAWTH B CHCTEMY JIOKAIbHO Ha
cepsepi IS, skuit miarpumye nanwmii ftp-caiir. [lepesiprte, mob cepep OyB
(i3MYHO 3aXUINEHUH Bif] 3MOBXKHUBAaHb 13 OOKY TaKMX KOPHUCTYBadiB (SKIIO
BOHH IPAIIOIOTH Y Balllil OpraHizaiii).

Braaaka CooOmenusi. Ftp-caliTi MaloTh HACTYITHI MOBIAOMIICHHSL:
MpHUBITATILHE, TPOIIATbHE (TTOBIJOMIICHHS, SIKE BUBOIUTLCS IT0 3aKiHUCHHI
CeaHcy) 1 Mpo TpaHWYHE YHCIO IiIKIIOYeHb. 3a JOMOMOTOI0 BKJIAIKH
Coo011eHHs BU MOXKETE 3a7aTh TEKCT IUX MOB1IOMJICHb.

Braagka KopHeoii kartamor. Y FTP moxinuBi 1Ba BapiaHTH
pO3MIIIEHHsT JOMamIHBOro Kartamory. OmmH cmocié - 1e 3aBaaHHSA
JIOKaJbHOTO KaTaloTy Ha OJHOMY 3 JHCKIB cepBepa, iHIMIMK cmocid - 3a
poromororo  UNC-pisixy [0 MEpeKeBOIo PO3IUIIEMOTO  pecypcy,
po3MmimeHoro Ha ¢ailmoBoMy cepBepi Aech Iie B Mepexi. [Ipu moctymi mo
MEPEKEBOTO PO3ALIIEMOTO PECYPCY MPHUACTHCS BBOAUTH MOCBITICHHS.

PiBHi nmoctymy mo BmicTy AomamHboro karanory B FTP mpocrimre
piBHIB goctyrmy B WWW:

— YTeHHMe. JSIKI0O BCTAHOBUTH 1€ TMpamnopenb, KOPUCTYyBadi
MOXXYTh YUTATH UM 3aBaHTAXyBaTH A0 cebe (aiinm, ski 30epiraroThCsi B
JOMAIIHLOMY KaTaJlo3i, i HeperysiiaTH JJiICTHHT BMICTY KaTaJory,

— 3amMchb. SIKII0 BCTAaHOBUTH 1€l TIpanopelb, KOPUCTYBadi MOXKYTh
MOMIIIATH («IIepenaBaTy) cBoi (paiiau B JOMAaIIHIi KaTajor;

— 3amMch B KypHaJ. SIKIIO BCTAaHOBHTH IeW Npamoperb, TO IpU
KOXXHOMY 3aBaHTa)KyBaHHI 4M Tiepefadi Qailily KIi€eHTOM 3/y JOMAaIIHii
Karajor Oyne JjgojaBaTucs 3amuc y peectpaumiini  ¢darmu IS, 3a
3aMOBUYYBaHHSIM PEECTpallis JOCTYIY 10 JOMAIIHBOTO KaTaJory BKIIIOYCHA.

Komm Be6-Opaysep 3xiiicHroe gocTyn no ftp-caiity, Toai KopucTyBad
oJiepxye (SKIIO JUIsl IOMAIIHBOTO KATajory Ji€ MmoBHOBaXkeHHs UTeHue)
JICTHHT KaTajory, TOOTO CIHCOK #oro BMicTy. JIICTHMHT Karajory Moxe
BupaBatucs abo B mepBicHomy ctuii FTP (ctunes UNIX), aGo B cruii,
cragnaptaomy it Windows (ctus MS-DOS). ¥V Oynab-skoMy BHIIAIKY
iHpopMalliss Ta cama, TIJIBKM BUTJBIIAE TPOXHM iHaKme. SKmo BuU
po3MicTinu myOmiuyauid ftp-caiit ans IaTepHery, To BHOWpailTe CTHIb
UNIX, mo6 3abe3me4unTi MaKCUMaJIbHy CYMICHICTh AJIsl KOPUCTYBaviB, sKi
NPALIOIOTh 13 CTAPUM KIIIEHTCHKUM MIPOrpaMHUM 3a0e3nedeHHs M it FTP.
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Bkiaanka BesomacHocth karajiora. Ha 1iii Bxiaami BU MOJKETE
HaJaTh YW 3a00pOHWUTH HAocTyn Ao ftp-Byzma Ha miacrasi [P-ampec
BiJIJAJICHUX KOPHUCTYBadiB UM 1iaux [P-mepex, 3BiAKU HAAXOIAThH 3alUTH
Ha HIIKIIOYEHHS.

Ilicis o3HaHOMIICHHS 3 TIPECTABICHOIO iH(MOpPMAITi€rO:

— 3akpwiite BikHO CBOIiCTBAQ,;

— 3akpuiire Bikuo Internet Information Services.

2.6 TectyBaHHs HOBOTO ftp-By371a

3BEpHITHCS 10 CTBOPEHOTO CalTy 3 cepBepa no [P-anpecy:

— 3amycrtiTh INternet Explorer, qis 9oro Kiam#ite mo HOro 3Hauky
Ha TaHeJN 3a1ady, 1 y BikHI BeO-Opays3epa, IO BIAKPHIIOCS, KJIAIHITH IO
3HauKy OCTAHOBHUTD,

— Bigkpwuiite URL ftp://10.0.9.151, uio Bu3Havae HoBwmii ftp-caiir (y
Bac, BiamoBigHo, iHmuit URL);

— mpu 1IpOMY Y BIKHI Opay3epa BU M0OOauMTe BMICT MaNKH
F:\ftp_home;

— 3aKpuiiTe BiKHO BeO-Opay3epa.

Bkiiowite B 30HY mpsMoro meperisy ciayx6u DNS Hosuit ftp-
By301 => Ilyck => AgmMuHucTpupoBanne => DNS:

— Biakpuiite 1 Ha psaaxy H RMF151 (y Bac, BiamoBigHoO, iHIIHI
PAIOK);

— Biakpuiite H na psaaxy BH 3oubl npsimoro npocmorpa;

— BUIUTITH JiBOpYY Kypcopom wmuiii psaok E domain0l.local (y
Bac, BIAMOBIIHO, IHIIUH PSAIOK);

— Ha cronmi mpaBopyd (HAa YHCTOMY TOJi) KIALHITE MPaBOIO
KHOIIKOFO MuIIIi 1 BuOepiTh komaHay Co3narh y3e (A mwiau AAA).

V BikHi HoBBlIii y3eJ1, 1110 BiIKPHIIOCS:

— y nosi Ums BrmiiTe iM's caity (ftp-new);

— y noni IP-agpec Boumite 10.0.9.151 (y Bac, BiamoBinHo, iHIIA
IP-anpeca);

— KJarHiTs J100aBUTH y3ed,;

— vy Bikai DNS, mo Bigkpuiiocs (3 MOBIIOMIICHHSM IPO YCIIITHE
yTBOpeHHs 3anucy Bysna ftp-new.domainO1l.local), knamuite OK;
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— 3 moBepHeHHSM y BikHO HoBblii y3en xmanHiTe ['oTOBO (T1pHm
npomy y BikHi DNS, mpaBopyu, 3’siBUThCs momatkoBuii 3amuc ftp-new
V3eu (A) 10.0.9.151);

— 3akpuiite BikHo DNS.

3BepHITBHCH IO CTBOPEHOTO CAlTy 3 cepBepa Mo iIMEHi:

— 3amyctith Internet Explorer i y BikHi BeO-Opaysepa, I110
BIZIKPUJIOCS, KIALHITh 110 3HaUKy OCTAHOBUTH,

-y TEKCTOBOMY TOJIi Anpec BITUIIITH ftp://ftp-
new.domainOl.local (y Bac, BiamoBigHO, iHIIA aapeca) i HATHCHITH
kiaBinry Enter (mpu upomy noBuHeH 3'sButucs BMicT manku F:\ftp_home,
po3mimienoi Ha caiiti ftp-new.domainO1.local);

— 3aKpwuiiTe BiKHO BeO-Opaysepa.

3BepHITBHCS 10 CTBOPEHOTO BY3Ja 3 OY/Ib-SIKOTO KOMITIOTEPA MEPEXi
10.0.9.0:

— 3aBaHTaXTe Ha CYCIIHBOMY KOMI'tOTepl (Hampukiam, Ha
komm'iorepi 3 ¢ismanum iM'sm RMF02) OC Microsoft Windows 7
(xopuctyBad - admin, nmapois - 1234567);

— HACTpOHWTE iHTepdeiic MEPEKEBOTO aganTepa Tak:

IP-anpec: 10.0.9.52 (y Bac,
BIJINIOBiIHO, iHIIa [P-ampeca: Tak, Ko ¢i3udyHe iM’s BAIIOr0 KOMIT I0Tepa
RMF06, To — 10.0.9.56)

Macka noaceru: 255.255.255.0
OCHOBHOI LTIO3: 10.0.9.100
Mpeanountaemsbiii DNS-cepBep: 10.0.9.151 (y BAac,

BiJINOBiTHO, iHMIa [P-anpeca, ane nie [P-anpeca Bamoro Be6-By3nal);

— samycrith Internet Explorer, mis 4oro KiamHiTh Mo HOro 3Ha4Ky
Ha TIaHell 3a/1adv, i y BikHI BeO-Opays3epa, IO BiIKPHIIOCS, KJIAIHITH IO
3HauKy OCTAHOBHUTD,

— CTBOpITh Ha JHUcKy F: manky (Hampukiaj, Manky 3 BalluM
npiseuieM Petrov);

— y TekcroBomy momi  Axgpec  Bmumite  ftp://ftp-new.
domain01.local (y Bac, BiamoBigHO, iHImIA aapeca) i HATHCHITH KJIaBilly
Enter (mpu upoMy moBHHEH 3'sBuTHCS BMmicT manku F:\ftp_home,
po3mimienoi Ha caiiti ftp-new.domainO1l.local).

[licna 3'ennanus 3 ftp-caiiToM BU 3MOKeTe BUKOHYBATH Pi3HI il 3a
nonomororo Internet Explorer, mo6 3aBanTaxutu ¢aitn (manky) Ha cBii
KOMIT'FOTEP:
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— KJIAIHITH MPaBOI0 KHOMKOIO MUIIi Ha Koro (if) 3Ha4YKy y BiKHI
Opaysepa;

— BubepiTs KonupoBaTh B mankys;

— y BikHi O030p HANMOK BKaXIiTh IUIGOBY IMANKy Ha CBOEMY
kommr'rorepi (F:\Petrov) i kmannite OK;

o6 momictutu Qaiin (manky) Ha ftp-caliT (3aBaHTaXXUTHU HOTO Ha
ftp-caiir):

— TEepeTATHITH (32 JJONMOMOTOI0 JIBOi KHOMKKA MHUII) MamnKy
C:\NetDrv\Surecom, 110 3HaxOAWThCS Ha BAmIOMY JIOKAJIbHOMY
KOMIT'TOTEpI, Y BIKHO Opay3epa;

— 100 MOJWBUTHUCS THII, MiCIIe PO3TAlIyBaHHS, PO3MIp 1 1aTy 3MiHH
opurinany ¢airy (mamnku), o 3HaXOAUThCs Ha ftp-caiiTi:

— KJIAIHITH TPaBOK KHOMNKOK MHUINI Ha HOro 3HAYKy Y BiKHI
Opaysepa i BubepiTs CBoOMCTBA,;

— SKIIO JOCTYH KOHTPOJIOETHCS MO IMEHAaX KOPHCTYBadiB, TO 3a
nmoromororo komanau @aiin-BoiiTn kak y MeHIO Opay3epa MOXHa BBIHTH
Ha ftp-caifT sIK 1HIIMIA KOpUCTYBaY;

— SIKIIO MA€ThCs MPUBITANBHE MOBIOMIIEHHS Ha ftp-caiiTi, TO HoTo
MOXHa MPOYMUTATH 3a AomnoMororo MeHo Cnpapka-IlpuBercrBenHoe
coo0menue cepsepa FTP;

— 3aKpuiiTe BiKHO BeO-Opay3epa.

2.7 YcraHoBKa, HacTpoiika i TecTyBaHHfl BipTyaJbLHOTO
karajaory FTP

Bynb-sika ¢aiinoBa IupeKTopis, 10 PO3TallOBaHA B JOMAIIHbOMY
Katayno3i  ftp-By3nma, JocTymHa — BiggaJeHMM — KOpPHCTyBadaM, IO
npuenHanucss o cepsepa FTP. Bu moxere ckopucratucs J03BOJAMU
¢aiinosoi cucremu NTFS, 11100 00MeKUTH TOCTYI A0 JACSIKUX IaIOK, ajie B
psal BUNAAKIB BUHUKAE OakaHHs cxoBartu ix. Lls 3agaua BupilIyeThes 3a
JoroMoroo BipryajabHoro kartanory FTP. BipryaneHmii katamor —
YacTUHA JIOTIYHOI CTPYKTypu ftp-By3nma; BUTIsae BiH SK IiJKATaIoOT
JIOMAIIHLOTO (KOPEeHeBOro) Karamory. Y HidcHOCTI (izuuHa IupeKTopis,
10 BUKOPUCTOBYE BIpTYaJIbHMH KaTajlor, MOXE€ 3HAXOJAUTHUCS Ha 1HIIOMY
JUCKY Y4 HaBiTh Ha iHIIOMY KOMIT'IOTEPI.

KopucryBaui, siki 3HAIOTh PO iCHYBaHHS BIPTyaJbHOTO KaTajory,
MOXYTh IEpEHTH B HBOro, JOJABIUM iM's KaTajory B kineus URL mpu
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MigKTIo9eHHl 1o ftp-By3ma depe3 BeO-orimsimady, YW CKOPHCTABIIUCH
komauoto cd y KoHcomi ftp-kimienra.

CrtBopite Ha koMmm'orepi 3 fip-BysnmoM oOONiKOBHH — 3amuc
KOpHUCTYBaua:

— Ilyck => AaMmunuctpupoBanue => Active Directory -
M0JIb30BaTeJIH U KOMIIBIOTEPHI;

— siakpuiite B ma pagxy Bl domainO1.local (y Bac, Bigmosinmo,
IHIMAN PITOK);

— Y KOHTEKCTHOMY MeHio myHkry Builtin Beiopates Co3path =>
IToab3oBaTenn,

— y niasikHi HoBblii 00bekT-110130BaTe D!

— y momi Wms BOUIIITE Tpi3BUINE KOPUCTyBada (HAMPHKIAL,
petrov);

— y momi Mms BXoma moJb30BaTeNs BIUINTH IPI3BHIIE
KopHcTyBaya (petrov);

— kianHite Janee;

— y noui IMaposs BBeniTh mapois kopuctyBaua (192w3edr5t&);

— y mnom [logTBep:KaeHHWe BBEAITh MIATBEPKECHHS MapOIIs
kopuctyBaua (102w3e4r5t&);

— BCTaHOBITb nparopii 3anpeTuTh CMeHy napoJsi
nosab3osarteseM i Cpox AeiicTBUs MapoJisi He OrPAHUYeH;

— kiarHiTe Jlaee;

— wianHite ToTtoBo (npu mpomy y Bikui Active Directory —
M0JIL30BaTeJIH H KOMIBIOTEPBI B CITHCKY I'PYIl 1 KOPUCTYBAYiB 3'SBUTHCS 1
CTBOPEHUIT BaMU 0OJIIKOBHI 3aIHC KOPUCTYBaya);

— 3zakpuiite BikHO Active Directory - moab3oBaTesu U
KOMNbIOTEPHI.

IIpu3HauTe CTBOpEHOMY OOJIIKOBOMY 3alMCy KOPUCTyBada IPaBO
JIOKaJIbHOTO BXOJY B CHCTEMY:

— 3zagaiite Ilyck => AQMUHHUCTpMpPOBaHHE => YIHpaBJeHHE
TPYNIIOBOI MOJTUTUHKOI;

— Bigkputu Jlec: domain0l.local => /lomennt => domain01.local:

— y konrekctHoMy MeHwo Default Domain Policy BuGpatn
HN3MeHNTH,

— y BikHi PemakTop ynpaBjeHHsI TPpynnmoBbIMH TNOJHTHKAMH
Binkputn Kondurypammsi kommnbiotepa => Kondurypamms Windows
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=> [lapametrpnl 0e3omacHocTd => JlokajbHble TOJUTHKH =>
Ha3naveHue npas noJjib30BaTeJis;

— y nepeniky BuOpatu JIokajabHbIi BX0 B cicTeMYy (IpaBe BiKHO)
=> CBoiicTBAa;

— vy BikHi CBoiicTBa: JIoOKaJdbHBIH BX01 B CHCTEMY BCTaHOBHTH
ranmouky Ha OmnpenejuTs CcleAyllHe NapaMeTpbl NOJMTHKH Ta
HaTUCHYTH J00aBUTH M0JIb30BATE/Isl WU FPYIILY;

— J0JaTd Ipylly AAMMHHCTPATOPbI Ta KOpUCTyBaya PEtrov;

— HatucHyty llpumenurts => OK;

— 3aKpUTH BiKHA.

CrBopith Ha mucky F: karamor (mampuknan, F:\petrov_ftp) i
CKOIIIONWTE B HBOTO SAKUH-HEOYJb HEBEIHMKHH (aiiin uu mamky 3 Qaiinamu
(manpukinan, nanky F:\Inetpub).

CTBOPpITH BipTyanpbHHIA KaTAIOT IS BaIlloro NCeBIOHIMa Petrov:

— Myck => AnmunuctpupoBanue => Jlucneruyep cayxo6 1S 6.0;
y BikHi Internet Information Services:

Bigkpuiite B ma paaxy H RMF151 (y Bac, BianosiaHo, iHmmii

pszIoK);

— KJIAIHITH MPaBOK0 KHOMKOK MU 1o psaky Petrov_ftp_site i
Bu6epith Co3aath => BupTyanbHbIii KaTaJor;

— kiarHiTe Jlaee;

— y migBikai IlceBIOHMUM BHPTYaJbHOI0 KaTajgora y IOl
IceBaonum BruIIiTH PEtrov i knanHiTh Jdaee;

— vy miasikai Karanor cogep:kumoro FTP-y3zna y nom IyTts
BIMIITh HUISX 10 TMankd 3 BmictoM By3na (F:\petrov_ftp) i xmanuite
Hanee;

— y migsikai IlpaBa mocTyma BCTaHOBITH YTeHHE 1 3amuch i
KiIanHiTe Jdajee;

— xianHiTh I'oTOBO;

— Bigkpwiite Ha PAIKY Petrov_ftp_site i yGenitecs B
HasBHOCTI y By3na Petrov_ftp_site miaBy3na (To0TO BipTyasbHOTO
Karajory petrov). MoxHa KJIamHyTH NMPaBOI0 KHOMKOIO MHIII IO 3HAYKY
HOBOTO BipTyaJbHOro Kataiory i Bubparu CsoiicTBa. Ilicns nporo MmoxHa
YTOUHUTH NapaMeTpu BipTyaJbHOTO KaTaJloTy;

— 3akpwuiire Bikuo Internet Information Services.

Jniss  moJaTKOBOIO HACTPOIOBAaHHS PIBHIB JIOCTYIy IO BMICTY
BIpTyaJIbHOIO Karajory npu3HauTe BignoBigHi ao3Boaun NTFS mnammi
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F:\petrov_ftp (mampukiam, BCTaHOBITH TMCEBIOHIMY Petrov moBHHiA
JOCTYII JIO ITi€l TaIKu):

— KJIAIHITP MPaBOK KHONKOKW Muini Ha mamnmi F:\petrov_ftp i
BuOepiTh CBOMCTBA;

— TmepelaiTe Ha BKIanky be3onmacHocTs;

— kianHith /100aBUTH;

— y HOBOMY MiJBIKHI BCTaHOBITH Kypcop Ha psiok petrov(...) i
kinanHiTh Jlo6aBuTh, knanHiTh OK;

— y noni ms BUALTITE KypcopoM iM'st petrov(...) i BCTaHOBITH IS
Heoro go3Bin Iloaublii  goctym (TOOTO BCTAaHOBITH  BiAIOBITHUI
Mpanopers);

— xnaudite OK.

2.8 TecTtyBaHHs po00TH BipTyajbHOT0 KATAJIOTY

[Tpu BukopucTaHHI BeO-Opay3epa KOpUCTyBadaM HEOOXiHO BKa3aTH
o0mikoBUH 3amuc npu migkmoueHHi 3a aapecoto URL 3a ymoBu, mo nei
3aIKic HE BHKOPHCTOBYETHCS JISI aHOHIMHOTO JIOCTYITy JIO By3na. Anpeca
URL 3amaetscs y Buai ftp://user_name@site, me user_name — im's
001iIKOBOTO 3amucy, Site — im'st ftp-By3na.

Hampuknan, BXig y cuctemy 3 OOJIKOBHM 3allUCOM KOPHCTyBada
petrov msist 3BepranHs g0 By3na ftp-new.domain0l.local motpebye aapecy
URL ftp://petrov@ftp-new.domain0l.local (npu usomy Internet Explorer
3aIpPOCHUTH BBECTH 1M’ 1 TAPOITh OOIIKOBOTO 3aITHCY).

3BepHITHCS 10 CTBOPEHOTO By3J1a 3 OyIb-IKOTO KOMITTOTEpa MEpexki
10.0.9.0:

— 3aBaHTaXTe Ha CYCIIHBOMY KOMITtOTepi (Hampukiam, Ha
komm'iorepi 3 ¢ismaaum iM'sm RMF02) OC Microsoft Windows 7
(kopuctyBad - admin, mapos - 1234567),

— HACTpOWTe iHTepdeiic MepeKeBOro ajanTepa Tak:

IP-agpec: 10.0.9.52 (y BAaC,
BiZNOBiIHO, 1HINIA IP-aapeca: Tak, sKkio (izudHe iM’s BAIIOro KOMII'loTepa
RMF06, To — 10.0.9.56)

Macka noaceru: 255.255.255.0

OCHOBHOI 1LT103: 10.0.9.100
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Ipennountaemblii DNS-ceppep: 10.0.9.151 (y Bac,
BigmoBimHO, iama [P-agpeca, ane e mosunaHa OyTH [P-agpeca Bammoro Be6-
By3nal!)

— samycrith Internet Explorer, nis yoro kiamHiTh Mo HOro 3Ha4Ky
Ha TIaHenmi 3ajad, i y BikHi BeO-Opaysepa, IO BiJKPHIIOCS, KJIAIHITH IO
3HauKy OCTaHOBMTD;

— y TekcToBoMy moii Agpec Brumith ftp://petrov@ftp-
new.domainOl.local (y Bac, BiamoBigHO, iHIIA aapeca) i HATHCHITH
knasimy Enter,

— y BikHi Bxoa BBenith im's (petrov) i maposs (192w3edr5t&)
00JiKoBOTO 3amucy 1 KIanHiTh Bxox (pu oMy MMOBUHEH 3'IBUTHCS BMICT
nanku f:\petrov_ftp, mo posmimena na caiiti ftp-new.domain01.local y
BIpTyaJIbHOMY KaTaiio3i petrov).

2.9 BinHoBJieHHS] KOMI'IOTEPiB B MOYaTKOBHIi CTaH

(maHmii po3ain miiarae 000B'A3KOBOMY BUKOHAHHIO!)

[Ticnst o3HafOMJIECHHS BHKJIaJada 3 pe3yjlbTaTaMH BHKOHAHHSI
poboTH cHucTeMy HEOOXiTHO MPUBECTH B TOYATKOBUU CTaH (CTaH, 3 SKOTO
IHIIMH CTYJEHT 3MIT OM IOBTOPUTH BUKOHAHHSA i€l poboTH). s bOro:

Ha xomn'rorepi 3 ¢izmunum im’ssm RMFO1, ne 3aBantaxkena OC
Microsoft Windows Server 2008:

— Bugamite  ftp-Bysom  Petrov_ftp_site
AnmunucTpupoBanue => Jlucneryep cayxo 11S;

— Bigkpuiire B nma pagxy H RMF151 (y Bac, BianosiaHo, iHmmii
psizIoK);

— KIJANHITG JHBOpYY TMPaBOK KHONKOK MUIIN Ha BY3Ii
Petrov_ftp_site i BuGepite Y aaaurh, a notim — Ja;

— 3akpwuiire Bikuo Internet Information Services;

— BHIAJITh 3 30HU MPAMOTO Teperisiay cayxom DNS Byzon ftp-

> Iyeck =>

new:

— Ilyck => AamunucrpupoBanue => DNS;

— Bigkpuiite 1 Ha psnxy B RMF151 (y Bac, BiamoBigHO, iHIIWI
psizIoK);

— Biakpuiite H na psaaxy BH 3oubl npsimoro npocmorpa;

— BUIUIITH JiBOpYY KypcopoMm mumii psgok E domain0l.local (y
Bac, BIAMOBIIHO, IHIIUHN PSAIAOK);
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— mpaBopyu Buaamite 3anuc ftp-new Y3zen (A) 10.0.9.151;

— 3akpuiite BikHo DNS;

— uganiTs manku f:\ftp_home i f:\petrov_ftp;

— BHIATITH OONIKOBHUIA 3ammuc Petrov:

— 3amaiite llyck => AamuHucTpupoBanue => Active Directory —
M0JIb30BaTeI U KOMIIBIOTEPHI,

— siakpuiite B na paaxy B domain01.local;

— Buainite Builtin;

— KJIAIHITH MIPABOI0 KHOIKOIO MHIII MPaBOpyd Ha 3amuci Petrov i
BUOEpITh ¥YaaJauTh, a ToTiM — J1a;

— 3zakpuiite BikHO Active Directory - moab3oBaTtesu u
KOMINbIOTEPHI;

— BIJHOBITH IIOYATKOBI 3HAUEHHS IMapaMeTPiB  MEPEKEBOrO
iHTEepdeiicy:

— IIyck => Ilaneab Ymnpapienuss => IlenTp ynpasiaenus
ceTAsMM M 00IIMM  [JOCTYNmOM => YipaBileHHe CeTeBbIMHU
noakoYenusamu => [oakioueHue no JIoKajibLHO# cetu => CBolicTBa
=> [Iporokoa UntepHera Bepcun TCP/IPv4 => CpoiicTBa

— 3ajaire:

IP-anpec: 10.0.9.151 (y Bac,

BignoBimHO, iHma [P-ampeca: Tak, sAkmo ¢i3zuyHe iM’S Bamoro

koMt rorepa RMF05, to — 10.0.9.155)

Macka noaceru: 255.255.255.0
OCHOBHOI 1LTIO3: 10.0.9.100
Ipennountaembrii DNS-cepBep: 10.0.2.1

— 1 xiandite OK;

— xkianHite OK;

— 3akpwuiite BikHO CeTb M yJaJIeHHBIH TOCTYN K CETH.

Ha xomm'torepi 3 ¢isnyanm iM’sim RMFO02, ne 3aBantaxena OC
Microsoft Windows 7:

— BumaniTh manky F:\Petrov;.

— BIJHOBITH IIOYATKOBI 3HAYEHHS IMapaMeTPiB  MEPEKEBOrO
iHTEepdeiicy:

— Ilyck => llaneas ynpaBiaeHuss => Cerb M UHTepHeT =>
Hentp ynpaBiienusi cerssiMu M 00mMM Joctynom => H3meHeHue
napaMeTpoB aJanTepa;
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— y BikHi Cocrosinne IloakiaoueHue MO JIOKAJIbHOH ceTH
kinanaiTe CBOCTBA;

— y BikHI CeTeBble MOAKIIOYEHHS 3AMYCTITh

HoaxkaroyeHue 1Mo JOKAIbHOM CeTH

— ycraHoBiTh Kypcop Ha IIporokon HMutepuera (TCP/IPV4) i
knanuiTe CBOMCTBA;

— 3ajaire:

IP-anpec: 10.0.9.52 (y Bac,

BimmoBimHo, iHma IP-agpeca: Tak, skmo (i3wdHE iM’S BaIoro

koMt torepa RMF05, to — 10.0.9.55)

Macka nojaceru: 255.255.255.0
OCHOBHOMH IILITIO3: 10.0.9.100
Ipennountaembrii DNS-cepBep: 10.0.2.1

— 1 xianuite OK;
— xkianHite OK;
— 3akpuiite BikHO CeTh M yAaJIeHHBII JOCTYN K CETH.

2.10 3micT muCcHbMOBOTO 3BIiTY

— Xig poOOTH 3 OMHMCOM BIIACHHX HACTPOIOBAaHb Ta MapameTpiB
(dikcyeTbes i 4ac BUKOHAHHS poOOTH);
— BIAMOBI/I HA KOHTPOJIbHI ITMTAHHS.

2.11 KoHTpoabHi NUTaHHS

1. Skwit mopr TCP 3a 3aMOBuYyBaHHSM BHKOPHUCTOBYEThbCS fip-
caiitamu IIS?

2. lllo HeoOximHO 3pobuTh aamiHicTpaTopy Ha ftp-cepsepi, mo0
JIO3BOJIUTH JISSIKUM KOPUCTYyBauaM Oa3ucHy ayTeHTH(iKailito?

3. Illo Take BipryansHuii karajgor FTP i sike fioro nmpusHaueHHs?

4, sdxkuit Bux mae agpeca URL s Bxomy Ha ftp-Bysonm 1o
00J1iKOBOMY 3arucy?
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