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1 JABOPATOPHA POBOTA.
Extended Access Control List

Meta po60OTH: BUKOPHCTaHHS IMEHOBAaHHMX Ta PO3IMIMPEHUX CIIHCKIB
koutposto noctymy (ACL) mns Gesmednoi Mapuipytu3saiii Tpadiky B
KOMIT TOTePHUX MepeKax.

1.1 Oco6auBocti Extended Access Control List

Posmmpennit ACL no3Boiste dhinmbTpyBatu Tpadik BUKOPUCTOBYIOUN
BEJIMKY KUJIbKICTh MapaMeTpiB: agpeca BiANpaBHHKA; aJpeca OJIepiKyBaua;
TCP/UDP nopt Binnpasuuka; TCP/UDP mopt oxepsxyBada; 3a IpOTOKOJIOM,
JaHi SKOTO B cepenuHi ip-makety (QinpTp mo mapamerpax); Ty Tpadiky
JUTSL IaHOTO TIPOTOKOJY (icmp - BiadineTpyBaTH TUEKK icmp-reply) Ta iH.

MoxuBocti posmupennx ACL Buime 3a craHmapTHI Ta MOXYTb
PO3IIUPIOBATHCS JIOJJATKOBUMH TEXHOJIOT1SIMH:

— dynamic ACL — crouatky nesiki psSKH HE MpAIoTh, ale KOJH
aaMIHICTPaTOp MIKIIOYAETHCA JO MaplipyTuzaropa Imo telnet, mi psoku
BKIIIOYAIOThCA, TOOTO aJMIHICTPATOP MOXKE 3aUIIUTH AJsl ce0e «IipKy» B
Oesmeri Mpu HAIAro/KEHHI TapaMeTpiB ad0 MPH BXOJi B MEPEXKY;

— reflexive ACL - [3epkaibHi CIHCKH KOHTPOJIO IOCTYILY,
JIO3BOJIAIOTH 3aMaM'sITOBYBATH, XTO 3BEPTABCS 13 30BHILIHBOT MEPEXi (3 AKHX
aapec 1 TOpPTiIB, HAa fAKI agpecH 1 MOPTH) 1 aBTOMATWYHO (HOPMyBaTH
mepkainbHuil  ACL, skuii mpomyckaTUMe 3BOPOTHHH Tpadik 330BHI
BCEpE/IMHY TUIBKH, SKIIO 3 MEPEXi € 3BEPHEHHS JIO0 JAHOTO PECypcy;

— timeBased ACL - peski psakd COpanbOBYHOTh TUIBKH B
KOHKpeTHHH Yac. Hampwukiag, Jerko HamamTyBaTH AOCTYII B iHTEPHET 3
odicy TUIbKH B po0OYi TOAMHHU.

3aranpHa ¢dopMa KOMaHAM JUIA (HOpPMYBaHHS pSAKA CITUCKY
PO3LIUPEHOTO JIOCTYITY:

access-list access-list-number {permit | deny} protocol source
source-wildcard [operator source-port] destination destination-
wildcard [operator destination-port] [precedence precedence-number]
[tos tos] [established] [log | log-input], xe access-list-number -100-199 |
2000-2699, protocol - ip, icmp, tcp, gre, udp, igrp, eigrp, igmp, ipinip, nos i
ospf.



Jnst mopty source-port abo destination-port MOX»Ha BUKOPHCTOBYBAaTH
HOMED TopTy abo oro mo3HadeHHs bgp, chargen, daytime, discard, domain,
echo, finger, ftp, ftp-data, gopher, hostname, irc, klogin, kshell, Ipd, nntp,
pop2, pop3, smtp, sunrpc, syslog, tacacs-ds, talk, telnet, time, uucp, whois i
www. Operator 11¢ eq (Tak camo), neq (He qopiBHIOE), gt (OlbIIe HiX), It
(MeHIIE HIX), range (BKa3yEThCS IBa MTOPTH JUTSI BA3HAYCHHS TialTa30Hy).

VYei ACL, sk craHmapTHI Tak 1 pO3MIMPEHi, MOXHA 33JaBaTH
IMEHOBaHUM a00 HyMepoBaHHM crtocoOoMm. Ileprmit mo3Boise pemaryBatu
ACL, a npu BUKOpPHCTaHHI JPYroro, CIHUCOK KOHTPOJIO JTOCTYIY MOKHA
BHUJIAJINTH TUIBKH I[IJIKOM 1 CTBOPHTH 3aHOBO, 200 JTOIUCATH PAIOK B KiHCIIb.

Mpumitka. IM's iMEHOBaHOTO CHHCKY BiAYYTHO JO pEricTpy.
IIpus's3ka imenoBauux ACL mo inTepdeiicy 3MiCHIOETHCS KOMaHIO0:

Router (config) # interface type [slot_Ne] port_Ne

Router (config-if) # ip access-group ACL_name in | out

Axmo ACL iMeHOBaHUH, TO Y HBOTO € iM'd, sSIKeé MH 1 BKOKEMO Ha
inTepdeiici. i BUKOHAaHHS HaNAMITyBaHHS 3aXOIUMO Ha iHTepdeic i
MHUIIEMO KOMaHIy ip access-group, HalpuKiai, TaK:

R1#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

R1(config)#interface FastEthernet0/0

R1(config-if)#ip access-group NAME in

Y upomy mnpukiani mu 3acrocyBaiu ACL 3 iM'sm NAME Ha
inTepdetice Fa0/0 na Bech Bximumit Tpadik (in), SKOM MH BKaszamd out -
¢inbTpyBaBcs 6 BUXiTHUNA Tpadik.

B3arauni, Ha oquH iHTep detic MorkHa HanmamTyBaTu nekiabka ACL, ane
3a YMOBH, SIKIIO Y HUX BiApi3HAETHCS HampsiMok abo mpotokon (IPX ACL,
AppleTalk ACL).

Posrnsnemo npuknan Bukopucranus ACL: e Tomosoris 3 m’saTH
MepEex: KOMIT F0Tep, KU MiIKIF0YeHo q0 MapmpyTtu3atopa R1, nam R2, R3
ta R4 no0 sxoro mimkmodyeHo HOyTOyk. Tpeba 3a0opoHHMTH AOCTYI 3
KOMITIOTEpa B MEpEXXy HOYTOyKa ABOMa Crioco0aMu 1o dep3i (CrmodaTKy 3a
JIOTIOMOT'OK)  CTaHJAPTHOTO, TOTIM 3a joromoror posmmpeHoro ACL).
Craamaptanii ACL 10BOIUTECSA PO3MINTyBaTH MaKCHMAaIbHO OJM3BKO JI0
onepxyBada Tpadiky (3a momomororo cranmaptHoro ACL mum moxxemo
BU3HAYUTH aJIpeCy BiJNPaBHUKA ajie MOKEMO HE 3HATH MapuipyT Tpadiky).
Tomy, sikio Mu 3ab6oponsemo nocryn 3 IP agpecu komn'torepa na Bxin Fa0/0
MapmpyTtu3aTopa R1, To Mu 3M0keMo 3a00pOHUTH a00 TO3BOJIUTH TUIHKH
Bech Tpadik 3 KOMI'IoTepa BiApa3y, TOOTO B yCi Mepexi, a He TUIBKU B



Mepexy HoyTOyka. Tomy, noBenerscst craButi ACL MakcumanbHO O1M36K0
IIo onepxyBada Tpadiky, a came, Ha R4 Ha Buxin 3 inTepdeiicy Fa0/1. Skmio
nakeT nidmoB Ha R4 i xoue BuiitTu yepes Fal/1, 3HaunTh BiH TOUHO CIiJIy€E B
MepeKy HOyTOyKa. 3a gormomororo crangaptHoro ACL MoxHa 3a00pOHUTH
Tpadik, 1o We BiJ KoMI'oTepa.

HaBememo mpukmagm KomaHzm access-list posmmpenoro crmcky
KOHTPOJIIO JOCTYITY Ta HOSICHEHHS 10 HUX.

access-list 101 deny ip any host 10.1.1.1 — 6yap-sikuii ip-maker, Oyb-
sika ip-ajipeca BiANpaBHUKa, 3 IP-aapecoro orpumyBaya 10.1.1.1.

access-list 101 deny tcp any gt 1023 host 10.1.1.1 eq 23 — makeTH i3
3arosioBkoM TCP, 3 Oy/ib-5IKOI0 IP-aApecoro BiANpaBHUKA, 3 HOMEPOM MOPTY
BifmpaBHuKa, skuii 6insime (gt) 1023, 3 ip-agpecoro oTpuMyBada, Ka TOTHO
cniBnagae 3 10.1.1.1 Ta HOMepoMm mopTy OTpUMyBaya, IO J0PiBHIOE (eq) 23.

Sxmo BukopucToByeThes posmupenuit ACL, To Horo MokHa
MOCTaBUTH J€ 3aBrOJHO, ajle Kpalle CTaBUTH MaKCHUMaJbHO OJM3BKO 10
BignpaBHuKa Tpadiky, TooTo Ha R1 Ha BxXix Fa0/0. Tomy, sxmo mu 6aunmo
B po3mmpernomy ACL angpecy onepryBada i SKIIO MakeT Hae 3 KOMITIoTepa
B MEpeXKy HOyTOyKa, TO BHIANUMO ioro Ha Bxoai B Fa0/0, mo6 mami nHe
HAaBaHTAKYBATH MEPEXY Iepeladeio [bOTo MaKeTa.

Takum yuHOM € TIpaBMIIO, sike Bce cmporrye: «CraamaptHuii ACL
CTaBUTHCSI MAKCUMAJIBHO OJIM3BKO A0 OfepKyBaua Tpadiky, po3LIMpeHU -
MakCHMalbHO ONM3bKO 10 JpKepena Tpadiky». [IpaBuno He 3aBxan
eeKTHBHO ajie AJIs I0YaTKy BOHO HEMOTaHo Mpawioe. ToMy peKOMEeHIyeEMO
BUOMpATH HAIAIITYBAaHHS CIOYATKY 3a IIMM MPAaBHJIOM, a NOTIM BU3HAYaTH
MapmpyT Tpadiky i K MOXHA TOMNmUTH po3mimeHHs ACL.

1.2 Po3mMpeHi CHUCKH J0CTYIY

Po3rnstHeMO BUKOPHCTaHHS PO3IIMPEHNUX CIHUCKIB KOHTPOJIO JOCTYITY
y PO3MoJieHNX ad0o KOpIopaTUBHUX Mepexkax. [loOymyeMo Ta HatamTyeMo
MEpEKY i3 3aaH0r0 Tormoorieio (puc.l.1).

3 maHeni npunanis B podouy o0aacTs MEPEeHECiTh 3 MapIpyTU3aTopa
1841 (mnst 3py4HOCTI MOKHA iX mepeiiMenyBaTH BiamosigHo R1, R2, R3), 6
komytaropiB 2950-24, 2 cepBepu, 2 HOyTOykHm i 4 xomm'torepu. [ns
3pYYHOCTi CKOPOTUTH Ha3BH KOMYTAaTOPiB 10 SW, a HOyTOyKiB 110 Lap.

Bukonaiite HamamryBaHHS Mepexi. s BOTO BHKOPHUCTOBYHTE
KOH(ITypamiiHi mapameTpu, 1o HaBeaeHi y Tadmmii 1.1.
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Pucynok 1.1 — Moaenps mepexi
Tabmung 1.1 — HanamryBanas
Mpucrpiii I;ZEI;- IP-agpeca Macka GD aetabj;;

R1 Fa0/0 | 10.0.1.1 255.255.255.240 falelel

S0/1/0 | 10.0.2.1 255.255.255.252 el

Fa0/0 | 10.0.1.33 255.255.255.240 xx*

R? FaO/1 | 10.0.1.49 255.255.255.240 il

S0/1/0 | 10.0.2.2 255.255.255.252 xx*

S0/1/1 | 10.0.2.5 255.255.255.252 ekl

Fa0/0 | 10.0.1.17 255.255.255.240 il

R3 Fa0/1 | 10.0.1.65 255.255.255.240 el

S0/1/0 | 10.0.2.6 255.255.255.252 xx*

Serverl Fa0 10.0.1.2 255.255.255.240 10.0.1.1 /28

Server?2 Fa0 10.0.1.18 255.255.255.240 10.0.1.16 /28
PC1 Fa0 10.0.1.34 255.255.255.240 10.0.1.33/28
PC2 Fa0 10.0.1.35 255.255.255.240 10.0.1.33/28
PC3 Fa0 10.0.1.50 255.255.255.240 10.0.1.49 /28
PC4 Fa0 10.0.1.66 255.255.255.240 10.0.1.65 /28
Lapl Fa0 10.0.1.67 255.255.255.240 10.0.1.65 /28
Lap2 Fa0 10.0.1.68 255.255.255.240 10.0.1.65 /28




3pificaumo  koHdirypamito  RIP  mapmpytuzamii  Ha  BCiX
MapIpyTH3aTopax, 3a JOIMoMOroro HamamrtyBaHHs y Bkmagmi CLI abo
Config RIP.

HpumiTtka. MapmpyTuzamito MOXKHA HaJAMITYBaTH OyIb-SIKAM
criocobom, skuii 151 Bac € 3pyunum.

Jnsa R1

Routerl(config)#router rip

Router1(config- router)#version 2

Router1(config- router)#network 10.0.0.0

Jls R2

Router2(config)#router rip

Router2(config- router)#version 2

Router2(config- router)#network 10.0.0.0

g R3

Router3(config)#router rip

Router3(config- router)#version 2

Router3(config- router)#network 10.0.0.0

[lepeBipuMo mie3maTHICTH MepeXi 3a OMOMOTOI0 KOMaHIH ping.
Inrepdeiicu BCix MpUCTPOIB MOBUHHI MIHTYBATUCS 3 YCIX MPUCTPOIB.

1.2.1 Cnucok 10CTyImy Mepeska-Mepexa

CTtBOpPHMO 2 CTIMCKH JOCTYITY, AKi 3a00pOHATH Tpadik:

— MepuIuii - Big JokamsHO1 Mepeki komirtotepiB PC1 1 PC2 — agpeca
mepexi 10.0.1.32/28, B nokanbHy Mepexxy HOyTOykiB Lapl i Lap2 — agpeca
mepexxi 10.0.1.64/28. Tak sx Ttpadik npuxoauts Bix R2, a chucok
PO3LIMPEHHUH, TO CIIiJ TOMICTUTH CIHMCOK JocTymny Ha intepdeiic Fa0/0 R2
JUISL BXITHOTO Tpadiky.

Router2(conf)#access-list 101 deny ip 10.0.1.32 0.0.0.15 10.0.1.64
0.0.0.15

Router2(conf)#access-list 101 permit ip any any

[Nepmia komanma Oe3MocepesIHLO BUPINIYE TOCTABJICHE 3aBJAaHHS, a
Jpyra 103BOJISI€ Bech iHIIUH Tpadik, nepeBipuMo cTBOpeHHs crucky 101.

Router2 # show access-list

OTtpumanu HaCTyIi CTPOKH.

Extended IP access list 101

10 deny ip 10.0.1.32 0.0.0.15 10.0.1.64 0.0.0.15
20 permit ip any any



3acTOCyEMO CIMCOK JOCTYITY 110 iHTepdercy.

Router2 (conf) #interface Fa0/0

Router2 (conf-if) #ip access-group 101 in

JIyis TecTyBaHHS MEPIIOTO CIKUCKY AOCTYIY, CIIPOOYHTE MPOIIHTyBaTH
Big PC1 ta PC2 — PC4, Lapl i Lap2.

PC #ping 10.0.1.67

Hnsa PC4, Lapl i Lap2 nminru He #inyTs. CIMCOK IOCTYIY HPALIOE;

— Apyrui - Bixg Mepexi komm'torepa PC3 — agpeca 10.0.1.48/28, B
Mmepexxy cepsepa Serverl — 10.0.1.0/28. Crmmcok cimix momicTuTH Ha
inrepdeiic Fa0/l R2 mns BximHoro Tpadiky.

Router2(conf)#access-list 102 deny ip 10.0.1.48 0.0.0.15 10.0.1.0
0.0.0.15

Router2(conf)#access-list 102 permit ip any any

3acToCyeEMO CIHCOK AOCTYITY 110 iHTepdercy.

Router2 (conf) #interface Fa0/1

Router2 (conf-if) #ip access-group 101 in

Jami moxxHa BBecTH Komauay Show access-list i Bona moBmHHA
BHBECTH BMICT 000X criucKiB moctyiry 101 Ta 102

[ TecTyBaHHSI IpyTroTo CIUCKY AOCTYITy, COPOOYHTE MPOMHTyBaTH
Bix PC3 - Serverl.

PC3 #ping 10.0.1.2

Hns Serverl minru He #ayTh. CIIMCOK TOCTYITY HPALIOE.

1.2.2 Cniucok a0CTyImy X0CT-XOCT
CrBopumo Ha R3 cmucok moctymy, sikuit 610kye goctyn go Serverl
TineKH 3 Lapl.
Router3(conf) #access-list 103 deny ip 10.0.1.67 0.0.0.0 10.0.1.2
0.0.0.0
Router3 (conf) # access-list 103 permit ip any any
MEPEBIPUMO CTBOPEHHSI
Router3 # show access-list
Extended IP access list 103
10 deny ip host 10.0.1.67 host 10.0.1.2
20 permit ip any any
3acrocyemo criucok poctyiy 10 Fa0/l intepdeiicy R3
Router3 (conf) #interface FastEthernet0/1
Router3 (conf-if) #ip access-group 103 in
[epegipre, mo BU He MOkeTe miHryBatu Serverl 3 Lapl.
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Lapl # ping 10.0.1.2

[lepesipte, mo B MoxkeTe miHTyBaTH Serverl 3 Lap2 ta PC4.

Lap2 # ping 10.0.1.2 PC4# ping 10.0.1.2

1.2.3 Cniucok J0CTyImy MepesKa-XocT

Bupanute nonepenHi Ciucku JocTymy 3 iHrepdeiicie R2 i R3.

Router2 (conf) #interface Fa0/0

Router2 (conf-if) #no ip access-group 101 in

Router2 (conf) #interface Fa0/1

Router2 (conf-if) #no ip access-group 102 in

Router3 (conf) #interface Fa0/1

Router3 (conf-if) #no ip access-group 103 in

CTBOpPUTH PO3IMIMPEHUI CIHCOK JOCTYIY, KUl OJIOKYyE BECh Tpadik
no PC1 3 nokanbnoi mepexi komm’totepis PC4, Lapl i Lap2. Tak sk mu
0ylokyeMo Bech Tpadik, TO OyaemMo BuKOpucToByBaTH I[P mporokon Ta
CIIHICOK KOHTPOJIIO JocTyIy Ha R3.

Router3 (conf) #access-list 100 deny ip 10.0.1.64 0.0.0.15 10.0.1.34
0.0.0.0

Router3 (conf) # access-list 100 permit ip any any

3acTocyeMo CIUCOK 110 BuXiaHOro Tpadiky Ha intepdetici Serial0/1/0
MmapuipyTtuzaropa R3.

Router3 (conf) #interface Serial0/1/0

Router3 (conf-if) #ip access-group 100 out

Router3#show access-list

Extended IP access list 100

10 deny ip 10.0.1.64 0.0.0.15 host 10.0.1.34
20 permit ip any any

Jns mepesipku crmcky crnpoOyiite mpomiarysata PC1 (10.0.1.34) 3
PC4, Lapl i Lap2. [Tiaru e npoiayTh. Y BCiX IHIIKX 3’€IHAHHSAX MPHCTPOT
MiHrYI0ThCS. CITUCOK TIPAITIOE.

1.3 ImenoBani ACL

BaxnmuBa mepeBara iMEHOBAaHWX CHHCKIB B TOMY, IO BOHH
JIO3BOJISIIOTH BUJJAIISATH 3 HUX OKPEMi CTPOKH, IIIISIXOM JI0JaBaHHS MOTPiOHIX
KOMaH. B 3aBmaHHi pO3TisHEMO MepeBard 3acTOCYBaHHS IMEHOBAaHHUX
CIHCKIB 3 METOIO IMOJAIBIIOTO iX 3aCTOCYBAaHHS 5K y CTAHIAPTHHUX TaK i y
posmupennx ACL.
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[Mpu HanmamTyBaHHI MOAENI MeEpeXi BHKOPHUCTOBYEMO TOIIOJIOTIIO i
KOoH(Iryparito 3 pucyHky 1.2.

~ Fan/o
i

15841
R1

172.16.1.0 /28

N —

oW

2

172.16.1.16 /28

~=mat Se0/1/0

|

1841
R3

Pucynok 1.2 — Moaenb mepexi

S
]

e0/1/0

Ho R2 ta R3 mapmpyruzaropa (Mogens 1841) momaemo n0oAaTKoBi
rwiaty 3 Serial mopramu (WIC-2T).
Mpumitka. OOGOB’S3KOBO  BUKIIOYAEMO MAapUIPYTH3aTOpU IPH
BCTaHOBJICHHI HOBUX IUIAT.
Jani npusHauumo azapecu iHTepdeiiciB 3rigzno tabdbmuui 1.2. [pu
HajamtyBaHHi Serial mopriB He 3a0yBaiiTe 3a1aTH 3HAUCHHS CHHXPOHi3aIil

(mampuxan 64000).

Tabnuus 1.2 — HanamryBaHHs

R1

R2

R3

Ethernet nopTtu

172.16.1.2 /28

172.16.1.1 /28

Serial moptu

172.16.1.17 /28

172.16.1.18 /28

3niicammo koHpirypamiro RIP mapmpyTu3arii (abo 3anumuMo Bike
ICHyIOUy) Ha BCIX MaplIpyTHU3aTopax, 3a JOMNOMOTOI HANANITYBaHHS Yy
Bkaai CLI a6o Config RIP.

Jns Routerl

Routerl(config)#router rip
Router1(config- router)#version 2
Routerl1(config- router)#network 172.16.0.0

Jnsa Router2

Router2(config)#router rip
Router2(config- router)#version 2
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Router2(config- router)#network 172.16.0.0

Jlrs Router3

Router3(config)#router rip

Router3(config- router)#version 2

Router3(config- router)#network 172.16.0.0

[TepeBipuMO mi€3MaTHICTE MEPEXi 3a JOMOMOTOI0 KOMaHAM ping
(moxnuBicTh minryBatu iHTepdetric Ethernet0/0 (172.16.1.2) R1 3 R3).

Router3#ping 172.16.1.2

Jani HanamrTyeMo CIMCKH KOHTPOJIO JOCTYILY.

[TocTaBuMoO 3ama9y 3a00POHHUTH IO BCiit Mepexi Jmrme mHr Bix R3 Ha
R1. Coucok nocTymy po3mMpeHuil ToMy OyAe po3TalloBaHWi ONMK4Ye 10
JoKepena (s CKopodeHHsI Tpadiky).

B upomy mnpukiagi po3TamryeMo IMEHOBaHMH CHHCOK 3 1M SIM
deny ping Ha R1.

Routerl (config) #ip access-list extended deny_ping

Routerl (config-ext-nacl) #deny icmp 172.16.1.18 0.0.0.0 172.16.1.2
0.0.0.0

Routerl (config- ext-nacl) #permit ip any any

[lepma xomaHga BKa3zye, IO MH CTBOPIOEMO IMEHOBaHHIA
PO3IIMPEHUH CIIUCOK AOCTYIY 3 iM’siM deny _ping. [[pyra koMaHa BKa3ye Ha
3abopony ICMP tpadiky 3 ampecoro mxepena 172.16.1.18 i ampecoro
nputiMaua 172.16.1.2. Tpers komanma po3Bosse pemty IP Ttpadiky.
[TepeBiprMO CTBOpPEHHS CITUCKY.

Routerl #show access-list

Extended IP access list deny_ping

10 deny icmp host 172.16.1.18 host 172.16.1.2
20 permit ip any any

Bce npaBuibHO, MU 6auyUMO B TEPIIOMY PSIKY MPOCTO iHITY (hopMy
nonaHHs komaHmu deny icmp 172.16.1.18 0.0.0.0 172.16.1.2 0.0.0.0.
3acTocyeMo CIUCOK uisl BXijHOTO Tpadiky inrepdeiicy Fa0/0 Ha R1.

Routerl (conf) #interface Fa0/0

Routerl (conf-if) #ip access-group deny_ping in

[pueanaemocs mo R3 i npomiaryem R1

Router3 # ping 172.16.1.2

Hesnaua. [Ipuennaemocs g0 R2 i mpominryem R1

Router2 # ping 172.16.1.2

[Tinr npoiimoB ycminHo. 3po6UMO BHCHOBOK, IIO CITUCOK KOHTPOJIIO
JOCTYITy TIPALIIOE.
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Bupanute komanay (20 permit ip any any), sika 103BoJIsie nepeaady
MaKeTiB 3 OyAb-AKHUX 1HIIHUX MPUCTPOIB.

IMeHOBaHI CIMCKH JO3BOJISIIOTH BUAASATH OKPEMi KOMaH/IH.

Routerl (config) #ip access-list extended deny_ping

Routerl (config- ext-nacl) #no permit ip any any

Routerl (config- ext-nacl) #"z

[epeBiprMO 3MiHH Y CITHCKY.

Routerl #show access-list

OTpumanu HacTyITHe.

Extended IP access list deny_ping

10 deny icmp host 172.16.1.18 host 172.16.1.2

Tenep minr He mpotizae Hi 3 R3 Hi 3 R2.

BukopurcToByt0uM iMEHOBaHI CIIMCKH SIK CTaHAAPTHI TaK 1 PO3IIUPEHi
BU Ma€Te OUIBINT MOXKITUBOCTI MPU peAaryBaHHI OKPEMHUX KOMaH]I y CITUCKY.

1.4 Bukopucranus nporokoais B ACL

Po3riisiHeEMO BHIAIOK KOJM € MOMJIMBICTH MIAKIIOYEHHS 3a
IPOTOKOJIOM BiIJAJIEHOTO JOCTYITY 10 KOXKHOTO MapIIpyTH3aTopa Mepeki
TUTBKH TpHCTpOsiM 3 Mepexi 172.16.1.16/28. YV Takomy BHmamky Ha
KO>)KHOMY MapIIpyTHU3aTOpi MOKHa BHKOPHUCTOBYBAaTH KOH(QIrypauiroo, ska
PO3TIIsIHyTa Ta HaBeIeHA Yy IbOMY PO3/ILTi MPH HanamTyBaHHi cruckiB ACL.

[Ipn HanmamryBaHHI BHKOPHUCTOBYEMO TOTIOJIOTIIO i KOH(Iryparirmo 3
pucysky 1.3.

e

1841 1841
Rl / RZ

Pucynok 1.3 — Moaenb mepexi

Jlo R2 ta R3 mapmpytuszaropa (1841) momaemMo mMomaTKOBI TUIATH 3
Serial mopramu (WIC-2T).

Ipumitka. OOGOB’S3KOBO  BUKIIOYAEMO MAapLIPYTH3aTOpU  IPH
BCTaHOBJICHHI HOBHUX IUIAT.
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Jani npusHauumo azapecu iHTepdeiiciB 3rimHo tadbmumi 1.3. [pu
HastamtyBaHHi Serial mopriB He 3a0yBaiiTe 3a1aTH 3HAUYCHHS CHHXPOHIi3aIlil
(manpuxnazn 64000).

Ta0auist 1.3 — HanamryBanus

R1 R2 R3
Ethernet moptm = |172.16.1.2 /28 |172.16.1.1 /28
Serial noptu 172.16.1.17 /28 |172.16.1.18 /28

3pificiumo  koH(irypauito RIP  mapmpytmsanii  Ha  Beix
MapHIpyTH3aTopax, 3a JONOMOrow HajamryBaHHs y Bkimaaui CLI a6o
Config RIP.

Jnsa R1, R2 ta R3 Bukonaemo HanmamryBanus RIP.

Routerl(config)#router rip

Router1(config- router)#version 2

Router1(config- router)#network 172.16.0.0

[epeBipuMoO Ai€3MATHICTH Mepexi 3a JOMOMOTOI0 KOMaHIHW ping
(MosknuBicTh miHryBaru intepdeiic Ethernet0/0 (172.16.1.2) Routerl 3
Router3).

Router3#ping 172.16.1.2

Hanamtyemo koH}iryparito ClucKy KOHTPOJIFO TOCTYITY.

Jo3Bomumo 3axoauTu Ha R2 TenHeToM Ha ABa iHTepdeicu 3 mapoyemMm
router2

Router2 (config) #line vty 0 4

Router2 (config-line) #login

Router2 (config-line) #password router2

B naniii po6oti ACL BHKOHYIOTH JABa pi3HHX 3aBaaHHs. llepmie
JO3BOJIAE€ TIABKM TETHET 3 Mepexi mocmigoBHoro 3'emmanus (iHrepdeiic
Serial0/1/0) 172.16.1.16/240 s Bxoay Ha R2.

Router2 (conf) #access-list 101 permit tcp 172.16.1.16 0.0.0.15 any
eq telnet

Hpyre no3soisie Ha Mapiipytusaropi R2 Beck Tpadik 3 Ethernet0/0
mepexi 172.16.1.0 /240.

Router2 (conf) # access-list 102 permit ip 172.16.1.0 0.0.0.15 any

[lepeBipuMO yCTaHOBKY CITUCKIB.

routerl#show access-list

B pe3ynbprari oTpUMany HaCTYITHI PSIIKH.
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Extended IP access list 101

10 permit tcp 172.16.1.16 0.0.0.15 any eq telnet

Extended IP access list 102

10 permit tcp 172.16.1.0 0.0.0.15 any

Terep 3acTOCYEMO CIUCKH JI0 IHTEPQEHCIB 115 BXiTHUX MAKETiB

Router2(conf)#interface Serial0/1/0

Router2(conf-if)#ip access-group 101 in

Router2(conf-if)#interface fa0/0

Router2(conf-if)#ip access-group 102 in

Jns mepesipkn, mo ACL npucyTHi Ha iHTepdeiicax, BHKOPUCTOBYHUTE
KOMaH/Iy:

Router2 #show running-config

abo

Router2 #show ip interface

Ilepesipumo QynxuionyBanas ACL. Ilpuennaemocs mo R3 i
crpobyemo Oe3ycriniHo mporinryBaty inTepdeiic Serial0/1/0 na R2.

Router3 #ping 172.16.1.17

ACL nomep 101 3a06mokyBaB ping. Aje OBUHEH A03BOJIMTH telnet

Router3 #telnet 172.16.1.17

VYcenimuo. Bsexmemo mapone “router2”. 3ampoinenHs Router3#
3miHmnocs Ha Router2>. 3 R2 mosxna mpominrysatu R3 un R1, s mporo
Tpeba BUKOHATH KoMaHy Ping 172.16.1.18 a6o ping 172.16.1.2. Y nanomy
BUIMAIKY KoMmanaa ping 172.16.1.18 we crnpamoe. st moBepHeHHs Ha R3
Tpeba BBecTH opaHOo4acHO Ctrl-shift-6, a motiMm X, moBepHemocs [0
3anpouieHHa Router3#.

[TonuBrMOCS HOMED cecii 1 BUIAIMMO TETTHET 3'€THAHHS.

Router3 #show sess

Router3 #disconnect 1

[Ipuemnaemocs mo R1 i momuwBuMOCsA, YM MOXKHA MPOIIHTYBaTH
inTepdeiic Serial na R3.

Routerl #ping 172.16.1.18

Hespano. ITaket craptye B R1, iine yepe3 R2 i mpuxoauts Ha R3. Ha
R3 BiH mepedopmyerncs 1 Bimcumaerbes Hasax g0 R1. Komm R3
nepeopMaToBYE MAKET, aApeca JKEpena CTae apecoro npuiiMaya, a aapeca
nmpuiiMada crae anpecoro kepena. Komm maker mpuxoauTh Ha iHTepdeiic
Serial0/1/0 na R2 BiH BimKHMAaeThCs, TaK K ajapeca Jpkepena aopiBHOE [P
azpeci intepgeiicy Serial0/1/0 na R2 172.16.1.17, a TyT J03BOJIEHHIA JIHIIIE
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tep. [Ipuennaemocs mo R1 i moguBUMOCS, Y¥ MOKEMO MM TPOIIHTYBaTH
inTepdeiic EthernetO Ha R2.

Routerl # ping 172.16.1.1

YcnimrHo. AHAIOTIYHO 1 AJIS TETTHET

Routerl # telnet 172.16.1.1

Beenemo mapouns “router2” (mms mosepuenns ctrl-shift-6, a morim Xx).
ACL mpaiioroTh yCHilIHO.

1.5 Camocriiine 3aBaaHus

BukopucToBytoun HacTyHy MoJelb Mepexi (puc.1.4), ane 3MiHUBLIHN
il KOXKeH Tij CBiff BapiaHT, BUKOHAWTE HaBEICHI HIKYE 3aBAaHHI. YcCi
HaJIAIITYBaHHS MOKHA BUKOPUCTATH y KYpCOBOMY IPOEKTI.

192.168.20.0 /24 209.165.200.224 /27

Fa0/1
S 192.168.20.1 /24

Lo0
209.165.200.225 /27

S0/0/0
WWEBTTFTP SELVED 10.1.1.2 /30

192.168.20.254 /24
10.1.1.0 /30

S0/0/1
10.2.2.1 /30
DCE

10.2.2.0 /30

S0/0/1

S0/0/0
10.2.2.2/30

10.1.1.1/30 /Hce

192.168.30.1 /24
192.168.10.0 /24

Fa0/1

192.168.11.0 /24
Fa0/1

192.168.30.0 /24
192.168.30.2 /24

192.88.10.10 /24 192.168.11.10 /24 192.168.30.10 /24
Pucynok 1.4 — Moaenb mepexi

[ HanmamTyBaHHS, BUKOPUCTOBYHTE Tabnumio 1.4 ame KoKHHMIi
CTYAEHT MOBUHEH iHAUBIIYAJbHO 3MIiHNUTH yci Mepe:ki, sKi TOYMHAIOTHCS
3 192.168 (y mpuxiasi) Ha BaacHi. Jle 192 3miHIo€ThCS Ha HOMEP CTyA€HTA
y CIUCKY rpynu, a 168 Ha KiibKicTh JiiTep y Npi3BUILi CTyIeHTA.

Hpukaag. enpopenko (Ne 3a cnmckom 18) — yci TabnuuHi AaHHI
noBHHEH 3MiHUTH 3 192.168.x.x Ha 18.9.X.X 1 y MOAaIbIINX HANAMTYBAHHIX
BUKOPUCTOBYBATH TITBKH IX.
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Tabmuns 1.4 — [puxnan HaTamTyBaHHS

EHeMeH.T InTepdeiic Ip-agpeca Macka mepexi [lmio3 32
MepesKi 3aMOBYECHHSAM
Fa0/0 192.168.10.1 255.255.255.0 N/A
R1 Fa0/1 192.168.11.1 255.255.255.0 N/A
S0/0/0 10.1.11 255.255.255.252 N/A
Fa0/1 192.168.20.1 255.255.255.0 N/A
R2 S0/0/0 10.1.1.2 255.255.255.252 N/A
S0/0/1 10.2.2.1 255.255.255.252 N/A
Lo0 209.165.200.225 | 255.255.255.224 N/A
R3 Fa0/1 192.168.30.1 255.255.255.0 N/A
S0/0/1 10.2.2.2 255.255.255.252 N/A
S1 Vlanl 192.168.10.2 255.255.255.0 192.168.10.1
S2 Vlanl 192.168.11.2 255.255.255.0 192.168.11.1
S3 Vlanl 192.168.30.2 255.255.255.0 192.168.30.1
PC1 NIC 192.168.10.10 255.255.255.0 192.168.10.1
PC2 NIC 192.168.11.10 255.255.255.0 192.168.11.1
PC3 NIC 192.168.30.10 255.255.255.0 192.168.30.1
Server NIC 192.168.20.254 | 255.255.255.0 192.168.20.1

HpumiTka. SIKI10 BUHUKAIOTH TPYAHOIII, TO 3BEPHITH YBary Ha Te, 110
3araibHi HATAIITYBAaHHS MapIIPYTHU3aTOPiB HABEICHI Jali, Y MyHKTi 1.5.6.

1.5.1 Po3po6xa cxemu Ta HAJAIITYBaHHSA Mepe:Ki

Crouatky Tpeba 3i0patu Mepexy, 3TiTHO TOTOJIOTii pUCYHKY 1.4.

Bu MoxeTe BUKOPHCTOBYBAaTH OyIb-SKHH MapIIpyTH3aTOp y Ballii
po0oTi, KO BiH Mae HeoOXiHI iHTEepdeiicH, SKi HaBeICHO Ha PUCYHKY.

Mpumitka. s cxema po3poOiieHa Ta TiepeBipeHa 3 BUKOPUCTAHHIM
MapmpyTu3aropis cepii 1841. ko B BUKOPHUCTOBYETE MapIIPyTH3ATOPH
iHIIOI cepii, MOPTH MapUIPyTHU3aTOpa Ta OMHUC HTEP(ENCiB MOXYTb OyTH
inmmMu. Ha crapux MapmpyTtu3aTopax Jesiki KOMaHId He iCHYIOTh 30BCIiM.

Buganute Oyap-ski icHyroui KoH(Qirypamii Ha MapipyTu3zaTopax,
SIKITIO BH CKOPUCTAITACH POOOUOI0 CXEMOIO MEpExKi.

Hanamryiite xondirypauito Mapmpyrtuzatopie RI, R2, R3,
komyTaTopiB S1, S2, S3 KOMIT'IOTEPIB Ta CEpBEPY, BIAMOBITHO IO HACTYITHUX
NPaBUIL:

— HaJamTyHTe iMEeHa TPUCTPOIB TakK, M00 BOHHU BiIOBimamM cxemi
Ha PUCYHKY;
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— BHUMKHITB nomyk DNS (komanza no ip domain-lookup);
— HanamTyiTe nmapois pexumy EXEC knacy;
— HaJAIITYHTE Mapoiib CiSco Il KOHCOJbHHX 3'€JHAaHb;
— HaJaITYWUTE Mapoiib sl BiJaieHuX miakmodeHs VTY;
— HanawmTtyite [P-agpecu Ta Macku Ha ycix IpUCTPOSIX;
— yBimMKHITE 00macte OSPF 3 inenTudikaropom mpormecy 1 ams Beix
MapHIpyTH3aTOPiB i MEPEK;
HajamryiTe inTepdeiic 3BOPOTHOTO 3B'13Ky Ha R2 111 MogemoBaHHs
ISP (xomanma interface loopbackO);
— mnanawryite [P-anpecu mns intepdeiiciB VLAN1 Ha KoXKHOMY
KOMYTaTopi;
— HaJaINTYWTE KOKEH IEepPeMHKad 3a JIOIOMOTOI BiJIMOBIIHOTO
IUTIO3Y 32 3aMOBUYBAHHSM;
— TepeBipTe MoBHE 3'emHaHHS Yepes [P 3a mormomMororo koMaHIu ping.
Mpumitka. [dani HeBeneHi KOMaHAM, sSIKI BaM JIOTIOMOXKYTb IIpH
BUKOHAHHI HaJIaIITyBaHHS.
BxirounTi 3anmc icropii 3Minn koH}irypamii.
(config)# archive
(config-archive)# log config
(config-archive-log-cfg)# logging on
(config-archive-log-cfg)# hidekeys
Bk104nTH BeleHHS KypHaJTY.
(config)# logging on
(config)# logging buffered
(config)# logging trap <0-7>
0 - MiHIMYM, 7- 3aITUC yCiX TOBIIOMJICHB
BceTaHoBUTH MAapoJib HA NPUBeEJIEripOBaHUIl pPeXKUM.
Router(config)#enable password napoas
abo
Router(config)#enable secret napono
BceTranoBuTH napoJib Ha JiHii Vty.
Router(config)#line vty 0 4
Router(config-line)#login
Router(config-line)#password napoas
ITapoJib Ha KOHCOJIb.
Router(config)#line console 0
Router(config-line)#password napons
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Router(config-line)#login

Terep npu miKITIOYEHHI 3 KOHCOJII OTPUMAJIH 3apOIICHHS :

Press RETURN to get started.

User Access Verification

Password:

Tpeba BBecTH mapois. [lpu BBEACHHI CHMBOJIN HE BiZOOpaskarOThCSI.

1.5.2 KondirypyBanust crangaptaoro ACL

Cragmaptai ciimcku ACL MoXyTh QinbTpyBaTH Tpadik ume Ha
ocHoBi [P-ampecu mxepena. TuNOBOIO MPaKTUKOI € HaJalITyBaHHS
cragmaptaHoro ACL sk MokHa OnrpKde IO MICIT MPU3HAYCHHA. Y IHOMY
3aBHaHHi BW Hajamrtyere craHpaptHuii ACL. ACL npusnadenuit s
osoxyBaHHs Tpadiky 3 Mepexi 192.168.11.0/24 ans goctymy 10 Oyab-sKHUX
JIOKalbHUX Mepex Ha R3.

et ACL 3acrocoBano 10 BxigHoro mocimigosHoro (Serial)
inTepdeticy R3. Ilam'sraiite, mo xoxen ACL mae nessauit "deny all", mo
NPUBOJUTE 10 OJIOKYBaHHS BCHOTO Tpadiky, KWl HE CIiBIagae 3 yMOBaMHU
B ACL. 3 miei npuunau Tpeda goaatu A03BiN OYIb-IKOMY TBEPIKEHHIO Y
kinmi ACL.

Ilepmr HiX HamamTyBaTté Ta 3actocyBaTH ueil ACL, o0oB'si3k0BO
nepesipte migkiatodeHns 3 PC1 (abo intepdeiicy Fal/1 ma R1) g0 PC3 (abo
inTepdeticy Fa0/1 aa R3). Tectu 3'eqHaHHS MOBUHHI OYTH YCIIIITHUMY TIEpE]
3actocyBanasM ACL.

Hami tpeba crBoputn ACL Ha mapmpyrmzatopi R3. [lng mporo y
pekuMi rinodanbHoi KOHQITypalii cTBOpITh CTaHnapTHUM, iMeHOBaHui ACL,
3imM’ssm STND-1.

R3(config)#ip access-list standard STND-1

VY pexumi xongirypauii crangaptHoro ACL nonaiite KomMaHzy, sika
3abII0Ky€ BCi TakeTw 3 inTepdeticy, aapeca skoro 192.168.11.0/24.

R3(config-std-nacl)#deny 192.168.11.0 0.0.0.255

Jlo3BoauTH yBeCh iHIHI Tpadik.

R3(config-std-nacl)#permit any

JHaui 3po6ites npus’sizky ACL o iHTepdeiicy.

Busnaure ACL STND-1 ¢ineTpom Ha BXinni makeru R3 yepes Serial
interface 0/0/1.

R3(config)#interface serial 0/0/1
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R3(config-if)#ip access-group STND-1 in

R3(config-if)#end

R3#copy run start

[Iporectyiite podory ACL.

[epesipre podory ACL, BukopucroBytoun minr Bix PC2 mo PC3.
Ockinbkn ACL mpu3zHadeHWHd 171 ONOKyBaHHS Tpadiky 3 BHXITHUMH
aapecamu 3 mepexi 192.168.11.0/24, PC2 (192.168.11.10) ne Oyne matu
MOXJIUBOCTI ayist ping PC3.

Bu Takox MoOXeTe BHMKOPHUCTOBYBAaTH pO3IIMPEHUH WIiHT BiA
iaTepdeiicy Fa0/1 ma R1 mo imTepdeiicy Fal/1 na R3.

R1#ping ip

Target IP address: 192.168.30.1

Repeat count [5]:

Datagram size [100]:

Timeout in seconds [2]:

Extended commands [n]: y

Source address or interface: 192.168.11.1

Type of service [0]:

Set DF bit in IP header? [no]:

Validate reply data? [no]:

Data pattern [OXABCD]:

Loose, Strict, Record, Timestamp, Verbose[none]:

Sweep range of sizes [n]:

BBenithb escape-mociiIoBHICTh IS 3aBEPIICHHS.

Sending 5, 100-byte ICMP Echos to 192.168.30.1, timeout is 2
seconds:

Packet sent with a source address of 192.168.11.1

u.uu

Success rate is 0 percent (0/5)

Bu noBuHHI N00aYNTH HACTYIIHE MOBIJOMIICHHS Ha KOoHcoumi R3:

*Sep 4 03:22:58.935: %SEC-6-IPACCESSLOGNP: list STND-1
denied 0 0.0.0.0 ->192.168.11.1, 1 packet

V npusineiioanomy pexxumi EXEC na mapmpytuzatopi R3 BBeaiTh
koMmaHay Show access-lists. Bu 6GaunTe BHBiA, MOmIOHHI 10 HACTYIHOTO.
Koxen psgoxk ACL mae moB's3aHuii 3 HUM JIYWILHUK, SKHHA IOKa3ye,
CKIJIbKH TIAKETIB BiATIOBIAAIN MIPABUITY.



21

Standard IP access list STND-1
10 deny 192.168.11.0, wildcard bits 0.0.0.255 log (5 matches)
20 permit any (25 matches)

Meroro ctBopeHHs mporo ACL € OnOKyBaHHS XOCTiB 3 Mepexi
192.168.11.0/24. VYcim iHmmAM XocTaM, HampUKIax 3  Mepexi
192.168.10.0/24, cnin HagaBatu gocTym no mepex Ha R3. [Iposenits mie
omma Tect 3 PCl ma PC3, mo0 mepekoHartmcs, o Ied Tpadik He
3a0JJ0KOBaHO.

Bwu Takox MOKeTe BUKOPHCTOBYBATH PO3IMINPEHUH ITIHT 3 iHTepdeicy
Fa0/0 na R1 no inrepdeiicy Fa0/1 na R3.

R1#ping ip

Target IP address: 192.168.30.1

Repeat count [5]:

Datagram size [100]:

Timeout in seconds [2]:

Extended commands [n]: y

Source address or interface: 192.168.10.1

Type of service [0]:

Set DF bit in IP header? [no]:

Validate reply data? [no]:

Data pattern [OXABCD]:

Loose, Strict, Record, Timestamp, Verbose[none]:

Sweep range of sizes [n]:

BBeniTs eSCape-mocmiJoOBHICTh IS 3aBEPIICHHS.

Sending 5, 100-byte ICMP Echos to 192.168.30.1, timeout is 2
seconds:

Packet sent with a source address of 192.168.10.1

Success rate is 100 percent (5/5), round-trip min/avg/max = 40/43/44
ms.

1.5.3 KondirypyBanus po3mmpenoro ACL

Sxmo motpibHa Ginblna neTamizamisi, BU MOBUHHI BUKOPHUCTOBYBATH
posummpeni cnmcku ACL. Posmmpeni cnmcku ACL MoxyTs (inbTpyBaTH
Tpadik 3a MPUHIMIOM OULTBII HIK MPOCTO BHXiAHI ab0 BXigHI aapecw.
Posmmpeni cnmcku ACL moxyth QinbrpyBatu IP-ampecu mnportoxodny,
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JDKepena Ta TpPU3HAYEHHS, a TaKkoX HOMEpPH TOPTIB JpKepena Ta
MIpU3HAYCHHS.

JonatkoBa moJyiTHKa AJIS i€l MEPEKi TOBOPHUTH MPO Te, IO MPUCTPOL
3 mepexi 192.168.10.0/24 wmarTh OOCTYIl A0 BHYTPINIHIX MeEpex.
Komm'toTepu B 1ili JIOKaIBHIA MEpEXi HE MarOTh JOCTyNy 10 [HTEepHeTYy.
Tomy 11 kopwcTyBadi TOBHHHI 3a0JOKyBaTH moctynm npo IP-ampecu
209.165.200.225. Ockinbku 1 BHMOTra TOBMHHa 3a0e3neuyBaTu
MOTPUMAHHS YMOB SIK IO JDKepesa, Tak 1 MICIl TpU3HAYCHHS, MOTPiOCH
po3mmpennit ACL.

Y mpoMy 3aBmaHHI BU HajamryeTe po3mmpenuit ACL ma R1, sxwit
Onmokye Tpadik, MO HAgXOAUTH 3 OYyAb-IKOTO NPUCTPOI0 MeEpexi
192.168.10.0/24 mns moctymy mo xoctra 209.165.200.255 (MomemoeTbes
ISP). Lieit ACL 3actocoBano no intepdeiicy R1 Serial 0/0/0. Haiikpamroro
NPaKTUKOI0 3aCTOCYBaHHS PO3MIMPEHUX JIIEH3IMHUX JiHIA 3BYI3KY €
PO3MIIIIeHHS 1X K MOKHA OJIDKYE 710 JHKepena.

[lepen Tum, sk ToyaTH, mepeBipTe, IO BH MOXETE 3aIyCTUTH ping
209.165.200.225 3 PC1.

Hami y pexumi rinobanmbHOi KOH(QIrypamii CTBOpPiTH IMEHOBAaHWH,
posmmpennit ACL 3 im’ssm EXTEND-1.

R1(config)#ip access-list extended EXTEND-1

3BepHITH yBary, MO NPOIMO3UIS MapUIPYTH3aTOpa 3MiHIOETHCS,
BKa3ylouWd Ha Te, IO BU 3apa3 IepeOyBaeTe B PO3LIMPCHOMY DPEXHMI
koHpirypamii ACL. 3 mporo psaka jgojaite HEOOXigHI KOMaHAW JUIs
omoxyBanHS Tpadiky 3 mepexi 192.168.10.0/24 na xoct. BukopucroByiite
KJIFOUOBE CJIOBO XOCTY MPY BU3HA4YEHH1 Miclig npu3HayeHHs. Haragaemo, mo
Hesisuuii "deny all" 610kye Bech iHmmit Tpadik 6€3 10JaTKOBOTO JTO3BOIY.
HonaiiTe xoMaHay Mpo 03BiN, MO0 MEpeKoHaTHCs, WO iHIWH Tpadik He
3a0JI0KOBAHO.

R1(config-ext-nacl)#deny ip 192.168.10.0 0.0.0.255 host
209.165.200.225

R1(config-ext-nacl)#permit ip any any

3po6ite mpus’s3ky ACL no intepdeiicy.

I3 cranmaptaumu ACL naiikpammm kpokoM € po3mimenns ACL sk
MOXHa Ommkde mo Mmicis mpusHadeHHsA. Posmmpeni ACL, sk mpaBmiio,
po3mimnyroTeest mobnusy mxepena. ACL EXTEND-1 posmictumo Ha
nociioBHOMY iHTepdeiici mist pimpTparii BuxigHoTro Tpadiky.

R1(config)#interface serial 0/0/0
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R1(config-if)#ip access-group EXTEND-1 out

R1(config-if)#end

R1#copy run start

[Ipotecryiite ACL. 3 PC1 mpominryiite inrepdetic loopback Ha
Mmapuipytuzaropi R2. Li miHru He TOBUHHI POMTH, OCKIIBKK BeCh Tpadik 3
Mepexi  192.168.10.0/24  BindinmbTpoByeThCSA,  KOTH  OTPUMYBad
209.165.200.225. Skmio agpecatoM € iHIIA ajapeca, TO MiHT MOBUHEH OyTH
yemimanM. [linTBepaiTe 1e, mepeBipuBmA R3 3 KOMIT'IOTEpa MeEpexi
192.168.10.0/24.

Ipumitka. Po3mmpena ¢ynkmis ping Ha R1 He Moxe Oyth
BUKOpHUCTaHa i nepeBipku 1poro ACL, ockibku Tpadik HOYHETHCS B
Mexax R1 i Hikomu He Oynme mepeBipsaTucsa Ha ACL, skuii 3aCTOCOBaHO 110
nociigoBHoro inTepdeiicy R1.

R1#show ip access-list

OTpumanu HacTymIHe.

Extended IP access list EXTEND-1

10 deny ip 192.168.10.0 0.0.0.255 host 209.165.200.225 (4 matches)

20 permit ip any any

1.5.4 KontpoJas gocrymy mo vty JiHisim

Sxmo Tpeba abo PeKOMEHAOBAHO OOMEKHUTH AOCTYyM A0 JdiHii VTY
MaplIpyTH3aTOpa NPY BUKOHAHHI BIAAaJCHOTO aAMiHICTPyBaHHS, TO MOXKHA
3actocyBat ACL no miniit VTY, mo 103BOJIMTE OOMEXHUTH JOCTYH JIO
MIEBHUX BY3JiB a00 Mepex. Y IbOMY 3aBJaHHI BaM Tpeba HalamTyBaTH
cranpapTauii ACL, 1100 103BOJHMTH XOCTaM 3 IBOX MEPEX OTPUMATH TOCTYII
no mini VTY. [HmmM npuctposMm y gocTymi Oyae BiIMOBIIEHO.

[TepekoHnaliTecs, 1110 BH MOKETe BCTAaHOBHTH telnet 3’enHanHs Ha R2 3
06ox mapmpyTm3aropiB R1 i R3.

3koHQirypyiite imeHoBanui ctangaptTauii ACL Ha MapmpyTuzaTopi
R2 stxuit mosBomsie Tpagik 3 10.2.2.0/30 1a192.168.30.0/24 i 3a60poHsie Bech
iHmmit Tpagik. Hassite #ioro ACL TASK-5.

R2(config)#ip access-list standard TASK-5

R2(config-std-nacl)#permit 10.2.2.0 0.0.0.3

R2(config-std-nacl)#permit 192.168.30.0 0.0.0.255

Hanamryiite Ta Bukonaiite npus’s3ky ACL no inrepdeiicy.
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Jani Hanamryiite pexxum KoHpirypamii mist n’sta ik VTY 0-4.
BukopucroByiiTe komany access-class st 3acrocyBanns ACL 1o miniit vty
Y BXiIHOMY HaTpSIMKY.

R2(config)#line vty 0 4

R2(config-line)#access-class TASK-5 in

R2(config-line)#end

R2#copy run start

ITpoTtectyiite poboty ACL. [Ins 1iboro BuKoOHalTe koMary telnet Ha
R2 3 mapmipytusaropa R1. 3BepHith yBary, o IP-agpec R1 He 3HaxX01uThCs
y aagpecHoMmy piamazoni s no3Boiay ACL TASK-5, tomy cnpobu
M IKITIOYEHHS OYIyTh HEYCITIIITHI.

R1# telnet 10.1.1.2

HeycmimHo.

Trying 10.1.1.2 ...

% Connection refused by remote host

ITpu 3xiticuenni komanau telnet Bix R3 mo R2 Bam Oyme moTpioHO
BBeCTH mapoib 1y1st miHii VTY.

R3# telnet 10.1.1.2

VYenimso. Tpeba yBiTH 110 NapoJIio.

Trying 10.1.1.2 ... Open

HecankiioHoBaHHii T0CTyI 3a00pOHEHO

User Access Verification

Password:

1.5.5 Bupimennst npo6siem ACLS

Axmo cmucok ACL nHamamToBaHo ab0  3acTOCOBAHO IO
HETPaBWIBHOTO iHTepdeiicy Yi y HEeNpaBHWJILHOMY HANpsIMKY, MEPEXHHH
Tpadik MOXKE CTaTH HeOKAHHIM.

Bukonaiite Buityaennst ACL STND-1 3 S0/0/1 mapmpytuzatopa R3.

Tak sIK paHilI BU B’K€ CTBOPWIN Ta 3aCTOCYBAJIM Ha3BY CTaHIApTHOTO
ACL na mapupytuzaropi R3, To Tpeba BBecTH Komanay Show running-
config, mo6 nepermsinytu ACL Ta #oro posramyBanHs (iHTepdeiic).
Pesynbrarom € e, mo ACL 3 Ha3zBoro STND-1 HanmamroBaHo Ta 3aCTOCOBAaHO
Ha mocmigoBaomy 0/0/1 (S0/0/1). Ileit ACL crBopeHo isi OIOKYBaHHS
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BCHOTO MEPEKHOr0 Tpadiky 3 aIpecoro BiANpaBHUKA, KA 3HAXOIUTHCS B
Mepexi 192.168.11.0/24, npu noctymi 10 JIokamsHOI Mepexi Ha R3.

Jns sunanenns uporo ACL, Tpeba nepeiitu 10 pexuMy KoHpiryparuii
inTepdeticy ans Serial 0/0/1 na R3. BukopucroByiite komanay STND-1 6e3
rpym ip, mo6 Bugamutu ACL 3 inTepdeiicy.

R3(config)#interface serial 0/0/1

R3(config-if)#no ip access-group STND-1 in

BukopucroByiite komangy show running-config, mo6 mepeBipuTH,
mo ACL Bunaneno 3 Serial 0/0/1.

o6 mnepeBiputn Hanpsamok ¢ineTpyBanHs ACL, moBTOpHO
3actocyiite ACN STND-1 mo iarepdeticy Serial 0/0/1. Iporo pasy ACL
¢bineTpye BuxigHui Tpadik, a He BXigHUN Tpadik.

R3(config)#interface serial 0/0/1

R3(config-if)#ip access-group STND-1 out

INepesipre poboty ACL 3a momomoroto BukoHanHs miHry Big PC2 no
PC3. MoskHa BUKOPHCTOBYBATH po3MpeHni miHr 3 R1. 3BepHiTh yBary, 1o
IBOTO pa3y MiHTH IOCATAIOTh YCIiXy, a MumibHUKd ACL He 301ThIIyIOThCS.
e MO’KHaA TTEPEBIPUTH 3a JOTIOMOT0F0 KOMaHau Show ip access-list na R3.

Bignosite ACL no mowarkoBoi kon¢irypauii. Bumyuite ACL 3
BUXIJJHOTO HANpPSMKY Ta MOBTOPHO 3aCTOCYHTE HOTO 10 BXiIHOTO HATIPSIMKY .

R3(config)#interface serial 0/0/1

R3(config-if)#no ip access-group STND-1 out

R3(config-if)#ip access-group STND-1 in

3acrocyiite TASK-5 o BxigHoro mociigosHoro inrepdeiicy S0/0/0
MmapipyTtuzaropa R2.

R2(config)#interface serial 0/0/0

R2(config-if)#ip access-group TASK-5 in

[porectyiite pobory ACL. CnpoOyiite 3B's3atucs 3 OyIb-SKUM
pUCTpoeM, TiakmodeHnM 10 R2 a6o R3 3 R1 abo 10 HBOTO MiAKITIOYEHUX
Mepex. 3BEpHiTh yBary, IO BCi MOBiIOMIEHHsS 3a0J0KOBaHi; OJHAK,
miunmnpHuk  ACL  He 30umpmyroreca. lle moB's3aHo 3  HEIBHUM
"samepeuyBatu Bcix" B KiHIi koxHOro ACL. lle 3amepeyeHHs JT0O3BOJIHTH
3akpuTH BXigHui Tpadik mo S0/0/0 3 Oyab-skoro jpkepena, pukiodas R3.
Lle mpusBene 1o BUIydyeHHS MapIpyTiB 3 Tabmuni Mapmpytusanii R1.
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Bu moBunH1 0aunTH ITOBIIOMIIEHHS, TTOAI0HI 10 HABEACHNUX HIDKYE, HA
koHcoysxX R1 1 R2 (e 3aiime mesikuii gac):

*Sep 4 09:51:21.757: %OSPF-5-ADJCHG: Process 1, Nbr
192.168.11.1 on Serial0/0/0 from FULL to DOWN, Neighbor Down: Dead
timer expired

SIK TITBKM BU OTPUMAETE II¢ TMOBIIOMIICHHS, BUKOHAWTE KOMaHIY
show ip route sx ma RI1, tak i Ha R2, mo6 mobaunTH, SKi MapuIpyTH
BUITy4eHi 3 Tabnuni Mapmpytusanii. Bunydite ACL TASK-5 3 intepdeticy
Ta 30epekiTh CBOi KOH(DIryparii.

R2(config)#interface serial 0/0/0

R2(config-if)#no ip access-group TASK-5 in

R2(config)#exit

R2#copy run start

1.5.6 Kondirypauia mapmpyrusaTtopis

Jlani HaBeneHa 3arajbHa KOH(QIrypamis MapiipyTH3aTOpiB, 3TiJHO
OCHOBHHX ITYHKTiB 3aBJIaHb.
Mpumitka. Y Bac € 3MiHK y azpecarrii, SIKi BU IOBUHHI BpaXOBYBaTH.

Router 1

hostname R1

enable secret class

Ino ip domain lookup

|

interface FastEthernet0/0

ip address 192.168.10.1 255.255.255.0
no shutdown

interface FastEthernet0/1

ip address 192.168.11.1 255.255.255.0
no shutdown

interface Serial0/0/0

ip address 10.1.1.1 255.255.255.252

ip access-group EXTEND-1 out
clockrate 64000

no shutdown
!
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router ospf 1

network 10.1.1.0 0.0.0.3 area 0

network 192.168.10.0 0.0.0.255 area 0

network 192.168.11.0 0.0.0.255 area 0

]

ip access-list extended EXTEND-1

deny ip 192.168.10.0 0.0.0.255 host 209.165.200.225 permit ip any

I
banner motd " HecanxkiionoBanuii goctym 3aboponeHo.” !

line con 0

password cisco
logging synchronous
login

I

line vty 0 4
password cisco
login

]

Router 2

hostname R2

enable secret class
no ip domain lookup

interface Loopback0

ip address 209.165.200.225 255.255.255.224
interface FastEthernet0/1

ip address 192.168.20.1 255.255.255.0
no shutdown

interface Serial0/0/0

ip address 10.1.1.2 255.255.255.252
no shutdown

interface Serial0/0/1

ip address 10.2.2.1 255.255.255.252
clockrate 125000

no shutdown
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router ospf 1

no auto-cost

network 10.1.1.0 0.0.0.3 area 0
network 10.2.2.0 0.0.0.3 area 0
network 192.168.20.0 0.0.0.255 area 0
network 209.165.200.224 0.0.0.31 area 0
]

ip access-list standard TASK-5

permit 10.2.2.0 0.0.0.3

permit 192.168.30.0 0.0.0.255

]

banner motd " HecankiionoBauuii qoctymn 3aboponeHo.” !

line con 0

password cisco

logging synchronous
login

linevty 0 4
access-class TASK-5 in
password cisco

login

I

Router 3

hostname R3

enable secret class

no ip domain lookup

I

interface FastEthernet0/1

ip address 192.168.30.1 255.255.255.0
no shutdown

interface Serial0/0/1

ip address 10.2.2.2 255.255.255.252
ip access-group STND-1 in

no shutdown

|

router ospf 1
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network 10.2.2.0 0.0.0.3 area 0
network 192.168.30.0 0.0.0.255 area 0
!

ip access-list standard STND-1

deny 192.168.11.0 0.0.0.255 log
permit any

I

banner motd " HecanxkiionoBanuii goctym 3a6oponeso.” !

line con 0

password cisco
logging synchronous
login

linevty 0 4
password cisco
login

I

end

1.6 3micT 3BiTY

— Xix poboTw;

— OCHOBHA MpAIIOI0Ya CXe€Ma Mepexi 3a BapiaHTOM Ta YCi CXeMHU
Mepexi, siKi BiToOpaxaroTh BUKOHAHHSI HABEJCHUX 3aB/aHb;

— BIJAMOBI/II HA KOHTPOJBHI MUTAHHS.

1.7 KoHTpOJIbHi NUTAHHS

Hagenite Bu3naueHHs imenoBannx ACL?
Hagenits Bu3HauenHs posmupennx ACL?
[puknan popmyBaHHs cTaHAapTHOro iMmeHoBaHoro ACL.
®dopma koMaHaU A1t POPMYBAHHS POSIIUPEHOTO CITUCKY.
[IpuHIMI CTBOPEHHS Ta HamamTyBaHHsA po3imperoro ACL.
Hagenite mpukas.

6. 3aranpHe TpaBuiIO po3TalryBaHHS Ta HajamTyBanHs ACL. o
YOr0 MPUBOANTH HOTO HEBUKOHAHHS?

agrwnE
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